S. HrG. 115-284

THE THREAT POSED BY ELECTROMAGNETIC
PULSE AND POLICY OPTIONS TO PROTECT
ENERGY INFRASTRUCTURE AND TO IMPROVE
CAPABILITIES FOR ADEQUATE SYSTEM RES-
TORATION

HEARING

BEFORE THE

COMMITTEE ON
ENERGY AND NATURAL RESOURCES
UNITED STATES SENATE

ONE HUNDRED FIFTEENTH CONGRESS
FIRST SESSION

MAY 4, 2017

&R

Printed for the use of the
Committee on Energy and Natural Resources

Available via the World Wide Web: http://www.govinfo.gov

U.S. GOVERNMENT PUBLISHING OFFICE
26-072 WASHINGTON : 2018



COMMITTEE ON ENERGY AND NATURAL RESOURCES
LISA MURKOWSKI, Alaska, Chairman

JOHN BARRASSO, Wyoming MARIA CANTWELL, Washington
JAMES E. RISCH, Idaho RON WYDEN, Oregon

MIKE LEE, Utah BERNARD SANDERS, Vermont
JEFF FLAKE, Arizona DEBBIE STABENOW, Michigan
STEVE DAINES, Montana AL FRANKEN, Minnesota

CORY GARDNER, Colorado JOE MANCHIN III, West Virginia
LAMAR ALEXANDER, Tennessee MARTIN HEINRICH, New Mexico
JOHN HOEVEN, North Dakota MAZIE K. HIRONO, Hawaii

BILL CASSIDY, Louisiana ANGUS S. KING, JR., Maine
ROB PORTMAN, Ohio TAMMY DUCKWORTH, Illinois
LUTHER STRANGE, Alabama CATHERINE CORTEZ MASTO, Nevada

CoLIN HAYES, Staff Director
PATRICK J. MCCORMICK III, Chief Counsel
IsaAc EDWARDS, Senior Counsel
ANGELA BECKER-DIPPMANN, Democratic Staff Director
SaM E. FOWLER, Democratic Chief Counsel
DAVID GILLERS, Democratic Senior Council
RicH GLICK, Democratic General Counsel

1)



CONTENTS

OPENING STATEMENTS

Page
Murkowski, Hon. Lisa, Chairman and a U.S. Senator from Alaska ..................
Cantwell, Hon. Maria, Ranking Member and a U.S. Senator from Wash-
F8 0¥ = 7 ) s RSP 3
WITNESSES
LaFleur, Hon. Cheryl, Acting Chairman, Federal Energy Regulatory Commis-
1S310) 4 H OO OO O O OO P PR SUPPORSUPUPRRUPP 5
Gingrich, Hon. Newt, Chairman of the Board, Gingrich Productions ................. 15
Cooper, Ambassador Henry F., Former Director, Strategic Defense Initiative
OFZANIZATION  ..eiiiieiiieeiiieiieeie ettt ettt et e et te st e et e s beesaeeesbeesabeesbeessseeseesnseensnas 19
Durkovich, Caitlin, Director, Toffler Associates .........ccccccceeeeveivveeeeeeiciiiieeeeeeeenns 32
Manning, Robin E., Vice President, Transmission and Distribution, Electric
Power Research InStitute .........ccccooiiiiiiiiiiiiiiiiieiccceceeeeee e 39
Wailes, Kevin, Chief Executive Officer, Lincoln Electric System, and Member
of the Board of Directors, American Public Power Association ..........ccc.......... 49
ALPHABETICAL LISTING AND APPENDIX MATERIAL SUBMITTED
Brumley, Dr. David:
Response to Questions for the Record .........ccccoooiiiiiiiiieniiinienieeieeiceeee, 114
Cantwell, Hon. Maria:
Opening StatemMeENt .........ccccccviieeiiieeeiieecee e e e ee e e e erreesraeeenaeeens 3
Cooper, Ambassador Henry F.:
Opening StatemMeENt .........ccccceciiiiriiiieiiieeeieeeeree et eaee e 19
Written Testimony .21
Responses to Questions fo 93
Durkovich, Caitlin:
Opening StatemMeENt .........ccccccviieeiiieeciieeecee e e e e e e re e e erreesraeeenaeeens 32
Written Testimony .........cceccceeevcievinieeenne 34
Responses to Questions for the Record 102
Gingrich, Hon. Newt:
Opening StAteMeENTt ........cccccviiiiiiiiieieeie et 15
Written Testimony ...... .17
Responses to Questions for the Record .........cccccvvveeiiiiciiiiiciiieeieeceeeee. 92
LaFleur, Hon. Cheryl:
Opening StatemMeENt .........cccceeciiieriiiieiiieeeeeeeree ettt sbae e eaee e 5
Written Testimony .........ccccceceeeecveeeecnveens 8
Responses to Questions for the Record 80
Manning, Robin E.:
Opening StatemMeENt .........cccccccviieeiiiieciieeecee e e e et e e err e e sraeeeeaeeens 39
Written Testimony .........cceccceeevieeinieeenne 41
Responses to Questions for the Record .. 105
Murkowski, Hon. Lisa:
Opening StAteMeENTt ........ccccciiiiiiiiiiiiieieeeee ettt 1
Wailes, Kevin:
Opening StatemMeENt .........c.cccccviieeiiieeciieeecee e e e e r e e erreeerraeeenaeeens 49
Written Testimony .........cceccceevvievinieeenne 51
Responses to Questions for the Record 109

(I1D)






THE THREAT POSED BY ELECTROMAGNETIC
PULSE AND POLICY OPTIONS TO PROTECT
ENERGY INFRASTRUCTURE AND TO IM-
PROVE CAPABILITIES FOR ADEQUATE SYS-
TEM RESTORATION

THURSDAY, MAY 4, 2017

U.S. SENATE,
COMMITTEE ON ENERGY AND NATURAL RESOURCES,
Washington, DC.

The Committee met, pursuant to notice, at 10:09 a.m. in Room
SD-366, Dirksen Senate Office Building, Hon. Lisa Murkowski,
Chairman of the Committee, presiding.

OPENING STATEMENT OF HON. LISA MURKOWSKI,
U.S. SENATOR FROM ALASKA

g‘he CHAIRMAN. Good morning. The Committee will come to
order.

I would like to welcome everyone to the Energy hearing this
morning. We are here to examine the threat that is posed by elec-
tromagnetic pulse, that is known as EMP, as well as policy options
to protect energy infrastructure and provide for system restoration
in the event of an EMP attack. The United States has recognized
a potential EMP attack as a national security threat for decades
and our efforts to understand a potential EMP burst are certainly
not new.

The Department of Defense (DoD) and our national labs have
been grappling with these issues to one degree or another since we
first started testing nuclear weapons. Extensive tests in the 1950s
and 60s examined the potential impact of an EMP burst on both
military and civilian infrastructure. Today, however, there is a re-
newed focus on understanding the effects of such an attack and an
increase of efforts directed at mitigating and recovering from such
an event should it occur. This issue is, perhaps, more salient now
than ever for several compelling reasons.

First is the proliferation of nuclear technology which is no longer
limited to the U.S., Russia, China, the U.K. and France. Other na-
tions have tested nuclear weapons and missiles to deliver them.
Rogue nations, such as North Korea, may already have or be close
to obtaining these capabilities. We must also be mindful of the po-
tential for a non-state actor to obtain a nuclear device. While their
ability to use a missile as a delivery vehicle for a high altitude
EMP attack would likely be more limited, we know that it cannot
be ruled out.
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Second is the proliferation of electronics in today’s society. Just
about everyone in this room, I would venture to say, has a
smartphone. That is just the start of the devices that we rely on,
and that, in turn, rely on electricity and electronics to function.
This has magnified the impact as compared to the potential impact
in the 1960s that an EMP burst could now have on the electric
1grid, the technologies that rely on electronics and on our daily
ives.

We must recognize from the start of today’s discussion that the
threat posed by an EMP attack is a matter of national defense. De-
fending our nation from a missile carrying a nuclear warhead is
clearly beyond the scope of the owners and operators of energy in-
frastructure and their regulators. Nevertheless, these institutions
do have a role in protecting critical energy infrastructure and pro-
viding for its restoration. As the owners and operators of critical
energy assets, our utilities must assist government EMP experts in
understanding how the electric grid works.

For its part, government must prudently share its knowledge and
expertise with industry on a timely basis and approve or direct
prudent, reliability standards as warranted. There really is no way
around this.

On the one hand, we have defense and national security per-
sonnel who are very familiar with the effects of a nuclear detona-
tion but who are not responsible for the complexities of keeping the
lights on. And on the other hand, you have professionals in the
power sector who know the grid but are not familiar with the char-
acteristics of a nuclear detonation.

It is critical that the electric industry and government improve
upon their mutual understanding and trust because it is essential
to the productive relationships that are necessary to improve our
ability to respond to EMP and other potential, high impact, but low
frequency events.

Both camps must work together to share information and exper-
tise. Our engineering schools and other conduits for professional
expertise must embrace a new paradigm for considering and ad-
dressing security threats in the design and operation of electric sys-
tems.

Improving our ability to respond to an EMP threat is also an
area where, like cybersecurity, the subject of another recent hear-
ing that we just had, stronger public/private partnerships are need-
ed and today’s capabilities must be improved. This hearing will
consider as a policy matter whether the appropriate federal agen-
cies have the authority they need to address this potential threat
and whether additional authority or direction is needed.

Back in 2005, we established authority for the North American
Electric Reliability Corporation, now NERC, through an informed
stakeholder process to establish, subject to the Federal Energy Reg-
ulatory Commission’s (FERC) approval, mandatory, physical and
cybersecurity standards for the industry. More recently, in 2015,
Congress codified the Department of Energy (DOE) as the sector-
specific agency for energy critical infrastructure and provided the
Secretary with emergency authority to address a host of threats:
cyber, physical, geomagnetic disturbances and EMP. So we have
taken some steps, but many argue and believe that those steps are
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not sufficient and that we still have a great deal of work in this
area.

Our task today is to consider the distinct points of view about
EMP brought to us this morning by our very distinguished panel.
I am looking forward to the testimony we will receive from each of
you.

I now turn to my Ranking Member, Senator Cantwell.

STATEMENT OF HON. MARIA CANTWELL,
U.S. SENATOR FROM WASHINGTON

Senator CANTWELL. Thank you, Madam Chair.

I welcome the witnesses here today and thank you for scheduling
this hearing.

The electric grid is essential to our lives and also the lifeblood
of our economy. With the fate of our economy dependent on access
to reliable electricity, it is our responsibility to ensure that the grid
is prepared to withstand many threats including natural disasters,
including those caused by changes in climate, extreme weather,
physical attacks of terrorism, cyberattacks, geomagnetic disturb-
ances, electromagnetic pulse, or EMP. We must continue to identify
and evaluate the threats to the system as well as appropriate in-
vestments in technology to reduce these threats.

Threats to the grid are measured both by probability and sever-
ity of impact. We must prepare and protect against all these haz-
ards, but we must prioritize based on the likelihood of occurrence
and severity of impact.

Electromagnetic pulse attacks are considered a high-impact, low-
probability threat, as I think, Mr. Manning, in his testimony, indi-
cates. We do not yet have the concrete science-based analysis nec-
essary to understand the threat and identify effective solutions.

As a result, in 2001 Congress established a commission to assess
the threat from high-altitude electromagnetic pulse, known as
HEMP. In 2014, the Department of Homeland Security (DHS) de-
veloped guidelines to help federal agencies identify those options to
protect critical equipment and facilities and communication and
data centers from these attacks.

The Department of Energy and the Electric Power Research In-
stitute (EPRI) are both engaged in studying the EMP threat and
releasing action plans for both government and private industry.

The Departments of Homeland Security, Defense and Energy, in-
cluding our national labs, are actively engaged in studying the ef-
fects of EMP and identifying proactive measures that can help
mitigate against these threats.

As Mr. Manning has noted, solutions to EMP threats to the grid
are not well understood. Much of the available information is not
specifically applied to utilities, making it difficult for utilities and
regulators to identify the options for protecting that infrastructure.
So I am pleased the work is currently underway by both industry
and the government to identify our options.

I also want to say that threats to our grid are measured by the
likelihood of occurrence and severity and warming climate has in-
creased physical threats to our infrastructure with rising sea lev-
els, storm surge and extreme weather events. According to NOAA,
high sea surface temperatures have contributed to a substantial in-
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crease in hurricane activity in the Atlantic and the severity of
those strong threats on our grid.

In 2012, Hurricane Sandy tore through the East Coast leaving a
path of wreckage, rainfall, and knocked down power lines, leaving
88.5 million homes and businesses in 16 states without power.

In the State of Washington, we have seen extreme weather
changes. We have had landslides, flooding and sea level rise, as
well as drought, that has induced forest fires threatening our grid.
In 2014, large fires in Central Washington substantially impacted
the electric infrastructure with over 3,000 customers without
power. I should say that the cost is how much was actually burnt
up in the fire, substantive investments that had just been made by
utilities in that region.

Finally, I would like to talk about the issue of cybersecurity that
the Chair mentioned. While we have never experienced a high-alti-
tude EMP attack, the severity of successful cyberattacks on our
grid is growing and it is significantly more likely that our grid is
being tested for cyber vulnerabilities every day by our adversaries.
In fact, Russia is believed to have deployed a cyber weapon to shut
down Ukraine’s grid in both 2015 and 2016.

On March 14th of this year I asked the Trump Administration
to protect the growing grid vulnerabilities from cyberattacks and
make sure that we zero in on the appropriate assets. I sent a letter
to the Administration and to the Department of Energy asking that
they assess the capabilities of some of these nations, of Russians,
particularly, to hack into our energy infrastructure, and I am look-
ing forward to getting a response since it has been several weeks
since we sent that letter.

It is widely known the United States is under constant threat
from cyberattacks, and many cyber experts have come to the same
conclusion. It is not an if, but a when, a massive attack on our grid
will occur. In fact, the former Director of National Intelligence,
General Clapper, stated in 2015 that cybersecurity is now more a
significant threat to our national security than terrorism.

So I am glad we are holding this hearing on the risks to our grid,
and EMP being one of them, but I hope that we will also make sure
that we continue to focus on cybersecurity. I know we have had a
hearing, and three other committees that I serve on have also had
cybersecurity hearings.

I think everybody is waking up to the fact that cyber is a big
issue. Obviously, Madam Chair, we passed the Energy Policy Mod-
ernization Act out of the Senate, that the House failed to act on,
which had a major cybersecurity provision. So I hope our colleagues
over there will wake up to the importance of that.

I look forward to hearing from our witnesses. And thank you,
Madam Chair, for the hearing.

The CHAIRMAN. Thank you, Senator Cantwell.

We are joined this morning by a very distinguished panel. I wel-
come you all.

The panel will be led off this morning by the Honorable Cheryl
LaFleur, who is the Chairman of the Federal Energy Regulatory
Commission. She has been a member of the FERC since 2010. We
appreciate all that you do on that very important commission. We
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would like to get you a quorum so that you can be working every
day, but we are pleased that you are here this morning.

Chairman LaFleur will be followed by a man who is well known
up here on Capitol Hill. It is a pleasure to welcome you to the Com-
mittee. Chairman of the Board of Gingrich Productions and former
Speaker of the House, Speaker Gingrich has been a leading voice
on the issues and the dangers of an EMP attack. We are very
pleased to have you provide your insight this morning.

Following Speaker Gingrich is Ambassador Henry Cooper. He is
the former Director of the Strategic Defense Initiative Organiza-
tion, and he was President Reagan’s Chief Negotiator at the Gene-
va Defense and Space talks. It is nice to have you at the Com-
mittee this morning. Welcome.

Caitlin Durkovich is the Director at Toffler Associates. Prior to
joining Toffler, she served as the Assistant Secretary for Infrastruc-
ture Protection with the Department of Homeland Security under
President Obama. It is nice to have you here.

Mr. Robin Manning currently serves as the Vice President of
Transmission and Distribution at the Electric Power Research In-
stitute, EPRI, where he oversees research and development activi-
ties. We thank you for your leadership there.

The panel will be rounded out by Mr. Kevin Wailes, who serves
as the CEO and Administrator of Lincoln Electric System. Mr.
Wailes is also the Vice Chair of the Electricity Subsector Coordi-
nating Council.

We are pleased to have you all here. We would ask that you try
to limit your comments to five minutes. Your full statements will
be included as part of the record. Commissioner LaFleur, if you
would like to lead off, please.

STATEMENT OF HON. CHERYL LAFLEUR, ACTING CHAIRMAN,
FEDERAL ENERGY REGULATORY COMMISSION

Ms. LAFLEUR. Good morning and thank you, Chairman Mur-
kowski, Ranking Member Cantwell and members of the Com-
mittee. I appreciate the opportunity to appear before you today to
discuss electromagnetic pulse, EMP, threats to the electric grid in
the United States. I very much appreciate your attention to this
important issue.

The Federal Energy Regulatory Commission, FERC, plays a key
role in the oversight of grid reliability. In 2005, Congress entrusted
FERC with the responsibility to approve and enforce mandatory re-
liability standards for the nation’s bulk power system. Under the
statute, FERC oversees the North American Electric Reliability
Corporation, NERC, in developing standards to protect the reli-
ability and security of the grid.

In addition to our work on mandatory standards, FERC has also
supported grid security through collaborative efforts with federal
agencies, states, industry and stakeholders. This work is particu-
larly well suited to revolving threats that require action more
quickly than a standard can be written. And as Senator Murkowski
noted, public/private communication on those threats is critical.

FERC, NERC and industry have, over the last decade, put in
place a robust set of baseline standards to address a wide range
of reliability issues. In recent years, we've been particularly focused
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on emerging threats to grid security, including cybersecurity, phys-
ical security and the risk associated with geomagnetic disturb-
ances.

Geomagnetic disturbances to the bulk power system can be
caused in two different ways: naturally occurring geomagnetic dis-
turbances (GMDs) from solar activity and man-made EMP events.

EMPs can be generated by devices that range from small, port-
able suitcase units all the way through detonation of nuclear weap-
ons in the upper atmosphere. EMP devices can generate three dis-
tinct effects: a short, high energy burst, called E1, that can destroy
electronics; a slightly longer burst that is similar to lightning
termed E2; and a third effect, E3, that generates electric currents
in power lines and equipment which can then damage equipment
such as transformers.

In the case of GMDs, naturally occurring solar magnetic disturb-
ances periodically disrupt the Earth’s magnetic field which in turn
can induce currents on the electric grid that may cause voltage in-
stability or destroy key transformers over a large geographic area.
GMD events are similar in character and effect to the final phase
of EMP, E3.

I'll briefly touch this morning on some of the work FERC has
done that can help address EMP.

First, FERC developed the directed, excuse me, FERC directed
the development of standards on GMD that can help to mitigate
the E3 effective EMP based on a 1 in 100 years’ solar storm bench-
mark event. Second, FERC directed the development of a physical
security standard, like the GMD standard now effective and in
place, that can help protect against attack from small, portable
EMP devices which require proximity to their intended targets.
Third, FERC has supported efforts to protect the grid, the resil-
ience of the grid, against all risks which improves its ability to re-
spond and recover from major outage events whatever the cause.

For example, mandatory reliability standards require backup ca-
pabilities for the loss of critical assets which reduces the potential
for cascading outages. FERC has also issued orders concerning grid
assurance and EEIs, spare transformer equipment program, which
are efforts to protect customers from prolonged outages by pro-
viding electric utilities timely access to emergency transmission
equipment that otherwise would take months or longer to acquire.

As T expect we will discuss today, FERC has not to date directed
NERC to develop a specific standard specifically targeting EMP. To
be clear, I believe this is the result of recent consideration of the
issue, not a lack of attention or willingness by FERC to address
EMP threats. Although much work has been done, there remains
a significant amount of scientific research and debate underway
about how EMP, particularly the E1 component, affects the electric
grid.

I particularly want to highlight the work being done by DOE, Los
Alamos National Lab, Idaho National Lab, an amazing place I vis-
ited a couple years ago, DHS and the Electric Power Research In-
stitute, which I believe will help improve our understanding of
EMP impacts on the electric grid and more importantly, how best
to target our actions to mitigate them.
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FERC is closely engaged in all these efforts to understand and
address the EMP threat as more fully detailed in my written testi-
mony. Those efforts will and must continue, and I'm confident that
should FERC determine that a reliability standard is warranted, it
will exercise its authority to require one as it has with other
threats, like GMD and physical security.

Thank you for the opportunity to testify, and I look forward to
your questions.

[The prepared statement of Ms. LaFleur follows:]
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Testimony of Cheryl LaFleur
Acting Chairman, Federal Energy Regulatory Commission
Before the Committee on Energy and Natural Resources
United States Senate
May 4, 2017

Chairman Muwkowski, Ranking Member Cantwell, and Members of the
Committee:

Thank you for the opportunity to appear before you today to discuss
electromagnetic pulse (EMP) threats to the electric grid in the United States. 1
appreciate the Committee’s attention to this important issue.

The Federal Energy Regulatory Commissien (FERC) plays a central role in
protecting the reliability of the Nation's electric grid against a range of threats, both
naturally-ccowring and manmade. Our work generally takes the form of both
mandatory reliabitity standards and voluntary, collaborative efforts with our lederal
and state colleagues, industry, and other stakeholders. Before turning to EMP
specifically, I would like to provide an overview of the evolution of FERC's reliabitity
work, which I believe will help inform that discussion.

FERC’s Oversight of Grid Reliability

In the Energy Policy Act of 2005, Congress entrustcd FERC with a new
responsibility to approve aud enforce mandatory reliability standards for the Nation’s
bulk-pewer system. This authority is found in section 215 of the Federal Power Act
{FPA), and is limited to the “bulk-power system,” as defined in the statute, which
excludes Alaska and Hawaii, as well as local distribution systems.

Under FPA section 215, FERC cannot directly write or modify reliability
standards but must rely on the Electric Reliability Organization (ERO) that FERC
certifics to perform this task. In 2006, FERC certified the North American Electric
Reliability Corporation {NERC) as the ERO. Under the section 215 construct, NERC
develops and proposes for FERC's review new or modified reliability standards. In
addition, as I will discuss in more detail below, FERC may direct NERC to develop
or modify a standard and has done so when FERC delermines that new or modified
standards are needed. Once NERC develops a standard, it is filed with FERC, at
which time FERC can either approve or remand the standard. If FERC approves a
proposed standard, it becomes mandatory and enforceable in the continental United
States and is applicable to the users, owners and operators of the bulk-power system.
If FERC remands a proposed reliability standard, it is sent back to NERC for further
consideration.
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In addition to its formal standards work, FERC has also supported grid security
through veluntary and collaborative efforts. Largely conducted by FERC’s Office of
Energy Infrastructure Security, FERC has worked closely with other federal agencies,
states, industry, and other stakcholders to improve coordination and knowledge-
sharing regarding threats to the grid. This work includes, among other activities, the
developmenul, identification, and dissemination of best practices; participation in grid
reliability exercises; and providing briefings to state colleagucs.

FERC, NERC, and industry have made significant progress over the last
decade to put in place a robust set of haseline standards to address basic day-to-day
grid reliability issues, like tree trimming and relay setting. Reaching a steady state on
those standards has allowed us to increasingly shift our attention to cutting edge or
emerging threats, like cyber and physical security of critical grid infrastructure, and
the risks associated with geomagnetic disiurbances (GMD) from solar storms and
EMP attacks. Geing forward, T expect that our collective atiention to these issues and
the risks posed by high-impact, low-frequency events will enly increase. Later in my
testimeny 1 will explain some of the work we have done to date on these issues and
how it helps to provide protection against potential EMP threats,

EMP Threats

I will now turn to EMP, as well as a related discussion about the threats posed
by GMD. The bulk-power system may be impacied by electromagnetic events, such
as naturally-occurring GMD or man-made EMP. In the case of EMPs, equipment is
available that can generate localized high-energy bursts designed to disrupt, damage
or destroy electronics such as those found in control systems on the electric grid.
EMPs can be gencrated by devices that range from small, portable, easily concealed
battery-powered units ail the way through misstles equipped with nuclear warheads.
As described, for example, in a recent report from the Los Alamos National
Laboratory, depending on the yield of the device and the altitude of its detonation,
EMP devices can generate three distinct effects of varying magnitude, each impacting
different types of equipment: & short, high energy Radio Frequency-type burst called
E1 that can destroy electronics; a slightly longer burst that is similar to lightning,
termed E2; and a final eflect, termed E3, that generates electric currents in power lines
and equipment, which can then damage or destroy equipment such as transformers.

In the case of GMDs, naturally occurring solar magnetic disturbances
periadically disrupt the earth’s magnetic field, which, in turn, can induce currents on
the electric grid that may simultancously damage or destroy key transformers over a
large geographic area. GMID events are similar in character and effect to the final
phase of EMP, termed I3, as they can affect the same equipment including
transformers. Any of these effects has the potential to cause voltage problems and
instahility on the electric grid, which could lead to wide-area blackouts.

2
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The risks posed by EMP and GMD events have heen the subject of significant
scientific research and debate, as well as broad discussion among regulators, elected
officials, industry, and other stakeholders about the appropriate steps 1o address these
threats. FERC has been actively involved in these discussions, and the threats posed
10 the grid by electromagnetic events, particularly GMD, have been a particular
priority of mine during my time at FERC. While the threats poscd by GME and EMP
overlap in part, our understanding of those threats and how fo effectively mitigate
them has led to different approaches to address them.

With these issues and challenges in mind, FERC has used both reguiatory and
more informal collaborative approaches to address EMP threats.

FERC Regulatory Actions

First, with respect to regulatory actions, FERC has acted through both its
reliability authority under FPA section 215 and its ratemaking authority under FPA
section 205 to support grid reliability efforts that help protect against EMP threats.

Through its work on GMD, FERC has taken steps that help to mitigate onc
aspect of EMPs, i.e., the effect of the E3 component on high-voltage transformers and
other equipment, In 2013, FERC directed NERC to develop GMD reliability
sltandards in a fwo-stage process. The first stage GMD reliability standard, which has
been in effect since 2013, requircs responsible entities to develop and implement
operational procedures to mitigate the effects of GMDs. The second stage GMD
reliability standard, which FERC approved in 2016, requires responsible entities to
conduct initial and on-going assessments of the potential impact of a benchmark
{GMD event on bulk-power system equipment and the bulk-power system as a whole
and (o mitigate any assessed vulnerabilities, With respect to the second stage GMD
reliability standard, FERC also directed NERC to devetop modifications and perform
additional GMD research on specific issues to ensure that the protections against
GMD evolve with our improving understanding of the science.

FERC has also taken other actions that provide a measure of protection against
EMP threats, particularly through its efforts to protect the grid against physical
threats. The nature of physical attacks — which, like EMP events, are intentional,
manmade efforts to disrupt the electric grid — introduce additional complexities not
present in events that have caused wide-spread blackouts and reliability failures in the
past, such as vegetation-related cvents. Recognizing these risks, in 2014, FERC
directed NERC to develop a reliability standard that addresses physical security
threats. FERC approved NERC’s proposed phiysical security reliability standard later
that year. The physical secuority reliability standard requires responsible eatities to

3



11

miligate assessed vulnerabilities to critical transmission facilities through resilicney
or sccurity measures designed collectively to deter, detect, delay, assess,
communicate, and respend to potential physical threats and vulnerabilities. This
standard, insofar as responsible entitics harden their substations and improve
perimeter security to address their assessed vulnerabililies, can help address the use
of small, portable EMP devices that require close proximity to their intended targets.

FERC. NERC, and industry have alse dedicated significant attention to
improving grid resilience. Resilience efforts cover a range of actions that grid owners
and operators can take to reducc the risks associated with the loss of individual or
multiple assets and to improve recovery and restoration following such losses. FERC
has supported cfforts to improve the design, planning, maintenance, and operation of
the grid througly its standards and rate work, as well as through collaborative efforts.
For example, some of these efforts stem from requirements in mandatory reliability
standards to ensurc backup capabilities for the loss of critical assets, or to de-risk
critical assets, which reduces the potential for cascading outages.

One imporiant element of grid resilience is ensuring adequate inventories of
critical grid infrastructure, particularly fong-lead time construction items like high-
voltage transtformers. Through its rate-making authority, FERC has issued orders to
provide clarity on how it will address services provided by Grid Assurance. a
company created by scveral electric utilities and cnergy companies, and Bdison
Electric Institute’s (EED) STEP program. Over the last two years, FERC issued orders
addressing important cost recovery and rate design questions concerning Grid
Assurance's service model, which is intended fo support transmission owners in the
procurement, maintenance, and delivery of ransformers and related equipment in the
event of a loss of a crilical ransformer. Similarly, EEl’s STEP program, which FERC
approved in 2006, provides a sharing service for backup or spare transformers among
participating transmission owners. These programs are intended to enhance grid
resilience and protect customers from prelonged outages by providing electric utilities
with timely access to emergency spare transmission equipment that otherwise can
take months or longer Lo acquire,

As noted above, the GMD and physical security standards help provide
protection against parlicular aspects of the EMP threat. However, FERC has not
directed NERC to develop a standard specifically targeting EMP. To be clear, 1
believe this is the result of reasoned consideration of the issue. FERC has repeatedly
demonstrated a willingness to dircet NERC to develop or modify a reliability standard
where FERC identifies a gap in the protection of the bulk-power system; indeed, the
physical security and GMD standards, as well as an ongoing effort to develop a
standard to address supply chain threats, were the result of FERC directives. It is also
worth noting that directives to develop new standards have been supported by FERC
commissioners from both parties, demonstrating a strong bipartisan commitment to

4
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grid reliability.

I recognize that some parties have challenged FERC’s decision to proceed with
a GMD standard that did not also include EMP threats more generally. 1believe that
FERC’s approach has been prudent, given our understanding of those threats and
potential mitigation to address them. With GMD, FERC was able to identify and
direct a structured pian of monitoring, assessment, and mitigation that targets specific
critical grid components {e.g., high voltage transformers) for protection against a
GMD event. That plan was the result of years of FERC, NERC, and industry efforts
to understand the GMD threat and determine bow best to protect against it.

By comparison, large-scale EMP attacks pose a very different threal to the grid,
and one that, to date, FERC has not determined is well-suited to a mandatory
reliability standard at this time. Although much work has been done, there remains a
significant amount of scientific research and debate underway about EMP threats. For
example, in January 2017, DOE, in its role as the Sector-Specific Agency for the
Energy Sector, issued its Electromagnetic Pulse Resilience Action Plan, which lays
out a multi-year effort to improve our understanding of EMP threats, effects, and
impacts; identify priority infrastructure; test and promote mitigation and protection
approaches; enhance response and recovery capabilities; and share best practices.
DOE, through the Los Alamos National Laboratory, is working with the Department
of Homeland Security (DHS) to advance our understanding of EMDP’s effects on the
electric power system. DOE’s Idaho National Laboratory is alse working to develop
potential EMP strategies, prolections, and mitigation for the electric grid. Similarly,
the Electric Power Research Institute is currently conducting a multi-stage study of
grid impacts associated with EMP threats, including evaluations of the impacts of E-
1, E-2, and E-3 components.

In addition, last year, Congress directed DHS to conduct research and
development on how to mitigate the consequences of threats of EMP and GMD, and
report periodically over several vears, A year earlier, Congress also re-authorized the
EMP Commission, initially created in 2001, to conlinue to assess and report on the
threats posed by EMP.

EMP threats present unigue challenges as well. Unlike naturally-occurring
GMD, which can be measured and subject to rigorous public scientific debate, EMP
threats stem from hostile actors, particularly foreign nations, which introduces
complexities regarding confidential national security information that arc not readily
adapted to FERC proceedings or the NERC standards development process. Any
standard we may adopt in the future may need to differ from our usual standards, in
order to avoid the security risk of announcing publicly the limits of our protective
mitigation,

wn
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Furthermore, while there has been much written regarding the nature of the
threat from EMP, consensus has not been reached regarding how best to protect
against it. While the military has developed protocols to protect key assets, these
protocols have been described by Los Alamos National Laboratory as “not widely
implemented in civilian applications due lo the expense,” and by [dzho Nationai
Laboratory as “focused on load center protection for communication stations, control
and mission critical facilities, not distribution, Iransmission and large generation
assets for the electric power grid.” Given the scope and potential cost of an effort to
protect the entire grid against an EMP atfack, T think it is prudent that FERC not
launch a mandatory standard unless it concludes that the standard would eflectively
mitigate the threat at a justiftable cost. Ongoing research by DHS, DOE, and others
eventually may support such a conclusion, but to date, FERC has not reached that
conclusion.

That said, as described below, FERC remains actively engaged in efforts to
understand and address the EMP threat. Those efforts will continue, and I am
confident that, should FERC ultimately detcrmine that a reliability standard is
warranted, it will exercise its authority under FPA section 213 to require one.

Collaborative Efforts

FERC is also actively involved in efforts beyond its standards process, As
noted above, FERC works closely with Federzl agencies, state partners, and industry
to identify key encrey facilities; provide threat briefings, including on GMD and EMP
threats; assisl with the development and identification of best practices for mitigation;
and cooperate with international partners to convey threat and mitigation infermation,
as well as encourage adoption of bhest practices for mitigation. DOE, DHS, and the
Department of Defense (DOD) have been particularly active on EMP issues, with
DOE engaging the national labs to help support its efforts. In this regard, in 20157
had the opportunity to visit the Idaho National Laboratory for a couple of days to learn
ahout its work on eybersecurity and GMD issues.

Many of FERC s collaborative actions involve cross-sector, interagency, and
public-private efforts 1o improve our collective understanding of GMD and EMP
threats.  For example, FERC participates in DOE’s Electric Sector Coordinating
Council, which is evalnating both EMP and GMD threats. In 2010 FERC, DHS, and
DOE released a report conducted by the Oak Ridge National Laboratory that
investigated and identificd the effects of, and mitigation measures for, both GMD and
EMP on the Nation’s power grid. FERC is an active participant with the Energy
Infrastructure  Security Council, assisting with national and international
collaboration. These efforts include the publication of resources in collaboration with
DOE and participation in state and national table-top exercises simulating EMP
attacks and coordinated responses as well as potential proactive protection measures.

6
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FERC continues to monitor inlernational efforts to address EMP and GMD, including
collaborating on both foundational and best practices. In 2016, FERC exchanged
information with Norway and expects to do so with both the UK and Esrael later this
year. On a national level, FERC briefed the EMP Commission earlier this vear and
has offered further collaboration to DHS, DOE, DOD,. the national laboratories, and
industry.

In addition, in November 2014, the National Science and Technology Council
created the Space Weather Operations, Research, and Mitigation (SWORM) Task
Force to develop high-level strategic goals for enhancing national preparedness for a
severe space weather event. The SWORM Task Force is co-chaired by members from
the Office of Science and Technology Policy, DHS, and the National Qceanic and
Atmospheric Administration. FERC has participated in the SWORM Task Force’s
efforts from its inception. As a result of this work, FERC was an active participant
with the development and reiease of both the National Space Weather Strategy and
the National Space Weather Action Plan. FERC also assisted with the follow-up
Executive Order released in OGctober 2016 that, among other things, directed DOE
and DHS to “develop a plan to test and evaluate available devices that mitigate the
effects of geomagneiic disturbances on the electrical power grid through the
development of a pilot program that deploys such devices.” FERC has offered further
assistance to DOE should this work proceed.

Most recently, FERC has assisted both DOE and DOD to identify defense-
related critical electric infrastructure as dirccted under the FAST Act, thereby
assisting with their decisions regarding EMP and GMD protection at these facilitics.
Further, in response to a directive of the FAST Act, DOE, after consulting with FERC
and others, submitted a Strategic Transformer Reserve report to Congress in March
2017. This report described the importance of maintaining a strategic transformer
reserve, as well as the current efforts underway by the industry and government to
mitigate potential threals to the U.S. bulk-power system created by the vulnerabilities
of these transformers, Specific 1o the subject of today’s hearing, these threats include
both EMP and GMD events, DOE recommends encouraging and supporting an
industry strategic transformer reserve driven by voluntary industry actions and
NERC’s physical security retiability standard’s requirements. DOE also recommends
that it re-assess this approach in the future with FERC and electricity industry partners
to determine whether sufficient progress has been made through this approach or if
alternative actions by the governmenl might be necessary. As noted above, FERC
has encouraged these efforts through its collaborative outreach and ratemaking
authority.

Thank you again {or the opportunity o testify today. 1 would be happy to
answer any questions you may have.
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The CHAIRMAN. Thank you, Chairman LaFleur.
Speaker Gingrich, welcome.

STATEMENT OF HON. NEWT GINGRICH, CHAIRMAN OF THE
BOARD, GINGRICH PRODUCTIONS

Mr. GINGRICH. Thank you very much for holding this hearing. 1
think it’s very important and I commend the Chair and the mem-
bers for putting time in on this.

I just want to focus backward from consequence.

A good friend of mine and co-author of several novels, Bill
Forstchen, wrote a novel called, “One Second After,” which is the
study of a small town in North Carolina during the year after elec-
tricity was knocked out by an EMP attack. And it’s really worth
looking at because we take electricity for granted. Even in rel-
atively short outages as we had in April in New York, San Fran-
cisco and Los Angeles, people are remarkably inconvenienced.

But it turns out, for example, all the drugs we rely on for a wide
range of things require refrigeration. And the minute you start
knocking out the system, there’s a cascade of consequences.

We’ve known indirectly since 1859 with the Carrington event
that something can happen that has an effect back then and
knocked out telegraph lines but we weren’t relying on everything
that’s electronic that we do today.

We’ve known since 1962 that there can be a manmade event at
a high altitude which knocks out electricity because it knocked
from Johnston Island, it knocked out lights in Honolulu.

The challenge we have with the electric grid is it’s actually de-
signed for efficiency and it’s a remarkable achievement. The prob-
lem is efficiency, it leads to fragility. And so, from your perspective,
you both have to look at notable points which could be knocked out
physically or by a local EMP. You have to then look at
cyberattacks, and then you have to look at EMP attacks.

The grid is vulnerable at all three layers. And if somebody were
to methodically come in here, they would find, I think, there are
as few as nine notable points you could knock out that would have
a catastrophic effect because it would lead to a cascade of systems
to shutting down.

If you then looked at the effect, potentially, of either the series
of local EMP attacks or a high-altitude EMP attack, you're talking
about a catastrophic event from which, conceivably, you couldn’t re-
cover for years.

So, I would—a couple of quick things. One, the Congress should
look at EMP attacks as one of the three great threats to our sur-
vival. The other two being cyber warfare and nuclear weapons, and
they should regard all three as catastrophic. For us to survive as
a civilization we have to be able to defeat all three of those threats.
Two, I think that the Congress should communicate a sense of ur-
gency. There are a lot of people doing a lot of good things at a rel-
atively leisurely pace and trying to be reasonable. If you work back
from consequence, you rapidly become unreasonable because the
consequences are so horrible. This is like 9/11 where we said, gee,
we hadn’t thought about an airplane hitting a building which is
nonsense. Tom Clancy had written about it a decade earlier, but
nobody wanted to cut through and say so, what would you have to
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do to stop that from happening? After the event, we did all sorts
of things to make it harder to take over an airplane. We're in the
same boat right now except here we’re gambling on our civilization.
This is vastly bigger than 9/11.

I would suggest a couple things. One, that Homeland Security
and Department of Energy should have some very rigorous war
games thinking through all the permutations of what could happen
and they should look for the key notable points where you could,
in fact, begin to fix the system because there are a number of steps
that are going to be taken to make the system more resilient and
to make it more difficult to take out. Two, I would look at the new
infrastructure bill to consider having a substantial part of the na-
tional security infrastructure component. Three, if you were to go
through and cut out a lot of the red tape that the electric industry
has to deal with, the time value of money you would save would
probably more than pay for everything you’re going to ask them to
do on EMP.

And so, there are very practical things that can be done here but
you need to somehow communicate to the Executive Branch, you
need a sense of urgency. We need to understand that every morn-
ing we get up, we’re a step away from catastrophe.

And let me just note that the NASA has estimated that the po-
tential for the sun to hit us with a, it’s different than a man-made,
but nonetheless equally dangerous, the potential for the sun to hit
us with the, effective of the Carrington effect is about 12 percent
per decade. That we’re now overdue for that happening. We appar-
ently came within one week of it happening and happened to be
out of position for the sun so the solar flare missed us. But that
should give us a reminder.

I'll just close by saying there’s a historium. Work back from the
consequences. When you have a high likelihood that over the next
20 to 30 years something this consequential is going to happen,
there has to be a sense of urgency by blocking it from occurring be-
cause if it does occur, it could literally end civilization as we know
it.

[The prepared statement of Mr. Gingrich follows:]
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Hearing to examine the threat posed by electromagnetic pulse and policy options
to protect energy infrastructure and to improve capabilities for adequate system
restoration

10 a.m., May 4, 2017
Dirksen Senate Office Bulfding
Room 366

Speaker Gingrich:

Good marning, I'd like to thank Chairman Murkowski, Ranking Member Cantwell, and the commitiee
membets for inviting me to testify today about the very real danger that electromagnetic pulse poses o
the Linited States.

b wrote about this danger in my book 7o Save America in 2011,

Then, | acknowledged that we have known about the Lhreat of eleciromagnetic pulse (EMF) since the
mig-twentieth century. We learned then that setting off a nuctear explesion m the right way. and at the
right altitude could simutate an enormous lightning strike, which could damage electronic devices and
render them inoperable. Writing that book, | learned tirat testing hydrogen bombs in the Pacific resulted in
burning out lights in Honolulu, which was 1,200 miles away from the test site,

As {wrote in 2011, anyone who has ever had a household appliance ruined by a power surge can
understand the danger of EMPs, but our military has not fully assessed how an EMP strike could impact
peaple in cities across the United States - and especially along the East Coast.

In 2004, Congressman Roscoe Bartlett called together a panel of nuclear physicists to study this issue.
And aceording to their report, one EMP weapon detonated over Omaha would cripple haif the sconomy.
Further, they found that Russia, China and North Kerea were working to devetop EMP weapons - and the
United States was guite vulnerabie to an EMP attack,

Eill Forsichen, a friend wha has co-authored books with me, wrote a sobering and horrifying novel about
an EMP atiack on the United States. The bouk is called One Second Affer, and in it Forstchen described
how a small North Carglina town would be affected over the course of a year after & successful EMP
attack. The story really illustrates how terrible such an assault could be.

As | argued in To Save America, within the next decade, there is no question that the United State should
take action 1o develop a hardened, more resilient elecirical system that could better withstand an EMP
attack, Frankly, it is 3 matter of national survival.

The Commission to Assess (he Threat to the United States from Electromagnetic Puise (EMP) Allack
repodted in 2008 that, "the electromagnetic puise generated by a high aktitude nuclear explosion is ane of
a small number of threats that can hold our society at risk of catastrophic consequences.”

The report went on o say: "Because of the ubiquitous dependence of U.S. society on tha electrical power
system, its vulnerability to an EMP attack, coupled with the EMP's particular damage mechanisms,
creates the possibility of long-term, catastrophic consequences. The implicit invitation to take advantage
of this vulnarability, when coupled with increasing proliferation of nuclear weapons and their delivery
systems, is 8 serious concern, A single EMP attack may seriously degrade or shul down a large part of
the eleckic power grid in the gecgraphic area of EMP exposure effectively instantaneously. There 1s also
a possibility of functionat collapse of grids beyond the exposed arsa, as electrical effects propagate from
one region 1o another.”

Just consider if ane of these pulses were {0 be unleashed and disabled the power infrastructure on the
East Coast. This is not simply about the fights going out. Cansider the consequences of hospitals and
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public safety agencies being without power, communication, or ransportation for a significant amount of
time.

This is a topic | am incredibly concernad — and passionate — about. | look forward to speaking with you
about it today.
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The CHAIRMAN. Speaker, thank you very much for your com-
ments and reminding us of the imperative here.
Ambassador Cooper, welcome.

STATEMENT OF AMBASSADOR HENRY F. COOPER, FORMER
DIRECTOR, STRATEGIC DEFENSE INITIATIVE ORGANIZATION

Ambassador COOPER. Madam Chairman, Ranking Member and
members, I very much appreciate the opportunity to testify before
you today on my views of this important issue.

Actually, Speaker Gingrich has covered a lot of my material
which is a good thing because I wasn’t sure I could get through
even my abbreviated comments here.

I guess I would like to say that I add that we’re living through
the most dangerous period of my lifetime for a number of reasons,
but the vulnerability of our national electric power grid is among
the most important and we are collectively continuing to endure or
to take ineffective countermeasures to deal with it.

Frankly, I've become so concerned about the dysfunctionality of
the Federal Government, both the Executive and the Legislative
branches, that I am now spending most of my time working with
private citizens, local and state authorities and happily, some key
people in the electric power industry to begin working this problem
from the bottom up believing that if enough of our citizens gain a
real understanding of the issues and how they can actually turn—
must be addressed at the local level then Washington eventually
will begin to do the right thing in addressing this urgent problem.

I went through another set of issues in my summary comments
here that have largely been covered already that I want to skip
over and turn to the comments written by the Chairman of the
EMP Commission which was chartered, as you know, by the Con-
gress to deal with these issues, in a letter April 20th, to Secretary
of Energy Perry. The EMP Commission, and these are their com-
ments, I want to make clear. I share their views for a lot of rea-
sons, but these are their comments. They view the current efforts
to address natural EMP threat are “producing grossly inadequate
standards for protecting the grid,” to quote its Chairman, Bill Gra-
ham, who is a colleague of mine for many years. He further noted
the Commission’s concern over misleading and erroneous studies by
NERC and others that grossly underestimate the natural EMP
threat from solar storms and dangerously have become the basis
for grossly inadequate standards approved by FERC.

Perhaps more importantly he noted the Commission’s concern
that the 2014 Obama Administration Intelligence Community As-
sessment of the nuclear EMP threat is profoundly erroneous and
perhaps the worst ever produced on EMP, and that has been used
to thwart efforts to protect the nation against nuclear EMP by dis-
missing the threat, despite overwhelming evidence to the contrary.

He also noted that the nuclear EMP is the ultimate cyber weap-
on threat and its military—in the military plans of Russia, China,
North Korea and Iran for combined arms cyber warfare that they
will see decisive new revolution in military affairs as a con-
sequence.

He indicated to Secretary Perez and Perry that the Commission
is also very concerned over misleading and erroneous studies re-
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cently completed by industries, Electric Power Research Institute
and grossly underestimate the nuclear EMP threat.

These and other bureaucratic issues led me, a couple of years
ago, to lose confidence that we were ever going to deal with this
problem from the top down, and I decided to try to work it from
the bottom up.

My written testimony goes into some detail discussing the work
I am doing, along with Duke Energy engineers. Duke Energy, as
you probably know, is among the largest, if not the largest, energy
company in the nation. And we were working on a pilot study in
York County and Gaston in South Carolina and Gaston County in
North Carolina. And of course, Duke’s corporate headquarters are
in Mecklenburg County which is a neighbor to those two counties.
We are engaging with local authorities, particularly the folks in
Rock Hill which is a bedroom community for Charlotte as well as
an important area of its own.

This is important because the nature of the grid is, I'm sure this
Committee knows, a crazy quilt patchwork of co-ops and electric
utility companies across the nation, some, I don’t know, 2,000 or
3,000, I understand. Unless those folks are actively involved in
working the problem and providing the loading conditions that they
can and will need at Duke Energy to produce the power and get
it to the local subscribers, then we’re going to have the consequence
that the Speaker referred to earlier.

Water and waste water is a key matter, for example. Duke En-
ergy doesn’t provide the electricity to the water and waste water
operations in Rock Hill. That’s provided by a different utility. And
unless that utility is working hand-in-hand with Duke, then you're
going to have hospitals running out of electricity very shortly and,
as I understand it, without water those hospitals will be experi-
encing deaths within hours.

So this is an important issue. I urge you to have the EMP Com-
mission which, in my view, is the nation’s top authorities. Many of
the engineers were involved in the DoD from the earliest of days
dealing with this issue, and that is where the expertise originally
has been. The DoD is not particularly helpful in working this prob-
lem today.

The Department of Energy, while I have great respect for the en-
gineers at our laboratories, 1s reinventing lessons that were learned
the better part of a half century ago. And it’s absurd, in my judg-
ment, that we find ourselves in this situation.

I hope the Committee can help deal with the communication
problems within the Executive Branch as well as help us work this
problem from the bottom up.

Thank you, Madam Chairman.

[The prepared statement of Ambassador Cooper follows:]



21

ON PROTECTING THE ELECTRIC POWER GRID
Tastimony of Ambassador Heary F. Cooper
To
The ULS. Senaie Committee on Energy and Natural Resources:
May 4, 2017 Hearing to examine the threat posed by electromagnetic pulse {EMP) and policy
options to protect energy infrastructure and to improve capabilities for adequate system restoration.

Madam Chairman, thank you for this opportunity to share my views on the need to address the
fragiiities of the electric power grid and the means to do so. 1 view that the related current status
and plans known to me leave the grid vulnerable to existential threats. And | believe we have the
techinical means to rectify these vulnerabilities—Dbut are regrettably blocked from doing s,
primarily because of political conditions that this Committee can, and hopefully will, address’.

| consider that we are living in the most dangerous period of my lifetime for a number of reasons,
but the vulnerability of cur national electric power grid is among the most important anes.
Moreover, I believe we have had clear warning of the nature of this threat for years, and are
collectively conlinuing to ignore and/or take ineffective countermeasures to deal with it. Frankly, I
have become so concerned about the dysfuactionality of the federal government in dealing with the
threat that [ am now spending whatever remaining time the Good Lord gives me to work with Tocal
and state authorities and private cilizens to address the key issues from the “bottom up”—and | will
address one of these important initiatives. W enough of our citizens gain an understanding of the
tssues and how they can—actually musi—be addressed at the local level, then | believe Washington
will eventuatly do its part in addressing this urgent problem.

The following sections briefly review some important lessons from recent events and theic
implications for undeestanding the various threats to the electric grid, including from natural and
manmade EMP; the nature of this so far poorly addressed existential EMP threat; the maturing
related threat posed by hostile adversaries and our thus far inept response: and recommended
initiatives to counler that threal and protect the grid.

IMPORTANT LESSONS FROM RECENT EVENTS

To set the stage for discussing EMP issues, please consider the fragility/vulacrability of the cleetric
grid illustrated by the cvents of Friday just three weeks ago (April 21%) when nearty concurrent grid
outages occurred in New York City, in Los Angeles and particularly in San Francisco where, for
hours, there was consequent jammed traffic, people stranded in elevators, hospitals on backup
generators and other disruptions that continued tor several hours before emergency management
operations restored electrie power®.

! Please permit me 1o tefl vou why | beligve vou shouid consider sy views on this tmportant-- -and | believe—urgent
matter. | am a FhlY engincer, with very pertinent experience—/rom working on developing mikiary and civilian
systems at Bell Telephone Laboratories in the early 1960:, to over 20 yvears conducting research and developing
stmulators o test our strategic systems against nuckear weapons offects, to oversecing the Research, Development and
Acguisiion ol ULE. Alr Foree Strategic and Space Svstems under Presidents Carter and Reagan, Lo backstopping our
bilateral nepotiations with the Sovict Union while developing our national space arms controd policy and serving us
Chief U5, Defense and Space Megotiator with the Soviet Unton under President Reagan, us Stratepic Defense Inilistive
(SD1} Direclor and Acquisition Exceulive for ull our missile defense programs ender President George HW. Bush, and
for 15 sears as Chairman of the Board of Directors af a successlul R&D company. Tn short, I've been around and
solving technical and political problams of concern B essentiatly my entirg professional career.

? See a Rowsers review of these events ot hip @ wwv.reuters, comdfaticbe/ug-usa-santranciseo-power-id USK PN TN 27T
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Joseph Weiss, an international authority on cybersecurity, control systems and systent security
regularty gives his views at http:/www.controlelobal .com/blogs/unfettered/ . On April 24, he noted
San Francisco’s 7-hour outage was due to cascading effects triggered by a single breaker in one
atlegedly low-impact substation, the Larkin Street Substation. Weiss noted problems at this Larkin
substation were identified vears ago, but authorities have not taken remedial action. On April 28, he
noted some root causes, like “thermally overloaded transmission lines™ were well known years in
advance and that this “home town™ event should rafse red Nags af the Department of Energy (DOE),
the Federal Energy Regulatory Comimtission (FERCY and the Nerth American Electric Reltability
Corporation (NERC) and the need for substantial improvements®,

Indeed! This regulatory system Is failing to protect the nation’s electric grid from many threats,
including EMP.

IMPORTANT IMPLICATIONS FOR THREATS TQ THE GRID

From my perspective, Weiss™ most Important observation is that the major San Franeisco grid
failures cascaded from a single relatively “minor™ event: A lowly breaker failure in a single
substation, however caused®. This observation brings to mind conclusions by former FERC
Chairman Jon Wellinghoff following the April 16, 2013 San Jose's Metcalf Substation attack that
similar cascading failures from only nine identifiable substations could bring down the entire
electric grid for an extended period®. But the Larkin Substation was cnclosed in a structure that
would have shown evidence of Metcalf kind of terrorist attack with rifle fire—not evidenced in San
Francisco three weeks ago. Maybe terrorists with radio-frequency (RF) weapons could have
triggered such a fatlure, but as Weiss pointedly wrote: "Given the walled enclosure. a physical
attack such as the rifle attack against the PG&F Metcalf substation would not be possible.”

Moreover, while simuitancous terrorist and cyberattacks could have been planned to ocour across
the nation®, the concurrent events in cities on both the East and West Coasts more likely reflect the
Apri] 21 {updated on April 22) warning by The Sun (a United Kingdom News Company) that "a
mega hele in the Sun could cause blackout mayhem" due to its "belching” of radioactive particles
toward the Earth”, Thus, such “space weather” effects are understood and were anticipated.

NATURAL AND MANMADL EMP

Such "Solar Hole” events are longer lasting but much less damaging than would be a2 Coronal Mass
Ejection {CME} like in the 1859 Carringtlon event that interacted with the earth’s geomagnetic fiefd

* For more information, see il
aprid-2 Lgtsan: lanciser-gataped for Weise's April 28 messaoe which includes a link o his Apit 24 messape.

* Notably, Weiss told tne this breaker failure brought Lo mind the 2007 Anrora cyberattack demonsteation conducted by
Iduho National Laborateries that cawsed catastrophic damage to a genetator associated with a nueclear plany, by
commanding breakers oul ol phase with the grid®s eperating freguency, [ do not believe this vulnerabikity has been
rectified at all cur nuclear plants—a very significant pessibility if true, given their importance as discussed Jaer.

" Sec the Wall Street Jonrnal teporls on this inpoetant yatter at hlips:io ww ] womditiclesSssaai-uo-cal oo
puwerastation-rajses -alygmen n-potemiaf- A lepporisme L 391 57T Meslo=v and hitpsuiiwws wsicomiamiviesiu-s-risks.
mutionud-blucknul. nem=sanadtsealemutack - E39406E96.5 s la=y
* Bee hup e s osd milAddrepon s 0 s TS B yherDetemenceRepare (12-28-17_ Tinal.pd [ for a pertinent
February 2017 Befenst Scicnee Board repont, prefaced by the Chairman’s conciusion: *The cvber thireat to LS, critical
infrastructure i outpacing eflorts to reduce pervasive vulnerabilities, so that for the next decade at least the United
States must lean significanty on deterrence to address the cyber threal posed by the most capable LS. adversaries.”

7 See hrpsdtwwi s oo,k ook 3 TOR0G 0 lurslavg-sprewi ng-from-mega-lade-in-the-sun-eould-cawsc-biae kous-
muyhuem-nest-weeks.
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to produce a Geomagnetic Disturbance {GMD) that destroyed telegraph lines, with little impact on
that [ow-tech aprarian society, Today, a Carrington-class CME/GMD would cause catastrophic
damage to critical electronic infrastructure, particularly our unprotected electric power grid. We
missed such an event by a week in 2012, as explained by NASA and other scientists® who study
“Space Weather,” or “natural™ EMP. They project a §2-percent-per-decade likelihood for a
Carrington CME/GMD,

While current efforts (however meritorious—sce below} seek to proteci the grid against such natural
EMP events, little to nothing is being done to protect the grid against much morg stressiul
“manmade” EMP, caused by nuclear weapons detonated high in or above the Earth’s atmosphere,

Notably, if the grid is protected from manmade EMP attack, it will be protected from Natural EMP
evenls—but the converse is not true, because of Mundamental differences in the EMP pulses.
Missing in the Naturat EMP pulse are the high frequency components that threaten sobid state
electronics, jike the supervisory control and data acqguisition (SCADA) systems that control much of
our eritical tnfrastructure, including our electric grids and natural gas and petroleum pipelines.

OUR ENEMIES PLAN EMP ATTACKS—A RAPIDLY MATURING THREAT

Such manmade EMP attacks are known to be included in the doctrine and pianning of Russia,
China, Morth Korea and fran. One particularly important report on franian doctrine and strategy was
referenced by Rep. Trent Franks at the Juby 21, 2015 International Electric Infrastructure Security
{EIS} Summit in Washington, DC®. He stated that the conclusion of this doctrine is that nuclear
EMP is “an advanced and useful weapon in modern warfare,”

These nations atso have information on how o build low-yield “Super™ EMP weapons. {If is a myth
that high yield nuclear weapons are required to produce extensive and intensive EMP effects.) In
2004, the EMP Commission was advised by very senior Russian Generals, experts op nuclear EMP
weapons, that this “Super”™ EMP knowledge had been transferred 0 North Korea, which would
probably develop these weapons in a few years'". We should also assume that Iran knows whatever
North Korea knows and has whatever the Mutlahs wish w buy.

Thus, North Korea and lran may now or in the foresceable future actually have such low yicld super
EMP weapons—indecd, that possibility could explain North Korea’s underground low-yield nuclear
tests—and we should assume Iran also has that information. David Albright, an often quoted expert
on these matters, estimates that North Korea already has 13-30 nuclear weapons and is capable of
building 3-5 cach year''.

Both nations could deliver an EMP attack on the United States by simply defenating a nuglear
weapon carried by one of their satellites as it passes over the Uniled States—no hardened reentry
vehicle or accurare guidance system is nceded as would be the case for a conventional
intercontinental ballistic missile (ICBM) targeted on a city or other surface target. Both nations

* See ltpsiscienee s govdseisnoe-ne s stscience-ot-nase 20 4 130l superstorm for a detailed discussion.

* Bep. Franks reparted: “The National InteHigence University translated an Tranian military doctrine called Passive
Deferze from 2010, which emphasizes the importance of targeting eritical infrastructiee in warfare and references 22
timies the use of EMP as a weapon 1o damage or disable the civilian electric grids of pateniial opponents. The lranian
doctrine stages that nuctear and nor-maclear EMP weapons operate differently, but morally are the same.

® Personal Communication with Dr. William R. Graham, EMP Commission Chairman.

M Gee havid Albright, “Morth Kaores's Muclear Cupabilitios: & Fresh Look, ™ fnstiture for Science and International
Security, April 28, 2007 at hupfisis-online.orpdisis-reporsdelailmorh-koreasmrclear-capabilities-o-fresh-look
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have launched such satellites—Iran successfully placed satellites in orbit in 2009, 2011, 2012 and
2015 but had a Failure in 2016 and plans more attemnpts™; and North Korea, afier several fatled
attempts, in 2012 and 2016".

These satellites were taunched over the South Polar regions to approach the United States, from our
mostly undefended South. The test lannches generally are reported to be of concern because they
coutd be a stepping stone to developing ICBMs—as is certainly the case, However, they also could
be intended to develop a means to carry out an EMP attack on their first passage from the South
aver the United States™. And that is why that possibility should not continue to be ignored,
especially since we have little if any defense against that possibility'™.

toreover, the 2008 EMP Commission report“’ noted that Iran had in the late 19905 launched a
ballistic missile from a barge in the Caspian Sea, and sent electronic signals that suggested it
“trigaered” a simulated a nuclear weapon detonation at altitudes up to 400 kilometers, to produce a
potentially devastating EMP. To date, the United States has not deploved a ballistic missile defense
(BMD) system to counter this identified threat that could originate on a vessel off our coasts—
including from the Gulf of Mexico. We are essentially defenseless against this plausible threat'”.

MISSILE DEFENSE ROLE

Our Aegis BML ships have demonstrated an ability to shoot down such threat nissile/satellite
attacks—if they operate with appropriately trained crews in response 1o the tdentified threat,
especially when they are near our coasts,

Acgis BMD ships de not operate in the Gult of Mexico, but the Aegis Ashore BMD system, now
operational in Romania and siated to be operational in Poland by the end of this vear, could be
deployed on our military bases around the Gubf 1o protect us from such an attack ',

7 See htps: Herace Hichinmw comd20] 020 iranis-sapeltite-syceessfilv placed-in-aehic and
uprefpressty i 0edet L0 A1 MO8 T4 | 9 ran-S: ; b Sat-Asmirkahir-MNahid-] -sateliile
 The most recent satedlite Mipah wiw spave.com3 | $60-north-kurga-satel ie-lmmeh. lumt was successfully placed in
arkit but was subsequently reported to be “tumbling” and not ransmirting signals.

*In Febroary 2016, T jained Former CLA Dircctor R. James Woolsey, Former Reagan Science Advisor {and EMP
Commissivn Chairman) De. William R Grahum, Former Chairman of the National Inteltigenee Councit I'ritz Ermarth
and EMP Commission Staff Director De. Peter Viencett Prid 1o challenge underestimates of North Kovea's and [ran’s
threat, See bigp Ao nacionalvey qew mordariicie 43 1 206 van-porth-Rorea-toe heae- | retts-are-ververead,

S, Communder of Pacific Command Admiral Harry Hanis testified lust week thal a1l nations should take the North
Forean threat seriously because “Norlh Korea™s missiles point i atl divections.” Furthermone, Secretary of State Rex
Titlerson alse reterred to this same fact in his Fox Mews interview with Bret Bair last Thursday, B would be reassuring
it LLS, authorities also recognized that such missiles headed south can alse deliver a devastating FMP strike by carrying
a puclear weapon pavload and detonating it over us in its Sest orbi, rather than reentering the atmosphiers (o attack &
American city. Worth Korea eould plausibly accomplish tis potentiatly existential threat attack todayv.

1 The 2004 and 28 reporis of the Congressional Commission o Assess the Threat vy the United Stales rom
Llectromagnetic Pulse Attack, or the EMP Commission. can be found iis webpape ai blyps s empegmmissiusorgs,
" Mate that in 2013, a North Korean vessel was caught smuggling from Cuba twoe SA-2 rocket lasnchers and nuoclesr
capable rockets {without warheads) under tons of sugar. See httpudwww ibenews, cosndnevetfathes nonh-korean-ship-
camyinp-hidden-mixs sipment-etuined-atier Jeaving-[HC UG4S |

% The Aegis BMD system, which Fam proud ta have originated as SDI Director, is in iy opinion 0w mast cost-
elfective BMOD system with a very Impressive west record, now depdoved oa 35 ships around the warld and soon to be at
severil sites in g land based mode, inchuding in Hawail. It shoudd be built on military baser around the Culfof Mexico,
beginning on Tyndall AFB in Panama Cily, Florida—home o b5t Abr Force which has the Jead mission for air defense
of the contirental United States, the Dominican Repubdic and Puerto Rico, No additional R&D is necded o protect
Americans at home. just build the same Aegis Ashore system aow deployed to proteet our allics and overseas WOops.
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Congress and the President also should give our Aepis BMD ships a homeland defense mission
when they are near or in our coastal waters—inctuding while in port, e.g.. at Norfolk, Virginia®,

These BMD capabilities are technically avaitable in the aear term. 1 also urge that we return to the
devetopment of the most cost-effective BMD systems of the Strategic Defonse Initiative (ST} era
{March 1983-January 1993)—those based in space that can intercept threat ballistic missiies
beginning in their boost phase, while their rockets are stifl buming. We referred o this most cost-
cffcetive BMD concept as “Brilliant Pebbles.” That program was cancelled abruptly in 1993 by the
Clinton administration and as vet has not been revived. With the needed funding and management
skills, | believe such a cost-effective system could be deployed within five or so years, now even
more capable and for less money because of more advanced technology developed since 19937,

HARDEN THE GRID

But no defense is perfect—so we should “harden® our critical civil infrastructure, especially the
electric power grid, against the fuil complement of threats. And it should be understood that if any
adversary mounts an EMP attack against us, he will employ a preemptive combination of cyber,
physical, radiefrequency and other weapon attacks to confuse and devalue our response.

As already acknowledged by the Obama administration, the grid must be hardened 10 protect
against a GMD event that will surely one day occur, only its timing is uncertain, But as noted
above, even if this hardening effort is successful (currently an unltikely prospect, based on my
understanding of progress toward that end), it will not protect the grid from the manmade nuclear
EMP threat—or from other threats that might be posed by terrorists or rogue regimes. Rather, we
should be addressing the manmade nuclear EMP threat, together with protection against natural
geomagaetic disturbances, with competently executed, integrated efforts that work the problem
from the battom up—beginning at the local level. Such efforts should also include protection
against physical, cvber and radiofrequency weapon attacks.

As a prelude to my recommendations on how best 1o deal with this threat—which focus on
protecting the grid from the bottom-up (beginning at the local level in conjunetion with cooperative
electric power companics (CoOps)), consider the Chairman of the EMP Commission Dr. William
R. Geaham's observations in his April 20 jetter to Secretary of Energy Rick Persy™';

Y A few vears ago, there were usually 4-6 Aegis ships near our East Coast or in port there., If coupied with one of our
relatively inexpensive TPY-2 radars approperately placed in New Cngland, they coubd supplement our Ground Based
Interceptors in Alaska-—especially against {CBMs [fom Tran, long belore an addiliond Cast Coast site can be buill,

# Spe hupdwwsw sdivnudreview comdrticied 32 352 for a Netlosad Review article. "How Trumgp can Fubfil Reagan's
Drefense Vision™ explaining the basis for a cost-effective "rapid startup” strategy. co-authered with Retired 1S Acmy Lt
General Mal O Neill, my Deputy SDI Director {and subsequently the BMID Acquisition Execcutive of the Clinton
administration and Assislani Army Secretary for Acquisition, Logistics and Technology); Dr. Robert L. Flattzgraft Jr.
president of the Instiwie for Foreign Policy Analvsis (IFPAY Inc.. and Shelby Cuitom Davis Professor of International
Secunty Sudices at The Fleteher Sehoel, Tults University, and ¢chairman of the Endependent Wotking Group on Missile
Defense, and Regired USAF Colonel Bhip Worrell who was the SDE Brilliant Pebbles Program Manager,

Hn imrgduging the following List, Dr. Graham indicated the context for these observations was W explore with the
Secrevry of Energy how the Energy Depanment was going to support to the Critical nfrastructure Protection Act (FY
2017 Malional Definse Authorization Aoy, Scction 1913, “EMP and GMT Manning, Research and Development. and
Protection and Proparedness” po ET625, whicl directed the Department of Homeland Securiny: o develop plans 1o
pratect the eleetrie grid and other critical mfrastrugtures from EMP; to educate aod teain federal, state and Jocal
emergency planners amd ficst responders on the EMP threal, and te conduct research and development to mitigate EMP,
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1. Nuclear EMP is the ultimate cyber weapon in the military doctrines and plans of Russia, China,
North Korea and Iran for Combined Arms Cyber Warfare that they see as a decisive new
Revolution in Military A ffairs.

2. Protecting the grid from the worst threat—nuclear EMP attack—can also mitigate jesser
threats, including from ratural EMP from solar storms, non-nuclear EMP from radiofregnency
weapons, cyber-attacks, physical sabotage and severe weather.

. State electric grids can be “islanded” by installation of surge arrestors, blocking devices,
Faraday cages, and other devices to protect individual states, even though they may be partof'a
larger regional electric grid, from a prolonged catastrophic blackout. For example, Texas State
Senator Bob Hall has introduced legislation to harden the Texax Efectric Grid.

4. The Commission is profoundly concerned that the 2614 Cbama administration intelligence
community assessment of nuclear EMP is profoundly erroneous, and perhaps the worst ever
produced on EMP, and that has been used to thwart efforts to protect the nation against nuclear
EMP by dismissing the threat, despite overwhelnting cvidence to the contrary.

5. The Commission is very concerned over misleading and erroncous studies by the NERC and
others that grossly underestimate the natural EMP threat from solar storms, and dangerously,
have become the basis for grossly inadequate standards for EMP/GMD protection approved by
the Obama administrations’ FERC,

6. The Commission is also concerned over misleading and erroneous studies recently completed
by industry’s Electeic Power Research Instine (EPRI), in cooperation with Obama
administration heldovers in the Department of Energy, that prossiy undercstimate the nuclear
EMP threat.

Tad

Drr. Graham's observations provide a sound basis for assessing and responding to the current
vulnerabilities in the management and execution of efforts to provide & viable electric power grid.
The EMP Commission is the most competent and techaically credible source of such advice,

Below, T will elaborate on how | am actively seeking in South and North Caroling a stepping stone
to achicve his third observation. by taking Texas State Senator Bob Hall's “islanding™ approach o a
more fundamental level.

It is interesting that when Dr. Graham and ! were junior USAF officers at the Air Force Weapons
Lahoratory (AFWL) at Kirtland AFB. NM conducting re¢search on nuclear weapons effects and
developing simulators to test the nation’s strategic systems and their essential command, control
and commuitications (C3) systems ko assure their viability under nuclear attack, Senator Hall was
also a USAF junior officer at the Space and Missile Systems Organization (SAMSO?} at Norton
AFB, CA—helping 1o harden the Minuteman ICBM system, specificatly to EMP cffects. Our
efforts were highly classified because aH our systems were viinerable to EMP—as then recently
discovered on atmospheric nucleart tests. Our EMP knowledge base rematned highly classified until
maost were downgraded and published in the 2008 EMP Commission report—see Footnote 16,

Now we have the opportunity again to cooperate on hardening the electric power grid (and ather
related eritical infrastructure}—and (10 exploit the urgency of effecting change that 1 befieve we all
feel, This includes overcoming political challenges, which are in fact more daunting than the costs
of making needed improvements or kechnical challenges, which were solved a half century ago by
the Department of Defense {Dob3) and its confractors expert in protecting mifitary systems from the
effects of nuclear weapons.
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POLITICAL/BUREAUCRATIC CHALLENGES

Not the least of the political challenges is associated with ineptness in the responsible DoD agencies
that have blocked progress—e.g., by stalling the initial startup of the Congressionally re-established
EMP Commission by almost a year and, as | understand it, continuing to inhibit its effective
operation. Moreover, DoD is withholding information it Jearned many years ago in establishing
threat EMP environmental information standards to protect our strategie systems that our nation’s
power companies now need 1o develop, deploy and maintain elfective hardening designs.

So, DOE lzboratories and other agencies are conducting studies to leamn again, under the best of
conditions, lessons mastered by DoD nearly a half century ago. Under fess desirable conditions on
several fronts—and without the knowledge that comes from a hatf century of praclical expetience,
the current efforts can easily—perhaps predictably—run amok.

In the decades when nuclear testing was conducted, the DOE had so little intercst in EMP and other
nuclear weapon effects that the Dob} had fo pay the DOE to calculate the necessary weapon gamma
ray and other outputs to allow accurate EMP analyses to be performed by the DoD. Now that the
DOE and its natjional laboratories are searching for relevant missions, both government and private
monies are going to replicate what the DoD accomplished years ago at considerable taxpayer
expense. See Dr, Graham's Items 5 and 6, above,

Moreover, pelitical/bureaucratic problems come from mission conflicts between Dol and other
zovernment departments and agencies—particularly the Department of Homeland Security (DHS),
Evidence of these difficulties was graphically iltustrated a couple of years age when then
Commander of Northern Command {NORTHCOM) Admiral William Gortney made clear he
understoad the significance of the EMP thrcat (See Dr. Graham's ltems | and 4.) by supporting a
major program to improve the viability of his mission to provide warning to our strategic forces and
the President (costing almost a biliion dollarsy to harden and move key equipment from Peterson
AFB to his Chevenne Mountain command center to assure viability of that mission against EMP,

At the same time, little has been done to assure the NORTHCOM s Homeland Defense mission is
viable in the face of the same EMP altack—not NORTHCOMs job 10 protect the nation’s critical
civil infrastructure except in commanding our BMD systems. Adairal Gortney indicated his was a
supporting role to DHS and the Justice Department. [ again calt your attention to Footnote 9 and
note that to my knowledge DHS has not even listed EMP among the strategic disaster scenatios
against which all emergency managers (federal, state and local) are supposed to prepare™. See
Footnote 21 that explains Dr. Graham’s purpose in his letter to Secretary Perry. Unlike the previous
DHS Secretary, Secretary Keltey has stated his support for addressing such EMP and related issues.

Senator Hall certainly understands many of these political challenges, since this is his second try at
getting the futl Texas Senate 1o pass nceded legislation to harden the Texas Grid—and the Texas
legislature meets onby every other vear. Gther states have tried and are trying to pass legislation in
various formats to pretect their citizens, But so far, most of thetr efforts have been blocked by a
lethargic regulatory, selt-snpervising regime and lack of leadership at the federal level—imn boah the
legisiature and executive branches. And 1 would add, a lack of knowledge of what needs to be done.

21°d also note that NORTHCDM has refused at least two attempts known so me by the SC Adiutant General™s otfice 1o
pertmit the Natianal Guard o include EME In ils ennual Yighlan Guard exercises. So the National Guard upon witch we
all depend in major emergencies is unprepared to deal with EMP threats.
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It 2013, the Tirst state legislation was imtiated by State Representative Andrea Boland and passed in
Maine, and | understand the subscguent response has been helipful but limited—inhibited by
pushback from the private sector znd a lethargic response by Matne's Public Utility Commission,
That public record is pertinent for others to exploit. A successtul legislative example is Virginia®s,
which { understand is being effectively supported by Dominion Powcr—perhaps because Virginia's
major military presence has a collective background that appreciates the EMP threal. A number of
other stales are alse considering initiatives, and there arc combined positive efiorts, such as arc
being pursucd by Ohio’s American Electric Power, involving 11 states,

WHAT TO DO?

Ciiven these political/bureaucratic difficuitics {and others), I concluded several years ago that {
would never see major progress in dealing with the EMP existential threat in my lifetime, especially
if the current conditions remain. And 1 could see no prospect for meaningful improvement. So, 1
decided to try a different approach and work the problem from the “bottom up™ . . | literally.

1 entered this phase with several biases, based on a lifetime of pertinent experiences, which have
survived to this day and which guide my assessments and recommendations.

+ | have no confidence that we will ever harden the entire grid, so 1 believe we have ta establish
prierities—! give top priority to assuring the safety and viability of our ~100 nuciear power
plants that produce about 20-percent of the nation’s electricity, and halfthe electricity of my
home state South Carolina. Thus, T believe our top priority is 1o build protected “islands”
around cur nuclear power plants=.

+ T'oassure the viability of the nuclear power plants, we must first assure their cooling water
systems are viable in an indefinite grid shutdown o aveid Fukushima-like disasters.

o We must assure that sufficient generating and loading conditions provided by the surrounding
“island” in the grid-—and linked with other critically Important clements of the grid—are
available to restart the nuclear power planis—and other power plants, which will shut down to
protect themsebves if the grid goes down.

» | don't believe anything that isn't regularly tested and subjected to independent critical
revigw—effective design and deployment is not cnough: trutly effective testing and
maintenance are major challenges.

+ Agcomplishing (hese objectives requires considerabte emergency management cooperation at
the local level—without which there is little hope tor most citizens who today depend on
electricity for lile-line services in our “just-in-lime™ economy.

Fapproached the Electrical Engineering Department Chairman at my aima mater, Clemson
University, and requested information on faculty who might be interested in my concerns and
graduates who were employed by Duke Energy—one of the nation’s largest companies, il not its
largest, with whom | could hegin working to address the EMP threat to the grid. T want to make
clear T was not sclling anvthing to or for Buke and would not take money fom them if they offered
it | just want to cut through the morass described above, and provide hope that my grandkids can
survive if we experience an EMP attack. 1 know that all our citizens want this objective met.

8 This “Islanding™ approach vo prioritizing what w harden first is simifar 4o the approach adopted by the Dol in givieg
top privtity Lo proteciing our strategic systems and their supporting command, conlrel and communicutions systems.
This obypective was central to our “detertent” policies ot the Cold War, And we hardened lietle military infrastructure
and exsentially no critical vivil infrastructure beyond assuring thas we could meet that objective,

g
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To make a long story short, | developed an excellent relationship with a key professor and several
Duke enginecrs who alsc are concerned aboul this threat—and we agreed on how we could proceed
with a meaningful “bottoms-up™ program to assure the viability of three Duke Energy power plants
on Lake Wylie, on the Catawba River that runs between North and South Careling—and of course
key transmission infrastructure that interconnects those power plants and others to their customers,
We refer to this project as the *“Lake WyTie Pilot Study,” briefly summarized in the following chart,
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I have now been working for ncarly two years with Duke Energy engineers to address how best to
assure we can restart the grid after a major blackout—while giving top priority 1o assuring the
safety and viability of our Nuclear Power Plants™. Duke Energy’s senjor management has agreed to
share broadly the lessons leamed from the Lake Wylle Pilot Study.

In particular, we are working with jocal and state authorities and citizens to help Duke engineers
exploit the most resilient electric power source, the Wylie Hydroelectrie Power Plant, to assure
availability of electricity to the cooling water pumps at the Catawba Nuclear Power Plant, if its
diesel generator fuel is exhausted and can’t be replaced. (Sce the list of “Needed Operations

* Along the way, | discovered that Duke Energy was funding retated research at several universities and in eooperation
willi other energy companies, While that research is primartly focused on the cyber threat, EMP concerns wilk no donbt
also receive attention, Recently | learned that Duke plans to invest significant funds wo modernize and protect their
power systerns aver the next 10 years. $13 billion in North Carolina thetp:tiwww utilitydive. com/newsduke-energy -to-
handen-north-carotinas-power-syste m=with- F 3b-initigtive/4 40524/ ) and $23 bilkion in the several states in which they
have infrastruciure hitpefwws, charlotieohserver comdnows/bugsinessfarticle ] 33059044 heml .
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Support” and “Key Questions™ in the above chart.} The Allen Coal Plant in Gaston County, NC also
shouid be available relatively guickly and has a major supply of coal to support operations.

S0, at a top level. the key operations of the Duke infrastructure are being considered and with no
question Duke Energy intends 10 assure its power plants are functional afier an EMP attack. From
my perspective, there would likely be problems with SCADAs, especiaily those that control natural
gas and petroleum pipeline operations, so that is a remaining concern-—at least to me,

We are working to assure that electricity gets restored to subscribers around the Lake Wylie
“Island™ in the grid, especially high priority subscribers like the water-wastewater operations that
are not served dircetly by Duke Energy infrastructure”, That service is provided by other wtility
companies and Electric Cooperatives {CoOps) that maintain important grid infrastructure between
Duke Energy, from whom they purchase efectricity, and their subseribers. Moreover, Duke Energy
engineers need information from these utility compantes and CoCps if they are to exploit that set of
loading conditions to enable rapid restart of their power plant operations serving the general public
throughout York County and beyond.

We are progressing well toward this end-—engaging with city, county and state officials to assure
(at least in York County, 8C and Gaston and Mcekicnburg Countics, NC) that the ulility companies
and CoOps who buy electricity from Duke and distribute it through their own grid infrastructure to
their customers/subscribers are prepared to deal with a major grid outage. We scek to assure that
Duke Energy’s nuclear, hydroetectric and coal power plants serve the local interests—and that the
lessons teamned are exploited throughout Sowth and North Carelina—and beyond. Our effort should
serve as a pattern that can be followed in inlegrating the activitics of the several thousand electric
utilities and CoOps that are key to delivering electricity to their subscribers throughout the nation.

We plan to engage with others as we progress—as previousiy noted, [ intend to join forces with
Texas Senator Bob Hall and other friends in Texas as they progress with their legisiative initiative
and related efforts to harden the Texas Grid and especially related to nuclear power plants and
associated islands in the overall grid. | also intend to engage other states, particularly Pennsylvania
and IHinois. Like South and North Carolina, they rely heavily on clectricity from nuclear plants.

I alse intend to work closely with the National Guard and the Adjutants General of the United States
because of their key roles in disaster emergency management activities®,

Before we began our Lake Wylie Pilot Study in carnest, my Duke Energy partner engineers got
approval from their front office that the lessons learned would not be treated as “Duke
Proprietary”—but could be shared with others in the electric power and related sectors. We are
working with local and county officials and associated utility companics and other CoOps to

# Water-wasiewater operations are perhaps the top pricrity, cspecially for urban aperations. The fune 2016 report by
the Mational Inlrastriclure Advisory Cowuncll (NLAC) hupedhighfrontive orgiwp-contenteploeds 20 1AM AC Water-
Seelor-Resilience-Vinal-Re port-Recommten dations-lulv-200 fr.od] Endicates how ke services are capidly lost withowt
waler-wastewatler services, For example. casualiies in hospitals are expected within hours following a toss of water-
wastrwaler support,

% White our $C adjutant Cieneral-—a Georgia Tech electrical engineering praduate --is on hoard with our Lake Wylie
privect, we have not yet engaged vur state legiskaors (o seck a supportive legislative initinive. However, SC State
Senaiors and Legislazors have indicated to me during the past two years that they woubd help sponsor such legisiation
when we are ready. The Duke engineers with wham [ am working have cleared our project with sheir front office and
lessting learned will be shared with all when we are ready. | understand froem my Duke partners that they are Fully
ergaged in a related NC initiative by theie Lt, Governor,
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understand how best to assure infristructure connectivity 1o enable a Black Start following a major
grid shutdown, beginning with the Lake Wylie “Island™ in the grid.

South Carvlina is one of the few states (Joined only by Wisconsin when last I checked) focusing a
statewide effort associated with NERC™s November GRIDEX-[V national exercise on responding to
cyber and physical anack threats. I belteve the lessons learned will be helpiul in extending, again
Trom the bottom up, our Lake Wylie efforts, Therefore, we are also engaging with several other
counties in this national exercise to build the relationships to share our lessons learned.

Note, there are several thousand utility companies and CoOps in the United States—so solving this
important problem for that infegrated “crazy quilt” distribution system is very complicated.

[ have serious doubts that 1 will see a solution result in my lifetime from a “top-down™ federal or
state initiative. This is not to argue against such initiatives—which are important at least for
consciousness-ratsing purposes. But | do worry that at best they have been provern to be very
ineflicient in producing serious progress in actually deating with a truly existential threat.

{"'m excited about our progress in working the problem from the bottom-up thus far—with a
particalar focus on assuring viable water-wastewater services o Jocal citizens, and will be sharing
maore information in the future, especially with the lessons learned on how best to deai with the
political issues that have for more than a decade confounded our cotlective progress.

My final contment is a lesson [ have learned from my entire career: Effectively designing,
deploying and operating any complex system requires a competent *Red Team™ with access to all
design, deplovment and operations information. and which can challenge at the top Jevel all efforts
and report findings 1o the top management®’.

I my opinion, the EMP Commission should be chartered to play that role—indefinitely. and it
shiould report directly to the President through an appropriate White House office hesting secretariat
SEPVICTS.

Thank you for your interest and attention.

7 During my watch 23 SDI Director {1990-93), | voluntarify sent several hundred mitlion dollars from my five year
budget to the Defense Special Weapons Agency {nony the Defense Threat Redoclion Ageney) with ao strings sttached,
exeept thal the funds be spent to develop an independent comgetent sssessment capability that coutd provide needed
independent “Red Team™ inputs o me {and my boss, the Secectary of Defense) on our BMIY acquisition oftons, My
distinct impression is that DTRAS capability and interesi is a pale shadow of the WA s in that era a quarter century
ago, [have no idea whether the key BMD aystems developed under sequisilion programs that | hegan {(our ground-
based intercepiors in Alaska and Catitornia, our Aegis BME system, our Patriot System ot the THAAD system now
heing deployed in Sputh Korea - and thelr associated conanand, control and cammunications systems) are confidently
hardened wgainst EMP, but withowt question. they cerlainky should be,

1
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The CHAIRMAN. Thank you, Ambassador.
Ms. Durkovich, welcome.

STATEMENT OF CAITLIN DURKOVICH, DIRECTOR,
TOFFLER ASSOCIATES

Ms. DUrRKOVICH. Thank you.

Good morning, Madam Chair and members of the Committee.
Thank you for inviting me to testify today on protecting our energy
infrastructure from the threat posed by electromagnetic pulse.

My name is Caitlin Durkovich. I had the honor of serving eight
years in the National Protection and Programs Directorate (NPPD)
at the Department of Homeland Security, first as the Chief of Staff
and from May of 2012 to January of 2017 as the Assistant Sec-
retary of Infrastructure Protection. NPPD leads the national effort
to protect and enhance the resilience of our nation’s physical and
cyber infrastructure. I transitioned from government to Toffler As-
sociates, a future-focused strategic advisory firm that architects
better futures for public and private sector clients.

Over my nearly 20-year career in homeland security, I have seen
critical infrastructure public-private risk management redefined to
address emerging, complex issues from violent extremism to com-
plex mass attacks, cybersecurity grid and GPS resilience, extreme
weather and electro and geomagnetic disturbances.

I have co-chaired interagency task forces that have integrated
the private sector into government strategies, including those that
are most relevant here today—the Joint U.S.-Canada Electric Grid
Security and Resilience Strategy and the National Space Weather
Strategy.

There is no doubt that we live in a dangerous world. State and
non-state actors, insiders and promulgators of disinformation are
growing in kind and consequence. Borders no longer protect us
whether our shores or the fences and walls of our organizations.
We have built a complex ecosystem where disruption in one node
can ripple across the system and where threats are not bounded to
one sector or one industry nor can we protect against every threat
and secure every building system and network. Our country is too
big; our infrastructure too interdependent; the cost too expensive;
and, the outcome would alter our way of life.

This is why we are in the business of risk management. Think
of a matrix where the x and y axes are increasing likelihood in con-
sequence, respectively. A denial of service attack is highly probable,
but the impact to a company and its operations is minimal.

Most natural disasters are high likelihood and low consequence.
Superstorm Sandy or a 9.0 Cascadia Subduction Zone event are ex-
ceptions and flip, low likelihood, high consequence. A cyberattack
against industrial control systems like the December 2015 attack
on the Ukrainian power grid, lower probability than denial of serv-
ice, but certainly more consequential. In 1859 Carrington Light
GMD event. As Speaker Gingrich said, we are long overdue. And
so, I would say it is more likely and certainly high consequence.
There are half a dozen more risks on that matrix, including a high-
altitude electromagnetic pulse, and we place it at a very low prob-
ability but high consequence.
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All of the risks on this matrix must be managed. Since critical
infrastructure is largely owned and operated by the private sector
there are finite resources in a world where you have a business to
operate, shareholder obligations, regulatory costs and rate recov-
ery, just to name a few.

I want to be clear. We have not ignored the threat of an EMP.
Industry and government are working hand-in-hand to better un-
derstand the impacts of EMP. The work that EPRI is doing is crit-
ical to understanding how the systems and its parts would be af-
fected. This critical modeling can help inform where investments
and shielding will have the maximum value and what operational
procedures can mitigate voltage collapse. And much of this effort
can be applied to mitigating the consequences of a GMD where we
will have time to put measures in place and manage flow thanks
to improved space weather forecasting and alerting.

Equally important is the fact that we understand an EMP, like
many threats and hazards, is sector agnostic. Disruption to commu-
nications during incidents hampers response and restoration ef-
forts. Malicious actors understand this, and Mother Nature is
undiscerning.

There is debate about the sophistication of the attack on the
Metcalf Substation that supplies power to Silicon Valley, but the
perpetrators knew enough to cut the fiber lines that controlled 911
and downstream communications. A telephone denial of service at-
tack hampered the ability of customers to call and utility operators
to talk to each other in the Ukrainian incident.

An EMP or GMD will impact communication systems and data
centers and, therefore, command and control. To industry’s credit,
they are looking beyond prioritized calling services as a contin-
gency plan but it illustrates why we cannot take a silent approach
and must understand the vulnerabilities caused by the intersec-
tions of these sectors.

This complex risk environment is what has given way to the pub-
lic/private partnership. While government brings important capa-
bilities to the table, information sharing, private sector clearances,
research and modeling, war gaming, industry is heavily invested in
ensuring its reliability and resilience. Disruptions impact their bot-
tom line, their brand and their industry.

It is why the Joint U.S.-Canada Electric Grid Security and Resil-
ience Strategy, the National Space Weather Strategy and the Joint
Electromagnetic Pulse Resilience Strategy and corresponding ac-
tion plans are critical. They lay out high-level goals for government
and industry to guide action and investment, to enhance resilience
and accelerate recovery from these types of events.

In conclusion, we are managing a complex risk environment and
cannot protect against every threat and secure every asset. There
is no one-size-fits-all approach. The solution requires a whole of
community risk-based approach focused on mitigation planning and
investment in a modern and secure infrastructure that is resilient
to the threats of today and tomorrow.

Thank you, and I look forward to your questions.

[The prepared statement of Ms. Durkovich follows:]
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“To Examine the Threat Posed by Electromagnetic Pulse and Policy Options te Protect
Energy Infrastructure”

Chairman Murkowski, Ranking Member Cantwefl, and members of the Committeg, thank you
for inviting me o testily at the hearing today, “To examineg the threat posed by electromagnetic
putse and policy options to protect energy infrastructure and to improve capabilities for adequate

system restoration.”

My name is Caithin Durkovich. | had the honor of serving eight vears in the National Protection
and Programs Directorate at the Department of Homeland Security (DHS), first as the Chief of
Staff and front May ol 2012 to January 2017, as the Assistant Secretary of Infrastructure
Protection. NPPD leads the national ¢ffort to protect and enhance the resiience of the nation’s
physical and cyber infrastructure.

[ have transitioned from government to Toffler Associates, a future-focused strategic advisory
firm that architects better futures for public and private sector clients around the globe with an

unwavering commitment to be the catalyst for change.

Over my nearly twenty-year career in homeland security, | have seen critical infrastructure
public-private risk management redefined to address emerging, complex issues from lone
offenders 1o complex mass attacks, cybersecurity grid and GPS resitience, interdependencies,
clectromagnetic pulse {EMP) and severe geomagnetic disturbances (GMDs), and security-by-
design. | have co-chaired several interagency task forces that have integrated the private sector
into government strategies, including those that are most relevant today ~ the Joint US-Canvda
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Strategy for Electric Grid Securify and Resilience (December 20163 and The Navional Space
Heather Strategy (Cetober 2013}

There is no doubt we live in a dangerous world. State and non-state actors, cyber threats,
unbounded disasters, fone offenders, insiders, and promulgators of disinformation are growing in
kired and consequence, These threats — and our vuinerabilities to them — ranscend politica)
treaties. geographic borders. and corporate lines of business, blurring the Ffines between public
and private accountabifity and responsibitity. {Uis the private sector, which owns and operates
mast ol our eritical tintrastructure. that must invest in and manage the risks and eften intertwined

consequences posed by an increasingly dynamie threat environment.

The cnergy sector in particular faces a vaviety of threats and hazards, largely driven by the
increasing sophisticated threat actors with intent and capability as well as the interdependencies
of the infrastructure systems, including the increasing reliance on digital infrastructure as the
clectric grid transitions from an analog system to a digital system to improve efficiency. The
bottom line is the risk o digital and physical infrastructures has grown and our critical

infrastruciure is more vulnerable than it was a fow decades ago,

My colleagues in government have testified before other committees about how the public-
private partnership views EMP, and ny time out of government has not changed my
understanding of the threat or my perspective; therefore, | will leverage the work of DHS and my
colleagues within the DHS Office of Cyber and infrastructure Analysis,

Background on EMP

An EMP is the burst of electromagnetic radiation created, for instance, when a nuclear weapon is
detonated or when a non-nuclear EMP weapen is used. EMPs can be high frequency, similarioa
flash of lightaing, or low frequency. similar 10 an awrora-induced phenomenon, The
consequences of an EMP can range from permanent physical damage to temporary system
disruptions, and can result in fires, electric shocks 1o people and equipment, and critical service

outages.

There are two general classes of EMP of concern: {1} Nuclear sources ol EMP, such as High
aktitude EMP {HEMP), and (2) Non-Nuclear sources of EMP (NNEP). HEMP results from a
nuelear detonation typically occurring 15 or more miles above the Earth’s surface. The extent of
HEMP etfects depends on several factors including the altitude of the detonation, the weapon
wield, and whether it was designed for EMP effects. On the ground, effects may be diminished
by the electromagnetic shielding, or “hardening.” of assets. A high-altitude burst could blanket
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the entire continental Lnited States and cause widespread impacts to maltiple sectors, including
to tifeline sectors, such as the energy and communications, HEMP (hreat vectors can originale
from a missile, such as a sea-launched ballistic missile: a satellite asse(; or a relatively low-cost
hatloon-bome vehicle.

Non-Nuclear EMP (NNEP) can be created by sources, such as Radio Frequency Weapons or
[ntentionat Electromagnetic Interference devices, which are designed to produce sufficient
electromagnetic energy o burn out or disrupt electronic components, systems, and networks.
NNEP devices can be either electrically-driven, where they ereate narrowband or wideband
microwaves, or explosively-driven, where an explosive is used to compress a magnetic field o
generate the pulse. The range of an NNEP is short {fypically less than 1 kilometer) and Faraday

casings with line {ilters and surge arresters can mitigate much ol the EMP eftects.
Potential Impacts to Crifieal Infrastructure from EMP

We do not fully understand how an EMP event would impact etectrical infrastructure, and it is
the subject of ongoing analysis. [n some of its forms, EMP could cause widespread distuption
and seriouts damage to electronic devices and networks, including those upon which many
critical infrastructures rely. There is uncertainty over the magnitude and duration of an electric
power outage that may result from an EMP event due to ambiguity regarding the actual damage
o electric power assets from an ¢vent. Any electric power outage resulting from an EMP event
would ultimately depend upon several unknown factors and effects to assets that are challenging
to accurately model. making it difficult to provide high-specificity information to electric system
planners and system operators. These variables include characteristics such as the EMP device
type, the location of the blast, the height of the blasy, the vield of the blast, and design and
operating parameters of the electric power system subject to the blast. Secondary cffects of EMP
may harm people through induced fires, electric shocks, and disruptions of transporiation and
critical support systems, such as those at hospitals or sites like nuclear power plants and chemical

facilities.

In the development of The National Spoce Weather Sirategy, we recognized that the growing
interdependencies of critical infrastructure systems have increased potential vulnerabilities to
EMPs and GMDs. Cross sector protection and mitigation efforts o eliminate or reduce EMP and
GMD vulnerabilities are essential components of national preparedness. Protection focuses on
capabilities and actions to eliminate vulnerabilities to EMP, and mitigation focuses on long-term

vulnerability reduction and enhancing resilience to disasters. Together, these preparedness
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missions frame a national effort to reduce vulnerabilities and manage risks associated with
EMPs, GMDs, and other unbounded events,

Government and Industry and Collaboration

More than two decades of critical infrastructure programs and policies has fosterad
unprecedented collaboration between government and indusiry to mitigate the consequences of
low probabiity, high consequence events, including EMP.

DHS continues 1o devote resources to address EMP risks, largely in three areas (1) visk
assessment and analysis, (2} communication and coordination of threat information, and (3}
research and development to mitigate EMP risks. NPPD3, the Federal Emergency Management
Agency, and the Science and Technology Directorate are working with the critical infrastructure
community to ensure it has information o make critical decisions, and can respond to, assist

recavery and mitigate the consequences of a potential EMP attack.

My fellow witnesses will testify to the scope of efforts tndustry is undertaking to continue to
improve grid resilience 10 all-hazards. They range from continued research and development,
mutual assistance and spare parts programs, supplemental operaling strategies, and full-scale

Cross sector exercises,
Critical Infrastructure Risk Management

It is important 10 emphasize, however, that critical infrastructure, including the electric sector,
takes a holistic approach to assessing and mitigating risks from not only EMP, bul from cyber
attacks. physical sabotage, and natural disasters, ali of which can result in disruptions to their
aperations. The partnership between industry and government, which includes information
sharing, capabitity development, training and exercises, and interoperable plans, is even more
essential as our Nation continues to face an increasingly complex threat environment.

Conclusion and Recommendations

EMP is one of many threats to the functions, systems, and networks that underpin our national
security, cconomic prosperity, and American way of life, From cyber espionage and sabotage, 1o
the convergence of cyber and physical systems, to insider threats, and o EMPs and GMDs,
owners and operators of critical infrastructure have an obligation to manage these persistent
threats. However, the solution requires a whole of community effort that is focused not on one
threat but on a broad range of threats. These challenges demand industry and government wark
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wgether to both develop mitigation plans and 1o invest in a modern and secure infrasiructure that

is resitient to the threats of today and tomorrow.

Y ou can help by continuing to support national programs that strengihen poblic-private
collaboraticn and enable the critical infrastructure community to cfficiently and ¢ffectively
manage the complex risk environment, and by continuing to advocate for a secure and resilient

critical infrastructure.

Chairman Murkowski, Ranking Member Cantwell, and members of the Committee, thank you
again for the opportunity to appear before you today. | fook forward to your questions.
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The CHAIRMAN. Thank you, Ms. Durkovich.
Mr. Manning, welcome.

STATEMENT OF ROBIN E. MANNING, VICE PRESIDENT, TRANS-
MISSION AND DISTRIBUTION, ELECTRIC POWER RESEARCH
INSTITUTE

Mr. MANNING. Thank you, Madam Chairman, members of the
Committee. Good morning.

I want to share with you a bit of history, if I can. I am a Vice
President of Transmission and Distribution for the Electric Power
Research Institute, but also spent 30 years at Duke Energy and an-
other six at the Tennessee Valley Authority (TVA). And through
this time my responsibility was leading construction, operation and
maintenance of energy infrastructure.

So, as the Chairman put it so well earlier, I kept the lights on
across the United States. As the leader of TVA’s transmission orga-
nization in the 2008-2009 timeframe as I read the EMP Commis-
sion report, I struggled to understand how I could take the pleth-
ora of information that was available on EMP and practically apply
it to create some sort of a plausible approach for risk management
associated with TVA’s system.

And that’s exactly what EPRI is attempting to do as we are now
one year into a three-year research project, began in April of 2016.
Our project objective is to develop cost-effective mitigation tools, to
develop recovery options for utilities and to form a basis for deci-
sion-making that provides utilities, like the TVA, the information
that is necessary to effectively protect their customers from the
EMP threat.

This project now has financial support from 57 U.S. utilities,
making this project one of the most widely-supported collaboratives
ever at EPRI. We're also collaborating very closely with the U.S.
Department of Energy with national labs and the U.S. Department
of Defense.

We have seven tasks on this project. Many of these tasks are
being completed in parallel with various expected completion dates
over the remaining two years of the project. We are seeking greater
characterization of the HEMP threat as it relates to electric infra-
structure; we're investigating specifically how EMP propagates and
how it couples to power systems; we're testing that equipment to
understand at what level do we begin to see damage from EMP
events; and then we’re combining the threats and the
vulnerabilities to understand a more complete picture, a holistic
picture of EMP impacts to infrastructure. But together this infor-
mation provides methodologies and tools to support risk-informed
decision, and of course, it’s our intention to communicate our re-
search findings to public policymakers and other stakeholders
throughout the process.

For example, in February we released publicly a report assessing
the impacts of a HEMP-generated, E3 energy wave on bulk power
transformers. We advanced a series of a test nuclear blast across
the United States, 11 different locations and assessed the value of
each of those. We used advanced modeling assessment techniques
as well as conservative assessment criteria and conservative engi-
neering judgments throughout.
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The results of this study indicated that damage to a large num-
ber of bulk power transformers from E3 is unlikely. Even so, the
results of the assessment should not be interpreted to mean that
HEMP or even the E3 would not adversely affect bulk power sys-
tem reliability. The potential for widespread outages due to voltage
collapse or the combined effects of E1, E2 and E3 are still being
investigated.

Certainly impacts from HEMP are real; however, evaluating the
effects of such events on complex systems like our electric power
grid requires concrete, scientifically-based analysis from people who
understand the power system. With greater understanding, cost-
effective mitigation and/or recovery options can be developed and
deployed.

The utility industry is poised to take further action, and more
scientific research enables these actions to be both appropriate and
cost effective for consumers.

At EPRI we are committed to providing sound science-based solu-
tions to these complex problems and will continue to offer technical
leadership and support to the electricity sector to public policy-
makers and other stakeholders to enable safe, affordable, reliable
and environmentally responsible electricity to the people of the
United States.

Thank you for your time. That concludes my testimony. I look
forward to your questions.

[The prepared statement of Mr. Manning follows:]
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The Electric Power Research [nstitute (EPRI) conducts research and development relating to the
gengration, delivery, and use of electricity for the benefit of the public. An independent, non-
profit organization, EPRI[ brings together its scientists and engineers, as well as experts from
academia and industry, to help address challenges in electricity, including reliability, efficiency,
aflordability, health, safety, and the environment. EPRL's members represent approximately 50
percent of the clectricity gencrated and delivered in the United States, and international
participation extends to more than 30 couniries.

The subject of today's testimony is EPRI’s research efforts refated to electromagnetic pulse
{EMP) events, including naturally occurring geomagnetic disturbances (GMII} as well as
clectromagnetic pulse {EMP} events, specifically high altitude EMP, or HEMP. EPRI has been
researching GMD for many years with significant applications now implemented across the
glectric industry. hnplications and solutions for EMP and HEMP are less understood. Much of
the available information is not specifically applied 10 electric utilities, making it very ditficult
for utitities and regudators to understand effective options for protecting energy infrastructure,
This testimony provides an overview of EPRI's research activities related to GMD, and a more
detailed description of our EMP research efforts as we seek to better inform the issue with a firm
techinical basis for decision making,

GMP Research

During geomagnetic disturbance (GMD) events, magnetic field variations at the earth’s surface
drive low-frequency electric currents along transmission lines and through transformer windings
to ground. These geomagnetically induced currents {(GIC) cause half-cycie saturation of
transformers leading to harmonic generation, increased reactive power losses, and heating of
transformer windings and structural components. These effects are real, and have been observed
in the past. For example, during the March 1989 geomagnetic storm, Hydro-Quebec experienced
a blackout resulling from the effects of GMD-related harmonics. and a generator step-up unif
(GSU) at Salem Nuclear Power Plant in New Jersey was damaged from resulting hotspot

Page 1 of 8
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heating. Several other effects were observed in the United States and Canada, for example
wripping of capacitor banks, but these did not result in any significant reliability impacts'.

EPRI recognizes the potential impacts of severe GMID events, and has been wvolved in GMD-
related research for nearly four decades®. Some of EPRI"s research activities in this area include:

s developing sensors and a support network for measuring GIC,

e developing software tools, models and guidelines to assess the impacts of severe GMD
events on the bulk-power system;
improving the fidelity of existing models {e.g. earth conductivity).

+ improving undersianding of potential impacts of GMD evenis on bulk-power system
components;

»  evaluating mitigation options and their application: and

» supporting the development of benchmark GMD events used in assessments.

Because EPRI's research in the GMI area is expansive, only current activities will be addressed.
Geemagnetic Field Monitoring

EPRI currently has a research project underway to install three axis magnetometer sensors
berween existing magnelic observatories operated by the ULS. Geological Survey (USGS) to
improve magnetic field resolution throughout the United States, Measurcment data will be used
to validate deep earth conductivity models, and improve understanding of local geological
Factors that can affect the geoelectric field induction process.

SUNBURST Network

The EPRI SUNBURST neowork is hoth an organized methed for measuring geomagnetically
induced currents (GICs) and a source of data for continuing research studying the cause, effects
and mitigation of GIC impacts on ciectrical power systems. While the primary focus of this
research 1$ operating the menitoring network. the data coliected tn this project will be used for
feedback into new prediction models that will serve as advance warnings, that is, the NASA
Solar Shield project. The SUNBURST project also supports an annual event where relevant
scientists from the field of solar phenomena/space weather come together to discuss common
issues and concerns refated to GICs.

The SUNBURST network consists of a consortium of member utilities where near-real-time
conlinuous monitoring of the GIC flowing in the neutral of large power fransformers is
performed. Over the last decade, EPRI has accumulated a body of data and expericnce about
correlations between space weather and GIC flows in the grid,

! North American Eletric Relisbility Corporation (NERC), March 13, 1989 Geomagnetic Distorbance;
b rere g Jiles 19R-guehes-aurhmes podt

* Investigotion of Geomagneticolly Induced Currents in the Proposed Winnipeg-Dulluth-Twin Cities
FO0 KV Tramsmission Line. EPRL, Palo Alte, CA: 1981, EL-1949
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New GIC Sensor

One of the Jimitations of measuring GIC using current techaology (e.g. SUNBURST) is that the
monitoring {ocation must be the neutral of the transformer. Depending on tite type of
transformer, e.g. an astotransformer, a neutral connected GIC node may not provide the
observability necessary to determine the GIC flows that couid affect power system operation. To
filt this gap, EPRI has recently developed a sensor that is capable of measuring GIC fiows in
energized conductors. Measurement of GIC in encreized AC {alternating current) transmission
lings and transformer windings improves observability of the behavior and effects of G1C on the
bulk-power system. In addition, GIC (lows through interconnections and in some cases, remote
transformers can be measured directly. This will lead to developing more effective network
boundary models, and closer representation of actual GIC conditions when assessing impact o
transformers.

Current Research in Grid Operations & Planning Areq

Harmonics studies are an integral part of any GMD vulnerability assessment, and as such, are a
key component of related reliabitity and planning asscssments and associated regulatory
requirements, e.g. NERC TPL-007-1 standard. However, commereially-available sofiware tools
or industry guidelines necessary to perform such assessments are limited. To fill this gap, EPRI
is developing an open source software tool that can be used to perform GMD-related harmonics
studies. Additionally, guidelines for performing assessments to delermine the potential impacts
of GMD-related harmonics on the bulk-power system are being developed.

EMP Research

Electromagnetic pulse {EMP) attacks and geomagnetic disturbance (GMD) events are ofien
discussed together when evaluating potemtial impacts on the bulk-power system and approaches
for improving system resilicney. While both events are considered high-tmpact low-frequency
{HILT) events (along with physical attacks, severe storms, earthquakes, and other similar
events), there are very important differences that should be considered when evaluating
resiliency improvement priorities and investment decisions,

The high-altitude detonation of a nuclear weapon can gencrate a targe electromagnetic pulse
{referred fo as a high-aititude EMP or HEMP) that is comprised of three components: E1, E2 and
E3. Depending on weapon yield and height of burst the resuiting EMP can impact large
geographical areas such as the size of an electrical interconnection. The earby-time pulse, EI,
refers to a nearly instantancous (rise times are on the order of 2.5 nanoseconds or 2.5 bitlionths
of a sccond} — large magnitude {30 kVin) puise that can resull in damage to electronic
components and electric infrastructure. The intermediate-time pulse or E2, refers to the short
duration pulse which has characteristics simitar to lightning although the magnitude of E2 is
much tower (~ L1 kV/m} and the way in which it couples into efectric infrastructure ts different.
The latter component, magnetohydrodynamic electromagnetic pulse {MHD-EMP) or simply E3
is similar to a severe GMD event, and can drive fow frequency, geomagnetically-induced
currents (GIC) in transmission lines and power wransformers. However, there are two key

Page 3 of §
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differences between E3 and GMD. First, E3 from a single high-altitude detonatien would not
generate planctary-scale effects Hke a severe GMD cvent can. Secondly, the magnitude and
duration of E3 are significantly different. The magnitude of E3 can be much higher than that of
a severe GMD event; however, the duration of E3 is much shorter lasting only a few minutes as
compared with days in the case of' a severe GMD event. As with severe GMD evenls, potential
impacts from E3 range front voltage collapse to increased hotspot heating in bulk-power
transformers.

EMP Research Project Descripiion

HEMP events arg a growing concern in the energy business. Whiie the industry has

worked to develop effective responses to GMD, [ittle definitive work has centered on the effects
of a HEMP attack. Numerous constiluencies are pressing Lo ensure the electric power system is
mare restlient o a large HEMP event, but technica! information is inconsistent and options to
increase resilience through hardening and recovery are not well-defined. Some proposed
approaches are high-cost and lack the technical basis to substantiate their viability. To fill this
gap, EPR[ initiated a three-year research project in April 2018, currently with financial support
from fifty-six clectric utilitics, to improve understanding of the potential impacts of HEMP on
the bulk-power system and develop cost-effective mitigation options, The financial support of
EPRI's members demonstirates the importance to them of providing scientific and technical
analysis of' this issue for the benefit of the public.

As a part of this research project EPRI is collaborating closely with the U.S. Department of
Energy {DOE), national laboratories, and the LLS. Department of Defense (DaD).

The EPRI EMP project is comprised of 7 tasks which are as follows.

Task | ~HEMP Threat Characterization

As a part of the threat characterization task, we are:

» identifying the state of knowledge of unclassified HEMP rescarch,

» identifying conservative {bounding) HEMP waveforms (magnitude, spatial and time
dependent characteristics. etc.) that can be used to assess the potential fmpacts on bulk-
power system components, and

e investigating the physics of HEMP propagation and coupling to power system
infrastructure.

As a part oF this research, alt three components of the HEMP environment are being cvaluated,
e, E1, E2, and E3.

In September 2016, EPRI relcased its first report’ assogiated with this task which is a
compendium describing the state of knowledge of HEMP research that is relevant to the electric

i High-dltitude Eleciromagnetic Pulse Effects on Bulk-Power Systems: State of Knowledge and
Research Needs. EPRI, Palo Alto, CA: 2016, 3002008999,

Page 4 0l 8
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power industry as well as a suite of unclassitied HEMP environments that can be used in power
SYStem assessments,

We are currently developing models 1o sinwlate coupling of EI/E2 into transmission
infrastruciure {substation bus work, contrel cables, contrel housces, ete.) and are performing an
analysis of a transmission substation to determine impacts of E1/E2 on equipment. Modeling
results will alse be used to inform equipment testing and mitigation efforts, Simulation work has
begun and will continue inte 2018, EPRY is currently working with Lawrence Livermore National
Eaboratory (LLINL) to further research in this area.

Additionally, an important component of this research is (o develop tools that utilities can use to
perform their own assessments. To that end, EPRIE is developing software tools and modeling
guidelines that can be used by utilities to simulate the coupling of an E] pulse into overhead and
underground conductors andior control cables. The beta version of the overhead conductor coupling
tool i expected to be finished by the fourth quarter of 20H 7.

Task 2 — Electric Infrastructure EMP Vulrerability

This task is identifying the vulnerability of transmission systemns and support assets (protection
and control systems, communications, SCADA, cables. transformers, insulators, etc.} exposed to
the HEMP threat defined in Task | — HEMP Threat Characterization by performing faboratory
tests, To facilitate high-volume EMP testing of components, EPRI is building two EMP test labs
and updating our high-voltage test lab in Lenox, MA to test systems and components by
subjecting them Lo synthetic EMP pulses (E1). Equipment testing will include both radiated and
conducted transients. Testing of protection and control (P&} systems to determine impacts of
E1 is initial priority. Testing is expected to begin by the second quarter of 2017 with initial
results possible by the end of the year.

In addition to performing tests internally, EPRI is also partnering with Sandia National
Laboratory and Little Moontain Test Facility 1o perform additional El testing of P&C
cquipment,

Task 3 — Electric Infrastructure Jmpacts

This task is assessing the potential impacts of a HEMP attack on the bulk-power system by
combining the modeling results of Task 1 with the cguipment testing results of Task 2.
Assessment techniques, models and 1ools for assessing (he impacts of a HEMP attack are also
being developed.

The first of many studies has been completed, and will be described in more detail later in this
icstimony. A report? assessing the potential effects of E3 on U8, bulk-power transformers was
released in February 2017, A companion report assessing the potential impacts of E3 on the
stability of the butk-power system is expected to be finished by the third guarter of 2017,

4 Magneichydrodvagmic Eleciromagnetic Pulse Assexsment of the Continenial U8 Eleciric Gridh Geomagaenicatly
Indwced Cuvrent and Tronsformer Thermol Analysis. EPRI, Pala Alto, CA2017, 3002009001
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The results of the first E1 threat assessment are expected by the end of the year.

Task 4 - Mitigation, Hardening and Recovery

This task is assessing vatious mitigation and hardening approaches that can be employed to
reduce the impacts of HEMP on bulk-power system reliability, Potential unintended
consequences of various miitigation and hardening strategics are being evaluated. Enhanced
recovery procedures/plans are being developed.

As an initial step, EPRI is developing interim guidance on hardening substations using
information provided in relevant IECT and military standards. This is ondy a first step, and EPRY
is not recommending tilities harden to these standards. Future research efforts aim to develop
cost-effective hardening and mitigation solutions that are relevant (o electric power
infrastructure. {nterim guidance is expected to be completed and made available to project
members by the third quarter of 2017,

Task 5 — Risk-based Decision Support

This task is developing methodologies and tools to support risk-informed decisions regarding the
implementation of HEMP hardening and mitigation measures, A framework for assessing the
relative benefits of various hardening and mitigation approaches will be developed. Support
toals designed to aid in decision making will be developed as a part of this task.

Task 6 — Trial Implementation

Once hardening measures have been identified, supporting member uiilities will have the
opportunity to evaluate implementation on aspects of their systems. This task will develop a
collection of leading industry practices with regards to HEMP mitigation and hardening.
Applications of various assessment techniques and mitigation options will be catalogued, and the
effectiveness and lessons feamed will be communicated.

Task 7 = Proiect Member and Stakeholder Communication

An iniportant aspect of this research project is communicating the results (o our supporting
members and stakeholders as appropriate, This task is developing communications 10 inform of
the background and potential impacts of FIEMP. and appropriately share new learning in a timely
nlanner,

February, 2017 Report: E3 Assessment of the Continental U.S, Efectric Grid

GIC generated hy E3 resuiting from a HEMP attack can cause additional hotspot heating in
windings and structural parts of bulk-power transformers. 1 heating is severe enough, it can
cause damage 1o the transformer. The toss of hundreds of bulk-power transformers could create
an environment wherc system recovery is not possible in a timely manner resulting in long-term

SLC is the International Elecwotechnology Commisston — an intemational standards crganization
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blackowt, Thus, one of the first steps in this three-vear research project was o evaluale the
potential impacts of E3 on bulk-power transformers.

Past research performed by (ak Ridge National Laboratories {ORNL} during the mid-late 1980°s
through early 1990°s and fate 2000°s evaluated the potential impacts of E3 on bulk-poswer
transformers; however, the results of the ORNL research had conflicting conclusions. Earlier
ORNL research® concluded that E3 would not resuft in significant damage to bulk-power
transformers while a later research report’ concluded that transformer damage was likely, and
that up to 100 transformers could be damaged depending on the target location.

The purpose of the EPR] study was to determine, using advanced transformer models that were
not available al the time of the ORNL research, whether or not a significant number {hundreds)
of bulk-power transformers would experience thermal damage from & single E3 event. More
simply, the study sought to answer the question, *H a HEMP attack occorred, wonld there be
enough butk-power transtormers left to facilitate systemt recovery?”

The fundamental approach to the EPRI study was similar to that adopted by the North American
Electric Reliability Corporation (NERC) to assess the potential impacts of severe geomagnetic
disturbance {GMDY events on bulk-power transformers, First, the etectric field environment
necessary for calculating GIC flows was identitied and a direct current model of the
interconnection-wide system was assembled. For this study, a publicly available E3 environment
along with a modet of the United States bulk electric system was used to calculate the GIC flows
in the transmission system that would result from a single, high-zaltitude detonation over the
continental United States (CONUS). GIC caleulations were then performed assuming weapon
detonation aver 11 separate locations in the CONUS. The resulting time-series GIC flows were
the used to compute the time-series hotspot temperature of each bulk-power system transformer
included in the interconnection-wide assessment using physically-based transformer models. The
maxhnum instantangous hotspot temperatures were then evaluated against conservative
temperature limits that were based on an assumed condition-based GIC susceptibility category of
the entire transtormer tleet. The number of transformers that were identified as exceeding the
specified temperature Himits were then combined with the probabilities of a given transformer
being in onc of the three specified categories to estimate the expected number of bulk-power
transformers to be al potential risk of thermal damage. Additionally. the potential for thormal
damage caused by circulating harmonic currents in the tertiary windings of large
autotransformers was also evaluated.

The EPR] study found that although a significant number of transformers (hundreds to
thousands) could experience GIC flows greater than the 75 amps/phase screening criteria
adopted from NERC TPL-0(7-1, only a small number (3 to 14 depending on the target location
evaluated) of these transfortmers were found to be at potential risk of thermal damage. ln
addition, the at-risk transformers were found to be geographically dispersed.

# Elcetromagnetic Pulse Research on Electric Power Systems: Program Summary and Recommendations, Oak Ridge
National Laboratories. Oak Ridge. TIV: 1993, ORML-6T0S.

? heta-B-321, The Late-Time (B33 High-Altitude Electramagnetic Pulse (HEMPY and s [mpact on the U5, Power
Girid, Matatech Corporation, Janvary 2010,
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The results of this study agree with earlier work performed by ORNL. which indicate that the
failure of a larpe number (hundreds) of bulk-power transformers from E3 is unlikely. The
assessiment results can be used to help quantify the overall risk of E3 impacting the bulk-power
system (interconnection-leve! assessment), but they shouwld not be interpreted to indicate E3 will
not affect bulk-power retiability since the potential for widespread outages due to voltage
collapse or the synergistic effects of E1, [2 and E} are stilf being investigated. Additionaily,
because of the number of conservative assumptions that were required due to the lack of assct
specific data, the results should not be used to inform investment decisions at individual utilities.

A companion study to the GIC and transformer thermal assessment, an analysis determining the
potential for vollage collapse resuiting from E3, is expected to be completed by the third quarter
of 2017. Future research will be aimed at improving the assessment process to include the
synergistic effecis of B, E2 and E3.

Concluding Remarks

The patential impacts ol GMD and HEMP are real; however, evaluating the effects of such
events on existing and fiture power grid infrastructure requires concrete, scientificalfy-based
analysis. Once the tue impacts are known, including the patential unintended consequences of
mitigation options, cost effective mitigation and/or recovery options can be developed and
emploved.

The recent C3 assessment of the US bulk-power transformer fleet ts merely a first step in a series
of studies aimed at informing the electric utility industry of the potential impacts of HEMP on
the bulk-power system. Although the results of this assessment indicate that E3 from a single
high-altitude detonation would have marginal effcet on bulk-power transformaers, the results
should not be nterpreted as indicating that HIEMP will not affect bulk-power system reliability.
More research is needed to determine the impacts of E1 on bulk-power system assets, and more
importanUly, the ability o accurately capture, through modeling and analysis, the synergistic
effects of E1, E2 and E3 is needed to assess the true impact of HEMP on the grid and develop
cost-effective mitigation options.

EPRI is contmitted to develeping science-based solutions to these difficult problems, and offers
technical leadership and support to the electricity sector, public policymakers., and other
stakcholders to cnable safe, reliabie, affordable, and environmentally responsible electricity to
the people of the United States,

Pagec 8 of §



49

The CHAIRMAN. Thank you, Mr. Manning.
Mr. Wailes, welcome.

STATEMENT OF KEVIN WAILES, CHIEF EXECUTIVE OFFICER,
LINCOLN ELECTRIC SYSTEM, AND MEMBER OF THE BOARD
OF DIRECTORS, AMERICAN PUBLIC POWER ASSOCIATION

Mr. WAILES. Chairman Murkowski, Ranking Member Cantwell,
members of the Committee, thank you for giving me the oppor-
tunity to testify today.

My name is Kevin Wailes. I'm the CEO of the Lincoln Electric
System (LES) in Lincoln, Nebraska. I'm testifying on behalf of the
American Public Power Association (APPA) on whose Board of Di-
rectors I serve. APPA is the voice for not-for-profit, community-
owned utilities that serve 49 million people nationwide.

I also serve as the Co-Chair of the Electric Subsector Coordi-
nating Council which is made up of 30 utility and trade association
CEOs and serves as the electric sector’s principle liaison with the
Federal Government on policy level security issues.

The electric sector takes very seriously the threat of electro-
magnetic pulse, or EMP, events and certainly, if you consider reli-
ability, it’s what we do. That’s the primary objective for electric
utilities in the first place.

Chairman LaFleur provided a good description of the various
types of EMP events. I want to emphasize, consistent with Senator
Murkowski’s, Chair Murkowski’s, opening comments, that in effect
a HEMP attack is an event that would be an act of war or ter-
rorism, and in fact, is the responsibility of the Federal Government
to prevent, as a matter of national security. But that doesn’t mean
that we don’t take it very serious in trying to develop how we
might mitigate that.

The technical impact of a HEMP event on the electric infrastruc-
ture is uncertain. Though through a collaborative effort, as men-
tioned by Rob, with the Electric Power Research Institute and the
Federal Government were conducting research to gain more infor-
mation to be able to provide that mitigation.

Some proposed the electric industry should install a particular
protected device or fully gold-plate the entire grid so that it could
survive a HEMP event. However, there’s really no consensus on
what measures should be taken at this point. The potential unin-
tended effects of that type of protection on the grid or how success-
ful the efforts would be if we, in fact, tried to do that at this time.

Cost is a significant factor. As a community-owned, not-for-profit
utility, all additional costs borne by LES, for example, would have
to be passed directly on to our customers.

Assuming EMP blocking devices could be installed to protect the
entire grid, power supply would still likely be disrupted by a
HEMP event due to the collateral impacts on other critical infra-
structures, as mentioned by Ms. Durkovich, the utilities rely on to
provide services.

EMP are one of many threats the electric sector must confront,
as other witnesses identified, including severe weather events, geo-
magnetic disturbances, cyber and physical attacks. Given this
broad threat landscape, our industry understands that we cannot
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protect all assets from all threats and instead we must manage
that risk.

To do this, the electric sector follows a multilayered risk manage-
ment approach to grid protection. A HEMP event is a high-impact,
low-probability threat. We take EMP event threats seriously, but
we must consider them within the context, a broader context of all
threats. A cyberattack aimed at disrupting electric service would be
a relatively cheaper and easier weapon to deploy and finding the
needed nuclear materials and delivery vehicle to deploy that type
of weapon. So clearly, we must place more effort on mitigating the
highest and most profitable risk, probable risk.

Given industry cannot protect the electric grid from all potential
threats, we focus on all hazard recovery, that is, regardless of the
cause of damage to the electric system, preparations to ensure miti-
gation, response and restoration are substantially the same. Grid
operators must prioritize critical asset protection, engineer redun-
dancy on to the system and stockpile spare equipment and as also
mentioned, there are several programs that are ongoing with re-
spect to enhance that capability given these new threats.

In conclusion, electric utilities are working on multiple fronts to
increase the scientific understanding of the potential impacts of
EMP. As policymakers, there are several ways that you all can sup-
port that effort.

First, the EMP Commission should be directed to work with own-
ers and operators of critical infrastructure, EPRI, the North Amer-
ican Electric Reliability Corporation, and help assist the Electric
Subsector Coordinating Council (ESCC), I'm sorry, and assess the
vulnerability to the electric grid to EMPs. Collaboration between
experts on EMP and experts in the utility industry will end up
with the best product.

Second, we need to ensure that the classified reports and re-
search produced by both DoD and DOE are available and that can
accurately reflect the threat we’re trying to evaluate so we can
come up with the best solution.

Finally, this is an extremely complex issue that cannot be solved
with a one-size-fits-all solution, as previously identified. Prescrip-
tive legislative directives could have unintended consequences and
saddle ratepayers with increased cost with no associated value.

Similarly, protecting the current successful standards in process
put into place by the Energy Policy Act of 2005 is critical. This
structure produces standards based upon expert input and neces-
sity when it comes to vast and complex bulk electric system.

Thank you for the opportunity to testify, and I look forward to
answering any questions as part of the panel.

[The prepared statement of Mr. Wailes follows:]



51

Testimony of
KEVIN WAILES
Chief Executive Officer, Lincoln Electric System
On Behalf of the American Public Power Association
Submitied to the
SENATE ENERGY & NATURAL RESOURCES COMMITTEE
For the May 4, 2017, Hearing

“To Examine the Threat Posed by Eiectromagnetic Pulse and Policy Options to Protect
Energy Infrastructure”

Chairman Murkowski, Ranking Member Cantwell, and members of the Committee, thank you
for inviting me to testify at the hearing today, “To examing the threat posed by electromagnetic
pulse and policy options to protect energy infrastructure and to improve capabilities for adequate
system restoration.”

My name is Kevin Wailes. [ am the Chief Executive Officer at Lincoln Electric System (LLS),
headquartered in Lincoln, Nebraska. LES provides electricHy to approximately 135,000
residential, commercial and industrial customers in Lincoln and the surrounding communities,
Today, [ am testifying on behall of the American Public Power Association (APPA), on whose
board of directors | serve. APPA is the voice of not-for-profit, community-owned utilities that
serve 49 million people in 2,000 towns and cities nationwide,

[ also serve as a co-chair of the Electricity Subsector Coordinating Council (ESCC), a
public/private partnership as outlined in the National Infrastructure Protection Plan (NTPP) for
critical infrasttucture owners and operators, which serves as the electricity sector’s principal
entity with the government on poticy-level security issues. The ESCC is composed ol 30 utility
and trade association CEQs, representing a cross-section of the electricity industry. It engages
regularly with its federal government counterparts, including senior Administration officials
from the White House, Department of Energy {DOE). Departiment of Homeland Security (DHS),
the Federal Energy Regulatory Commission (FERC). the Federal Bureau of Investigation (FBI),
and others as needed.

Introduction

Protecting the nation’s electric power grid and ensuring a reliable and affordable supply of
energy are of utmaost importance to APPA, its utility members, and the electric power industry.
The power grid is a complex, interconnected network of generation, transmission, distribution,
control, and commumication technologies that can be impacted by a range of threats—from
natural events like hurricanes, earthquakes, and geomagnetic disturbances (GMDs) caused by
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solar flares, to malicious events such as cyber, physical, and eleciromagnetic pulse {EMP)
attacks. Given this broad threat landscape, our industry understands that we cannot protect ali
assets completely from all threats, and instead must manage risk. To do this, the electric sector
follows a multi-tayered risk management approach to grid protection. The key to this strategy
involves setting priorities 1o protect the most critical power grid components against the most
likely threats, By framing risk as a tunction of likelihood and consequence, we can allocate
resources more effectively,

Electromagnetic Pulses {EMPs)

The threat we are here to discuss today are elcciromagnetic pulses or “EMPs.” Ap EMP is a blast
of electromagnetic cnergy that can potentially disrupt or destroy electronic devices within an
affected area. Manmade EMPs are produced by nuclear weapons or other devices designed to
create intentional electromagnetic interference, The electricity sector is net the only sector that
would be impacted by an EMP-—any activity that relies upon devices containing integrated
circuitry. such as industrial process control systems, hospital equipment, transportation, and
telecommunication systems — may be aflected by an EMP attack, As such, the responsibility for
protecting the Uinited States from a national-level event like an EMP attack is thal of the
country’s defense intelligence and military services, not individual critical infrastructure
providers.

There are two types of EMP cvents of primary concern to the electric industry, The first is a
“high-altitude electromapnetic pulse” (“HEMP™ caused by the detonation of a nuciear weapon
in the atmiosphere. A HEMP attack would have a potentially catastrophic impact on society; it is
what the industry terms a “high impact, low probability” threat. An attack of this magnitude
would be an act of war or terrorism, and thus the federal government has primary responsibitity
for preventing high altitude EMPs as a matter of national security.

The second type of EMP resubts from the use of a smaller directed energy weapon against a
single facility or piece of equipment. Miligation strategies for this type of EMP threat include
physical protection measures. inctuding timiting proximity and controtling access, while also
relying on system redundancy. To cause significant damage to the electricity grid, dozens of
directed energy weapons would need to be built, deployed, and detonated in a coordinated attack
without being detected or stopped by law enforcement.

Protecting Infrastructurc

How exactly an EMP event would impact efectrical infrastructure remains uncertain and is the
subject of ongoing analysis. A recent study published by Schweitzer Engineering labs concludes,
by testing and analysis, that commercialiy-available inteltigent electronic devices designed to
meet [EC (International Electrotechrical Commission) requirements are resilient to High-
Altitude Electromagnetic Pulse (HEMPY events. The Schweltzer study also concludes that
existing 1IEEE (Institute ol Electrical and Electronics Engineers) substation design standards are

b
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sufficient to protect intelligent elcctronic devices from HEMP. ! Unfortunately, the Schweitzer
report was prepared based on public-source EMP waveform data; access to classified
information on EMP waveforms wounld better inform the study and allow industry to better
prepare for cost-effective mitigation,

Some propose that to address EMP events, the electric industry instal) their particular “protective
device™ or fully “gold plate™ the entire grid so that it could, theorctically, at teast partialty survive
a bigh altitude nuclear event. However, there 15 no consensus on precisely what measures should
be taken, the unintended effects they might have on the system, how much such an effort would
cost, or how successful such etforts would be in actuzally limiting impacts to the bulk power
system. For example, due to non-uniform designs and complexity, substation solutions {e.g.,
Faraday cages) would have to be individually customized, which would not come at a
standardized rate. Additionally, there are concerns that instatling “‘protective devices™ in some
areas of the bulk power system could unintentionally canse problems in other arcas, Further
research and testing of these devices is needed.

Even assuming that every conceivable blocking device were instalied to protect every inch of the
clectric grid and caused no problems, power supplies still would likely be subject to disruption
from other collateral impacts due to a HEMTP event. That is because other eritical infrastructures
that utilities rely upon o function—such as transportation systems for generation fuel, water
systems for cooling, and telecommunications for operations—may also be adversely impacted,

To better undetrstand the potential impact of EMP and effective mitigation techniques, the
Electric Power Research Institute (EPRTY, an independent rescarch organization funded by
industry, has embarked on an ambitious, three-year research project. This project is in
partnership with government entities to determine the specific nature of the HEMP threat, based
on obiective ¢vidence, and to develop cost-effective strategies for mitigation. On February 21,
2017, EPRI refeased the first in a series of assessments on how an EMP caused by (he detonation
of a high altitude nuclear weapon above the U.S. would affect the clectric grid.? This first study
found that a small number of large power transforners (3 to 14 of 37,000 analyzed) would be at
risk for thermal damage. lts findings represent only one piece of a complex puzzle. More work
is needed to fully investigate other potential impacts to the entire bulk-power system and will be
pursued in subsequent phases of the project.

Enhancing Capability for Adequate System Restoration

Government-industry coordination on national security issues such as EMPs is critical to
preparing an effective response 10 these national security threats. One such effort is the Elcctric
Subsector Coordinating Council (ESCC}, which serves as the principal liaison between the
federal government and the etectric power industry. The ESCC is a forum for electric sector
CEOs and top-leve! government executives lrom DOE, DHS, the FBL, and other organizations o
engage on current and emerging threats ke EMP that would have ¢ross-sector and national

! Uinelerstanding Design, fnstallation, amd Testing Methods Thar Pramose Subrigtion 1ED Resifiency for High-
Aftitnde Electromagaetic Pulse Events, Tim Minteer, Travis Mooney, Sharla Arte, and Bavid E. Whitehead,
Schweilzer Engineering Laboratories, Inc.. February 2017,
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security implications. The ESCC works across the eleciric power industry, with the government
and other interdependent critical infrastructure sectors to improve planning for, and response to,
major incidents. The ESCC formed a R&D task torce 1o address several issues including EMP
and is supporting EPRI’s EMP Project.

Regardless of the cause of damage 1o the electric system, preparations to ensure mitigation,
response and restoration are the same: grid operators prioritize risk to enhance protection arcund
critical assets, engineer redundancy to avoid single points of faflure. stockpile spare equipment
for hard-to-replace components, ang develop other contingencics to minimize impacts. The
ESCC is invoived in all aspects of these preparations.

-+

Exercises: Electric utilities plan and regularly exercise for a variety of emergency
situations that could impact ot ability to provide clectricity. The industry participates in
many incident response excreises, including five national-level exercises since November
2015, One such exercise, GridEx 1, involved more than 360 organizations and 4,400
participants from industry, government agencies, and partners in Canada and Mexico,
Managed by the North American Encrgy Reliability Councit (NERC) and the Electricity
Information and Analysis Center (E-1SAC), GridEX [ also included an executive
tabletop exercise where 32 electric sector executives and senior 1.8, government ofticials
worked through incident response protocols to address widespread outages.” GridEx
events are conducted every two years; GridEx [V is planned for November 2017,

Mutual Assistance Programs: The three segments of the electric utility industry—
public power, investor-owned, and rural electric cooperatives—have long had in place
mutial aid response networks to share employecs and resources to restore power after
emergencies. The years of experignce industry has had in deploving these resourcesis a
valuahle tool. In fact, the ESCC has led efforts fo create a (Cyber Mutual Assistance
{CMA) program that will allow utilitics to share critical personnel and equipment in the
event of gyber-related emergencies. To date, [00 utilities are participants, covering about
80 percent of the country’s electricity customers—or F18 million.

Spare Eqaipment Programs: Electric companies regularly share transformers and other
equipment through long existing bi- and multi-lateral sharing arrangements and
agreements. The industry is expanding equipment sharing programs—like the Spare
Transformer Equipment Program (STEP), SpareConnect, and the newly formed Grid
Assurance program—io improve grid resiiency.

Transformer Transportation Emergency Support Guide: The ESCC, in coordination
with other critical infrastructure sectors and the government, has developed a
Transformer Transportation Emergency Support (uide to expedite the deployment of
large spare cquipment, such as transformiers, quickly over rail, roadways, and waterways
in an emergency.

ANERC is she eleciric reliability organizalion {ERQ) for North America, subject (o oversight by the Federat Energy
Repulatory Commission (FERC), it develops and enforces reliabilivy slundurds for the bulk power system, The E-
1SAC seives as the primary seeurity communications channel For the electricity sectar.

4
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o Supplemental Operating Strategies: Following GridEx [H and the cyber incident
affecting Ukrainian distribution eleciric companies, the industry focused on electric grid
operations under sub-optimal circumstances. The ESCC has asked grid experts to explore
“extraordinary measures” that can be anticipated, planned for, and practiced so they are
not contemplated for the first time during an incident that disables significam technology
used to operate the grid, These “extraordinary measures™ include, but are not limiied to,
operating systems in “manual” configuration where systems are not allowed to
aytomatically re-energize, engaging in planned separations or “islanding™ of portions of’
the grid to avoid cascading outages, leveraging secondary and tertiary back-up systems,
or operating in other degraded states,

+ Research & Development: The ESCC R&D strategic commitice is overseeing the
industry’s collaboration efforts with the government, including the national labs, on
resilicnce and infrastructure investments for grid seeurity R&D. In Juty 2016, DOE and
EPRI announced the Jommi Eleciromagnetic Pulse Resilience Strategy to ~.. .enhance
coordination. ..and to guide future elforts t help meet the growing demands for EMP
guidance ™ DOE and EPRI committed to developing separate. but coordinated, Action
Plans to implement the goals outlined in the Joint Strategy; DOE released its Action Plan
in January 2017.°

Conclusion and Recommendations

As | hope | have conveyed, the ¢lectric ntility industry takes the threat of EMPs seriousty and we
are working on multiple fronts to increase the scientific understanding of the potential impacts,
including mitigation and response options. As policymakers, there are several ways in which you
can suppoert our efforts, First, we recommend that the reconstituted EMP Cominissien be directed
to work with ewners and operators of critical infrastructure, EPRI, ESCC, NERC, and the E-
ISAC as the Commission executes its mission W assess the vulnerability of the elecirie grid w
EMPs and to develop recommended policy actions. Combining the unique backgrounds of the
EMP Commission with the knowledge of experts In grid engineering and operations would
produce a more meaningful and informed product. Allowing industry representatives with
appropriate security clearances to access classified EMP reports produced by the Departments of
Encrgy and Defense would also be immensely helpful. The more information we have on the
potential threat, the better we can mount an effective response, Finally, [ want to reiterate that
this is an extremely complex issue (hat cannot be solved with a one-size-fits-all™ solution.
Prescriplive legislative directives could have unintended consequences and saddle ratcpayers
with increased costs for which they recelve litde or no additional benefits. Similarly, protecting
the current successful NERC/FERC standards-setting process that this committee devetoped in
the Energy Policy Act of 2005 is critical. This structure produces standards based upon expert
input, & necessity when it comes to the vast and complex bulk eleetric system.,

Thank veu for the opportunity to testify. 1 took forward to answering any questions you may
have.

5
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Exercises

The electric sector plans and regularly exercises for a variety of emergency situations that could
impact their ability to provide electricity, The industry participates in many incident response
exercises, including five national-level exercises since November 2013,

L GridEx I (NERC, November 20135) gathered more than 360 organizations and
4,400 participaits from industry, government agencies, and partners in Canada and
Mexico, GridEX I also included an executive tabletop exercise where 32 electric
sector executives and senior .S, government officials worked through tncident
response profocols 1o address widespread outages.

R Clear Path IV (DOE, Aprii 2016) convened 200 participants from the oil and gas and
electric power industries and federal and state otficials to test response and restoration
protocots to a catastrophic simulated earthquake and tsunami in the Pacific
Northwest.

II.  Cascadia Rising (FEAMA, June 2076) was a three-day exercise thaf tested fivst
responders and government emergency personnel responders and government
emergency personnel responses in the immediate atiermath of a significant
earthquake.

. Cyber Guard (DON/NSA, June 2016} was a two-week exercise that tested the
response capabilities of 1,000 energy, [T, transportation, and government experisto a
major cyber-attack.

V. Joint Firancial Services — Efectric Sector Cyber Exercise (Treasury, Auguse 2016}
examined incident response capabilities and interdependencies between the two
sectors.

Spare Equipment Programs
Electric companies reguarly share transformers and other equipment to improve grid resilience
from a range of threats. There arg multiple spare transformer initiatives:
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Spare Transformer Equipment Program (STEP) - In 2006, foderal energy
regulators approved the Spare Transformer Eguipment Program (STEP), an electric
industry program that strengthens the sector's ability to restare the nation's
transmission system more quickly in the event of a terrorist attack. STEP represents a
coordinated approach 1o increasing the electric power industry's inventory of spare
transformers and streamiining the process of transferring those transformers to
affected utilities in the event of a transmission outage caused by a terrorist attack,

Uinder the program, each participating clectric utility is required to maintain and, if
necessary, acquire a specific number of transformers, STEP requires each
participating utility to sctf its spare transformers to any other participating utility that
sullers a "triggering event," defined as an act of terrorism that destroys or disables
one or more substations and results in the declared state of emergency by the
President of the United States.

Any investor-owned, government-owned, or rural electrie cooperative utility in the
United States or Canada may participate in the program, Currently over 50 utilities
are members.

SpareConnect - The SpareConnect program provides an additional mechanism for
Bulk Power System (BPS) assel owners and operators to aetwork with other
SpareConnect participants concerning the possible sharing of transmission and
generation step-up (GSU) transformers and related equipment, including bushings,
fans and auxiliary components. SpareConncet establishes a confidential, unilied
platform for the entire electric industry to communicate equipment necds in the event
of an emergency or other non-routine lailure,

SpareConnect complements existing programs, such as the Spare Transformer
Equipment Program (STEP) and voluntary mulual assistance programs, by
establishing an additional, trusted network of participants who are uniquely capable
of providing assistance concerning equipment availability and technical

resourees. SparcConnect does not create or manage a central database of spare
equipment. Instead, SpareConnect provides decentralized access to points of contact
at power companies so thal, in the event of an emergency. SpareConnect participants
are able to connect quickiy with other participants in affected voltage

classes. SpareConnect does not impose any obligation on participants to provide any
information or to make any particular piece of equipment available. Once connected,
those SpareConpect parlicipants who are interested in providing additional
information or sharing equipment work directly and privately with each other on the
specific terms and conditions of any potential equipment sale or other transaction,

As of March 27. 2017, SpareConnect has 129 member utilities. Seven of the
municipal utility members are joint action agencies that participate on behalf of
themselves and their 176 municipally-owned utilities. Generation & Transmission
{G&T) cooperatives within SpargConnect participate on behatfof 180 distribution
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cooperative systems.

Grid Assurance — Launchied in 2016 by six large eiectric utility compantes, Grid
Assurance is an independent company created to enhance grid resiliency by giving
etectric transmission owners faster access to long-lead time critical equipment
necessary {0 recover from catastrophic events that could impact the nation’s electric
grid. More information is available at higp:fvow oridassuranve com/F IdustrvDriven
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The CHAIRMAN. Thank you, Mr. Wailes. Thank you, all, for your
comments here this morning.

Let me start with just a broad question to you all. Is it fair to
say that you would all agree that an EMP attack is, in the first
instance, a threat to national defense? Do we agree that is what
we are dealing with?

Ms. LAFLEUR. Yes, Senator.

The CHAIRMAN. Chairman?

Mr. GINGRICH. Yes.

Ambassador COOPER. Yes.

Ms. DURKOVICH. Yes.

Mr. MANNING. Yes.

Mr. WAILES. Yes.

The CHAIRMAN. Okay, we have agreement here.

Now the question is what we do with this?

I do appreciate the various suggestions that have been presented
here and how we can work to protect, how we can become more re-
silient.

Speaker Gingrich, you mentioned the prospects for a broad infra-
structure package and what we might be able to do in the context
of national security. It begs the question, though, and you have in-
dicated, Mr. Wailes and I think others have said, this is a tough
order. There is really not a one-size-fits-all here. But is there com-
mercialized technology the industry could use to protect against
EMP attacks, and if not, what are the barriers to deploying the
technology?

Cost has been mentioned, most specifically, but how prepared are
we, if we were to get this infrastructure package? Do we have
something that we could actually lay down there that could be con-
structive? I will let anybody jump on this one.

Mr. GINGRICH. Let me, if I can for a second, I want to make, sort
of, a deeper point about where we’re at.

We’ve done an extraordinarily elegant job operating off of a para-
digm of efficiency to create an electric system for North America.
It’s really extraordinary.

You now have to shift from that model to a model that says you
want resistance, redundancy and resilience. Then you have to cre-
ate, first of all, just the model and that’s why I said—part one of
this is, at least in part, the Department of Energy and the Depart-
{nlfnt of Homeland Security modeling what would that system look
ike.

It’s not a situation where you get a choice, where you get to say,
you know, I'm going to take the risk of being destroyed by cyber
because I'm really going to focus on EMP. You’ve got to look at all
the major threats, figure out what the notable points of defense are
against all of them and then design a policy to fit that. And this
will be the more expensive system. Then you've got to figure out
what part of that more expensive system is a national defense re-
quirement in which case it ought to be borne directly by the gov-
ernment. What part can you legitimately say we can find offsetting
savings, as I mentioned earlier, just in cutting the red tape and the
time, value and money you could save an enormous amount of re-
sources that the industry would, I think, be happy to swap and put
that money back into a more resilient system.
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But I think you've also got to ask the question, I think there
ought to be real urgency and cutting through all of this and setting
very tight deadlines for implementation because I think we've
known since 2004 that the Russians have given the North Koreans
this capability. We’ve known since the 1990s that the Chinese have
been developing this capability. And the capacity for a North Ko-
rean satellite to have an EMP weapon is a very real danger in real
time, today.

So, I think we have to have, well, almost, a wartime urgency of
setting this up, offsetting the cost and to your point, in some areas
we don’t currently have a solution and there are obvious significant
research projects, DARPA and others, to be engaged in figuring out
the specific breakthrough points, how are we going to solve these
things? Because if we don’t solve them there’s a genuine catas-
trophe that could happen that would be of horrendous consequence.

The CHAIRMAN. Chairman LaFleur, and as you answer this I
want to know whether you believe FERC has sufficient regulatory
authority to address these EMP concerns and really, where we are
with that, as you respond to this other point.

Ms. LAFLEUR. Thank you, Senator. I'll take the questions in
turn.

So, your first question was is there technology available to pro-
tect against EMP? The answer is there is some technology avail-
able to protect some equipment against EMP. For example, the
military sheaths some of its intelligence equipment in metal in
some of its intelligence centers. So there is some technology avail-
able.

The difficulty on the electric grid is knowing where you would de-
ploy the technology to best protect the grid in an effective way be-
cause when we are going to mandate a standard for thousands of
transmission owners, we want to make sure it’s going to work and
it’s going to do the job that it’s intended to do.

Speaker Gingrich has referred to the study of the nine sub-
stations. I know that’s a controversial study. I've testified about it
here before. That was a study that was looking at simultaneous
physical attacks on transformers and cascading of transformers,
ngether its results are right or not, that’s what it was talking
about.

If T were to go to protect the grid from EMP I'm not sure, I'm
quite certain those nine substations, wherever they are, are not
where I would go. I'd probably go to the control centers first be-
cause you can’t even turn a substation on and off without the com-
munications from a control center. Those are ubiquitous in every
territory.

So we need to figure out, for this risk, which is different from a
storm or a, even different from the risk we’re protecting against
with the physical security standard which was for the substations,
where is the best place to go? That’s the work Mr. Manning and
others are doing.

To your second question, we do not have the authority, as you
know, under the law to write a requirement ourselves and say ev-
eryone, you have to do this. We have been given a complex statute
under which we oversee NERC in a voting protocol, and they file
a standard. We can reject it if it’s not strong enough and make
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them change it. We can direct them to do a standard but it’s a—
that’s the way the structure works.

Within that authority, we could certainly direct NERC and the
industry to do a standard if we believed we knew what they should
do. And I have every confidence they would respond as they have
with GMD, physical security, supply chain management and other
things where they opposed initially but when we directed it, they
did a standard.

The CHAIRMAN. I appreciate that, thank you.

Senator Franken.

Senator FRANKEN. Thank you, Madam Chair.

In reading through the testimony provided for today’s hearing, it
became clear that some of the witnesses are quite alarmed about
the threat of an EMP attack and the potential societal impacts and
others are clearly more circumspect.

Chairman LaFleur, could you comment on where we should di-
rect the efforts and resources we devote to enhancing grid security?
What should our priorities be? Where would you place physical at-
tacks which is on Metcalf, cyberattacks, EMPs, GMDs and other
threats on a triage list?

Ms. LAFLEUR. Well, it’s a difficult question because we’re com-
paring attacks that are very numerous and kind of low barriers to
entry, like cybersecurity when you don’t have to be a nation-state.
A lot of people can do it too, as several have said, high impact, low
probability.

I mean, I think that, first of all, we have to have a strategy for
all attacks. I think right now I would probably put cybersecurity
as number one, but that doesn’t mean we don’t need to protect our
substations from physical attacks or that we don’t need to protect
against solar storms, which we are protecting against, and work on
the EMP issue and figure out how to protect that.

I think taking a step back, to me, where we should be going, the
real solution, is to build resilience into the grid, to build the grid
in a way that we have more redundancy, that we can island, that
we have more inventories as we’re working on because that works
against all risks.

I think resilience, which is increasingly where our efforts are
going, is the strategy that works, whether it’s a hurricane or an
earthquake or something else.

Senator FRANKEN. So when you are talking about island mode,
making sure there are just, sort of, circuit breakers, the opposite
of circuit breakers, just so that if one goes down, not everything
goes down.

Ms. LAFLEUR. Well, you can’t obviously, you can’t have a backup
for everything, but we have standards, for example, that critical
control centers have to have backups, secondary supply lines and
so forth.

In the geomagnetic disturbance standard, the first part of the
standard we put out was an operating procedure standard. When
we hear from NOAA that there’s a solar storm coming within half
an hour, there’s an immediate transmission to every control center
in the United States. And they have to know, okay, which—how do
I go into safe mode? What do I do in the time that I have?
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Now, we might have no warning of a bomb, but for GMD, that’s
precisely what they’re working on.

Senator FRANKEN. Okay.

Mr. Wailes and Mr. Manning, can you give the perspective of
those who work in the industry and daily face of the near end,
long-term threats to the security reliability and resilience of our
electrical system? Which threats do you believe we should
prioritize?

Mr. WAILES. I actually concur with Chairman LaFleur. And we're
looking at today’s environment, we see the cybersecurity threat as
a much higher threat. And we have a significant investment and
a lot of work going toward that, as we speak.

But I would like to address, kind of, the perception that we don’t
have a lot of redundancy built into the system now. That is actu-
ally part of the core of reliability, again, is electric utility, reli-
ability and low cost are our primary objectives, but reliability is the
primary one.

So whether you're talking about, you know, transformer capacity
to serve substations or you're talking about circuits, all of that is
looking at that reliability is built into your generation fleet. When
you look at how you plan against generation and reserves for dif-
ferent types of events, that is something we do routinely, but there
are different things that we’re looking at with current day threats
tﬁat hadn’t existed previously and how we’re going to deal with
those.

The research that EPRI is doing, the work we do, for example,
with the ESCC. I think one of the striking things, many of you may
have heard about the GridEx exercises which are really significant
exercises that are developed between the Electric Subsector Coordi-
nating Council, NERC and the ISAC, which is the electric sector
Information Sharing and Analysis Center. They take a year and a
half to develop these exercises, and they look at very catastrophic
types of events.

Some of the learning out of that that we get between the Federal
Government partners and the industry is more of an understanding
of how much redundancy is in the system and some of the issues
that we have to actually share information about how are we going
to be more resilient and how are we going to respond. All of those
things are an ongoing approach for us, on a continual basis.

The difference is those threats are changing. And that’s one of
the things we found, even with the EMP threat. And we all
thought there was a cold war we didn’t have to worry about that
anymore, nor did we have, as pointed out in the opening comments,
the kind of sensitive—we had analog devices. We didn’t have de-
vices that were as sensitive as we do today.

So as those threats have evolved, we have to get more under-
standing about how they impact what we do. And we also know
that the easier threat now to us is a cybersecurity threat and the
physical security threats.

Senator FRANKEN. I know I am way over.

Mr. Manning, would you respond to that briefly?

Mr. MANNING. Yes, Senator.

The first thing that came to my mind is that we like the informa-
tion to make that decision, that we react, based off of our experi-
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ences. So if we have a high probability of cyberattack, then we im-
mediately respond to cyber issues.

We lack sufficient information to understanding exactly what the
probability is and what the severity is of attacks like EMP. That
information is becoming clearer and we’re beginning to understand
that. And once we have adequate information about EMP, then we
can balance that sufficiently, I believe, with threats like cybersecu-
rity where we have quite a bit of information.

Actually, I think we talked about it earlier that risk is really
about managing probability and severity and we have to look at
both of those things. Well, in the industry we can do absolutely
nothing about probability of an EMP attack, so we're focusing all
of our efforts on severity. And if we can reduce the consequences
of an EMP attack to the point where the probability no longer mat-
ters, then I think, we’ve actually made progress.

Senator FRANKEN. I just want to make one last comment which
is really a question.

Is this an argument for more distributed energy, more solar pan-
els on rooftops, more island mode energy?

The CHAIRMAN. Let’s go to Senator Cassidy.

We will leave that question hanging.

Senator FRANKEN. The hanging question.

Senator CAssIDY. I will start with Ms. LaFleur.

Madam Chair, the Hawaii outage after the atmospheric nuclear
test, was that due to an E1, E2 or E3?

Ms. LAFLEUR. I believe it was due to E1. I believe it was commu-
nications equipment that was destroyed.

Senator CASSIDY. Mr. Manning, you all have looked at, you said,
E3 and found it to be less consequential than a severe GMP. What
I read in my notes is that E2s are more like lightning so it seems
like E1 is, you said, not yet tested.

Now, again, just coming up to speed, what you already know. So
that is communications. Would that also threaten the grid or no,
would this be specific—more likely to affect communications?

Mr. MANNING. If I can circle back on that question.

Our findings on E3 are also partial. There is still additional work
to be done on E3. We specifically investigated impact of bulk power
transformers. We looked at the 37,000 or so bulk power trans-
formers in the continental U.S. grid. As a result of only the E3
pulse, what we discovered is that the damage to those would likely
be less severe than originally thought.

It has——

Senator CASSIDY. I only have three minutes.

You have got to hustle, man. I am sorry.

[Laughter.]

Mr. MANNING. It has a correlation to GMD, but it’s not directly
related to GMD; however, you can’t stand that up on its own. It
must be associated with the plethora of energy waves from a nu-
clear attack. So you must consider E1, E2, E3, all together, and
we’ve only begun to consider that.

Senator CASSIDY. I got ya. So, whatever my questions about E1,
it has to be considered within the context of E1, E2, ES3,
conglomerately.



64

Mr. MANNING. Absolutely, unless it’s a handheld device which is
only an E1 pulse.

Senator CASSIDY. Madam Chair, speaking of a geomagnetic, if 1
am getting all that right, what I quickly read about the Carrington
event is that there was a 17.6-hour lead-in. They saw the flare, but
the physical effect was not seen. And I read that in some places
they actually unhooked their telegraph from the power source.

Typically you would have a several day lead-in. We see the flare.
That said, is it possible if there is such a flare from the sun that
everybody could go home and unplug their computers, put in their
surge protectors and otherwise protect their equipment?

Ms. LAFLEUR. Well first of all, much more so than in 1859, our
weather satellites give us good information, usually you know sev-
eral days ahead something is coming, but the details of where it’s
going to go is more like in minutes or hours than days.

That’s the purpose of the operating procedure standard that is
communicated to the control centers so they can protect the high
voltage transformers and so forth, which take a lot longer to re-
place which are the most impactful equipment on the system in
many ways.

In theory, you could go protect your own equipment, but the
solar storm doesn’t have the same effect on communications. So, I
don’t think there’s a lot of concern that it would destroy home elec-
tronics.

hSenai:or CaAssIDY. I guess I was using that as, kind of, a meta-
phor.

Ms. LAFLEUR. Yes. Electric companies could do things like that.

Senator CASSIDY. They could. So we do have some advance notice
and we could take some protection?

Ms. LAFLEUR. That’s why that was the first standard we put in
place because you don’t have to do equipment modifications. It’s ac-
tually just planning of what you would do.

Even when I used to run a distribution company, even when we
had hurricanes or snow storms coming, sometimes you configure
your system in a different way to prepare because you know where
your vulnerabilities are. It’s similar, but bigger scale.

Senator CASsSIDY. Now going back to the point that Senator
Franken made that some of you were more sanguine and others
less so. I read about a 1989 geomagnetic storm which only affected
Quebec and maybe a few Australians over in Namibia, but as far
as I know it didn’t affect Louisiana. That said, it tells me that even
though we were about this being global at first, at times we have
these geomagnetic storms and it is local.

Ms. LAFLEUR. It depends on the size of the solar flare. One like
a Carrington event is larger. Most of them are more regional. Our
standard that’s now in effect requires specific mitigation depending
on the latitude and the soil and so forth.

Louisiana is a little closer to the equator. In general, the poles
are—this is one—you have a lot of hurricane issues, but this par-
ticular problem closer to the poles is generally considered more ex-
posed to solar radiation.

Senator CASSIDY. So my kind of sense from everything, what
you're saying is that we really do have an understanding and some
advance warning that someone said if we can prevent it, it’s a lot
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better, that at least with that which might come from the sun,
granted it could overwhelm and the Speaker mentioned that.

Ms. LAFLEUR. Yes.

Senator CAsSIDY. But still we are somewhat prepared for that
from the solar.

Ms. LAFLEUR. Well, because we monitor all the time, some of the
transformers have monitoring attached, they can get regular up-
dates on what’s happening with the sun and how it affects them.
Fortunately we don’t have a lot of experience monitoring explosives
in the upper atmosphere. That’s not the kind of monitoring experi-
ence we want to get. So, you can’t develop the fact-based, experi-
ence-based information like with the sun.

Senator CAsSIDY. Got it.

Thank you. I yield back.

The CHAIRMAN. Thank you.

Senator Wyden.

Senator WYDEN. Thank you, Madam Chair and thanks to all of
our witnesses. This is a very, very hectic day. The Speaker knows
a little bit about what those are like up here. I just have a couple
of questions.

First, I want to note a point I am not sure has been made, and
that is in the skinny budget the cuts that the Administration is
looking at for agencies like NOAA and NASA is going to make it
much tougher, much tougher, for the Congress on a bipartisan
basis to deal with the important issues that we are talking about
here today.

I think there is a real role for government to play as it relates
to improving the resiliency of the grid, and those are the questions
that I want to touch on with all of you. I will start, Mr. Manning,
with you and Ms. Durkovich.

As you know, what we really are concerned about in our part of
the world is the large earthquakes along the Cascadia Subduction
Zone. This is a major, major issue for the people of the Pacific
Northwest with respect to this whole issue of resiliency.

Now my take, with respect to the science, and it picks up on a
point where, I think, Senator Franken was trying to go, is
microgrids and distributed energy resources. And here we are talk-
ing about rooftop solar. Energy storage can play a very real role in
helping the grid quickly recover if you get hit by an event like this.

So, for you, Mr. Manning, and you, Ms. Durkovich, could you just
briefly walk the Committee through the role that these tech-
nologies could play in adding resiliency to the electric system when
we are thinking about, in our part of the world, a physical threat
like a Cascadia disaster?

For you, Mr. Manning, and you, Ms. Durkovich.

Mr. MANNING. So it’s an excellent question, thank you, Senator.

There is no doubt that distributed energy that is grid connected
introduces additional redundancy to the grid. As Kevin mentioned
earlier, redundancy is a part of reliability. So the more redundancy
we can add and couple into the grid, the greater potential we have
for increasing reliability.

But it’s not a failsafe. In the event of an earthquake, for exam-
ple, distributed energy is probably an excellent solution to offer al-
ternatives to centralized generation. In the event of an EMP, by
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contrast, there’s nothing that specifically protects those distributed
energy resources any better than the centralized energy resources.
So in the event of an EMP, you're likely to see the control systems
for rooftop solar or for storage or for microgrids would also be im-
pacted by that EMP. They would also be rendered ineffective un-
less they’re hardened specifically for that. However, for weather
events, for other events, even potentially cyber events, they add
value because they add redundancy.

Senator WYDEN. Okay.

Ms. Durkovich?

Ms. DURKOVICH. Thank you.

That’s really an excellent question. I think another example of
how government and industry have come together to think about
how we are going to address impacts to the grid from some of these
lower probability, high impact events. In 2016, there was a major
exercise called Cascadia Rising which focused on just this, the
Cascadia Subduction Zone and the fact that, like a Carrington
event, we are a little bit overdue for this scale of earthquake in the
Pacific Northwest.

I would agree that certainly distributed energy can help speed
restoration to the communities, but this is, again, another type of
incident where we really need whole of community effort when you
think about the potential damage and consequences that we're
going to see in something like this.

And so, it is important for us to continue to do the large-scale
exercises that bring together our state and local’s industry and gov-
ernment to help us think about, alright, what are the impacts
going to be to the grid? What are the impacts going to be to com-
munications? To transportation? How are we going to get basic
commodities into this area? How are we going to make sure first
responders can get in and equally important the utility and the
linesmen, to help get the systems up and running?

So this is not an easy challenge, but it’s why we bring folks to-
gether to think through, alright, what are we dealing with and how
are we going to speed recovery?

Senator WYDEN. Very good. Thank you all.

The CHAIRMAN. Thank you, Senator Wyden.

Senator Risch.

Senator RiscH. Thank you, Madam Chairman. Thank you for
holding this hearing.

We have heard a lot of criticism, or at least concern this morn-
ing, about the government’s response to the growing threat of grid
security and to cybersecurity. In large part, I think, there is cer-
tainly criticism to be had and certainly a lot of concern to be had.

Part of it, I think, has grown out of frustration that, I think,
there isn’t a lot out there about what the government is doing. I
sit on the Intelligence Committee, Senator King sits on the Intel-
ligence Committee and Senator Wyden sits on the Intelligence
Committee. I can tell you that these issues have not been ignored
by the United States. Most of what we know about it, most of what
we are doing about it, cannot be discussed in this setting. It is
going to be a closed setting, only for people with the security clear-
ance necessary.
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So, in that regard, it isn’t quite as bad as what everybody is say-
ing. But Speaker Gingrich, your deep insights into the con-
sequences are greatly appreciated. We have been through these ex-
ercises and your statements are certainly not overstated.

I would take issue though, as far as your recommendation, if we
have an infrastructure bill coming. I can tell you based on what we
know about where we are and what we are doing, I think that is
appropriate at some point in time, but we are not ready yet.

You saw what happened when they had this last $2 trillion,
whatever it was, bill to stimulate. When you start throwing money
at the wall a lot of it doesn’t stick, and the term “shovel ready” was
used a lot. We are really not ready. We do not have shovel ready
products yet. Certainly, we need more research and that could be
included in that, but I would just be a little reluctant to start
digging and laying stuff in the ground at this point.

But there are things going on on this, and I think a lot of us on
the Intel Committee are convinced that the next significant events
in America are going to be a cyber event. That is where we have
vulnerability. But certainly the grid is linked to that. And the bad
guys, of course, Senator Franken had asked which was more, what
is the most concerning right now? Well, we have to be able to walk
and chew gum at the same time because, as we sit here today,
there are different people working on different ways to attack us.
And these are all included in that, whether it be North Korea try-
ing to develop a weapon to drop on us or whether it be other state
actors and non-state actors who are trying to get us through the
grid and through the cybersecurity.

Ms. LaFleur, thank you for the shout out today at our National
Laboratory. Obviously, we are becoming, in Idaho, the go-to and
the flagship on grid security. You saw the test bed that we have
out there and the kinds of things that we are doing there on grid
security, working with private industry. I think most Americans
would be very pleased to see what is going on out there and the
kinds of things that we are doing to try to mitigate them as we go
into the future.

In any event, we are going to continue to work on this. I think
it is important. I really appreciated Ms. Durkovich and Mr. Wailes’
description of risk management because, you know, after you sit
here for a while today, you realize the threats to America, how
many there are and how diverse they are and the widespread
places that they come from.

There are a lot of people out there that just, for their own rea-
sons, want to do us harm. And yes, we have to be able to walk and
chew gum at the same time. Yes, we have to be able to address all
those threats. But you have got to do it on a risk management
basis because there isn’t enough money in the world to protect us
100 percent, whether it be the grid or whether it be the cybersecu-
rity or just a normal kinetic attack.

There was frustration, I think, expressed for the Department of
Defense. We work with the Department of Defense, the Intel com-
munity works with the Department of Defense all the time, and I
think that criticism is probably pretty well taken. I say this with
great love and respect for the Defense community, but they are
much more focused on the classical kind of warfare and the clas-
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sical kind of defense that has always been and we have always
challenged them to provide for America.

These new things that are coming along, like cyber and grid and
what have you, have not been in the wheelhouse. They are getting
up to speed but so is the electrical industry and everything else.

Probably one of the most telling things we hear in the Intel com-
munity is when we have these experts in on the grid and every-
thing and I think this, kind of, put it in perspective for me. When
you work on these problems and you try to predict what is going
to happen and then try to design a defense to it, these people will
tell you, when it comes to cybersecurity we are where the Wright
Brothers were. We don’t know what we don’t know. And we keep
learning things.

A good example of that as Speaker Gingrich very rightly pointed
out is the fact that all of this stuff is designed for efficiency. Well,
when you design it for efficiency, you design in huge
vulnerabilities.

The Ukrainian attack taught us something. In fact, some legisla-
tion came out of that, and that is that the Ukrainian attack was
not as bad as what it could have been because their system was
not very efficient. It actually had to go through human beings. And
when it got to these human beings, the human beings recognized
what was going on and they were able to mitigate that.

Senator King and I are co-authors of-

Senator KING. S. 79.

Senator RIScH. S. 79. Thank you, Senator.

We call it the back to the future bill where you actually back up
and start to look at these efficiencies and see if there are some
places where we can put in some of these kinds of things.

Anyway, I have talked long enough. Again, this is an incredibly
important hearing, incredibly important subject. Thank you for
holding it, Madam Chair.

The CHAIRMAN. We appreciate that input, Senator Risch.

Senator King, now you can speak to your bill here.

Senator KING. Thank you.

First, I want to welcome Speaker Gingrich. It is always a pleas-
ure to have your wisdom and insights. I still remember very well
a day we spent in Maine when we were lonely voices talking about
digital education back in about 2000, so I appreciate that.

Mr. Manning, and I think this gets a little bit to where we have
been focusing today, we were talking about distributed energy and
you appropriately said that could be a part of the redundancy and
defense. Unless they are hardened, you said. That is my question.
Are there reasonably priced, hardening tools out there? In other
words, could we build in to every house, as part of the electrical
system, some kind of high test surge protector that would be a de-
fense in this situation? And by the same token, a similar kind of
device in the grid back at transmission points?

Mr. MANNING. That’s a wonderful question.

I think the answer to that is there could be. Today, it’s probably
not, as we just heard, is not shovel ready. There are a lot of dif-
ferent components that need to be added together. But this will
take a fundamental design change, in some respects, particularly
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for home-based equipment. You’ll have to think about it differently
and make just complete design changes

Senator KING. Are the utilities thinking about this for their crit-
ical points? In other words, to me this is an insurance question.

Mr. MANNING. Yes.

Senator KING. How much is the insurance policy going to cost
versus the risk?

Mr. MANNING. And one of the things that we are doing with our
report which will be out this summer is taking the military EMP
standards and converting those to utility standards.

What we will find is that applying those utilities, those military
standards to utilities broadly, will be prohibitively expensive. It’s
very difficult, it’s very challenging, it’s hard to do and it’s very ex-
pensive.

So utilities may still choose, as we've heard already, they may
choose to pick perhaps nine points or something like that and
harden those points with military standards. But it won’t be prac-
tical to support the whole system until we develop some more effec-
tive and lower cost alternatives.

Senator KING. It seems to me this is a place for American inge-
nuity and inventiveness and creativity to market for somebody.

Mr. MANNING. Absolutely.

Senator KING. An important market for homes as well as for the
grid itself.

The bill that Senator Risch mentioned mandates a study. I
should not have used the word mandate, suggest a study involving
Idaho National Lab and several volunteer utilities on the possible
importance of putting at certain points in the grid, analog devices,
which is what saved the grid in Ukraine and that is exactly what
we are trying to do. It is a bill that came out of our work on the
Intelligence Committee, both of us are also on this Committee. And
it is a great bill, Madam Chair.

But I think, Mr. Speaker, you have done a lot of thinking about
this. We cannot defend ourselves. We cannot install defenses that
are so expensive that they far outweigh the risk. How do we get
products that can solve the problem?

Mr. GINGRICH. Well, let me use this as an excuse to make three
quick points, ending on that one, okay?

Senator KING. Fine.

Mr. GINGRICH. First, every member of Congress already got
briefed on the concept of hybrid warfare, what you're seeing in
Ukraine.

Senator KING. Yes.

Mr. GINGRICH. Because it’s what makes the whole panoply of
risks come together simultaneously. You don’t know——

Senator KING. We are seeing warfare change before our eyes.

Mr. GINGRICH. That’s right.

And just as I talked about the paradigm change earlier, from effi-
ciency to looking at resistance, resilience and redundancy, we have
to rethink from the ground up what we mean and what the mili-
tary means and what Homeland Security means.

Two, if I walked in here and said to you, you know, I've been
thinking about how we run our cities and I can’t decide whether
we’ve got to cut out food inspection in the restaurant, the sewer,
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the fire department or the police. Which one do you think we
should drop? Because that’s what we’re doing right now in terms
of this. If we had no choice as we rethink our infrastructure but
to look at the totality of potential disasters and decide are we going
to figure out a design that meets the totality. See, you can’t say
let’s set priorities because the one you don’t pick may be the one
that kills you.

Senator KING. Sure.

Mr. GINGRICH. Lastly, there’s a terrific book. I just did my news-
letter yesterday. I very seldom do book reviews in my newsletter
but it’s called, “The Weapon Wizards.” I recommend it. I'd like to
get every member of Congress to read it. It is the Israeli capacity
to innovate and how dramatically they’ve done it and they’re really
cheap, okay?

One of the things that I hope Trump is going to bring to the Pen-
tagon, which would, as a Conservative, I'd like to see reduced from
a Pentagon to a triangle by eliminating 40 percent of its
redundancies.

[Laughter.]

But I mean this quite seriously.

We start out and we say, since we have to design an absurdly
expensive, over-engineered obsolete model based on work done in
1963, if you applied that to the grid you couldn’t afford it. To which
the correct answer is, well, what if you went out and asked every
smart, young person in America to come up with a $9 version that
could be sold on Amazon?

Senator KING. Exactly.

You would be interested to know that we have had testimony at
the Armed Services Committee in the last couple of months that
Silicon Valley basically will not deal with the Pentagon because it
is so, I would call it byzantine, but that would be an insult to the
Byzantium empire.

[Laughter.]

Because it is so burdensome and cumbersome, and we are losing
the innovation race.

Mr. GINGRICH. And at least half of that is the Congress which
imposes patterns that are so stunningly stupid that if the Congress
would look at the things it has passed into law in the past 40 years
and get rid of half of that and then challenge the Pentagon bu-
reaucracy to get rid of the other half, you'd be startled a year from
now how rapidly we’d be innovating and how cheap it would be.

Senator KING. I am shocked you would use the words stupid and
Congress in the same sentence, Mr. Speaker.

[Laughter.]

Mr. GINGRICH. I apologize.

Senator KING. Thank you, Madam Chair.

The CHAIRMAN. Thank you.

Senator Manchin.

Senator MANCHIN. Very quickly, thank all of you for being here,
we appreciate it very much. Speaker Gingrich, it is always good to
have you here.

Chairman LaFleur, first of all, anybody can answer this and if
you have any comment to it, but the likelihood of the EMP attacks,
the likelihood of where we are most vulnerable. I came in a little
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bit late because, as you know, in this place we have competing
committee meetings. But is it basically from a weapon from an-
other country or is it basically going to be home grown to do dam-
age to the delivery system? Where do you think we are the most
vulnerable? Or what are you concerned about in vulnerability?

Ms. LAFLEUR. Well, the so-called suitcase EMP.

Senator MANCHIN. Yes.

Ms. LAFLEUR. A handheld device is, obviously, much easier to
build than a bomb, but it’s also easier to protect against. I think
some of the these we're doing, we do know how to put fences on
substations and cameras and perimeter zones if you have to throw
something in somewhere, we know how to protect that. So I think
that’s more likely, but easier, to protect against.

Senator MANCHIN. You are requiring that because I can tell you
we have an awful lot of power generating in West Virginia.

Ms. LAFLEUR. Excuse me?

Senator MANCHIN. We have a lot of power generating in West
Virginia.

Ms. LAFLEUR. Yes.

Senator MANCHIN. And we light up most of the East Coast which
they do not know about.

Ms. LAFLEUR. Yes.

Senator MANCHIN. If we ever turn the coal off, they would go
dark. Maybe we should do that.

Anyway, the substations, I have seen substations that are very
vulnerable. Are you requiring them to basically solidify that and
protect?

Ms. LAFLEUR. What the physical security standard did was re-
quired each company, each transmission operator or owner to iden-
tify their most critical substations and come up with a specific plan
to mitigate against physical attack.

Senator MANCHIN. Do you have anybody that inspects it?

Ms. LAFLEUR. Excuse me?

Senator MANCHIN. Does anybody inspect it?

Ms. LAFLEUR. Yes, we are inspecting and NERC does the first
audit and FERC

Senator MANCHIN. Well, if I see some vulnerable situations I can
call you?

Ms. LAFLEUR. Yes.

[Laughter.]

Always.

But the—so that’s that thing. I think the high-altitude
HEMP

Senator MANCHIN. Yes.

Ms. LAFLEUR. The high-altitude EMP is, I don’t remember the
adjective you used in your question, troubling because we, unlike
the smaller, we don’t know:

Senator MANCHIN. I understand.

Ms. LAFLEUR. The most—way to protect it.

Senator MANCHIN. You had something, right? Ambassador?

Ambassador COOPER. Yes, I don’t know how to put a probability
statement on but let me give you a couple of facts.

In 2004, several Russian generals who were experts in EMP, and
I would note that they did more effective tests on this effect over
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populated areas, in fact, in the ’62, ’63 timeframe than we did.
They learned more about it than we did.

They told the commissioners, the EMP Commissioners, that they
had passed, inadvertently, I think they said, but the information
on how to design a super EMP weapon that is a low-yield device
that produces lots of gamma rays.

Senator MANCHIN. At a high altitude?

Ambassador COOPER. High altitude, to the North Koreans, okay,
who in turn, as you know, worked in a direct alliance with Iran on
everything.

North Korea, by most estimates, has already anywhere from 10
to 20 nuclear weapons. We take comfort in the fact that there have
been low-yield tests in North Korea.

Well low yield is what you use to produce a super EMP weapon,
and they allege that they can launch this. They don’t allege, a lot
of experts I know claim that they can launch this, as Speaker Ging-
rich said, or put it in a satellite which comes toward the United
States from our south, our undefended south, okay? We have no de-
fense against that nor do we have a defense against missiles
launched from ships in the Gulf of Mexico.

We have not put our—we know how to do it. This is not a matter
of ignorance. And actually it’s not a matter of cost either, which I'd
be happy to defend another time, but we know how to do it. We
just simply are not doing it. We’re deploying what’s called Aegis
Ashore, and I'm proud of that system because I started it, you
know, when I was running the SDI program. It’s deployed around
the world on our ships, it’s deployed on the ground in Romania and
will be operational in Poland by the end of the year. We have an
operational site in Hawaii.

We ought to put a site in Panama City on First Air Force base
at Tyndall Air Force base where First Air Force has the responsi-
bility of the defense of the United States, give them a missile de-
fense mission too.

Senator MANCHIN. Do you mind if we bring in——

Ambassador COOPER. We know how to do this.

Senator MANCHIN. Do you mind if we bring you to the Intel, a
little Intel briefing?

Ambassador COOPER. I beg your pardon?

Senator MANCHIN. The Intel Committee for a little briefing,
would you come?

Ambassador COOPER. I certainly would. I have my clearances
still, by the way, so I wouldn’t mind transferring them in.

Senator MANCHIN. That is great.

Ms. LaFleur, if I may, while I have got you, just real quick.

The vulnerability basically is reliability of the grid system. Do
you feel comfortable of the system of this grid when the vortex al-
most, the polar vortex, about took us down that one time? I mean,
where are we today, right now, in your evaluation, with the
amount of diversity we have going into the grid, as far as elec-
tricity sources?

Ms. LAFLEUR. Well, today we still have quite a bit of fuel diver-
sity. Coal, as you already referred to, plays a very important role
in baseload in most parts of the country. And we have increasing
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natural gas and increasing renewables. And the system operators
are learning to run——

Senator MANCHIN. Do you consider gas as being a baseload?

Ms. LAFLEUR. It depends. Some, the big combined cycle, some of
them are run as baseload run all the time and then there’s also——

Senator MANCHIN. But are you concerned?

I am just saying from the reliability, baseload, to me, means
uninterruptable power. Coal and nuclear base are uninterruptable.
They have what they have. Gas is a pipeline delivery system that
can be targeted by terrorists or any other type of a natural dis-
aster. But you are building, we are building baseload of something
that could be interrupted. Is that correct?

Ms. LAFLEUR. It’s correct that to the extent we rely on gas, we
have to build in fuel security that’s different than the fuel security
of coal which you can look out and see the pile.

Senator MANCHIN. Sure, absolutely.

What is your feeling of comfort on the reliability of the grid?

Ms. LAFLEUR. I think most parts of the United States are well
supplied with gas pipelines but we have places where there are
constraints and I think operating the grid with all the new tech-
nologies is something we'’re still working on.

Senator MANCHIN. Does anybody have anything else they would
like to add?

Ambassador COOPER. Yes, Senator.

We've talked about E1, E2, E3. E1 is the high frequency, high
amplitude, narrow pulse that causes damage to solid state elec-
tronics.

Our natural gas pipelines, portions of the grid itself and petro-
leum pipelines, probably are controlled with little units called
SCADAs, little, small computers that are vulnerable if we haven’t
taken special precautions to harden them. And my information is
we haven’t. So, we have critical infrastructure to the operation of
the, of all of our grid to these kinds of effects from nuclear, high-
altitude explosions. And as I said earlier, I don’t know how to put
a probability statement on it, but I can tell you the threat is abso-
lutely real.

I've worked on these problems for most of that half century since
we began seriously improving our strategic systems to deal with it,
and we set priorities in the Department of Defense. We didn’t try
to harden everything. We hardened what we thought was the most
important things.

In my opinion, in the grid, we should be paying careful attention
to our nuclear power plants to make sure they aren’t a hazard if
their grid goes down and they have to shut down—we don’t want
Fukushimas all over the place. So we need to make sure we have
power to those, just to keep them safe and then to bring them back
up to help support——

Senator MANCHIN. I want to thank all of you. I appreciate it very
much. Thank you.

Ambassador COOPER. Thank you.

The CHAIRMAN. Thank you, Senator Manchin.

There has been discussion here about what we see out of Israel
with their level of innovation. Ambassador Cooper, you have re-
ferred to other initiatives around the globe, but in terms of what
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other countries are doing specifically to address a HEMP or other
EMP-related event. Is anybody, kind of, leading the way here? Are
there best practices that we might want to be looking to? Who is
doing some good things?

Ambassador COOPER. The Israelis, the United Kingdom, I would
go talk to those folks. We have international conferences every
year

The CHAIRMAN. To what extent do we cooperate with them then?

Ambassador COOPER. We meet with them.

There’s a big difference though, their government tends to con-
trol what’s going on.

The CHAIRMAN. Right.

Ambassador COOPER. Whereas in this country, as I said to you
earlier, we have a crazy quilt of electric power companies across
the nation. Why, I believe, we have to work from the bottom up
and island, that term we’ve used here, around our nuclear power
plants, keep them safe, bring them back online. We get 20 percent
of the nation’s electricity from those plants. And so, that’s a valid
resource if we lose the entire grid.

Today, I don’t have confidence that we can do that because we
don’t have these crazy quilt components connected. So, we have a
serious problem here, and we have been ignoring it collectively. I'm
not trying to point fingers at anybody, but that’s the reality.

The CHAIRMAN. Chairman?

Ms. LAFLEUR. Thank you for the question.

We have Memoranda of Understanding with Israel, Norway and
some other countries, the U.K., to work on these things.

I would say, in the solar storm area, Scandinavia, is probably,
the Scandinavian countries are doing the most. Obviously, their lo-
cation would justify it and——

The CHAIRMAN. Well, the United States actually has a location
up there too.

Ms. LAFLEUR. Yes, that is correct.

The CHAIRMAN. It’s called Alaska.

[Laughter.]

Ms. LAFLEUR. My feelings exactly.

Ambassador COOPER. She noticed that.

[Laughter.]

Ms. LAFLEUR. That’s why GMD has really been one of my biggest
priorities, my feelings exactly.

On the grid security defense area thing, I would agree with the
Ambassador that Israel, the entire Israeli grid is—it’s just a dif-
ferent society in the way things are run. We have a much more
open society in terms of how our infrastructure is designed and set
up, I mean, and so, I think, in security Israel is probably leading.

The CHAIRMAN. Let me leave you with one question. Again, I am
going to allow anybody to step in here. Ambassador, you mentioned
this crazy patchwork that is out there. Some have mentioned the
imperative of public/private partnership, but in order to have a
public/private partnership there has to be a little bit of trust there,
there has to be a willingness to share some information.

In fairness, I think we have seen some instances where informa-
tion gets out there and you get burned in the media. Probably the
most current example is what happened in December in Vermont.
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As I understand it, Burlington noticed an alert about a suspicious
IP address that had connected to one of their computers. They re-
sponded, reported. The next day, the Washington Post somehow
learns about it. Then you have reports about Russian hackers infil-
trating. Later follow-up shows that the IP address was not nec-
essarily linked to Russia. It was not necessarily malicious activity.
Bhut you really have eroded any trust that may have been out
there.

So how do we do a better job of this? How do we work to restore
this level of trust and build a relationship that is going to be nec-
essary in order to really address this?

Mr. Wailes?

Mr. WAILES. Well, I think that we have a perfect example of that
of the relationship that the industry has built with the Electric
Subsector Coordinating Council, the Department of Energy and the
Department of Homeland Security.

There is no doubt that that was a significant issue and a learn-
ing experience for everyone. But I think that one of the things that
needs to also be taken away is that proves the effectiveness of get-
ting that information out because information came out, you know,
here’s some suspicious IPs that you need to look for, report to us
right away. And that function worked. Now was there a commu-
nication issue and a potential issue associated with that, yes, and
I think we’re working on fixing that like we are lots of other issues
between us.

The relationship, I think, between the industry, actually within
the industry and within the industry and the Federal Government
is stronger than it’s ever been, recognizing we have a lot of common
issues and we need each other’s help in order to make the nation
stronger. And I think we’re doing a good job of that.

We have a long ways to go. There are a lot of threats, a lot of
issues. But there are just so many examples of how that working
relationship has worked. And I think, when we talk about that, one
of the things we should even think about is five years ago you did
not have a lot of security clearances in the industry. And now,
thanks to DOE and DHS, even a utility our size has six or seven
people that would have security clearances. We're able to do things
they could never do before, and we’re able to share information
that we couldn’t do before. So it’s a learning experience. We all un-
derstand the communication challenges, and I think we’re on the
way to, at least for our sector, to do that.

Now, we also are very interested in trying to build a stronger re-
lationship with those other connected sectors that have issues and
trying to make sure that we actually look at cross sector coordina-
tion, such that the other critical sectors, along with the electricity
sector, actually can have that same functionality with the govern-
ment.

The CHAIRMAN. Well, I am encouraged to hear you say that you
think things are getting better in terms of providing that level of
security clearance because we had a hearing, not more than six
weeks ago, where that issue was raised about the frustration with
how long it actually took and it was actually a former member who
was the former head of the Intelligence Committee on the House
side and was still having trouble getting his clearance.
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Mr. WAILES. I don’t know what the current process is, but the
number of people from years ago that we got in, through that proc-
ess, was much higher than through that.

The CHAIRMAN. Yes.

Ms. Durkovich?

Ms. DURKOVICH. Yes, an excellent question.

And while the incident that you referred to is unfortunate, I
would say, overall, the trust that has been established between
government and industry in the partnership is stronger than it’s
ever been.

Kevin alluded to many of the activities that we have underway.
In my former position I actually ran the private sector clearance
program which is the program that provides clearances to infra-
structure owners and operators who have the need to know. When
I left, I think there were roughly about 3,000 owners and operators
that had clearances.

Clearly what happened at OPM has slowed the ability for us to
provide those clearances in a timely manner. But I think that those
timelines are clearing up and those clearances, as well as many
other authorities that Congress granted DHS, and that’s every-
thing from the protected, critical infrastructure information pro-
gram to the critical infrastructure partnership advisory committee
which allows us to both share information, to ask for vulnerability
information from owners and operators to protect it from regu-
latory purposes from state sunshine laws, from FOIA.

So we can take that information, we can investigate, we can do
forensics, we can anonymize and we can push it out. Industry is
one key part of how we share information.

As part of the Electric Sector Coordinating Council and all of the
other sector coordinating councils, we bring industry in on a reg-
ular basis to provide them with threat briefings, with classified
briefings, to help them understand this complex risk environment.
We can have conversations that are not available to the public
about what we should be doing to protect our infrastructure. And
the list really goes on.

But I think, there’s two important points that I want to end with
is one, better understanding the intersection of these critical life-
lines and the vulnerabilities caused by them and how we can con-
tinue to ensure and have plans in place to mitigate cascading im-
pacts in the event of some of the incidents that we’ve been talking
about. And then, I think, the second piece of this is as we begin
to modernize our infrastructure and we begin to move to smart cit-
ies, I cannot underscore the importance of baking security in at the
beginning. You need the security people sitting next to the coders,
the architects and the builders. It is imperative. Security is the
new normal.

It will be a differentiator. It will be a differentiator for compa-
nies. It will be a differentiator for wutilities. It will be a
differentiator for cities. And it has to be one of the core principles
as we go about modernizing our infrastructure.

So, thank you.

The CHAIRMAN. Good.

Ambassador Cooper, why don’t you wrap up, please?

Ambassador COOPER. Okay. Thank you, Madam Chair.
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I just wanted to comment on this last discussion about security.
I think someone needs to do a serious look at the levels of security
that is inhibiting this kind of open discussion of what the environ-
fr‘nents are that the industry has to design against as well as other
actors.

I don’t believe that there is an absence of technology to deal with
the EMP issue in an affordable way.

And I want for your peripheral vision to just make one more
point. I absolutely agree with you about the need for trust between
the people and the parties that have to deal with this issue which
is why I gave up on trying to get institutions here in Washington
and even in the states, to deal with this issue. Lots of folks have
tried, are trying, and are frustrated by the issues that you've men-
tioned. That’s why I'm working very closely on an individual level
with key people and when I say local, I mean, in three counties
right now, and we’re going to couple into the NERC exercise this
November, the GridEx exercise as well, to expand our lessons
leﬁrned upward in South and North Carolina and we’ll go else-
where.

I think that we have to wake up to the sense of priority of deal-
ing with the issues. The EMP Commission has looked at the brief-
ings that some of the folks at this table have given. It is their as-
sessment that theyre underestimating the threat, even for the
solar threat. The magnitude of the E3 component for a nuclear de-
vice is larger than for the solar event. So, if we harden the grid
for a solar threat, we will still leave ourselves vulnerable for the
other.

And in addition, you have E1 as a component that threatens the
solid state electronics throughout our grid and that includes the
distribution systems for petroleum and natural gas. So, we need to
deal with this issue in a very, I believe, direct way.

I think that we have hope that what we’re doing to accomplish
locally. And when I say island, I want to build an island around
Duke’s nuclear plant and its hydroelectric plant and coal plant all
on that lake so that the local people are engaged in working the
problem. And by the local people I mean the, you know, the mayor,
the city council at the political level, but Joe Sixpack, who under-
stands what we’re doing through the National Guard and so on.

Our—general is an electrical engineer graduate of Georgia Tech.
He understands these issues and he is committed to try to work
with us and we’ll expand outward from there to other states and
other locations. I believe that’s the way we have to go to really
build trust among the key players that are required to cut across
the patchwork, quilt patchwork, that I tried to describe to illustrate
earlier.

And that’s not to argue against initiatives at the state level or
the federal level or so on. At least that raises consciousness about
the nature of this threat.

But my concern is the devil is in the details. And we learned
hard lessons in the Department of Defense, that it’s not just having
the right design. It’s not just having the right deployment, and it’s
not even just having an operational concept that’s important. If you
don’t test it, I don’t believe it. And we learned through hard experi-
ence that maintenance and that sort of operations of operational
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systems that were well designed and deployed, we create holes by
which EMP can get through.

So this is a hard problem. We have to choose where we work
carefully and protect what we need to work to ensure the viability
of the grid and for the American people.

The CHAIRMAN. Well, ladies and gentlemen, thank you. I think
the testimony this morning, the questions and responses back and
forth, have been very helpful. I think this has been a great discus-
sion.

I appreciate some of the suggestions that we have, but I also ap-
preciate the urging that we really not let our guard down, recog-
nizing that this is complicated, multifaceted and it requires an at-
tention to it that is really daunting. But just because it is daunting
does not mean that we should not be working with you, with our
agencies, with the sector, really across the country.

I appreciate what you have said, Ambassador Cooper, about real-
ly starting out very local and understanding the implications, not
just those that are tasked on the day-to-day, but helping to educate
I}lmericans about our vulnerability and what we can do to reduce
that.

It is always important here in Congress that we be reminded of
the urgency and the imperative of our task, and I think we were
given that message this morning.

I thank you all for your contributions.

With that, the Committee stands adjourned.

[Whereupon, at 11:57 a.m. the hearing was adjourned.]
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QUESTIONS FOR ACTING CHAIRMAN EAFLEUR
05.04.17 Committee on Energy and Natural Resources

FroM CHAIRMAN MURKOWSKI

1. Not all entities that operate on the bulk power grid have access to
guaranteed cost recovery through regulated rates, c.g., independent
power producers. Would there be a means for cost recovery fer these
competitive entities who are ineligible for rate recovery ensuring we do
not place 2 costly anti-competitive mandate upon them? What would
those be: reimbursement fund, tax deductions?

Response

A number of entities hold markei-based rate avthorization from FERC, allowing
them to sell power at market-based, rather than cost-based, rates. Entities with
market-based rate authority have the opportunity to recover their costs, including
costs for compliance with Reliability Standards requirements, whether threugh
individually negotiated power purchase contracts or through offers te sell into
wholesale energy and capacity markets. The market rules and tariffs governing
the offers to sell do not preclude sellers from reflecting costs of compliance with
Reliability Standards in their offers.

2. Ambassader Cooper has testified about work he is doing in South
Carolina with Duke Energy, and I am told that American Electric
Power recently testified in the Texas Senate about work if has
underway in that State to reduce the vulnerability of the power system
in that State to EMDs.

a. Can vou cemment on this kind of voluntary effort by industry”

Response

Voluntary efforts to improve grid reliability and resilience can provide protection
bevond the requirements of mandatory reliability standards, With regard to
electromagnetic pulse (EMP), a number of utilities are proceeding with various
activities to voluntarily study and implement EMP mitigation methods. FERC has
offered members of industry assistance with these voluntary efforts. Our
collaboration with industry can include threat information sharing, assessment of
best practices and their applicability, and assistance with implementation of
mitigation measures. This work compleinents the mandatory reliability standards
adopted pursuant to section 215 of the Federal Power Act that provide a good
foundation for protecting the Bulk-Power System.
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b, Can you foresee the conditions in which cost recovery for scaled-
up efforts of this type might he appropriate in rates for FERC-
jurisdictional transmission service? And if so, could vou
speculate about the potential benefits and necessary cautions
about such an approach?

Response

As a general matter, utilities may recover prudently-incurred costs in support of
grid reliabilily efforis. With respect to costs associated with mandatory reliability
standards, section 219(b}4} of the Federal Power Act (FPA) specifically allows
for recovery of “all prudently incurred costs necessary to comply with mandatory
reliability standards issued pursuant to section 215 [of the FPAL” The statutory
language is incorporated into FERC’s regulations at 18 C.F.R. § 35.35(f), which
further states that the proposed rates must also be just and reasonable and not
unduly diseriminatory or preferential. Formula vates, which ailow for a
streamlined process for utilities to obtain cost recovery, are one option available to
industry. Individual utilities may decide whether to use formuta rates or some
other rate recovery mechanisim,

In rulemakings approving Reliability Standards proposed by the North American
Electric Reliability Corporation (NERC), FERC has indicated that cost recovery
for compliance with mandatory Reliability Standards may be available. For
example, in Order No. 830, in which FERC approved the second-stage Reliability
Standard addressing geomagnetic disturbances (GMDs}), FERC indicated that
recovery for prudent costs assoctated with or incurred to comply with the
Reliability Standard and future revisions to the Rehability Standard will be
available to registered entities. In that case, cost recovery would be available for
costs incurred to mitigate assessed vulnerabilities to a benchmark GMD eveni. As
the phrase “prudently incurred costs” suggests, allowing for cost recovery to offset
the costs of compliance with mandatory Reliability Standards must be balanced
against the risk of allowing for recovery of costs unrelated or unnecessary to
compliance with Reliability Standards.

FERC has also taken steps to address cost recovery for reliability investments
outside of the NERC Reliability Standard context. In the wake of the September
11, 2001 attacks, FERC issued a policy statement on September 14, 2001
indicating that FERC “will approve applications to recover prudently incurred
costs necessary to further safeguard the reliability and security of our energy
supply infrastructure in response to the heightened state of alert.” FERC affirmed
and clarified that policy in a subsequeni policy statement issued on April 19, 2004,
Furthermore, FERC has issued orders to provide rate clarity and certainty
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concerning elforts to ensure adequate inventories of critical grid infrastructure,
iike high-voltage transformers,

3. One of the keys to a successfal public-private partnership is trust and
the willingniess to share information. Tam concerned, however, that
there is a lack of trust by industry with the government — and for good
reasoi. The December 2016 episode with Burlington Electric in
Vermont is a perfect example. As | understand it, Burlington neticed
an alert about a suspicious IP address that had connected to one of
their computers and responded to that alert by dutifully reporting that
fact to the government. The same day that they reported the alert,
however, the Washington Post somehow icarned about it and reported
that Russian hackers had infiltrated the United States’ electric grid.
Later follow-up would show thaf the IP address was not necessarily
linked to Russia and there was not malicious activity, but the damage
to trust had been done. How do we restore and build trust between the
private sector and government so that this type of infermation can be freely
shared without concern about it becoming a media spectacle?

Response

i agree that trust between the private and public sectors is critically important to
information sharing efforts that support grid reliability. As part of its work with
industry and other stakeholders, FERC conducts analysts and outreach to share
threat information and best practices for defensive measures to help mitigate risk
to FERC jurisdictional infrastructure. This collaborative approach facilitates open
communication with tndustry representatives. The staff members that engage in
this collaboration protect industry-generated information using, as appropriate,
FERC’s Critical Enetgy/Electric Infrastructure Information (CEI) program Non-
Disclosure Agreements, Transportation Safety Administration’s Security Sensitive
Information (S81) program, Depariment of Homeland Security’s {DEIS) Protected
Crittcal Infrastructure Information {PCII} program, and other protection measures.

4, EMP models are only as good as the data inputs previded. The United
States has not tested any nuclear weapons siace 1992, and no
atmospheric tests since the Test Ban Treaty of 1963. My
understanding is that many of our weapon designs have required post-
deployment tests to resolve problems — and those problems were
discovered only because of ongoing nuclear {ests at the time. In each
case, the weapons were thought to be reliable and thoreughly tested,
How confident are you that the data being inpuited into the models

3
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with regard to the EMP effects of a nuclear weapon detonation is
accurate — particnlarly since we have not conducted an atmospherie
test since 19627

Response

I cannot comment on the accuracy of this data. As a general matter, however, to
get the most accurate modeling results, the most up-to-date information should be
used as inpui for the models.

a. Since most of the data is controlled by the Department of
Defense and the National Labs, does the private sector have
access to the data needed teo accurately model the potential EMP
impact and effect of a nuclear explosion?

Response

FERC does not have information as to which private sector entities have access to
the data needed to accurately model the potential EMP impact and effect of a
nuclear explosion. This data is highly sensitive and access to it is confrotled by
other federal entities such as the Department of Energy and Depariment of
Defense,

b. My understanding is that most HHEMP models are based on a
one dimensional, spherically symmetric model, neglect scattering
effects, and are unable to model 2- and 3-I» effects. There is also
no high-fidelity model that predicts EMP from detonations from
5 kilometers to 20 kilometers above the Earth’s surface. Given
these shortfalls, hew confident are you in the accuracy of current
EMP models?

Respense
I cannet comment on the accuracy of these models. As a general matter, however,

in order to ensure accuracy, it is important for models to be as complete as
possible and to include the relevant known effects.

FROM SENATOR STABENOW

1. A primary component of today’s hearing is our homeland defense
strategies against foreign states and terrorists, including missile

4
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defense and others. For good reason, [ presume much of this
information is classified. However, can you speak further to FERC's
coordination with the Department of Defense, Department of
Homeland Security, and other national security entities when it comes
to sharing information and assessing the risks associated with EMP
attacks?

Response

FERC works closely with our federal partners as well as the appropriate
stakcholders to better understand the risks and impacts associated with EMP on
energy infrastructure. These efforts Inclide working closely with federal agencies,
state partners, and industry to provide classified and unclassified threat briefings,
assisting with the development and identification of best practices for mitigation,
and assisting with implementation ¢fforts.

2. During teday’s testimony, we heard that EMPs are a threat to our
national secyrity. However, the range of impacts appear vast, from
naturally occurring events causing grid disruptions, up to - and
including - the aftermath of a high altitude nuclear detonation.

This Committee has held several hearings in this and previous
congresses on the threats facing our electric grid and critical energy
infragtructure. From your perspective, how does the threat posed from
EMPs compare te other vulnerabilities such as cyber-attacks?

Response

Etfective protection of the Bulk-Power System requires that we address both
events that occur regularly, such as attempted cyber incursion, and high-impact,
low-Trequency events that can disrupt reliability. Protection efforts include both
targeted strategies to deal with particular threats and broader strategies to improve
grid resilience and recovery through better planning, ceordination, and operational
awareness.

EMPs and cyberattacks share the potential for having significant, widespread
impacts on energy infrastructure. Cyberattacks can be perpetrated from anywhere
in the world, and for this reason they are very difficult to attribute to a malicious
actor because of the level of anonymity that can be provided with internet
communications. In addition, sophisticated hacking tools are becoming mere
widely available and the cyber threat is constantly evolving making such attacks
more versatile, It is important to note thatl cyberattacks are made continually
against energy infrastructure, although none o date have caused wide-spread or
tong-lasting interruption of service in the United States, The impact of an EMP

3
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attack can be equally devastating or even exceed that of a cyberattack.
Government studies and reports, such as those from the 2008 EMP Commission
and the Government Accountability Office (GAO), cite risks caused by a man-
made EMP or a naturally occurring selar weather event that could have a severe
impact on the nation’s electric grid as well as other critical infrastructures. In fact,
GMD cvents are inevitable, with their only uncertainty being their timing and
SB\-'E,I‘ITY,

Considering the potentially wide-spread and long-lasting impact of either a cyber
or EMP event, both threats should be addressed to morve fully protect the security
and ensure the resilience of the Bulk-Power System and critical energy
infrastructure.

FROM SENATOR DAINES

I. Twant te take this opportunity to highlight some road blocks my state
is facing in addressing these issues. As you stated in your testimony
FERC and NERC are taking steps to address grid security as it relates
to GMDs and EMPs, and they have already taken steps to address
issues of physical protection, including vegetation management and
cyber protection. Unfortunately, while existing standards and
directives are well intentioned there have been major roadblocks, Qur
small Coeps ave finding it hard to participate in cyber discussions, and
while FERC has strict vegetative management guidelines, our Coops
are not able o cut trees or responsibly manage areas around
transmission lines due to challenges with federal land managers and
costly liability requirements, And, by the way vegetation-related events
are currently one of the main causes of blackouts. Can you expand on
the FERC and NERC staadard for physical protection onh vegetative
management? s there cooperation with local utilities and federal land
managers?

Response

The Encrgy Policy Act of 2005 gave FERC authority to review and, if appropriate,
approve Reliability Standards developed by an Electric Relability Organization
(ER(). Upon approval, the Reliability Standards become mandatory and
enforceable for the users, owners, and operators of the Bulk-Power System.
FERC, the ERO, or Regional Entities working on behalf of the ERO can enforce
FERC-approved Reliability Standards. tn 2006, FERC certified NERC as the
ERO and has approved Reliability Standards proposed by the EROQ, including the
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current Reliability Standard for vegetation management, FAC-003-4
(Transmission Vegetation Management).!

FAC-003-4 generally applies to all transmission lines operated at or above 200
kV, plus select lower voltage lines. The Reliability Standard explicitly applies to
transmission lines that cross lands owned by federal entities, FAC-003-4 reguires
maintenance of a minimum vegetation clearance distance between power lines and
trees to minimize disruption of electric service due to vegetation contacts with
transmission lines. However, it does not prescribe how the transmisston line
owner must meet the performance requirement. It only sets a minimum
requirement for vegetation management programs, i.e., that they conduct
inspections and meet the required clearances, Vegetation management practices
are usually defined by the specific right-of-way agreentents that the transmission
line owner has secured with the properly owner subject to any state or local
regulations, Further, Montana’s co-ops must comply with any currently applicable
vegetation management regulations and environmental ordinances established by
the State of Montana and/or local jurisdictions, to the extent they de not conflict
with the FERC-approved Reliability Standards.

There is coordination between utilities and federal land managers, For instance, in
2016 a memorandum of understanding (MOU) on vegetation management for
power line rights-of~way on federal lands was agreed to by the Edison Electric
Institute, Utility Arborist Association, United States Department of the Interier
(National Park Service, Fish and Wildlife Service, Bureau of Tand Management),
United States Department of Agriculture Forest Service and the United States
Environmental Protection Agency, The MOU addresses industry concerns
relating to vegetation management and its ability to deliver reliable ¢lectric
transmission.?

The purpose of the MOU is to facilitate cooperation and coordination among the
parties regarding vegetation management within and immediately adjacent to
existing and future power line rights-of-way and associated facilities. One goal of
the MOU is io facilitatc implementation of cost-effective and environmentaily
sound vegetation management plans, procedures, and practices for power line
rights-of-way that will reduce adverse environmental and cultural impacts while

' Reliability Standard FAC-003-4 is available at
hitp:/Awww.nerc.com/_layouts/PrintStandard.aspx ?standardnumber=FAC-003-
4&title=Transmission Vegetation Management& jurisdiction=United States.

2The MOU is available at
http:/fwww.eei.org/issuesandpolicy/environment/land/Documents/EEE_MOU_FIN
AL Signed 09.29.16.pdf.
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enhancing the ability of utilities to provide uninterrupted electrical service to
customers and address public safety. The MOTU alse addresses the use of
incorporating vegetation management practices into the existing and future rights-
of-way grants/authorizations across Federal lands. While the Montana coops are
not signatories to the MOU, it may provide a framework for the coops to work
with federal land managers.

2. How can we incorporate our small and rural Coops into the
conversation so that if or when we do craft standards for events like
EMPs and GMDs that they are attainable and cost effective enough for
or smail and rural Coops te implement?

Response

1 think it is important that interested parties have an opportunily to meaningfully
participate in the development of reliability standards., As a general matter, 1
believe that public power entities are well-tepresented in the NERC standards
process, but I agree that we should endeavor to ensure that those standards are
attainable and cost effective for all utilities that must comply with them.

Many small and rural coops mainly own only distribution facilities. FPA scction
215 authorizes the Commission to approve Reliability Standards for the Bulk-
Power System, and excludes facilities used in local distribution, Thus, Reliability
Standards would typically not apply to facilities owned by smali coops. In
addition, small coops are often represented in reliability and regulatory issues by
their trade organization, the National Rural Electric Cooperative Assaciation
(NRECA). So, while a small coop may be limited in its ability to represent itself,
it is represented by NRECA, which is an active participant before FERC and in the
NERC stakeholder process.

There are some large coops that own significant transmission and distribution
facilities. Under NERC’s rules for the development of new or modified
Reliability Standards, NERC affords participants due process, openness and a
balance of interests. The drafting meetings are open to the public, and al!
participants (either in person or by phone) can present their concerns. In addition,
in the approval process at FERC, proposed Reliability Standards are considered in
an epen process that allows for public comment as part of FERC’s consideration
of a proposed standard. In both of these processes, NRECA and the coops
aftected by Reliability Standards can participate in the drafting and approval
processes. For example, Tri-State Generation and Fransmission Association, Inc.
submitted written comments to FERC in the case that resulted in approval of' a
Reliability Standard addressing planning for a 1-in-100 year GMD event.
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FERC is also actively involved in efforts beyond its Reliability Standards process
and has worked collaboratively with NRECA and the American Public Power
Association. FERC works closely with our federal partners as well as the industry
10 better understand the risks and impacts associated with EMP on energy
infrastructure. These efforls include providing c¢lassified and unclassified threat
briefings, assisting with the development and identification of best practices for
mitigation, and helping with voluntary implementation efforts.

FrROM SENATOR CORTEZ MASTO

1. Chairwoman LaFleur, thank you for your testimony. You spolke about
FERC’s work with state and local authorities on the risk of
clectromagnetic pulse (EMP) events, through briefings and developing
best practices. I'm interested in hearing more about what the federal
government is doing to ensure that state and Joecal officials have real
time updates on risks to the electric grid, either through EMP events,
cvberattacks or other catastrophic events.

a. You spoke during the hearing about the information the
Nafional Oceanic and Atmospheric Administration (NOAA)
provides to state officials regarding warning signs of a naturaily
occurring EMP event. Does a similar information sharing
process exist for warning signs of a potential manmade EMP
event, from a state or non-state actor?

Regponse

I am not aware of any such system for information associated with man-made
EMP threats.

b. In addition, I know that getting information to the appropriate
classification fevel can at times be a chaltenge for information
sharing from the federal to state and local governments, Is the
information shared in a timely enough manner where it could be
properly acted upon?

Response

The National Oceanic and Atmosphertc Administration and the Space Weather
Prediction Center is the official U.S. Government source for distribution of space
weather related (e.g., GMD) information. A well-cstablished notification process
is in place that directly provides timely information to any subscriber including
state and local government officials, As for EMP, cyberattack, or other

9



89

QUESTIONS FOR ACTING CHAIRMAN LAFLEUR
05.94.17 Committee on Energy and Natoral Resources

catastrophic events, DHS has established Fusion Centers to operate as state and
major urban area {ocal points for the reccipt, analysis, gathering, and sharing of
threat-related information between federal, state, local, tribal, territorial, and
private sector partners.® Fusion Centers are operational in all 50 staies as well as
the District of Columbia, Guam, Puerto Rico, and the U.S. Virgin Islands.

2. The security of our infrastructure is of eritical importance to me,
particularly since so much of the economy in my home state of Nevada
relies on ¢lectricity te keep tourism, gaming and the strip going around
the clock.

In 2007, ithe Idaho National Lab led a research project that simulated a
cyberattack on the electric grid. During the effort, as you likely know,
they demonstrated the vulnerability of much of our electrie grid to
cyber weapons. Since that time, companies, as well as federal, state
and local governments have taken steps to fortify our defenses against
eyberattacks, but there is more to do.

Can vou talk about the likelihood of an EMP afiack on our grid as
compared with a cyberattack?

Response

EMPs and cyberattacks share the potential for having significant impacts on
widespread portions of FERC jurisdictional infrastructure. Each has attributes that
make them easier or more dilficult to perpetrate, thereby affecting their likelihood.

Sophisticated cyberattacks can be perpetrated from almost anywhere in the world.
Cyberattacks can be difficult to atiribute to a malicious actor because of the level
of anonymity that can be provided through internet communications. In addition,
sophisticated hacking tools are becoming more widely available and the cyber
threat landscape is constantly evolving, making such atiacks more versatile. In
addition, cyberattacks are constantly made against critical energy infrastructure,
although none to daie have caused wide-spread or long-lasting interruption of
interstate electric service in the United States. Although the attacks are
sophisticated and fast-changing, mitigation practices such as the adoption of
NERC’s Critical Infrastructure Proteciion Reliability Standards, National Institute
of Standards and Technology standards, and others are well-accepted and have
been widely implemented on critical energy infrastructure in the United States
making it more difficuit for an attack to succeed.

3 Information regarding Fusion Centers is available at
https:/fwww.dhs. gov/state-and-major-urban-area-fusion-centers.

10
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EMP attacks require cither a physical presence near the facility being attacked (as
in a suitcase attack), or a presence at a more distant location using a platform such
as an aircraft* or ship,® or the ability to gain control of a nuclear device. This
required physical presence, access to an aircraft or ship, or aceess to nuclear
capability typically makes an EMP attack have a higher barrier to entry. The
impact of an EMP attack, however, can be equally devastating or even exceed that
of a cyberattack. Government studies and reports, stch as those from the EMP
Commission and GAQ, cite risks caused by man-made EMP or a naturally
occurring solar weather event as potentially having a severe impact on the nation’s
grid as well as other critical electric infrastructure,

Because EMPs can have a higher barrier of entry, easier attribution, and require
some level of physical proximity, or access to nuclear weapons, they are more
difficult to implement. However, the results of an EMP attack may be more
severe than a cyberattack.

By comparison, cyberattacks against critical energy infrastructure are happening
continvally, being used by other countries, tervorist proups, criminal gangs,
hacktivists, and others. Recognizing that the work to protect against cyberattacks
must continue and evolve, the widespread acceptance and implementation of
effective mitigation measures have thus far prevented a cyberattack causing a
significant outage in the United States.

As noted above, eflective protection of the Bulk-Power System requires that we
address both events that occur regularly, such as attempted cyber intrusion, and
high-impact, low-frequency events that can disrupt reliability. Considering the
potential wide-spread and long-lasting impact of either a cyber or EMP event, both
threats should be addressed to more fully protect the security of critical energy
infrastructure.

4 See http/iwww boeing.com/teatures/2012/10/bds-champ-10-22-12 page.

3 Report of the Commission to Assess the Threat to the United States from
Electromagnetic Palse (EMP) Attack: Critical National Infrastructures (2008) at
2, http/www.empeommission.org/docs/A2473-EMP_Commission-7MB.pdf.

1
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3. Given that an EMP attack needs to be delivered by a physical
denotation device, in what instances would a country or terrorist group
use an EMP attack as opposed to a cyberattack?

Response

[ am hesitant to speculate on the circumstances in which a country or terrorist
group would choose one form of attack over another. As I stated earlier, however,
beth could result in significant grid impacts and | believe both should therefore be
addressed.
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Question from Chairman Lisa Murkowski

Duestion: One of the keys 10 a successful public-private partnership s trust and the willingness
1o share information, | am concerned, however, that there is a tack of trust by industry with the
government — and for good reason. The December 2016 episode with Burlington Electric in
Vermont is a perfect example. As [ understand it, Burlington noticed an alert about a suspicious
IP address that had connccted o one of their computers and responded to that alert by dutifully
reporting that fact to the government. The same day that they reported the alert, however, the
Washington Post somehow learned about il and reported that Rossian hackers had infiitrated the
United States® electric grid. Later follow-up would show that the 1P address was not necessarily
tinked 1o Russia and there was not malicious activity, but the damage to trust had been done.
How do we restore and build trust between the private sector and government so that this type of
information can be freely shared withoul concern about it becoming a media spectacle?

Answer: We should expect a lot mare hacking from a variety of sources. The United Stated
CyherCommand has to develop a reat time validator that can investigate and report. The hackers
at Carnegie Metion are a good start.

Question from Senator Debbie Stabenow

Question: During today’s testimony, we heard that EMPs are a threat to our national sccurity.
However, the range of impacts appear vast, from naturally occurring evernits causing grid
disruptions, up to - and including - the aflermath of a high altitude nuclear detonation,

This Commiitee has held several hearings in this and previous congresses on the threats facing
our electric grid and critical energy infrastricture. From your petspective, how does the threat
posed from EMPs compare to other vulnerabilities such as cvber-attacks?

Answer: EMP is a catastrophic disaster if' it occurs, Troe cyber dominance would also bea
catastrophic disaster. We cannot set prioritics. We have to investband organize to beat both.
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Questions from Chairman Lisa Murkowski

Question 1: Ambassador Cooper, in your written testimony, vou note that a man-made EMP is

significantly different from natural EMP events. or Geomagnetic Disturbances. Could you please
explain your reasoning on this matter?

s A Geomagnetic Disturbance (GMD) involves multipie low frequency pulses lasting
minutes over a period of hours to davs. Warning is proviided by an increase in solar
activity 18-72 hours in advance—with a significant updaie 20-45 minutes before
charged particles kit the earth. Tt couples energy to the long lines of the grid, which is
ihen focused on substations and, in particulur, threatens the farge generators and
fransformers. It aiso witl affect tong haul communications and the internet. These
effects can be regional or worldwide, depending on the duration of the selar storm.,
Current magnitude extimates being provided by NERC to the electric energy producers
ure judged by the EMP Commission to be considerqbly Iow, These gffects are of larger
intensity af higher lafitudes and near furge bodies of water.

o Hiph Altitede EMP (HEMP) puises include a simifar fow frequency pulse fcailed the
E3 component of the HEMP pulve) of substantially targer amplitude—by a fuctor of
several preater thas currert NERC estimates), plus:

o An extremely high frequency pulse (with a pulse width of 100s of nanosecends)
calfed the E1 component, effectively an electric “shock” that poses a major
threat fo all solid state electronics, especially the SCADA systems that coutenl
key componems of the grid—e.g., generation stations and their natral gas and
peteoleum pipeline fuel sources. It also poses a significant threat fo
telecommunications, computers and data centers. Note: This faster E1
component arrives before the E2 and E3 components and will interfere with
control systems reeded for safe grid shatdown, potentiaily feading to severe
damage of ihe power generation plawis, unless there Is adequate protection
apainst ET effects.

o A midrange frequency pulse, called the E2 component, is similar fo lightning
werdd can be profected against vig typical Hgltning arrestors. But care musi be
faken to gqvoid degradation from the effects of the earfier arriving El pulse.

s HEMP effects are regional fo comtinental, depending on the heighi-of-burst of the
attacking weapon{s). Geographic coverage increases with weapen yield and E3
intensity increases wt Iower latitades (uniike GMDs thaf decrease at fower Tatitudes).

s Bottom ling: Hardening against GMD feaves the grid valnerable fo HEMP; hardening
against HEMP will afso protect against GMD.

o Thus, the current goverimment and industry focus on grid GMD protection while
ignoring HEMP iy shortsighted tv sav the least.
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Question 2; Can you tetl us more about your work in South Carolina and with Duke Encrgy and
the tntportant lessons learned? Should the federal government put more resources into that type
of approach? Should we be tooking 2t similar pitot projects to the one you have ongoing with
Duke Erergy? Whal recommendations do you have for the government and private sector to
collaborate in order to emulate the success your efforts in South Carolina have enjoyed?

»  First, please permit me to recap my motivation for and the progress of our Lake Wylie
Pitot Study, which I hope will become « model that others can and witl follow.

o As indicaved in my written testimony, I began this South Carolina effort understanding
that neither Fedeval nor State efforts were dealing cffectively with the existentiol EMP
threat—nor were they Hhely to do so in my lfetime. In my written testimony [ guoted
Itberally from an April 20, Y017 Ietter from the EMP Commission Chaivmun to Energy
Secretary Rick Perry specifying several imporiant criticisms of ongoing pertinent
activities hindering progress in dealing effectively with the EMP/GMD threat.

*  Fpr such reasons, I concluded years ago that we had to address the prebiem *from the
bottonr up,” working with locef {e.p., city and county level) quthorities and citizens
themseives to gain an understanding of the threat and how they need to engage those
whe provide their electricity to assure the viability of their critical civil infrasfructure,
in case of a major electric grid shutdown, Without considerable emergency
management coeperation at the focal fevel, there will be little hope for most vitizens
who teday depend on electricity for tife-line servives in our “fust-in-time” economy,

s Moreover, [ began with several biases, hused on a lifetime of pertinent experiences
associuted with EMP issues, which guide my assessments and recontnendations,

o 1 have ne confidence that we will ever harden the entive grid, so f believe we have 1o
estublish priorities—I give top priority to assuring the safety amd viabiiity of onr ~ 106
nuclear power plants that produce about 20-percent of fie narion’s electricity, and half the
electricity of my home state, South Caroling. Thus, I believe our fop priority is to huild
protected “islands” within the grid aroand our nuclear pewer planis, the vast majoritr af
which are in the Eastern Iicrconnect of the grid.

o To assure the viability of the nuclear power planis in an indefinite grid shatdown,
we must first assure their cooling water systems are viable to avoid Fakushima-like
disasters. Then, we neust ussure that sufficient penerating power and loading
conditions are provided by the surrounding “isfand” in the grid—and linked with
nther critically imporiant efements of the grid fo ensure they are available to restart
the nuclear power plants—and other power plants, which will shut down te protect
themselves if the grid goes down,

o I dou't believe anything that isn’t regalarly fested and sabjected fo independent
critical review—effective design and deployment is not enough; trufy ¢ffective
testing and maimtenance are major challenges.

o Over the past two years, I have developed excellent relationships with key efectrical
engineering prafessers at my aime myter Clemson University and severaf Duke
engineers (including Clemson graduates} who also ave concerned about this threat—
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and through them access fo other university gradunte programs and other energy

companies, We agreed on how we could proceed with a meaningful “bottoms-up”

program o assure the viability of three Duke Energy power plants on Lake Wylie, on
the Catawba River that runs between North and South Carolina—and of course key
transmission infrasiructure that interconrnects those nuclear, iydroelectric and coal
power plants and others to their customers. Duke Energy’s senior management has
agreed to share broadly the lessons learned from this important “Lake Wylic Pilot

Study,” described in greater detail in my written festimony. I want to make clear Iwas

not and am not selling anything te or for Dike Energy and would not take money from

them if they offered it. I just want to cut through the morass described above, and
provide hope that my grandkids can survive if we experience an EMP attack or GMD
event. I kpow that alf our citizens want this objective miet.

A evitically impartant lesson that we have learned is that Dule Encrgy needs the active

participation/cooperation of other Energy Utilicy Companies and Electric Coaperatives

(CoOps) that actually maintain critical infrastructure thar delivers Duke’s electricity to

fey customers, &.2., the water/wastewater infraswructure that supports local hospitals

and other critically importani service activities, including many citizens themselves,

Huppily, we are now working with these key individuals in the local area around Lake

Wilie-~incinding the Deputy Mayor (a Clemson electrical engineering graduate) of

Rack Hitl, @ major suburban city neighboring Charlotte, the home of Duke Energy's

corparate headguariers. Moreaver we are aclieving cooperation of the county sheriff

and key local citizens. The SC Adjutant General {a Georgia Tech electrical engineer) is
supportive of our effort, and we are working with s emergency munagement staff tn
stpport their pavficipation in November's GRIDEX-IV national exercise focused on
the physical and cyberatiack threars o the grid. Associated contacrs will be helpful in

SC and beyond, We expect & regional foflow-on exercise involving the EMBP/GMD

threat, and afso including at least the NC emergency managemcent community.

o { cannot overstate the importance of engaging these local people in any effort to
improve the siability of the electric grid—snof just locally but in networking
throughont the nation. Several thousand electric utifity compinies and CoQOps
defiver electricity via their infrasiructure fo key customers and private citizens
wronnd the nation. We hope to demonstrate how fo mect this complex challenge.,

o falso can’t overstute the imporiant role that informed and concerned local citizens
van play. For example, a retived Physician, who has come to undeestand the threat
and the urgent need for focal authoritics to be actively involved, has provided a
greaf deal of support witl the local citizens as well as city and county officials—
and through his growing invelvement in §C siatewide activities, suel as the
GRIDEX-IV exercise. These connections alse imvelve the National Guard, thereby
enabling lessons learned to be propagated thrangh mudtistate and NORTHCOM
connections, poteniially fo be included in a national network,
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o My short answer to your divect question is that I believe we will indeed produce a
“bottont’s up” paticre worth considering by other states. I personally believe thar this
approach has more promise of success than anything fhat can be produced by the
eurrently discordant activities of the Federal Government, Congress could be helpful
in addressing thut imporfant shortfatf—in particular by extending 1o permanent status
the EMP Conomission and placing it in e White House with a charter to provide
critical assessments of efforts of the several departments with refated responsibilities
ond to recommend to the President and Congresy measures to rectify shortcomings.

Question 3: One of the keys to a successful public-private partnership is trust and the
willingness to share information. | am concerned, however, that there is a lack of trust by
industry with the government — and for good reason. The December 2016 episode with
Burlington Electric in Yermont s a perfect examptle. As | understand it, Burlington noticed an
alert about a suspicious {P address that had connected to one of their computers and responded to
that alert by dutifully reporting that fact to the government. The same day that they reported the
alert, however, the Washington Post somehow learned about it and reported that Russian hackers
had infittrated the United States” electric grid. Later follow-up would show that the IP address
was not necessarily linked o Russia and there was not malicious activity, but the damage to trust
had been done. How do we restore and build trust between the private sector and government so
that this type ef information can be freely shared without concern aboul it becoming a media
spectacle?

s [agree there is a major problem in assuring public trust In the government to address
this, in my judgment, existential threat, Morcover, their skepticism is well founded,
Washington (in both Executive and Legistative branches) is failing to address the issue
as I discussed in my testimony—and few state governments acknowledge the existentiod
threat, niuch Iess deal with it. This general dysfunctional leadership is why I believe we
arust actally work the problem “from the bottonn ap,” ax I testified and discussed in
my answer o Question 2. It would help if the key departments, DoD, DHS and DOE,
wonld ger their collective act together. But I believe this will enly happen with strong
feadership from the White House. Extending the EMP Commission and placing its
secretariat in the White House with aocess to the President would help tremendoiisiy.

Question 4: EMP models are only as good as the data inputs provided. The United States has
not tested any nuclear weapons since 1992, and no atmospheric tests since the Test Ban Treaty of
1963, My understanding is that many of our weapon designs have required post-deployment
tests 1o resolve problems — and those problems were discovered only because of ongoing nuclear
lests at the time. In each case, the weapons were thought to be reliable and thoroughly tested,
How confident are you that the data being inputted into the models with regard to the EMP
effects of a nuclear weapon detonation is aceurate — particularly since we have not conducted an
atmaspheric test since 19627
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The usable HEMP data from our most pertinent 1962 South Pacific high-altifude
nuclear tests were sparse. However, with theorefical calcufations we have always been
able to match that limited data, With improvements in mensurement uncerfainly
evaluations (affecting the guality of the data), the theoretical calculations and duta
{peak values and entive waveforms) have agreed within 20-percent. We subsequently
ebtained relevant data from fow-altitide, low-yield testing of the Nevada Test Site,
against which we conld evaluate onr theoretical models for at least "sonrce-region”
EMP. And that experience helped to build additional confidence in our HEMP
calewdations. My awn personal experience was, fike all who sought to conduct
meaningfitl nucleqr tests—including underground nuclear tests, o try 1o avold the
EMP disruption af Instrumentation infended fo measure other effects, e.g., to
understand X-ray and Blast and Shock effects.

I understand the Soviets/Russians executed befrer planned and instrumented HEMP
experiments. They had an advantage since they broke-out of the 1958 atmospheric test
moratorium with g wellaplanned 1961 fest sevies, and then our “knee-jerk™ high-
altitude test response produced limited results. Because oar tests exposed mostly eceant
areas rather than large land areas with extensive long-line power and communications
infrastructure, we did net experience the system network effects that did the Soviets in
their high altituie fest series. President Kennedy signed the Limited Test Ban Treaty on
October 5, 1963, terminating indefinitely our abitity to do better HEMP testing.

In fiie early wake of the end of the Cold War in the 19905, we obtained af leasst some of
that emore extensive igformation from Russian scientists, And the EMP Convmission is
waw lopking into ow best to ase that information to provide more confident estintates
of EMP enviromments and system response information that should be helpful to the
electric power companies seeking to profect their infrastructure from EMP effects.
Moreover, Russian generals informed EMP Commissioners in 2004 that they had
passed design information on “super EMP weapons® to North Korea and anticipated
that they would have such a weapon in a few pears—that was 13 years ago. Now, the
eleciric power industry shouid be fuking these capabilities inmto account in assuring
their infrastracture can operaie threngh—or be restored after—a HEMP attack,

Since most ol the data is controlled by the Department of Defensc and the National Labs,
does the private sector have access 1o the data needed to accurately model the potential
EMP impact and effect of a nuclear explosion?

s Much is aiready public—was made in the 2008 EMP Commission Report.
Additional important duta and EMP hardening information are, in my opinion,
overclassified and shauld be meade available o the private sector ASAP. For
example, the “For Official Use Only” DoD) EMP Engineering Handbhook, MIL-
HDBK-423 should certainly be completely unclassified, Qur enemics surely have
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long ago had it. Moreover, the E3 portion of the DeD EMP Envirenment Standard,
MIL-STD-2169C, should be declassificd and provided to the energy compunies
seeking to harden their critical infrastructure.

. My understanding is that most HEMP models are based on a one dimensional, spherically
symmetric model. neglect scattering effects, and are unable to model 2- and 3-D effects,
There is also ne high-fidelity modet that predicts EMP from detonations from 3
kilometers to 20 kilometers above the Earth’s surface. Given these shortfalls, how
confident are you in the accuracy of curreat EMP models?

EMP experty tell me that the Dol EMP environment standard established decades
ago is reliable for predicting the EI component of the EMP pulse, and that it is well
represented by 1D fuil-physics madels, In fact, T understand that it is o validated (by
experiment and 2& 3-D calcularions) high frequency approximation for the 3-D
model, referved to a5 the Longmire-Karzas-Latter model for E1 gencration.

1n the mid-1960s a combination of {-D and 2-D codes were developed at the Air
Force Weapons Laboratory (AFWL), RAND, and Mission Research Corporation
(MRC) that accurately predicied the EMP ficlds produced by air and ground
vertical asymumctry effects for nuclear fests, over the altitude range from zero to
exo-atmospheric altitudes. Within the atmosphere, the geontagnetic effect is smaller
than the vertical asvnvmetry effects, bt has been accurately predicted by the same
1-D approximation used to predict the fields produced by exo-atmospheric nuclear
explosions. For explosions where the gamma rays interact with the ground, another
1-D approximation, called the Graham-Schaefer effect, has acenrately predicted
the close-in near-surfice fields, and has beew verified in underground nuclear
testing, Together, these constitute high-fidefity models of the EMP fieldy produced
by armospheric and exo-atmospheric nuclear explosions.

Two independent famities of EMP codes were developed and supported by the
Defense Naclear Agency and the USAF/AFWL to enable comparative error
analysis that yielded results within 16-30% of cach other. The Congressional EMP
Commission funded SAXC physicists to recheck the physics of these analyses and
Jound them ta be carrect. This, T concliede that current theovetical analyses are
sufficiently nceurate to confidemtly design, develop, deploy and operate critical grid
infrastructure fo counter EI pulse. That said, I would insist on prudent defense-
conservitive designs,

I understand that the EMP Commission is completing reports on the E2 mud E3
comparents of the HEMP pulse, with an expectation that current calewdations will
provide accurate resalts fhat are expected to be validated within a factor of 2.
Again, I would insist on conservative designs to counter E2 and E3.
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Question 31 Are there inilitary applications to address HEMP or other EMP-related events that
are ot being made available to civibans? If so, how do we [ift that barrier?

As noted in my answer to questinn 4a, we should dectassify as much of the DoD
information on EMF effects and hardening fechnofogy as possible. I urge that
Congress demand that the EMP Commission make specific recommendations on this
matter as part of their June 2817 repont, if not sooner.

Question 6: Do vou believe any additional research is needed on EMP threats?

Tdon’t want to aversiate the issue, bat I helleve most of the cuarrent “research™ by the
DOFE fubs and EPRI is af best reinventing wit fias afready been accomplished by
DTRA gnd the mifitary service laborutovies (AFRE, ARL, NSWC} aver the lust 50
vears. This DOE redundancy is actually unhelpful and couli be eliminated my making
that Dl information available to the energy companies that need it to de their job. Ay
noted above, the EMP Conmmission can make an eaoraously important contribution by
providing specific recommendation in ifs June 2007 report, if ot sooner.

Question from Serator Debbie Stabenow

Question: During today’s testimony, we heard that EMPs are a threat to our national security,
However, the range of impacts appear vast, from naturally occurring events causing grid
disruptions, up to - and including - the aftermath of a high aititude nuclear detonation.

This Committee has held several hearings in this and previous congresses on the threats facing
our electric grid and critical energy infrastructure. From your perspective, how does the threar
posed from EMPs compare to other vulnerabilities such as cyber-attacks?

EMP is the “809 pound gorifla™ on the list of threats {a view expressed by AT&T
officials, with which { agree). It affects the long line systems similarly to solar storm
GMD evenss (but of higher ampliitude}, and in addition EMP has a Figh frequency
punch {the Ef Component} that will take out office equipment, duta centers, and
machine control electronics. Today, virtually noue of our critical civil infrastructure is
protected, As noted above, the low-frequency EI component is substantiofly farger than
the GMD threat, which is today being underestimated by NERC—so GMD protection
may kot, probably will not, suffice even for E3 protection,

Fron a technical standpoint, EMP can induce over-voftages on everything from
cormputers to Reavy machinery controllers to dara netwerks comprising the internet, 10
tfelephone networks, eleciric poser plants and substutions. And while not all electronic
systens will upset or burnout, a large enough fraction will fail such thaet, without
protection, cascading effects can bring the US. economy, or any economy, to a
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grinding hali, Among critical infrastructure systems, the power grid is probably the
most eertain to fail. Without electric power, most other infrastructures will be
debititated, Without protection, the power grid will be out of service for sigaificant
purtions of time—as explained in the 2008 EMP Conunission peport.

DHS has identified 16 infrastructures, and of these the electrical power system and
communication systems are arguably the most important 1o the national enterprise,
but, ironically, they are also the maost valnerable. The reason is that they depend upon
iong tines, and since EMP levels are measured in Volis per meter, so the longer the
{ines it meters the higher the voltage indnced on te les. Intuitively, any system that
itis fong lines (e.g., electric power or communications} will be the most vidnerable.
We know how te profect systemy against EMP. The DoD has been doing it since the
19605, and has developed EMP environment and protection engineering standards.
Simply put a shield around critical equipment; protect afl the wire peaetrations;
include backup power systems and use fiber oplics us much us possibie. We know how
t0 protect against solar storms (GMD) because Sweden amd Canada have protected
their grids aguinst solar storms for pears. Since we krnow how to pretect against GMD
with capacitive blockers and reactive power compensators, we know haw fo protect
against the EMP E3, though we must take cure not to nnderestimate its magnitude.
And we must fest regularly to assure even the best standards of operations are
maintained after sound hardening capubilities are deployed.

This is nof to argue against protecting the grid against cyber and physical attack.
Indeed, if thhere is an EMP attack our adversaries, wito are well informed and
competent, undoubtedly will include cyber and physical attack precursors te confuse us
arred disrapt our response not onlp to those aftacks bui to the pending EMP attack itself.
The best approach is a muditi-hazzard approach since the seme high impact system
Juilure locations are vaiperable fo EMP, cyber and pliysical attacks.

Question from Senator Steve Praines

Question: You stated that although EMP attacks are known to be inctuded in North Korea's
military doctrine and planniag, bureaucracy and inaction have precluded DoDl3, Dok, and DHS
frown developing an effective EMP defensive posture. | serve on committees with jurisdiction
over all three of those departments. From your perspective, what red tape needs to be cut to get
the right leaders in a room and address this issue?

1 believe that the Executive Branch must address its dysfunciional activities that inhibit
efforts toward this end, The White House must fead, My recommendution is io place
the re-instated EMP Comumission permanently under a White House Secretariaf with
direct aceess to the President, with a mandate to resolve the interagency conflicts of
interest and programmuaiic activities—especially among DeD, DHS and DOE. Initially,



101

LS. Senate Committee on Energy and Natural Resources
Muy 4, 2017 Hearing: The Threat Posed by Electromagnetic Pulse
and Policy Options to Protect Energy Infrastruciure
and to Improve Capabilities for Adequate System Restoration
Questions for the Record Submitted to Ambassador Henry F. Cooper, Fh.D.

1 would urge that Congress seek an early assessment of the viability of the nation’s
critival national infrastructure and associated regalatory operations, with specific
recommendations fo the President and Congress for appropriate improvemtents.
Congressional initiutives conld provide important incentives to encourage significant
improvement in the varipus programs that must be conducted by the Executive Branch,
Among them, I would encourage ways to incentivize local and stafe inifiatives to work
closely with the nation’s several thousand electric utility companies und CoOps to
assiire electricily flows from the major electric power companies ta key local, eity and
coursty key infrastructure, e.g, water-wastewater infrastructure that is key to hospitals,
businesses, citizens, et

Finally, local leadership and active invelvement of all our citizens is key to success. |
can think of wo maore effective means to reach that goal than to work through the
National Guard as the velicle by which eur State Adjutant Generals can achicve an
effective national arrangement. At the ead of the duy, success will require @ more
effective altiance between the Departments of Defense and Homeland Security. And
the National Guard should be challenged to help aclieve that alliance. Congressional
enconragement toward that end could be most helpful in resolving current “roles und
missions™ gaps. Hopefully, our Lake Wylie Pilor Study will provide o template that
other states and the federal government can exploit in working teward that end.
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Question {: Much attention is focused on how to protect ensrgy infrastructure, and particularly
the electric grid, from a high-altitude EMP — or HEMP — burst due to its potential wide-spread
impact. Given that a localized EMP burst is more powerful than a BEMP burst, would the same
hardening technologies that are deployed for a HEMP burst successfully guard against a
localized EMP attack?

Inttustry and government are working hand in hand fo betéer understand the impacts of
localized and high-ultitude EMPs. The work that Electeic Power Research Institute is
conducting is critical to anderstanding how transtormers, protective relays, SCADA,
control eables would be affected by these types of bursts. This eritical modeling can help
inform where investments in shielding and other hardening approaches will have the
maximum vafue,

Question 2: One of the keys to a successful public-private partnership is trust and the
willingness to share information. [ am concerned, however, that there is a fack of trust by
industry with the government — and for good reason. The December 2016 episode with
Burtington Electric in Yermont is a perfect example. As ! understand it, Burlington noticed an
alert about a suspicious 1P address that had connected to one of their computers and responded to
that alert by dutifully reporting that fact to the government. The same day that they reported the
alert, however, the Washington Fost stanehow learned about it and reported that Russian hackers
had infiltrated the United States” electric grid. Later foltow-up wouid show that the IP address
was not necessarily linked to Russia and there was not malicious activity, but the damage to teust
had been done. How do we restore and build trust bebween the private sector and government 5o
that this (ype of information can be freely shared without concern about it becoming a media
spectacle?
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The Decentber 2016 Burlington Electric episode was an unfortunate episode in a long-
standing and evolving trusted partnership between government and industry, That
partnership is built on a foundation of safeguardiag information and is leveraged daily to
frecly share physical and cyber vulnerabifities between government and industry. Congress
provided government with authorities such as the Protected Infrastructure Information
{PCII) Program under the Critieal Tnfrastructure Information (€211} Act of 2002, which
protects private sector infrastructure information voluntarily shared with the government
for the purposcs of homeland security and has established uniform procedures on the
receipt, validation, handling, storage, marking, and use of voluntarily submitted critical
infrastrueture information. As the former senior official in charge of the PCII program,
the protection of sensitive vulnerability information is taken very seriously and remains the
foundation for information sharing activities between govermnent and industry. The
program has been enormously successfully and is currently in the early stages of the rule
making process to modernize a rufe that was drafted over t1 years ago.

That trust is alse sustained through the Critical Infrastructure Partnership Advisary
Council (CIPAC), which aligns with the National Infrasiructure Protection Plan (NIPF)
2013: Partnering for Critical Infraséructure Security and Resilience. Specifically, CIPAC
facilitates confidential interaction between government and representatives from the
commueity of critical infrastructure owners and most notably threugh regular meetings
between semior government and indsutry representatives to discuss sensitive topics. The
enduring nature of these meetings should give you confidence of the trust that exists
between the private sector and government and the fact that information is often freely
shared without becoming a media spectache,

Question 3: You testified that HEMP threat vectors can ariginate from a missile; a satellite
assel; or a “relatively low-cost balloon-borne vehicle.” Please elaborate on the possibility of a
ballonn-borne vehicke to taunch an EMP strike. Do vou agree then with Ambassader Cooper’s
assert that “low-vield *Super” EMP weapons™ are a viabte threat?

My answer to this gquestion is informed by classified intelligence and briefings and as such I
can only provide a partial response. [ betieve the threat of “low-yicld ‘Super’ EMP
weapons™ is very Tow likelihood.,

Question 4: Are there mititary applications to address HEMP or other EMP-related events that
are ot being made available to civilians? If so, how do we ift that barrier?

This is 2 question best answered by industry. There are utilities that are testing EMIYGMD
shielding and other hardening approaches. I do not knew if this includes military
applications but il it does not, the best way to lift that barrier is to bring the stakebolders to
the table to discuss eptions.

Durkovich QFR Responses 2
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Question from Senator Debbie Stabenow

Question: During today's testimony, we heard that EMPs arc a threat to our national security.
However, the range of impacts appear vast, from naturally occurring events causing grid
disruptions, up to - and including - the aftermath of a high altitude nuclear detonation.

This Committee has held several hearings in this and previous congresses on the threats facing
our electric grid and critical encrgy infrastructure. From your perspective, how does the hreat
posed from EMPs compare to other vulnerabilities such as cyber-attacks?

There is no doubt we live in a dangerons world. State and nen-state actors, insiders, anid
promulgators of disinformatien are growing in kind and consequence. Borders no longer
proteet as — whether oar shores or the fences and networks of our organizations. We have
buiit a eenplex ecosystem where a disruption in one node can ripple across the system and
where threats are nat bonnded 1o one seetor or industry. Nor can we profect against every
threat and secure every budkling, system, and network. Ouwr country is toe big, onr
infrastruceure is foo complex, the cost ton expensive, and the antcmme would alter our way
of life.

This environment is the basis for government and private sector participants in the critical
infrastruciure community working together to prioritize and manage risks to achieve
security and resilience outcomes, Think of & matrix where the X and v axis are likelihoad
and copsequence respectively.
- Adenial of service attack is highly probable but the impact is minimal to operations
- Moast nataral disasters are high likelibood and low conscquence — Superstorm Saady
or 1 9.0 Cascadia sabduction one event are exeeptions and Nip — low likelihaod,
high conscquence
~ A GMB of the likes of the 1859 Carrington event - we are beyond that 110 year
window so [ would say more likely aad certainly high consequence
- A cyber attack against industrial control systems, Lower probability than a DOS
slthough mereasing, andk certainky higher impace. You ondy need to look at the
December 2015 attack on the Hkrainian power grid.

There arc half a dozen mare risks on that matrix including an HEMP - we place it at a very
low probability bat very high conscquesnce.

14l

Durkovich QFR Responses
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Questions from Chairman Lisa Murkowski

Question 1: In your written testimony, you mention that alt three companents of a HEMP event
—Et, E2, and E3, are being evaluated. The effects of £2 are fairly well known given its
similarity (o a lightning sirike. Studies have been done, or are underway to individually look a
El and E3. Are there any studics that look at the cumulative effect of these three components?
Would infrastructure react differently to an E2 blast alier being hit by ET, or an E3 after being hit
by El and E2?

The question posed is vitimately one that we are attempting 10 answer with our current research
effort. We arc unaware of any studies to date that have been conducted to evaluate the
cumulative effect of al] three components, ET, E2 and I3, We are aware of at least one eflort, in
addition 1o the EPRI project, that is cutrently attempting lo evaluate the cumulative effects 'of alt
three components. However, there are significant research gaps with regards to equipment
vulnerability and modeling which makes performing such assessmenis extremely difticult.
Current research efforts at PRI are aimed at developing the capability to evaluate the combined
effects of all three components.

It is certainty possible that infrastructure could react differently to E2 or E3 foltowing EI, but
current research has not progressed to the point where we can provide a definitive answer,
Resuits front the research described previously, once they are available, will be used 1o inform
the potential impacts and address these impaortant questions.

Question 2: Mr, Manning. in your written testimony, you suggest that the E3 component of an
EMP is similar to a severe GMD event. Could you please explain your reasoning an this matter?

The interaction of the Earth's magnetic field in both a nuclear explosion and solfar flares
senerates a similar result on the electric grid. Both induce very low frequency (quasi-dc}
currents in the grid which appear very much ltke a direct current fllow superimpeosed in the
alternating current grid. These currents are called geomagnetically induced currents, or GIC.
While the effect is similar, the magnitude and duration are very different. GIC currents are much
larger following a nuclear event than GIC currents resulting from a geomagnetic disturbance
(GMD) event. However, the GIC resulting from a nuclear detonation is relatively short duration,
rising and falling in a matter of minutes, whereas, solar induced GIC can last for days with
several periods of peak activity, [n hoth cases, the flow of GIC in transformer windings results
in half-cycle saturation, potentially leading to voltage collapse and additional hotspot heating in
hulk-power transformers which can cause physical damage in some cases. Additionaily, hali-
cyele saturation causes the transformers to inject harmonic currents into the grid which can result
in additional impacts by causing cquipment designed to supply reactive power to trip off-line;
thus, further exacerbating voltage issues in the grid. Mitigation strategies, e.g. neutral blocking
devices, etc., to reduce the impact of GIC currents are effective against both E3 and GMD
induced currents. Additionally, otilities can monitor GIC in real time, and make informed
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decisions about the impacts of GIC because of the lower energy and longer timeframe. This is
not true for GIC induced by E3. which occurs too rapidly for uman intervention.

Questign 3: Much attention is focused on how (o protect energy infrastructure, and particularly
the electric grid, from a high-aktitude EMP ~ or HEMP - burst due to its potential wide-spread
impact. Given that a Toealized EMP burst is more powerful than a HEMP burst, would the same
hardening technologies that are deployed for a HEMP burst successfully guard against a
localized EMP attack?

Localized EMP is designed to emit a high-energy pulse that emsulates the E1 signalure of an
HEMP. Mitigation measures designed to offer E1 HEMP protection, e.g. M{L-STD-188-123-1,
would also provide a level of protection against localized EMP. However, because some
weapons that may be used in a localized EMP attack generate significant energy levels at
frequencies higher than those currently specified in MIE-STD-188-125-1, it is not ¢lear whether
the fevel of protection would be the same as that provided for HEMP (E1}.

Guestion 4: Thank vou not only for your testimony today but for your willingness to be 2
witness last year before this Comminee’s Subcommirtee on Energy. Comparing your testimony
from last July with your testimony for this hearing, it appears o me that EPRI specifically and
industry generally has stepped np activity over the last year to address EMP and related issues
and challenges. Can you suminarize the trajectory of EPRI, industry, and related DOE efforts
over the last year and where you expect to see these efforts moving over the next 2 or three
vears? Where would you expect us to be in three vears™ time on this issue compared with today?
Is there any prudent way to move nore quickly?

Many factors have bronght EPRI, BOE and the industry together around the EMP issue over the
past year, including growing awareness of the EMP threat and a deeper understanding of the
potential consequences of an EMP attack, Evidenced by the broad industry participation, the
EPR1EMP project is meeting a relevant need. This need also happens to align very well with
the DOE push to take action around protecting the nation’s infrastructure,

EPRI's research project is on-track with the 3-vear plan. The impacts of E3 on bulk transformers
was selected as the foundational threat because it held the highest potential for replacement
challerrges. Now that this component is complete, the project is moving o the voltage collapse
issue from E3, the equipment and controls risk from 121, and the aggregate risk from all three
energy waves (E1, E2 and E3) together. The voltage coliapse results are expected fate summer,
and initial E1 results by year-end, 2017, Aggregation of all risks will be done last with the
research project’s scheduled completion in spring, 2019, Additionally, we are evaluating the
potential for developing cost-effective mitigation options so that refiability can be maintained
without utilizing more extreme approaches, ¢.g. MIL-STD-188-125-1.

t-d
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Project speed continues to be a challenge. Evervone involved would like to see the work
completed as fast as possible. [lowever, while a great of deal work has been done on EMP, very
little has been directly applied to the electric utitity infrastructure. Much of this work is first
time, groundbreaking work. Even so, it is not the work itself that drives the timeline — it is the
collaborative transformation. As important as the technical fearning is building an understanding
and communication of the resuiting information. As this project advances, so too advances the
knowledge base of the nation's electric grid owners and operators. While this may seem like a
long time 1o wait, it is remarkably quick compared to our progress 1o date,

When this research project is finished in April, 2019, it will conclude with a broad understanding
of the threat, mitigation and recovery actions around EMP. We anticipate that utilities and
stakeholders witl have concrete options for balancing the EMP threat against others.

Question 5: EMP models are only as good as the data tnputs provided. The United States has
not tested any nuclear weapons sinec 1992, and no atmospheric lests since the Test Ban Treaty of
1963, My understanding is that many of our weapon designs have required post-deployment
tests to resolve problems — and those problems were discovered only because of ongoing nuclear
tests at the time. In each case, the weapens were thought to be reliable and thoroughty tested.
How confident are vou that the data being inputted into the models with regard to the EMP
effects of a nuclear weapon detonation is accurate — particular]y since we have not conducted an
atmospheric test since 19627

a. Since most of the data is controlled by the Department of Defense and the
Nationat Labs, does the private sector have access to the data needed to accurately
model the patential EMP impact and effect of a nuclear explosion?

b. My understanding s that most HEMP modcis are based on a one dimensional,
spherically symmetric moded, neglect scattering elfects. and are unable to model
2- and 3-D effects. There is also no high-fidelity mode! that predicts EMP from
delonations from 3 kilometers to 20 kilometers above the Earth’s surface. Given
these shortfalls, how confident are you in the accuracy of current EMP nrodels?

Questisn from Senator Debbie Stabenow
Question: During todzy's testimony, we heard that EMPs are a threat to our national security,

However, the range of impacts appear vast, from naturally occurring events causing grid
disruptions, up to - and including - the altermath of a high altitude nuelear detonation,
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This Commitee has held several hearings in this and previous congresses on the threats facing
our electric grid and critical energy infrastructure. From your perspective, how does thie threat
posed from EMPs compare to other vulnerabilities such as cyber-attacks?

We would refer vou to the Intelligence Community and the Department of Energy for additional
information regarding how the twao threats compare.

Utitities often use a threat assessment process to halance investments. This is an effective way to
gauge one risk verses another. This approach requires an assessment of both the probability of
an event, and a consequence should the event occur. EMP probability is very difficult to assess,
and most utitities will place this in an unlikely, but possible category. However, the
consequences of even an unlikely eveni can be extremely severe. Contrast this with cyber-
attacks which are now occurring daily, but largely with less severe consequences. An effective
strategy would be 1o invest in reducing both the probability and the consequences of cyber-
attacks, while focusing exclusively on reducing consequences of an EMP attack. This is exactly
why utilities are interested in the EPRE project to inform the discussion around redacing EMP
consequences, In any case, both require atlention, albeit via different approaches. Hisnota
matter of which threat is more or less critical, it is a matter of what strategics can he deploved to
tower Lhe overall risk, including alfl threats evaluated,
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Questions from Chairmaan Lisa Murkowski

Question t: Much anention is focused on how to protect energy infrastructure, and particulariy
the electric grid, from a high-altitude EMP — or HEMP — burst due to its potential wide-spread
impact. Given that a localized EMP burst is more powerful than a HEMP burst, would the same
hardening technologies that are deployed lor 3 HEMP burst successfully guard againsta
localized EMP attack?

The impact of an EMP caused by o directed energy weapaon depends on the size of the weapon
used Given that the denage reswlting from this tvpe of EMFP wonld be localized, hardening
technologies designed 1o protect against the widespread impact of a HEMP event may nof
provide adeguate profection, However, theve Is a greaf deald of system redundancy built into the
grid that wonld mitigate the impact of an individual directed energy weapon. To couse
significant damage to the electric grid. dozeny of direcied energy weapons would need to be
built, deployed, and detonated in a coordinated atteck. More effective protections for these types
of EMPs are physical protection measures, such as limiting proximity and controfling aecess fo
substations and control conters.

Question 2: One of the kevs to a successful public-private partnership is trust and the
willingness to share information. [ am concerned, however, that there is a lack of trus( by
industry with the government — and for good reason. The Deceniber 2016 cpisode with
Rurlington Electric in Yermont is a perfect example. As 1understand it, Burlinglon noticed an
ajert about a suspicious IP address that had connected to one of their computers and responded fo
that alert by dutifully reporting that fact 1o the government. The same day that they reported the
alerl, however, the Washington Post somehow learned about it and reported that Russian hackers
had infiltrated the United States’ cleetric grid. Later follow-up would show that the [P address
was not necessarily linked to Russia and there was not malicious activity, but the damage to trust
had been done. How do we restore and buiid trust between the private sector and government so
that this type of information can be lreely shared without concern about it becoming a media
spectacle?

Trust is the foundation on which sharing information berween industry and government is
elependent. This iy why the electvic indusiry thought it so important for the Cybersecurity Aot of
2045 and the encrgy provisions of the 2013 FAST Act 1o Include langneage fo ensure that shared
information be kept classified and not affowed to be used for regulatory purposes.

You are corvect in your characterization of this unforiunate event. The best way 1o restore and
Baild trist between the private sector and government s to ensure that o leak like this does not
occnr again, While disappointed and frustrated with the way this incident was handled, 10 its
great credit. Burlingron Electric publicly stated that i would not pull back from sharing
nformation with the federal goveriment because it recognizes that protecting the grid against
cyber threats, by its nature, requires a sirong governnwent-industey partwership. As { commented

1
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during the hearing, this was o significamt fearning experience for both industry and our
govermment partiers. [wonld afso add that processes like the DGE-QE417 reporting
requirements need fo be revised so utilities can share information anonvmonsly.

Question 3: Your written testimony provides, and I quote — “there are concerns that installing
‘protective devices’ in some areas of the bulk power system could unintentionally cause
problems in other areas. Further research and testing of these devices is needed. Even assuming
that every conceivable blocking device were installed to protect every inch of the electric grid
and caused no problems, power supplies stitt would likely be subject to disruption from other
collateral impacts due to a HEMP event.” Given that, what do vou think is the most prudent way
for industry and government to improve our ¢fforts to ride through an EMP attack?

Indusiry ane government need move scientific information on the potential fmpact of @ HEMP
aned effective mitigation fechnigues, As [ described in my testimony, the multi-vear research
effort being led by the Electric Power Research fnstitute (EPRI} is an aitempt to model the
effects of @ HEMP on the grid using highly technical data. We must have a belter undersianding
of the scicnce of how a HEMP would affect the grid before mandating anv particular devices or
strategies. To move forwerd without this information wawld at best be wastefil, and ar worst, be
harmind due to the possibifity of unintended consequences.

T also must again sivess thal the electric sector fiees o broad threat landscape. We undersiand
that we cannot protect all assets completely from ofl threats, and instead must monage risk. A
HEMP event is categorized as a “high impact, low probability” threat, It would have a
potentially catastraphic impact or society Hiat wonld impact all crivical infrasmruciure sectors.
An attack of this magnitude would be an act of war or werrorism. As such, the federal government
is responsible for preventing HEMPs as a matter of national security.

Question 4: Your written testimony recommends that the recently-reconsttuted EMP
Commission work more closety with, and T am quoting, “owners and operators of critical
infrastructure, EPRI, ESCC, NERC, and the E-ISAC as the Commission executes its mission to
assess the vulnerability of the electric grid to EMPs and to develop recommended policy actions.
Combining the unigue backgrounds of the EMP Commission with the knowledge of experts in
grid engineering and operations would produce a more meaningful and informed product.”
Picase elaborate.

The electric grid is a very complex yet vesilient infegrated netwark of generators, fransmission
iines, and control systems. Modeling how electricity flows thorough this system and how it will
reget to the loss of a genevator or loss of multiple transmission fines Is a complox process thot is
move wrt than science. The efectric industry is comprived of experts in enginecring ond
operations; they are not experts in nuclear weapons. The EMP Commission is fargely comprised
of those with expertise in nuclear weapons, they are not experis in modeling the complex grid
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operations during extremre events. Neither side has all the expertise or anywers, Congress shouwld
divect the EMP Commission to engage in meaningfil consultation with the electric industry
before releasing its next report.

Question §: EMP models are only as good as the data inputs provided. The United States has
not tested any nuclear weapons since 1992, and no atmospheric tests since the Test Ban Treaty of
1963. My understanding is that many of our weapon designs have required post-deployment
tests to resolve problems - and those problems were discovered only because of angoing nuclear
tests at the time. [n each case, the weapons were thougi to be reliable and thoroughly tested.
How confident are you that the data being inputted into the modetls with regard to the EMP
effects of a nuclear weapon detonation is accurate — particularly since we have not canducted an
atmospheric test since 19627

I do not have the sclentific or defense background necessary o answer this question. As such, [
must defer 10 the extraordinarily qualified researchers ot the national fabs and EPRE, in which 1

have full-fuith.

a. Since tnost of the data is controlled by the Department of Defense and the
Mational Labs. does the private sector have access (o the data needed 1o accurately
model the potential EMP impact and effect of a nuclear explosion?

Yes. the unclassified HEMP information provided in a number of reports and
industry standards can adequately inform the research activities being conducted
in the private secior. However, ensuring electricify sector engineers and DOE
experts are privy fo the classified research from DOD weapons programs is
intfegral to ensuring critical nfrastructire operators have the information they
need to understand and mitigate threals posed by HEMP.

b. My understanding is that most HEMP models are based on a one dimensional,
spherically symmetric model, neglect scattering effects, and are unable to model
2- and 3-D effects. There is also no high-fidelity model that predicls EMP from
detonations from 5 kilometers to 20 kilometers above the Earth’s surface. Given
these shortfalls, how confident are you in the accuracy of current EMP models?

Again, I do not have the scientific or defense background necessary to answer this
guestion and, as such, nust defer the national labs and EFPRI However, the
modeling of the elecivic grid s reaction to a HEMP event requires different
expertise from those who model the eleciromagnetic waves from o HEMP,
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Question 6: In your written testimony you mention the Schveitzer report and its conclusion that
“existing IEEE substation design standards are sufficient to protect intelligent electronic devices
from HEMP.™ How many of the substations in the {J.5. adhere to these design standards?

Afthough I cannot cite a specific number, the majority of the substations in the United Stafes
adhere to IEEE signdards; the larger and more criticad the substation, the more likely it follows
the standards. They key point to note heve is that the industiy has fornndated siandards on its
oW,

Question from Senator Debbie Stabenow

Question: During today’s testimony, we heard that EMPs are a threat to our national security,
However, the range of impacts appear vast, from naturally occurring events causing grid
disruptions, up to - and including - the attermath of a high altitude nuclear detonation.

This Committee has held several hearings in this and previous congresses on the threats facing
our electric grid and critical energy infrastructure. From your perspective, how does the threat
posed from EMPs compare 1o other vulnerabilities such as cyber-attacks?

A HEMP event is categorized as o “high impact, low probability” threai T believe ¢ cyber-
uttack aimed af disrupting electric service would be a relatively cheaper and easier weapon to
deploy than finding the needed nuclear materials to assemble and deploy a sophisticated
weapon. So clearly we must place more effort and resonrces on mitigating the highest and most
prohabie risks. have included a “threar landscape” vistal produced by the North Anwerican
Reliability Carporation (NERC) on the next page Jor vour reference.
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Question from Chairman Lisa Murkowski

Ouestion: One of the Keys to a successtul public-private partnership is trust and the willingness
to share information. 1 am concerned, however, that there is a lack of trust by industry with the
government - and for good reason. The December 2016 episode with Burlington Electric in
Vermont is a perfect example. As [ understand it, Burlington noticed an alert abrom a suspicious
1P address that had connected to one of their computers and responded 1o that alert by dutitfully
reporting that fact to the government. The same day that they reported the alert, however, the
Washington Post somehow fearned about it and reported that Russian hackers had infiltrated the
United States’ electric grid. Later [ollow-up would show that the 1P address was not necessarily
linked to Russia and there was not malicious activity, but the damage to trust had been done.
How do we restore and build trust between the private sector and government so that this type of
information can be freely shared without concern about it becoming a media spectacle?

Response to Part 1: "How do we restore and build trust between the private secfor and
government”: Plainly speaking, there is no upside to reporting, only potentiat downside.

No upside: Typically the government has no ability to stop an intrusion during an event, and has
Tittle ability o find attackers after an event.  It's like reporting to the cops your car window was
broken and your radio stolen: (hey will take note of it, but don't expect to get anything back.

The potential downside: The company risks when reporting include at least:
- Potentiat liability tssues to their customers
- Reputation loss if the information becomes pubiic

Overall, 1 would agree witl: the senators statement: "One of the keys to a successful public-
private partnership is trust and the wiltingness to share information.” However, [ believe 3 much
more significant factor in a successfil public-private partnership is value in both sides.

In the car analogy, the value to a citizen 10 reporting to the police is often such a report is needed
for insurance purposes, while the benel o the potice is situational awareness.

Response to Part 20 “This type of information cun be freely shared without concern nbout it
pecoming a media spectacie?™ 1do not know the specifics of how the Washington Post became
aware of the incident, and therefore cannot comment on the specifics.

In general, 1 do believe that companics should be able to report security incidents to the LS
government without tear of it being leaked. I do believe there arc many such places one could
teport an ingident, including US-CERT and the FBI InTraguard (/s wiv.inlrayard,org’)
Both provide strong privacy to the reporter.




