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ASSESSING THE SECURITY OF CRITICAL
INFRASTRUCTURE: THREAT,
VULNERABILITIES, AND SOLUTIONS

WEDNESDAY, MAY 18, 2016

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10:01 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Ron Johnson, Chair-
man of the Committee, presiding.

Present: Senators Johnson, Portman, Lankford, Ayotte, Ernst,
Sasse, Carper, McCaskill, Tester, Heitkamp, Booker, and Peters.

OPENING STATEMENT OF CHAIRMAN JOHNSON

Chairman JOHNSON. Good morning. I want to thank all of our
witnesses for taking the time to join us here and for your thought-
ful testimony. I am looking forward to the hearing.

Senator Carper is at a different committee hearing right now. He
will be joining us later. And, we have a number of Members that
also will but are running behind, but I would like to get started
and be respectful of your time.

When I first took over the Chairmanship of this Committee, com-
ing from a business background as a manufacturer, I certainly
found that developing a mission statement for any organization is
pretty helpful. It directs the activity of the organization. So, work-
ing with Senator Carper, we developed a pretty simple mission
statement: to enhance the economic and national security of Amer-
ica. They are inextricably linked.

This Committee is really two committees in one: Homeland Secu-
rity and Governmental Affairs. It is like the House Oversight Com-
mittee and Homeland Security.

On the homeland security side of the Committee, we established
four primary priorities; border security, cybersecurity, protecting
our critical infrastructure, including our electrical grid, and then
doing whatever we can to combat Islamic terror and other violent
extremists to keep the homeland safe. We have been pursuing that
mission statement. We have been addressing those top priorities.

I guess it was about a year ago when we held our first hearing
on the potential threat of electromagnetic pulses (EMP). We had
former Central Intelligence Agency (CIA) Director James Woolsey.
We had Dr. Richard Garwin, who worked with Enrico Fermi. I be-
lieve Dr. Fermi referred to Dr. Richard Garwin as one of the few
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true geniuses he had ever met. So, some smart people who even
though some people consider, for example, the threat of EMP
hokum, I asked pointblank these individuals, “Do you think it is
hokum?” The answer was an unqualified, “No, absolutely not.”

Mr. Koppel, I truly appreciate the fact that you have written this
book to raise public awareness of the vulnerabilities that we have
with our electrical grid.

In the 2001 National Defense Authorization Act, they authorized
EMP commissions to take a look at the potential threat posed by
things like EMP and potentially geomagnetic disturbances as well.
That 2008 commission established some recommendations that
were to be undertaken by the Department of Homeland Security
(DHS) and the Department of Energy (DOE). I am going to take
time to read them. They go A through O, and I just want to take
time to read what the 2008 EMP Commission recommended:

“A. To understand system and network-level vulnerabilities, in-
cluding cascading effects.”

“B. Evaluate and implement quick fixes.”

“C. Develop national and regional restoration plans.”

“D. Assure availability of replacement equipment.”

“E. Assure availability of critical communications channels.”

“F. Expand and extent emergency power supplies.”

“G. Extend black start capability.”

“H. Prioritize and protect critical nodes.”

“I. Expand and ensure intelligent island capability.”

“J. Assure protection of the high-value generation assets.”

“K. Assure protection of high-value transmission assets.”

“L. Assure sufficient numbers of adequately trained recovery per-
sonnel.”

“M. Simulate, train, exercise, and test the recovery plan.”

“N. Develop and deploy system test standards and equipment.”

“O. Establish installation standards.”

Now, again, I realize that is kind of short, bullet-point form, but
to me those are some pretty reasonable recommendations. The Sec-
retary of the Department of Homeland Security and the Secretary
of the Department of Energy were basically—it was recommended
that their agencies start addressing these quick fixes, these rec-
ommendations.

In our hearing, a report of the Government Accountability Office
(GAO) basically reported that none of these had been done. This
was, again, 2008, the results of a 2008 EMP Commission. Here we
are in 2015, now here we are in 2016. None of this has been done.
People are not taking this threat seriously, and we have to.

So, again, the purpose of this hearing is to lay out the realities,
the very complex problem. Again, I am not an electrical engineer,
but we have to start looking at exactly what the vulnerabilities are.
We have to identify it. We have to define it. And, from my stand-
point, we have to take that first step in solving any problem, which
is admitting we have one, which is the purpose of this hearing.

Now, I do have a written statement for the record that I would
ask to be entered,! without objection.

1The prepared statement of Senator Johnson appears in the Appendix on page 45.



3

We will wait for Senator Carper. When he comes, we will see if
he wants to offer an opening statement. But until that point in
time, it is the tradition of this Committee to swear in witnesses,
so if you will all rise and raise your right hand. Do you swear that
the testimony you will give before this Committee will be the truth,
the whole truth, and nothing but the truth, so help you, God?

General DUNBAR. I do.

Mr. FARMER. I do.

Mr. KopPEL. I do.

Mr. AARONSON. I do.

Chairman JOHNSON. Thank you.

Our first witness is Major General Dunbar. General Dunbar is
Wisconsin’s adjutant general. In this role, General Dunbar com-
mands the Wisconsin National Guard and is responsible for emer-
gency management. He also serves as Wisconsin’s homeland secu-
rity adviser, chairs the Homeland Security Council, and is the sen-
ior State official for cyber matters. Previously, he served in the
U.S. Air Force, the Washington Air National Guard, and National
Guard Bureau.

General, thank you for your service, and we would welcome your
testimony.

TESTIMONY OF MAJOR GENERAL DONALD P. DUNBAR,!
ADJUTANT GENERAL, STATE OF WISCONSIN

General DUNBAR. Thank you, Senator. Good morning, and good
morning to Members of the Committee. Thank you for the oppor-
tunity to speak today. I am the adjutant general for the State of
Wisconsin, and although I appear before you today in uniform, I
want to stress that I am appearing on behalf of the State of Wis-
consin in a State status. I am not on active duty orders, and no
one in the Defense Department (DOD) has seen, reviewed, or ap-
proved my remarks.

I am privileged to command Wisconsin’s National Guard. As you
know, the National Guard is constitutionally unique. It has two
foundational roles: We are the primary combat reserve of the U.S.
Army and the U.S. Air Force and the first military responders in
the homeland.

You mentioned my other roles. Thank you for that. It is an honor
to appear before the Committee to discuss critical infrastructure.

Critical infrastructure is a shared responsibility. The Federal
Government has a substantial role as do the industry leaders who
generally own and operate the infrastructure. However, States
have a leadership role as well. I will touch briefly on our organiza-
tion, our strategy, and our efforts at addressing the threats to crit-
ical infrastructure in Wisconsin.

We did not create a separate agency to manage homeland secu-
rity, choosing instead to rely on existing roles and responsibilities.
Our Governor created a Homeland Security Council, which includes
representatives from State agencies and first responders who are
joined by Federal partners and industry leaders regularly to attend
and participate.

1The prepared statement of General Dunbar appears in the Appendix on page 48.
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Our homeland security strategy is updated quadrennially after
each gubernatorial election and provides a framework to guide con-
tinuing efforts in preparation and protection of our communities
and citizens. It also guides our investment of State and Federal re-
sources. The strategy seeks to ensure that our first responders are
trained and equipped, that our critical infrastructure is safe and
secure, and that we continue to plan and prepare for emergencies
and disasters that may impact our State.

This strategy is our keystone document. It has four priorities:
cybersecurity, preventing and protecting against asymmetric/ter-
rorist threats, catastrophic incidents, and capability sustainment.
Each priority has identified goals and objectives designed to be spe-
cific and measurable.

Time does not allow for an in-depth discussion on all aspects of
our efforts, but we are working on lines of effort to mitigate the
threats to critical infrastructure. I will highlight just a few.

In cybersecurity, we have developed at State expense a frame-
work of five State cyber teams prepared to assist State and local
government with cyber response. Three of these teams consist
mainly of State and local professionals who, by agreement, have
permission to respond when activated for response. We are devel-
oping a fourth team consisting of industry leaders which will also
be available to respond, and our fifth team will come from the Na-
tional Guard. We currently have in the National Guard a computer
network defense team that helps protect our portion of the DOD
network.

The new team that we are building will be a computer protection
team in collaboration with the Illinois Army National Guard. This
team will be operational by the end of 2019, and although trained
to meet the Army’s military requirements, it is fully available for
State active duty at the Governor’s discretion.

The Wisconsin National Guard is finalizing an agreement with
several of our utility companies. Our agreement is aimed at infor-
mation sharing and the potential for National Guard physical sup-
port. We initiated this relationship after learning of certain real-
world events, such as the attack in Metcalf.

Wisconsin Emergency Management (WEM) and the Department
of Natural Resources partnered with our railroad commissioner
and major rail lines and have arranged for a cache of critical foam
to be stored regionally at no expense in case we have an oil spill
and fire on our rail lines.

We have also revamped our HazMat structure, creating more
versatile and regionally diverse teams that are strategically located
consistent with population density and key lines of communication.

We are working with our Public Service Commission (PSC) and
our utilities to understand better the threat to our electric grid and
actively seeking ways to mitigate potential effects.

As an example, we are working with our public water and sew-
age utilities, all of whom have generator backup for their systems.
However, all of these systems require diesel fuel, and we are work-
ing hard to make sure we have a solid plan for delivery in an out-
age.

Another area we are discussing, although this is much more dif-
ficult given our utilities’ sophistication, is the physical backup to
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utility systems. I am no expert, but I took note of the recent cyber
attack in the Ukraine which disrupted their power system. Clearly,
Ukraine is not a system on par with the system of the United
States; however, when they understood that the attack was a cyber
attack, they switched to manual backup. Based on open-source re-
porting, this occurred after about 6 hours. The cyber network may
yet still be infected, but the power disruption lasted only 6 hours.
To my mind, that is a powerful lesson worth exploring, and we are
working with our PSC to ask these questions of our utility part-
ners.

Last, I will mention that our National Guard works closely with
emergency management across the board in planning for and exer-
cising our emergency plans. We are certainly not alone in this as-
pect, as the National Guard across the Nation has unique relation-
ships with law enforcement, firefighters, Federal agencies, and in-
dustry partners. Always ready, always there, we provide our Na-
tion’s Governors with a surge force that is highly trained and rel-
evant across the domestic response spectrum.

I have submitted my written testimony for the record and greatly
appreciate the opportunity to appear today and offer these brief re-
marks. I look forward to any questions you may have.

Chairman JOHNSON. Thank you, General Dunbar. By the way,
your written testimony is entered into the record.

Our next witness is Tom Farmer. Mr. Farmer is the chair of the
Partnership for Critical Infrastructure System (PCIS) Cross-Sector
Council. Mr. Farmer worked with the lead representatives for each
of the critical infrastructure sectors and with senior government of-
ficials in coordinated efforts to advance priorities and capabilities
in critical infrastructure protection and resilience. He also serves
as assistant vice president for security for the Association of Amer-
ican Railroads. Mr. Farmer.

TESTIMONY OF THOMAS L. FARMER,'! CHAIR, CROSS-SECTOR
COUNCIL, PARTNERSHIP FOR CRITICAL INFRASTRUCTURE
SECURITY

Mr. FARMER. Thank you, sir, very much. Chairman Johnson,
Members of the Committee, and staff, thank you very much for this
opportunity to address the priorities and cooperative efforts of the
Partnership for Critical Infrastructure Security Cross-Sector Coun-
cil in critical infrastructure protection.

As the current Chair, I am privileged to speak for a group of
dedicated professionals across industries who volunteer their time
and efforts to take on leading and organizing capacities in their re-
spective sector coordinating councils, those forums formed in the
National Infrastructure Protection Plan (NIPP) that enable indus-
try to communicate and coordinate effectively with government.

It is the respective efforts of these professionals that merit atten-
tion, for they represent a sustained commitment to partnerships
and action, partnerships within their sectors, across sectors, and
with Government.

The written statement submitted to the Committee addresses a
sampling of their efforts. Their scope exceeds the time available for

1The prepared statement of Mr. Farmer appears in the Appendix on page 57.
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a fuller delineation here, but as I prepared for the hearing, a rep-
resentative of the dam sector, the Chair of the Dam Sector Coordi-
nating Council well captured their scope in a delineation of his sec-
tor’s activities: preparedness planning, exercises within the sector
among dam facilities, cross-sector exercise with government offi-
cials and representatives of other industries, information sharing,
cybersecurity guidelines and tools that are developed in partner-
ship with government, training and webinars focused on security
awareness and preparedness.

Each of the sectors’ leads consistently delineate very productive,
proactive efforts on behalf of their respective sectors. Across sectors
we are supporting these efforts by outreach and capabilities offered
by government organizations. They include the Department of
Homeland Security, the Federal Bureau of Investigation (FBI), the
Office of the Director of National Intelligence (ODNI), the various
sector-specific agencies, and State fusion centers. The support in
these areas is fundamental to enhance and sustain effectiveness in
critical infrastructure protection, areas like intelligence assess-
ments, information sharing, risk assessments, resiliency assess-
ments, tailored training and exercise programs, guidance materials
for organizational and sector-based preparedness planning, and fo-
cused engagement on particular threats or security concerns.

This extensive body of work creates opportunities that draw in-
sights, that glean lessons learned, to apply them practically in se-
curity posture, and in protective measures. A colleague in the Sec-
tor Coordinating Council well captured the concept with the phrase
“next-level analysis,” and priorities of our council emphasize this
concept.

What we are talking about is knowing what we can know as
thoroughly as possible, about using information proactively, about
analyzing the wealth of experience gained by the expansive and ef-
fective work undertaken by DHS, FBI, and other components, par-
ticularly focusing on trends, on patterns, on indicators of recurring
concerns.

Terrorism provides one example. Investigations of attacks and at-
tempts and disrupted plots reveal over and over again indicators
that were experienced, observed, and encountered that preceded
the event. But their significance often was not understood, even if
they were reported.

Similarly, active shooter investigations reveal similar behavioral
indicators that preceded the events. We must and can learn from
this adversity, through analysis that highlights those recurring in-
dicators of preparations, analysis that enables professionals in in-
dustry and government to identify the opportunities for security
measures, and activities to make a difference.

We are very familiar with the “See Something, Say Something”
campaign. It works. But we can make it better. With this type of
analysis, we can advance and information the “See Something, Say
Something” concept, emphasizing those observable indicators and
activities and preparations that have preceded acts of lethal and
destructive violence time and again, and apply that information in
security, training, and awareness initiatives with employees across
industries to inform their vigilance both on the job and in their
home communities.
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In cybersecurity, as we contemplate the hundreds of onsite and
virtual assistance visits provided by DHS and FBI in response to
cyber attacks, as we look at the in excess of 1 million indicators
of concern that have been disseminated by DHS to the private sec-
tor, opportunity emerges again, for analysis that produces a cyber
threat profile, a profile we can update on a recurring basis, to help
organizations across sectors understand what they are most likely
to see in terms of how cyber threats materialize. What are those
vulnerabilities that are so often exploited? What are those protec-
tive measures too often found lacking?

Now, as these analyses are produced why dissemination is essen-
tial, we need to make sure we have depth of penetration across
government and industry. In the Cross-Sector Council, we have
partnered with DHS to do just that, leveraging existing councils in
government and industry to ensure that information in a timely
manner reaches those who are best equipped to get it out to their
respective constituencies.

We have also introduced the capability to share classified infor-
mation and tested it on April 26. Two components of the Wisconsin
fusion center participated. And, as part of that effort, we focus on
ensuring that as the intelligence community (IC) produces products
that are classified, they also produce an unclassified “tear line,” a
version that all who attend the briefing can take back to their orga-
nizations to inform vigilance and security measures.

The efforts of the respective councils are sound. They are
proactive. No one is resting on laurels. We consistently seek oppor-
tunities to progress, and our shared objective of enhancing critical
infrastructure protection is attainable.

I thank you very much for this opportunity to participate in this
esteemed forum today.

Chairman JOHNSON. Thank you, Mr. Farmer.

Our next witness is Ted Koppel. Mr. Koppel is the author of the
book “Lights Out”—I have a copy. Unfortunately, I do not have the
cover. When I actually read books, I take it off. It is “Lights Out:
A Cyberattack, a Nation Unprepared, Surviving the Aftermath.”
He is also a 42-year veteran of ABC News where he served as an-
chor and managing editor of the “Nightline” program from 1980 to
2005. And, I would point out this is actually my brother’s book. He
gave it to me. I would say he is a little alarmed. “Did you know
this?” I was aware.

Mr. Koppel, thank you for coming here. I look forward to your
testimony.

TESTIMONY OF TED KOPPEL,! AUTHOR, “LIGHTS OUT: A
CYBERATTACK, A NATION UNPREPARED, SURVIVING THE
AFTERMATH”

Mr. KoPPEL. Mr. Chairman, Mr. Ranking Member, Members of
the Committee: Your late colleague, the distinguished Senator from
New York, Daniel Patrick Moynihan, liked to say that each of us
is entitled to his own opinion; we are not, however, entitled to our
own facts. That observation, which once seemed both sensible and
self-evident, can no longer be taken for granted.

1The prepared statement of Mr. Koppel appears in the Appendix on page 64.
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In a political climate where even the President’s status as a nat-
ural-born American citizen remains the object of doubt for more
than a quarter of our population as he nears the end of his second
term in office, in that climate it will be difficult to settle the far
more complex issue before the Committee this morning: Is the Na-
tion at risk of a crippling cyber attack against elements of our in-
frastructure in general and against one or more of our electric
power grids in particular? After more than a year of research into
the question, I believe the answer to be “yes.”

Simply stated, the electric power industry is made up of 3,200
separate companies linked in a network that both generates and
distributes electricity. For the system to function, a perfect balance
has to be maintained between the amount of electricity being gen-
erated and the amount being distributed. Only the Internet is ca-
pable of maintaining that exquisite balance at all times. The Inter-
net was never designed to be defended. The Internet remains vul-
nerable to cyber attack. Evidence of that vulnerability is accumu-
lating every single day in private industry, government agencies,
and in breaches of our personal data. General Keith Alexander, the
former head of the National Security Agency (NSA), likes to say
that there are only two kinds of companies—those that have been
hacked and those that do not yet know it.

Members of this Committee are certainly familiar with the con-
clusion of our intelligence agencies that the Chinese and the Rus-
sians have already mapped and penetrated the systems that con-
trol our electric power grids. Iran is not far behind. Nations like
North Korea and Syria are enhancing their cyber warfare capabili-
ties. It is surely only a matter of time before a terrorist group, un-
restrained by any geopolitical interests, acquires the capability to
attack one of our power grids.

The problem, as Tom Ridge, our first Secretary of Homeland Se-
curity, noted, is that ours is a reactive, not a pre-emptive society.
In the wake of the attacks on September 11, 2001, the United
States embarked on actions and expenditures that would have been
inconceivable only a week earlier.

My message to this Committee this morning is simple: The Na-
tion cannot wait for a cyber attack on the grid before making prep-
arations for its consequences. It is my belief—and again, this Com-
mittee has access to more information on this subject than—I be-
lieve that while the Department of Homeland Security has plans
for dealing with the consequences of hurricanes, blizzards, floods
and earthquakes, it has no discrete plan for dealing with the after-
math of a cyber attack on one of the Nation’s power grids. The De-
partment’s recommendations for each disaster are essentially the
same: a 2-to 3-day supply of food and water for each person, a plan
for families to meet at a pre-arranged point, a supply of essential
medicines, flashlights, and a battery-powered radio.

A cyber attack against one of our electric power grids could de-
prive tens of millions of Americans of electricity for a period of
weeks or even months. I asked Homeland Security Secretary Jeh
Johnson what, exactly, he would be telling Americans on their bat-
tery-powered radios after an attack that he was unwilling or un-
able to share now. He gestured toward a shelf carrying several
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white binders: “I am sure there is a plan up there somewhere,” he
told me. I do not share the Secretary’s confidence.

We have neither the adequate food supplies to take care of those
millions who decide to shelter in place, nor the collaborative plans
with State governments to house and feed what could amount to
tens of millions of internal refugees. If we began tomorrow, Mr.
Chairman, implementing such plans would still take a couple of
years.

I thank the Committee for its attention to this critical issue.

Chairman JOHNSON. Thank you, Mr. Koppel.

Our final witness is Scott Aaronson. Mr. Aaronson served as the
managing director for Cyber and Infrastructure Security at the
Edison Electric Institute (EEI). Prior to joining EEI, Mr. Aaronson
served as a senior adviser to the Chairman of the House Foreign
Affairs Committee and Senator Bill Nelson. Mr. Aaronson.

TESTIMONY OF SCOTT I. AARONSON,! MANAGING DIRECTOR,
CYBER AND INFRASTRUCTURE SECURITY, EDISON ELEC-
TRIC INSTITUTE

Mr. AARONSON. Thank you, Chairman Johnson and Members of
the Committee. I am glad to be here today to discuss security of
the power grid. We appreciate you holding this important hearing
and that Mr. Koppel chose this subject for his book. As owners and
operators of some of the Nation’s most critical infrastructure, we
share his concern and the Committee’s to ensure that the grid is
secure and resilient.

From some of the headlines and movie script scenarios out there,
you might think that we are not doing anything and being compla-
cent, that a month-long power outage is inevitable. If there is one
thing that you take from my testimony today, it is to understand
that the industry is doing an amazing amount of work at all levels
all of the time to defend the grid and to respond to an incident.

You have to remember, we live and work in the communities
that we serve. Our infrastructure is our most important asset, so
we have every incentive to make security a major priority.

Since these topics can be sensitive, and even classified occasion-
ally, we may not talk about them a lot in public, but do not take
that lack of discussion for inaction. My written testimony has more
extensive details on how electric companies address threats, so I
will not read that to you. But I do want to go through what we ef-
fectively call the three legs of the stool that make up security for
the electric grid.

The first leg of the stool is standards. The electric industry has
mandatory and enforceable critical infrastructure protection (CIP),
regulatory standards for both cyber and physical security. These
are not lax, lowest common denominator standards. These are rig-
orous requirements that improve the industry’s security posture.
Failure to comply can cost up to $1 million per infraction per day,
so suffice it to say there is a lot of incentive to comply. But compli-
ance does not equal security. Security is not a check-the-box exer-
cise; if I do X, Y, and Z, I am secure. No. You have laid a founda-
tion for security.

1The prepared statement of Mr. Aaronson appears in the Appendix on page 66.
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The second part of what makes for full security, and the second
leg of the stool, are partnerships. It has already been said—I think
it was Major General Dunbar—that protection of critical infrastruc-
ture is a shared responsibility. In order to be prepared for an ever-
changing threat environment, industry and government are
partnering at an extremely high level. In addition to my role at
EEI, 1 also am part of the secretariat for the Electricity Subsector
Coordinating Council (ESCC). Along with the cooperative and pub-
lic power segments of the industry, the ESCC is made up of 30
Chief Executive Officers (CEOs) from across the sector. These
CEOs are meeting regularly with senior government officials from
the White House, DHS, DOD, FBI, intelligence community, and the
Department of Energy—our sector-specific agency.

They do not just meet to simply update each other or pat each
other on the back and say, “We are doing a great job.” They are
setting a strategic vision for how we can improve the security pos-
ture of the industry and, by extension, the Nation, bringing to-
gether government and industry capabilities in a concerted way.

So, the ESCC focus is on four major issues, and I will go through
each of them briefly.

The first is deploying tools and technology. The focus here has
been moving government-developed tools to industry applications to
improve situational awareness, and the best example of that is the
Cyber Risk Information Sharing Program (CRISP), which you can
find in my testimony.

The second is improving the flow of information, making sure the
right people are getting the right information at the right time.
From classified briefings for executives to actionable intelligence
for operators, government and industry are sharing threat informa-
tion more often and more easily.

The third is coordinating with other sectors. While electricity is
always described as the most critical of the critical—everybody re-
lies on us—without water we cannot generate steam or cool our
systems; without telecommunications, we cannot operate; without
transportation and pipelines, we cannot move our fuel or move our
equipment. There are a lot of ways to impact the grid short of at-
tacking the grid.

To address these interdependencies, the power industry is actu-
ally working across sectors. And, in fact, Tom Farmer and the Na-
tion’s railroads have been great partners as we work together, for
example, to move large transformers during incidents.

The last area of focus for the ESCC also happens to be the last
leg of the stool. So we have standards; we have partnerships. The
last is preparations for response and recovery. Simply put, electric
companies have to be right 100 percent of the time, and the adver-
sary has to be right only once. Given those odds, preparation for
an attack is just common sense.

First of all, we have a history of working together to restore
power after an incident through mutual assistance networks where
workers from unaffected companies descend on the affected com-
pany to restore power. We also have robust spare equipment shar-
ing programs, including bilateral and multilateral arrangements,
as well as a fully developed and legally binding plan called the
Spare Transformer Equipment Program (STEP), that requires the
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sharing of large, hard-to-replace spare transformers during a na-
tional incident.

We exercise regularly. Of particular note is the North American
Electric Reliability Corporation (NERC’s) GridEx series, which
brings thousands of owners and operators and executives from
across North America in the largest exercise of its kind. And, now
we are developing a cyber mutual assistance program to coordinate
resources for companies affected by cyber incidents.

The bottom line is this. We are constantly working to manage
risk, but understand that we can never entirely eliminate it. There
is not enough money in the world to protect against every threat
in every location, but we are working to prevent incidents from
having long-term or devastating impacts. We understand that the
service we provide is critical to the life, health, and safety of Amer-
icans. From CEOs to operators, the power sector has shown it
takes this responsibility seriously and is committed to constantly
improving its security posture as these threats evolve.

Again, I appreciate the opportunity to be here and look forward
to answering your questions.

Chairman JOHNSON. Thank you, Mr. Aaronson. Let me start
with you. You just talked about the STEP program, about these re-
placement large power transformers. In our EMP hearing, I asked
Dr. Richard Garwin how many are critical. What is the number of
large power transformers that we really need to protect. He gave
me a ballpark of somewhere between 200 and 700 of these large
power transformers. Would you agree with kind of around that as-
sessment?

Mr. AARONSON. In fact, I do. That is a fair assessment, and de-
pending on what criteria you are using, someplace in there the
number is going to fall.

Chairman JOHNSON. So, how many replacements do we have for
those that are basically ready to be moved into place in case, either
through a kinetic attack or a cyber attack or EMP or geomagnetic
disturbance (GMD), those large powerful transformers are de-
stroyed?

Mr. AARONSON. So, the STEP program is actually governed by a
nondisclosure agreement, so the specific number I cannot give you,
but I can tell you this:

No. 1, we are sufficiently spared.

No. 2, outside of those spares that are dedicated through the
Spare Transformer Equipment Program, other companies have,
first of all, operational spares that they use for obvious reasons.
You will use a spare when you are doing maintenance on an active
transformer, so you have that in place regardless. We have other
ways of sharing equipment beyond just the Spare Transformer
Equipment Program.

Chairman JOHNSON. Let me ask you, so would I be able to—with
nondisclosures, could I as a United States Senator find out how
many we really have to satisfy myself that we really are covered?

Mr. AARONSON. I would have to go back to the industry to see
if we would be able to breach the nondisclosure for that purpose.

Chairman JOHNSON. I would appreciate that, because if you do
not have spares, what is the length of time to replace some of these
large power transformers?
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Mr. AARONSON. So, the number that we have heard all of the
time is an 18-month lead time. That is not entirely accurate. Under
duress, there are ways to procure transformers more quickly. You
also have to understand that there is a significant amount of excess
capacity in the system. So, when I say that we are looking to be
able to operate under duress, we may go to a suboptimal State.
One of the lessons that was learned out of Ukraine is going to a
more manual operation. So this rush to automation is great be-
cause it gives us wonderful efficiencies, but it also increases the at-
tack surface. So by diminishing the attack surface and looking at
the ability to operate manually, the ability to operate suboptimally,
the ability to focus resources on more critical load, whether it be
hospitals, first responders, military installations, those are all
things that, because of this CEO leadership, we are developing that
capability.

Chairman JOHNSON. Based on public reports, my—“assumption”
is probably not the right word, but it sounded like the reason
Ukraine actually restored power 6 days

Mr. AARONSON. 6 hours.

Chairman JOHNSON. 6 hours, is because they actually had man-
ual breakers, which we really do not have nowadays because we
are more advanced. We have it all computerized. Correct?

Mr. AARONSON. The answer is, “It depends.” I always hate giving
that answer, but the answer is, “It depends.” In some cases, there
is the capacity to operate manually. In others, we are going to need
to continue to develop it.

Chairman JOHNSON. OK. General Dunbar, in your emergency
planning, Mr. Koppel talked about in general we have plans to
have provisions for 2 to 3 days. Is that pretty much what you have
planned for Wisconsin in your capacity, in your responsibility?

General DUNBAR. Our plans for a long-term power outage, taking
care of the public, quite honestly our goal is to try and keep the
people in their homes so they do not add to the problem by a mass
evacuation. We do rely on the industry for the food stocks. It is a
concern of mine because one system is very efficient as you know,
and if something shuts down, it can quickly deplete it out. We do
not have in Wisconsin a supply of meals ready to eat (MREs) be-
yond what you would expect for the National Guard, and even that
is limited because at the DOD level it has those kinds of supplies.

Chairman JOHNSON. Mr. Koppel, I was pretty impressed with the
level of reporting and the digging you did in your book. You did not
seem particularly convinced. You seemed to certainly ask some
pretty hard questions, and you were not getting particularly good
answers. Do you agree with Mr. Aaronson that we are probably
sufficiently backed up in terms of large power transformers?

Mr. KopPEL. Well, first of all, I am in no position to agree or dis-
agree with him because I do not have access to the numbers either.
What I have heard, and what was in a Department of Energy re-
port back in 2014, is that the number of large power transformers
is quite literally in the tens of thousands. So, I am frankly a little
bit astonished at the notion that we are only talking about—what
did you say?—250 or so.

Mr. AARONSON. 200 to 700.
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Mr. KopPPEL. 200 to 700. I think, A, the number is greater. B, I
think that we are dealing with a problem of unique pieces of equip-
ment that cannot easily be interchanged. And, C, Mr. Aaronson
sort of dismissed the notion that it takes up to 18 months to get
a new one, but most of these large power transformers are not con-
structed in the United States. The majority—I think about 70 per-
cent of them—are constructed overseas. And, by the time you order
these and have them built, we are talking about pieces of equip-
ment that weigh between 400,000 and 600,000 pounds. It takes at
least a year and up to a year and a half to order a new one and
have it delivered. And even once you get it to the United States,
delivering these things is incredibly difficult because they tend to
overstress pieces of infrastructure like failing bridges.

Chairman JOHNSON. Mr. Farmer, in your testimony you were
really concentrating a lot—and this is, of course, good—you know,
on coordination and communication and planning, that type of
thing. But can you talk about what we have actually done to pre-
pare and protect—physically, what we have done in terms of infra-
structure to improve our survivability and improve our ability to
stand the power grid back up?

Mr. FARMER. Well, I am not specifically qualified to discuss in de-
tail the electrical sector. What I can say, though, is that there have
been very productive partnerships fostered through the Cross-Sec-
tor Council that enable industries to identify interdependencies and
then work in concert to enhance their resiliency, to enhance their
preparedness, to address concerns. Scott Aaronson addressed in his
testimony the cooperation with the railroad industry and prepara-
tions to move large transformer equipment should we be in a situa-
tion where, due to some form of damage, a transformer is taken out
of operation. And the electrical industry, the electrical sector ap-
proached our industry. We have worked in close coordination to do
a number of things. One is to have preparedness plans in place for
railroads to move the equipment. We have identified the types of
rail cars that move the equipment. We maintain a current inven-
tory of where those rail cars are. We have worked with the elec-
tricity sector through exercises the last 2 years.

Each year, the railroad industry holds an annual security exer-
cise. In that exercise, we take actual events and take them to an-
other level through realistic terrorism and cyber scenarios to stress
our industry’s security planning, to stress our procedures, our deci-
sion-making, our actions to address concerns, our coordination with
Government.

We have integrated that exercise the last 2 years, scenarios in-
volving damage to large power transformers, and then the elec-
trical industry calling upon our industry for support in their move-
ment. So this inventory is maintained by a group called Rail Link
that provides informational technology (IT) support to our industry.
We can generate an updated inventory within a matter of minutes
to identify where the cars are specifically. And during the exer-
cises, railroads’ operational leads have worked with representatives
of power utilities on what the transportation plan would look like.
We are confident that, provided notice of a need, within a matter
of hours we would have a rail transportation solution in place.
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Chairman JOHNSON. OK. Thank you, Mr. Farmer. Senator Car-
per.

OPENING STATEMENT OF SENATOR CARPER!

Senator CARPER. Thank you. Thank you so much, Mr. Chairman.
I want to apologize to our witnesses. As you know, we serve on a
number of committees, and one of my committees, the Senate Envi-
ronment and Public Works (EPW), was holding what we call a
markup today, voting on a number of bills, several of which were
mine, and I needed to be there to defend them. And, so, I cannot
be in two places at once, but I am pleased to be here and thank
you all for joining us today on a really important subject. So, I am
going to go ahead and use this time to give an opening statement,
and then maybe we will have a second round for questions, and I
can ask some questions of all of you.

Obviously, what we are discussing today is of immense impor-
tance—it is in Delaware, and I know it is in the other 49 States:
the security of our critical infrastructure. And, when we talk about
critical infrastructure, we are not just talking about the grid and
supply of electricity, but also the dependability of our water, even
our financial system that supports our economy.

Unfortunately, our electricity and water utilities, as well as our
banks, are at risk every day in a number of ways. We have heard
a lot lately about criminals and terrorists targeting them online,
but these critical services are also at risk due to any number of
other hazards such as violent storms, earthquakes, and even fail-
ure due to aging and underinvestment.

Fortunately Congress, our Administration, and the private sector
have been hard at work to address vulnerabilities in a number of
these areas. We have passed legislation in recent years to help
make our critical infrastructure more secure and more resilient. I
will mention just a couple of examples.

In 2014, Members of this Committee worked for many months to
enact legislation to reauthorize and enhance something called the
Chemical Facilities Anti-Terrorism Standards (CFATS) program at
the Department of Homeland Security. This program is our front-
line defense against terrorist attacks against companies that store,
manufacture, and process hazardous chemicals.

That same year, 2014, the President signed legislation from this
Committee to enhance the cybersecurity center at the Department
of Homeland Security that works with critical infrastructure own-
ers to prevent and respond to cyber attacks. That same year we
also gave the Department of Homeland Security that authority that
it needed to hire the best and brightest cyber talent that is out
there.

Just last year, the President signed cybersecurity legislation that
the Chairman and I and almost every member of this Committee
played a key role in drafting. That crucial new law makes collabo-
ration between the Federal Government and companies grappling
with cyber attacks easier and faster while protecting privacy con-
cerns.

1The prepared statement of Senator Carper appears in the Appendix on page 46.
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This year, we are working hard to ensure proper implementation
of these and other laws. We are also working to streamline and
strengthen the office within the Department of Homeland Security
that helps protect critical infrastructure. I have never cared for
agencies that have a name that does not really explain what they
do, and we have one that we call the National Protection and Pro-
grams Directorate (NPPD), that is within the Department of Home-
land Security. It does not tell you a whole lot about what they do,
but what they do is important. And, as the Chairman knows, my
staff and I have been working with the Department of Homeland
Security on legislation to streamline this office so that it can be a
better partner with industry. We do this in part by elevating its
cyber functions and making sure that physical and cyber threats to
our critical infrastructure are assessed jointly so the left hand
knows what the right hand is doing.

We also want to change the name of the agency so people have
some idea of what they actually do to name it the “Agency for
Cyber and Infrastructure Security.” Doing so will make it clearer
that when there is a problem with a vulnerability in the electric
grid or some other piece of critical infrastructure, there is no ques-
tion about who in the Federal Government can help, should help,
and who can be held accountable when things go wrong and may
be singled out from time to time when there is praise that is due.

As we know, unfortunately, bad things sometimes happen, and
the important thing is to be prepared for that when they do. So,
I want to credit the men and women at the Department of Home-
land Security, including in NPPD and elsewhere, for the hard work
they do to ensure our critical infrastructure is secure and resilient.
As one example of this important work, the Department conducts
onsite assessments and incident response for dozens of critical in-
frastructure companies every year.

When we talk about critical infrastructure—especially systems
that we cannot afford to lose even for a few minutes—this means
building resiliency into our policies and practices. Today’s discus-
sion about critical infrastructure reminds me of one very promising
technology that is already helping to make our country more resil-
ient to electric grid outages. I was a naval flight officer for a num-
ber of years during the Vietnam War. When we were over in
Southeast Asia, we were stationed at Moffett Field Naval Air Sta-
tion, and we basically shared that large air station with the Na-
tional Aeronautics and Space Administration (NASA). And later on,
when Moffett Field was closed to active-duty purposes, some pri-
vate sector companies came in and partnered with NASA and have
done all kinds of amazing things. One of them is called “Bloom En-
ergy.” They manufacture fuel cells that basically—some of them are
manufactured in California. They do a lot of the research and de-
velopment (R&D) in California, but they also manufacture fuel cells
in Delaware. These stationary fuel cells do not require additional
transmission capability to move electricity to the end user, mean-
ing reliable electricity can be provided even when the electric grid
goes down. Innovative solutions like these can help us be a lot bet-
ter prepared for a variety of threats in the future.
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With that, I want to thank you all for coming, and I look forward
to asking you in a few minutes a few questions. Thank you so
much.

Chairman JOHNSON. Thank you, Senator Carper. Senator Peters.

OPENING STATEMENT OF SENATOR PETERS

Senator PETERS. Thank you, Mr. Chairman, and thank you to
our panelists for your testimony today. This is certainly a very im-
portant topic, especially given the changes we are seeing in our so-
ciety in terms of being interconnected in ways that are difficult to
fathom. Critical infrastructure, operational, whether it is dams and
bridges, grids, will all be connected through the Internet of Things.
We are looking at millions and millions of objects all connected on
this elaborate grid, even to the point that our electric toasters will
be on the grid. So any sort of attack on a grid could have, without
question, a catastrophic impact on society as we know it.

We will talk about a variety of things. Hopefully we will have
some additional time, if possible, to talk about some of the cyber
issues and physical attacks. But one that I want to take a little bit
of time on is an area that I focused on as a result of my work as
the Ranking Member on the Space and Science Subcommittee as
well as being on the Homeland Security Committee. And, this is
something that we know will happen that will be potentially cata-
strophic to the electric grid if we are not fully prepared. And, that
is space weather events where you have mass coronal ejection from
the Sun, which sends particles to us here on Earth; it has the im-
pact of compressing the magnetic field if it is large enough, which
puts huge pulses of electricity through pipes, through electrical
transmission lines, blow up transformers, and shut down vast parts
of the grid for the country.

We know it will happen. It happens regularly. Some of them are
very large. The largest one that we know of is the Carrington
Event, which occurred in 1859. We did not have a whole lot of elec-
tricity back then. We only had telegraphs. But all of the telegraphs
went down in the country. They were all shut down as a result of
this event. The sky lit up. Folks thought it was daytime. They got
up, started making their eggs and breakfast. It was the middle of
the night. But the sky was illuminated so brightly from the storm.
Our scientists believe these storms occur about every 150 years
they hit the Earth. That last one was 150 years ago, so it has been
a while since we have seen it.

We did monitor a storm of that magnitude in 2012 that missed
the Earth by 7 days, so we can come very close to having one of
that magnitude as well, which will have a significant impact.

And, so, I have been working with my colleague Senator Booker,
who is on both committees with me as well. We have introduced
legislation to provide additional research and data, working with
the National Oceanic Atmospheric Administration (NOAA) and
NASA and all of the Federal agencies, including the Department
of Homeland Security. And, the numbers are quite concerning, and
the fact that Lloyd’s of London estimated that if we get hit with
another Carrington-type event, the impact to our economy would be
anywhere from $600 billion to $2.6 trillion. That is what we are
looking at as an impact from one of these storms. And, we could



17

see up to 40 million Americans without power. And, as we have
had this discussion, talking about the large transformers, some of
that could be a year or two. You could have 40 million folks, par-
ticularly along the eastern seaboard, which is particularly suscep-
tible to these kinds of solar events. So just think of New York City
without power for a year. That is not a good thing. New Jersey
without power, which is why Senator Booker has been very en-
gaged in this as well, a very concerning thing, as well as for me
in the State of Michigan.

We have to do a better job of preparing for that, and so I would
like to ask Mr. Aaronson specifically what sort of research and in-
formation do you believe electric utility companies need from us as
we are working on legislation to provide more information, more
advance warning? What specifically do you need to prepare for this
event? And how do you view it?

Mr. AARONSON. So, specifically what you said about your role on
the Space and Science Committee, notice is incredibly valuable
when it comes to space weather. We actually have GMD standards
in place. The North American Electrical Reliability Corporation, be-
cause this is something we have known for quite some time could
happen, had developed GMD standards which dictate operational
protocols to mitigate the impact of a serious coronal mass ejection.

So a big part of that is, again, advance notice from an oper-
ational perspective so that operators can take action to shut down
certain systems in a graceful way, let the solar flare do what it is
going to do, and then be able to start back up, again, using some-
thing called—and it has been discussed already—“black start capa-
bility,” which is basically starting the grid from scratch.

Black start standards are in place, GMD standards are in place,
and additional notice from some of those geostationary satellites
that give us—I think right now we get about 15 minutes’ notice.
Increasing that even to 30 minutes would be invaluable.

Senator PETERS. Well, that is an important factor, that we may
not have a lot of advance notice. Our prediction capabilities for
space weather are not as advanced as they should be. Folks have
described it to me that we are where we were with hurricane pre-
dictions in the 1930s when it comes to space weather events. So we
have a long ways to go; where we may know something is hap-
pening, we do not know the magnitude, we do not know where it
is going to hit. And hurricanes have a significant impact on us, but
a $2.6 trillion impact to the grid that shuts down everything obvi-
ously is a major concern.

So if you had just perhaps 18 hours’ notice, is that enough time?
And what sort of protocols are in place if NOAA, or whatever the
relevant agency is at the time as we work out some of these proto-
cols, says, “we think this storm is coming?” This may mean you
would have to shut down vast amounts of the grid in the United
States.

Mr. AARONSON. So, another thing to note is this is something
that, as we have said, we have known about or know could happen
for quite some time. And, in fact, there have been examples of im-
pact because of GMD, particularly at the higher latitudes where
the impacts are more pronounced.
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So there have been examples of GMD impacting the grid, but for
minimal amounts of time. You will note that telegraph lines from
the 1850s are significantly different than the infrastructure we own
and operate today. Mr. Koppel during his answer to Chairman
Johnson was talking about the fact that there are literally tens of
thousands—45,000, actually, substations in the United States,
55,000 in North America. With that comes an exceeding amount of
redundancy.

So the reason that the number is closer to between 200 and 700
of the most critical substations is because those others represent
excess capacity and redundancy throughout the system. It is inac-
curate to say that a single geomagnetic disturbance would have a
universal and unilateral impact across the entire grid. So really
what you do have to look at is as much notice as possible to take
those operational protocols to shut down the grid to prevent dam-
age, understand that in certain instances like that, you have what
is called “voltage collapse,” which means that the systems fail safe,
and that we are, again, able to restart it through black start proce-
dures. And then, obviously, the redundancy and ability to move
transformers around in order to restore power should a particularly
damaging geomagnetic storm impact the grid.

Senator PETERS. And I appreciate that comment, which I think
highlights the fact that we need to do a whole lot more research
into these storms. Because as you mentioned, it does not have a
uniform impact across the entire grid, but you need to know where
it is hitting, and that is why I made the analogy to hurricane re-
search. You need to know where it is going to actually hit in order
to prepare, not the whole eastern seaboard but those particular
areas where you think its path—so the same thing for this research
for space weather to make sure the resources and the coordination
are available for all of the Federal agencies—NASA, NOAA, et
cetera—to provide that information to you.

I also wanted to make sure that I highlight the fact that the crit-
ical infrastructure are these major transformers, as Mr. Koppel
talked about as well, that for the most part are not made in the
United States. They are made in Europe, the primary manufac-
turer for them, and a large space weather event has the potential
of not only destroying transformers that exist in the United States,
but actually destroying or at least shutting down the facilities that
manufacture the transformers in Europe at the same time. A large
storm would actually shut down the manufacturing, so then you
could not even make these until first you repair the entire infra-
structure to even create transformers before you make them and
then ship them to the United States. So this is something that I
look forward to continuing to work closely with the utilities. I know
you are focused on it. I know this is an issue that you have been
following as well. But we have got to make sure these protocols are
in place and we are really thinking this through.

Mr. AARONSON. And I can say fairly unequivocally that helping
to get more advance notice and increasing domestic manufacturing
capacity for transformers are two things that the industry would
be happy to work with you on.

Senator PETERS. Right. Thank you.
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Chairman JOHNSON. Senator Peters, first of all, thank you for
that line of questioning. I want to just follow up just briefly. In a
previous hearing, we were told, I think, in testimony that about $2
billion damage annually because of other types of solar events. So
this is just happening all of the time. But the massive ones like the
Carrington Event is something—I do not know how many orders of
magnitude greater.

Mr. Aaronson, I just have to ask you, if the protocol gave warn-
ing, 15 to 30 minutes, so we can shut down systems, who is going
to make that call? Who is going to make that call under a massive
geomagnetic disturbance that nobody knows how many of these
transformers could be affected, nobody knows, who is going to
make that call to shut them offline, take them offline so those ef-
fects do not go through those wires and destroy those large power
transformers that cannot be replaced?

Mr. AARONSON. So, grid operators are tightly aligned. We have
talked about the fact that there are 1,900 entities that make up the
bulk electric system. There are regional transmission operators and
SO on.

Chairman JOHNSON. Who makes the call? I mean, who makes
the call we are going to shut them all down in 30 minutes, in 15
minutes?

Mr. AARONSON. It is not as simple as cut the power. That is not
how this is going to work. But there is, again, this shared responsi-
bility among the sector

Chairman JOHNSON. Yes, who makes the call?

Mr. AARONSON [continuing]. To be operating this—I do not know
the answer to that question.

Chairman JOHNSON. I think that is what Mr. Koppel is talking
about.

Let us see here. Senator Tester.

OPENING STATEMENT OF SENATOR TESTER

Senator TESTER. Thank you, Mr. Chairman. I want to thank you
all for your testimony.

I want to talk about a little different kind of infrastructure since
you are here, General Dunbar, and that is the infrastructure of our
intercontinental ballistic missiles (ICBM) forces. It has been—well,
currently we have Hueys that fly our personnel out for protection
purposes. We are looking to get some Black Hawks in a couple of
years, earlier if we can but in a couple of years at the latest.

There have been some that have suggested that maybe we ought
to use the Army National Guard for defense of our ICBMs to make
sure that they are secure. Fire season aside—if we use them for
that, they will not be available for fire season. It seems like the fire
seasons are becoming more and more significant every year in
Montana. In fact, they are.

From your perspective, what kind of training needs to go in—or
are they already trained—for National Guard soldiers to be able to
protect our ICBMs?

General DUNBAR. Senator, thank you for that question, so let me
start by, again, making clear for the record that I am here speak-
ing on behalf of the State of Wisconsin as a National Guard officer,
not for the United States Air Force. That is a very important Fed-
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eral mission, and I would not propose that I speak in any way for
the United States Air Force on that issue.

In terms of the National Guard, the National Guard’s advantage
to the country is it is a highly trained Army and Air Force to do
certain missions for the Army and the Air Force, and from that
comes a surge capacity for all kinds of missions.

So, in California and other States, National Guard members
have been used to fight fires, both on the ground and in flying heli-
copters. I can talk in the State of Wisconsin that we have our Black
Hawk pilots—not all of them but some of our crews—trained to fly
Forest Fire Missions with Bambi Buckets to help put out those
fires that you talk about.

In terms of moving personnel from Point A to Point B, it is pretty
much square within a Black Hawk’s mission that most crews have
that capability in their wheelhouse.

In terms of whether it is a good idea, I know you know this, sir,
but the National Guard is a State military force until we are mobi-
lized for active duty. So, if the Air Force needed the Guard to do
that mission, then they could ask for volunteers. If the Governor
thought that it would interfere with the State’s response to fire-
fighters, the Governor could push back and say, “I am not going
to authorize volunteers.” And then, of course, the Federal Govern-
ment could trump that, as it always can.

Senator TESTER. Bingo.

General DUNBAR [continuing]. And say we are going to be on ac-
tive duty.

Senator TESTER. OK. I am just curious. I mean, we can solve this
whole problem by getting the Black Hawks in quicker, but that is
not within your purview.

I want to talk to Mr. Aaronson for a second about transmission
and the threats—on the grid, I should say. And excuse me if it has
been asked already, but is that threat mainly in transmission or
in generation?

Mr. AARONSON. So, I guess I would answer it this way: The
threat is mostly in transmission. Generation, there are so many
generation assets lending electrons to the grid. Those are assets we
want to protect, but transmission is really where it is at.

Senator TESTER. And, so, is this due to our reliance—because I
know nothing about, quite frankly, how this whole system works,
so we are starting at zero. But is this due to our transmission reli-
ance on the Web, or why should we be concerned about this from
a terrorist standpoint? Or are we talking about bombs blowing
stuff up?

Mr. AARONSON. So, a lot of answers to that question. First of all,
you are not alone, Senator, in not knowing a lot about how the
electric grid works. Most people just figure you turn on the light
switch and the lights turn on.

Senator TESTER. As long as they turn on, it is good.

Mr. AARONSON. And that is our goal, too. We do not want you
to have to think about all of the things that are happening behind
it.

Senator TESTER. Yes.
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Mr. AARONSON. There are a lot of threats to the grid, and we like
to say from squirrels to nation-states. And, frankly, there have
been more blackouts as a result of squirrels than nation-states.

Senator TESTER. Right.

Mr. AARONSON. The various threats—the reason the trans-
mission matters, think of transmission as the

Senator TESTER. I know why it matters, truly, because my lights
do not come on without transmission.

Mr. AARONSON. That is right.

Senator TESTER. If we do not connect it all up. The question is:
Why is transmission a target? Is it because of the Internet? Or is
it because of something else?

Mr. AARONSON. It is because it is a soft target by definition.
There are 45,000 substations in the United States. There are long
lead lines everywhere.

Senator TESTER. You are right. And, by the way, those sub-
stations have been around a long time.

Mr. AARONSON. They sure have.

Senator TESTER. When we were in conflicts in World War II,
there were substations. In conflicts in Vietnam, there were sub-
stations. Conflict in the first Gulf War, there were substations.
Why now? What is different than Vietnam? Why should we be con-
cerned now when we never heard anything about it in the late
1960s?

Mr. AARONSON. The threats continue to evolve. You can look at
geopolitical situations. You can look at the fact that we used to
be

Senator TESTER. OK, so the threat level is greater.

Mr. AARONSON [continuing]. Superpower, the line that we were
a nation with friends north and south and bordered by oceans.

Senator TESTER. OK. So the threats have raised, is what you are
saying.

Mr. AARONSON. That is correct.

Senator TESTER. The threats of people wanting to do damage to
the homeland have raised, and they were not necessarily—Ted, do
you agree with that?

Mr. KopPPEL. No, Senator, I do not. What has changed is that the
electric power industry has become deregulated. We now have
3,200 companies. I am as much of a novice at this as you, so I have
reduced it to a very simple analogy.

Senator TESTER. That is what we like.

Mr. KopPPEL. I want you to imagine a balloon that has 3,200
valves, and half of those valves are letting air into the balloon, and
the other half are letting air out of the balloon. As long as you
maintain a perfect equilibrium between the amount of air coming
in and the amount of air going out, your balloon stays inflated. Too
much air in, the balloon blows up. Too much air out, the balloon
collapses.

The electric power industry is made up of 3,200 companies. You
have to maintain a perfect balance between the amount of elec-
tricity that is generated and the amount of electricity that is used.
Too much electricity in, you have a problem. Too much electricity
out, you have a problem.
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Only the Internet has the capability of maintaining that exquis-
ite balance. There was no Internet back in the days of Vietnam.
There was no Internet back in the days of World War II. You were
dealing with a totally different kind of electric power industry.

Senator TESTER. And I appreciate that answer because that is
what I had surmised. And I will tell you that the technology has
done a lot of really good stuff for efficiencies and predictability and
dependability. I come from agriculture, and, interestingly enough,
I had a guy get on my combine—I actually still drive my combine.
I do not have a GPS unit on it. And I had a guy get on my combine
last year, and he said, “How do you know where to cut? Because
you do not have a GPS unit that is telling you where to harvest.”

The point here is this: If we want to talk about preemption, I
think that you have to run back and try to figure out how you can
still manually control this stuff. And if it is impossible—as you may
be correct, Ted, the Internet is the only way to control it—then we
have to figure out different ways to do this.

I will tell you that the comments about tens of millions of refu-
gees, which 1is probably true, I mean, we have to work on preemp-
tion, because I do not see how we ever deal with a situation like
that. It amazes me, flying into this city, how we feed people in this
country, much less how we would feed them under a catastrophic
situation.

Go ahead.

Mr. AARONSON. If T might, I would like to add a little bit of con-
text to what Mr. Koppel said because he raises an important point
about the fact that it 1s 3,200 entities, 1,900 that make up the bulk
electric system.

First of all, it is not controlled by the Internet. We are talking
about operational technologies, supervisory control. These are not
Internet facing. So, yes, it is through that digital overlay is exceed-
ingly helpful in providing these efficiencies, but it is not uniquely
capable of keeping the grid operational.

Think back to just 20 years ago. We operated the grid for the
better part of a century without digital overlay. There is the capac-
itylto keep electrons flowing regardless of having supervisory con-
trol.

Senator TESTER. You are correct, and the only thing I am saying
is if the threat has emerged because of the Internet, we need to go
back to that system as a fail-safe.

Mr. AARONSON. And we are.

Senator TESTER. OK.

Mr. AARONSON. People have looked at what happened in Ukraine
at the end of last year as this eye-opening experience for the elec-
tric sector. It was not eye-opening. It was something that we were
aware could happen and have been preparing accordingly.

Senator TESTER. Thank you, Mr. Chairman.

Chairman JOHNSON. And I want to point out it was highly so-
phisticated, so the use of the Internet, those operators thought the
systems were working properly when they were not. And I think
the greatest threat is taking that a step further and having the de-
struction of those large power transformers that we cannot replace,
that takes something from a 6-hour shutdown to days and weeks
and months. And that is what I continue to be concerned about. My
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primary concern is the destruction in some way, shape, or form
from various threats of these large power transformers.

Again, I think that you are minimizing what that is. I think that
you are just trying to be a little too soothing in this process.

Next, Senator Portman.

OPENING STATEMENT OF SENATOR PORTMAN

Senator PORTMAN. Thank you, Chairman, and thank you and
Senator Carper for holding the hearing. It is an incredibly impor-
tant issue.

I want to talk about something that is specific to a threat to our
infrastructure, and that is the increasing evidence out there that
we have ransomware that has infected not just individuals’ com-
puters but commercial systems. I recently had the opportunity to
get a briefing from the FBI on this, and I noticed that they sent
out something on their website just a couple weeks ago warning
people. There is a unique, I suppose, warning out from the Cana-
dian Government and our government right now on ransomware
based on some information.

To me, this seems to be a growing problem, and yet it is under-
reported because my understanding is a lot of companies are not
eager to talk about their ransomware payments. For those who do
not follow this, this is when you have an infection in your system,
and you find your system has been encrypted to the point that it
is blocked, and you get a notice saying, “If you pay this amount of
money during this time period”—and sometimes there is a clock
that shows you apparently what your time period is—“we will pull
the malware off, and you will be able to operate your system.”

There have been some unfortunate instances of this that have
gotten a lot of attention. One was the Hollywood Presbyterian Med-
ical Center in L.A. earlier this year. For weeks, they had to shuttle
their patients to other facilities because they were locked down
with a malware problem.

I guess my question probably is best to you, Mr. Farmer, because
you are here as Chair of the Partnership for Critical Infrastructure
Security. I am sure you have seen this report. The Institute for
Critical Infrastructure Technology (ICIT),! issued this report, and
its headline is kind of jarring. It says, “2016 will be the year
ransomware holds America hostage.” Maybe the title of your next
book, Ted.

So, Mr. Farmer, could you tell us—and I know this data is dif-
ficult to come by because, again, it is not always reported. But
based on what the FBI has said and based on this report and based
on some of these specific instances that have come to the media’s
attention, what is the nature of the problem? Is it, in fact, increas-
ing dramatically, as some say? And what are some of the ways in
which we as legislators could be more effective in dealing with it?

Mr. FARMER. Thank you, sir, for that question. I do think the
problem is expanding, and the FBI’s attention to it and DHS’s at-
tention to it is reflective of that. The media coverage highlights
those cases where ransomware has not only had an effect but actu-

1The report submitted by Senator Portman appears in the Appendix on page 75.



24

ally worked. And I think like anything else, so long as the tactic
is working, the interest in pursuing it is going to expand.

There are two avenues to focus on in terms of whether incidents
get reported. Often an affected organization will report a matter to
the FBI as a law enforcement concern. The FBI will handle that
matter through its investigative procedures with the affected enti-
ty. Whether it gets shared more broadly is a determination that en-
tity might make with its sector partners, with DHS. But I think
there is a lot of reporting which 1s informing the FBI’s efforts and
providing these awareness bulletins in terms of entities affected by
this trying to deal with the problem and seeking law enforcement
assistance. So, I think on that side, you have a lot of good report-
ing, and because of the manner in which the FBI handles its inves-
tigations, that is generally with the affected entity.

Now, because of the FBI's experience—and I give the FBI a lot
of credit here—they have done a great deal of work in taking what
they are learning from these law enforcement investigations, strip-
ping out the indicators of the affected organizations, and then pub-
lishing for wider dissemination guidelines and advisories, in par-
ticular, papers that focus on indicators.

One of the things we focus on in the Cross-Sector Council is we
are not necessarily interested in who the perpetrators are. That is
investigative information that is not necessarily important to us.
What is important is the tactics. How is it that these events are
taking place? And, in particular, how does the intrusion occur onto
the affected networks?

The focus of our cybersecurity priorities collectively is on that as-
pect. What can we learn from all that work the FBI does in its in-
vestigative efforts? As I mentioned earlier, from all that assistance
DHS provides in terms of onsite work with affected organizations
and sharing indicators, let us take that next analytical step and
understand better how these events happen.

So, what makes it to the media is the effect: the computers are
no longer accessible, the hospital cannot get to the records. So, the
effect makes it. But what is far more important from a
cybersecurity perspective is how did that happen. And, I think as
Mr. Koppel can point out just from the work that he did in connec-
tion with this book, too often the means of intrusion are perilously
simple, and there is a lot of work that we can do based on that next
level of analysis, understanding what those tactics are that are
used most often, understanding what vulnerabilities are most often
exploited. That can be passed in advance, understanding what pro-
tective measures when that support is extended were found lack-
ing.

I will give a comparative example. In Australia, their equivalent
of the United States’ Computer Emergency Readiness Team did an
analysis of times when the Australian Government—I think it is
the Signals Directorate in Australia—had to provide assistance to
private entities in Australia affected by cyber attacks, and that
analysis found that in 85 percent of those cases, if four categories
of protective measures had been taken, those attacks never would
have materialized as they did.

And, so, we look at that from the U.S. perspective. We credit
DHS and FBI for that expansive work, and we say let us take that



25

next step of analysis and build a very good cyber threat profile that
we can pair with the Cybersecurity Framework issued by the Na-
tional Institute of Standards and Technology (NIST), and sectors
can then look at that and say for organizations of varying sizes,
this is what the threat looks like; these are what the
vulnerabilities are that are most often exploited; these are the pro-
tective measures you really need to pay attention to; and marry
those with objectives of the framework.

Senator PORTMAN. Mr. Farmer, I would say, with all due respect
to that analysis that has been done and the information that is out
there, I am looking at a bulletin right now that is on the FBI
website. It is tips for dealing with ransomware threat, and yet it
is dramatically increasing, as I understand it and as this report
says, and I think you confirm that.

Mr. FARMER. Right.

Senator PORTMAN. So, despite our ability to understand how
these ransomware attacks are happening and this information that
is out there, it is expanding. And I think one reason it is, from
what I understand, is that sometimes the ransomware folks are
asking for a relatively small amount of money, small enough that,
frankly, they are not being investigated, so let us say $10,000. I am
told that is kind of the sweet spot. My view would be we need to
up the enforcement of that and investigate all of them because it
is sort of the broken windows analogy on the policing side.

Mr. FARMER. Yes.

Senator PORTMAN. You cannot let some of this ransomware hap-
pen. And then, second, how do you encourage people to report? As
you are saying, some do report it as a law enforcement matter.
Some do not, particularly if it is at this relatively low level.

And then the final thing is—and this is where I think Ted
Koppel has done a great service—talking about what restrictions
are there that we could help with both at the regulatory level and
at the legislative level to allow people to protect themselves better.
The great example that I have in some research that my team did
was hospitals that are told under the Health Insurance Portability
and Accountability Act (HIPAA) rules, they have trouble defending
themselves following these very tips that are being laid out. And,
I think you wrote something about actually an Ohio incident where
there was a brownout in Ohio, and some regulatory issues affected
the way people were able to defend themselves.

Is that accurate or am I missing

Mr. FARMER. I think you are accurate, sir, in terms of the nature
of the threat. You are accurate as well in terms of the expansion.
I do believe a similar widespread publication of investigative ac-
tions and successful prosecutions that result in serious penalties
for this behavior would be helpful as a deterrent factor.

I will say this, though: I do not agree, though, that

Senator PORTMAN. So going after people more aggressively who
are participating in this and increasing the fines or the criminal
penalties.

Mr. FARMER. Increasing the criminal penalties, but also taking
that Step 2 of ensuring that those sorts of penalties are well
known. Again, often the focus of attention is on what happened in
the particular event and what the impacts were. We do not pay
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enough attention afterward to how that was resolved in terms of
someone was prosecuted, someone went to jail because of the ac-
tions they took.

And there is one area, sir, where I do want to make a point. I
do not think we have done so well yet at highlighting for organiza-
tions across the board, particularly those smaller in size that do
not have a lot of resources. Hospitals become a good target because
they have limited means to protect themselves. I think we really
need to focus on understanding better through analysis what the
intrusion mechanisms are that enable the ransomware attack to
happen and help organizations understand what they can be doing
better in terms of narrowing—the term that gets used—the “attack
surface,” narrowing that opportunity.

So, I think it is a two-pronged approach. We do a really good job
of highlighting ransomware as a problem. We do not do nearly as
well a job of saying this is how ransomware intrusions based on
analysis are happening, and here are some things you can do to
narrow the risk profile of your organization.

Senator PORTMAN. Let us follow up on that. My time has expired.
Again, thank you all for being here. And I think you are right. It
was hospitals maybe among institutions that were most vulnerable
initially and smaller hospitals that did not have a more sophisti-
cated system. My understanding is it is now moving to larger hos-
pitals and other entities that have even a bigger impact on our crit-
ical infrastructure.

Thank you, Mr. Chairman, and maybe we will follow up, Mr.
Farmer, if that is OK, with some follow up questions.

Mr. FARMER. Yes, sir.

Senator PORTMAN. Thank you.

Chairman JOHNSON. Senator Ayotte.

OPENING STATEMENT OF SENATOR AYOTTE

Senator AYOTTE. Thank you, Chairman.

I would like to ask you, Mr. Koppel, based on the book that you
wrote, “Lights Out,” what are the top three takeaways you want
us to?have today in terms of the action that we could take as a pri-
ority?

Mr. KopPEL. Thank you, Senator.

Thank you for the question, Senator. I think you are exactly
right. We are focusing a little bit on the wrong issues, and I think
the key issue we need to focus on is even some of the most poten-
tially successful measures that the industry is taking to defend
itself, I think Mr. Aaronson will concede, are still some time off in
terms of their real effectiveness. The CRISP program that he re-
ferred to before, when Mr. Aaronson and I spoke about a year ago,
I believe he told me that the goal was that by the end of 2015,
something like 0.4 percent of the industry would be covered, and
I would like to give him an immediate opportunity to respond.
Maybe you are way ahead of that by now.

Mr. AARONSON. It is 0.4 percent of the number of electric utilities
covering approximately 75 percent of all customers.

Mr. KopPPEL. OK. But it is still a minuscule percentage.

Mr. AARONSON. It is the right ones.
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Mr. KopPPEL. OK, except that the right ones and the wrong ones
are all connected.

Mr. AARONSON. So to that point—and it is an important one—
socializing the information, CRISP is wonderful for the companies
that deploy it because they get near-real-time feedback about the
impacts on their system. Shortly after, that information goes to
classified databases, is compared to those databases, and then is
actually socialized through our Electric Information Sharing and
Analysis Center (EISAC), to all of those 3,200 entities that you ref-
erence. So the few who are deploying this technology are helping
the whole.

Mr. KorPEL. Except that the deployment of that information in
the aigie of the Internet, where we are talking about fractions of a
secon

Senator AYOTTE. With very quick development of new technology.

Mr. KoppPEL. With very quick development, exactly—is somewhat
less than useful.

My point is I think we may be focusing on the wrong area at this
moment. I think we have to conclude, whether it is from EMP,
whether it is from some space weather incident, or whether it is
from a cyber attack, that the United States needs to begin pre-
paring for the consequences of a successful cyber attack on the grid
in particular, because the grid indeed just does have such an im-
pact on so many other parts of the infrastructure.

We do not have enough food. We are focused primarily on MREs,
which, because they only have a life span, a shelf span of 5 years,
the government has not bought in sufficient quantity because it
does not want to be sitting there with millions of MREs which are
going to be no good after 5 years.

Even if we turn to freeze-dried food, which I think is going to be
the long-range answer, and if we were to begin today to try to accu-
mulate the necessary amounts of freeze-dried food, it would be 2
t(i 3 years, if we started right now, before we had an adequate sup-
ply.

We do not yet have adequate plans for evacuating, if that indeed
is what has to happen—Ilet us say a major city like New York is
hit, and a large part of the East Coast 1s without electric power.
And some people—and we are talking about tens or hundreds of
thousands of people—decide to evacuate, where are they going to
go? And I think it is a question that perhaps General Dunbar can
address, the degree to which each State is prepared to accept large
numbers of internal refugees. I think we need to begin making
plans. I think we need to begin communicating State to State, Fed-
eral Government to State government, and vice versa.

I know of at least one State on the East Coast whose prepara-
tions are that they would activate the National Guard, they would
have their sheriff's department, they would have the State police
standing there with maps, a bottle of water, and a sandwich. And
as refugees from nearby cities came through, they would give them
the water, the food, and the map and show them where the nearest
way out of town is.

Senator AYOTTE. Wow.

Mr. KopPPEL. We assume, because we are all Americans, that
every State is going to welcome vast numbers of internal refugees.
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I would suggest to this distinguished panel that that is not nec-
essarily the case.

Senator AYOTTE. Thank you, Mr. Koppel.

Mr. Aaronson, I wanted to follow up. When I heard 0.4 percent
of those that cover 75 percent of the infrastructure, I guess I have
to agree with Mr. Koppel in terms of describing that as a very
small, if not minuscule amount. But here is a question I have for
you: What is your association’s position on the installation of de-
vices that would protect transformers that may be susceptible to
damage from solar storms or EMP attacks?

Mr. AARONSON. So there is a lot of misinformation out there that
there is a particular technology that would protect everything from
everything. Early on, we were discussing EMP, and there are very
different natures of an electromagnetic pulse. You have a high-alti-
tude nuclear weapon as one source

Senator AYOTTE. Well, let me ask you this: Are you opposing in-
stalling

Mr. AARONSON. No, certainly not.

Senator AYOTTE [continuing]. Devices to protect transformers?

Mr. AARONSON. Certainly not. And, in fact, we are doing it,
though, in a responsible way. Our real concern here is unintended
consequences. The point——

Senator AYOTTE. What kind of unintended consequences?

Mr. AARONSON. Potential impact to the grid. When you put new
widgets, whatever they may be—blockers, capacitors, resistors—on
the grid, energy has to go someplace. And to Mr. Koppel’s point,
I will agree completely that it is a balanced system, and new stuff
can throw that balance——

Senator AYOTTE. But here is our problem: So we are worried
about new stuff, but we are facing a potential blackout situation
that could cause mass chaos in our country. So as we look at the
risks we are facing versus deploying new technology—and,
obviously, there are always new undertakings with new tech-
nology—wouldn’t you agree with me that this is a very important
issue for industry to step up and address?

Mr. AARONSON. A hundred percent. And, in fact, we are. There
is a lot of money right now behind the Electric Power Research In-
stitute, which is looking at just this. What would the threat be
from the various kinds of EMP, whether it is a direct energy weap-
on, a nuclear weapon, or a geomagnetic disturbance? And what are
the appropriate mitigation strategies so that we do not have those
unintended consequences?

We agree, this is one of the risks, and we need to mitigate
against it. But we do not want the solution to be worse than the
threat, especially

Senator AYOTTE. I am not sure what could be worse than a
blackout where we are handing people a sandwich and a bottle of
water and giving them a map.

Mr. AARONSON. Well, let us be clear with especially—let me
break down each of the threats. If you are looking at geomagnetic
disturbance, this is something that already happens all of the time
and that, in fact, we do have standards in place to deal with.

Chairman JOHNSON. Excuse me. Not at a massive level. Let us
be clear. Not at a massive level like the Carrington Event.
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Mr. AARONSON. The geomagnetic disturbance standard is ambiv-
alent to whether it is a Carrington Event or just your typical solar
max that we get every 11 years. It is operational procedures to pro-
tect the grid in the event of a coronal mass ejection.

If you then look at direct energy weapons, these are things that
are mostly localized in impact, not all that different from throwing
a Molotov cocktail or a bomb into a substation. It is bad, but with
45,000 substations, we have a significant amount of redundancy.

The last one, looking at a high-altitude nuclear weapon, this is
absolutely something that could happen, but I would posit it is a
high-impact but exceedingly low-probability event. This is not hap-
pening tomorrow. So let us do the right thing to ensure that as we
work to mitigate against this and many other threats that we are
doing so in a risk-based and responsible way.

Senator AYOTTE. With all respect, I think that government has
a really important role when it comes to thinking about a nuclear
attack. But let us just be clear. I serve on the Armed Services Com-
mittee, and we have Iran testing ballistic missiles right now. We
have North Korea testing ballistic missiles. So we have a role in
this. I get it, in terms of this. But what concerns me is that that
is not the only source for potential EMP attack in terms of what
could have an impact on this grid. And, so, what I would like to
see is making sure that industry steps up.

My time is up, but I have a follow up question, so perhaps I will
wait.

Chairman JOHNSON. Because I want a quick follow up. How do
you explain that 8 years after the 2008 EMP Commission, the GAO
reports to this Committee that we have done none of these—per-
formed any of these recommendations? Is GAO just wrong or

Mr. AARONSON. No, Chairman, I appreciate you actually running
through the litany of the 2008 report, and I sort of took notes as
you were doing it. My understanding is the GAO report was look-
ing at some of the things that government may or may not have
been doing over the course of the last 8 years.

I can say—and this goes to Senator Ayotte as well—with respect
to understanding the threat and what it might do to the grid, un-
derstanding the mitigation and the appropriate way to protect
should an event like that happen, the industry is well underway
in not just investigating but in some cases investing in mitigation.
As companies build new control centers, as companies are building
new substations and new control housing, they are doing things to
shield against EMP.

I note that we talked about restoration and replacement of equip-
ment. The Spare Transformer Equipment Program started in 2006,
but has evolved dramatically with an eye toward any number of ex-
istential threats, whether it is combined cyber physical attacks,
really big storms, solar flares, or even EMP. Going down the line,
looking at critical interdependencies, there is a lot of work hap-
pening in this space that mirrors the recommendations of the EMP
Commission’s report.

Chairman JOHNSON. OK. And, again, I will reiterate my request
to get that information on those replacement transformers. Senator
Heitkamp.

Senator HEITKAMP. Kelly can finish.
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Senator AYOTTE. Thank you. I just have a follow up question. As
I understand it, DOD has developed some technologies that the
utilities could actually use hardware devices to protect electricity
generators and pipeline compressor motors from certain cyber at-
tacks. And I wanted to ask you, has the industry installed those
hardware devices using some of the developments from the Depart-
ment of Defense? And if not, why not?

Mr. AARONSON. So, I am not familiar with the specific devices
that you are referring to, but I will say this: An enormous part of
what the Sector Coordinating Council that I am privileged to serve
as part of the secretariat for is looking at technology transfer from
the government to the industry.

I will also say, as you pointed out in your question before that
this is something that government can help with as well. The De-
partment of Defense in particular has had to contemplate how they
would prosecute a nuclear war and had some really interesting in-
formation about what the impact of a nuclear weapon might look
like to the grid. The more we can do to get that information into
the hands of the folks who are doing this successful to apply it to
the grid would be invaluable.

Senator AYOTTE. So, I am going to submit for the record a follow
up question because, as I understand, you have the information
and you have the ability to do this, and so I will ask a very specific
question and follow up for the record on this to get a more specific
answer from you.

I would like to thank all of our witnesses for being here and the
Chairman. Thank you, Senator Heitkamp. I really appreciate it.

Chairman JOHNSON. Thank you, Senator Ayotte. Senator
Heitkamp.

OPENING STATEMENT OF SENATOR HEITKAMP

Senator HEITKAMP. Thank you, Mr. Chairman.

Mr. Aaronson, a miracle happens every day. We walk over to the
light switch, and we turn it on, and lights come on. That is a pretty
remarkable thing, and it has been a huge reason why this country
has developed the way it has. So we all see huge consequences
when we do not have access to power.

Also, we are talking a lot about high-tech threats and challenges.
I would tell you that as a veteran of the utility industry, you
should also worry about low-tech. my guys would tell you that a
.22 in the right place could do almost as much damage as anything
we are talking about today. And, so, with some knowledge, we
know that a lot of our substations are not protected, they are not
securitized. I would add that to the list of things that we ought to
be thinking about as we look at protecting the grid.

Mr. AARONSON. If I can react to that—and, again, in my opening
statement I remarked that we do have standards in place. Stand-
ards in and of themselves are not security. If you mandate a 10-
foot fence around everything, the adversary brings a 12-foot ladder.
So you want to make them bring that ladder, but you do not want
to pretend that just because you have that, you are secure.

Another component to security is this idea of resilience and re-
dundancy. As you know—and I have mentioned a few times and so
has Mr. Koppel—45,000 substations. These are by definition soft
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targets. They are in communities, they are in cities, they are in
valleys, they are on mountains, they are in rural areas. So to try
to protect everything from everything is a fool’s errand.

What we need to do is continue to build that capacity to be re-
sponsive and redundant when things happen, and I will give you
one quick example. You may be familiar with an attack that hap-
pened in Silicon Valley a couple of years back. One or more people,
we still do not know, shot up a substation, rendering inoperable 17
of the 21 transformers there. It was a bad attack. But I will note
that the lights did not even blink in San Francisco or Palo Alto.
So it shows the enormous resilience of this grid.

Senator HEITKAMP. But a coordinated attack by somebody with
a great deal of knowledge about how you create redundancy on the
grid could create real problems——

Mr. AARONSON. We agree.

Senator HEITKAMP [continuing]. In a classic or traditional attack.

Mr. AARONSON. We agree completely, and your point about low-
tech, Occam’s razor, the simplest is the most likely. It is a lot easi-
er for the hunter who had a bad day to go take potshots than it
is for a well-coordinated, combined cyber physical attack. There is
sort of an adversarial curve. I want to quote John Brennan, the Di-
rector of the CIA: “Those who can do this damage do not want to,
and those who want to cannot.”

Now, I will say that axiom is not static. There are certainly ad-
versaries who are going to get more sophisticated.

Senator HEITKAMP. And we cannot afford the exception that
proves the rule. That is the point.

Mr. AARONSON. And we have to stay more sophisticated. That is
exactly right.

Senator HEITKAMP. I am concerned about what happens, Major
Dunbar, in the event of a catastrophic power outage as it relates
to first responders and the resiliency and redundancy for first re-
sponders to operate in a world where we do not have access to elec-
tricity. And I am wondering what planning you have done in the
State of Wisconsin or other organizations—in North Dakota, we
have an emergency management plan that is reviewed periodically
with the National Guard. It has proven to be an invaluable re-
source when we look at the major floods where we did experience
power outages or huge snowstorms with ice that takes down power
lines.

What kind of system should we be looking at for first responders
so that we can, in fact, keep the peace in the event of a cata-
strophic outage?

General DUNBAR. Thank you, Senator. In Wisconsin, like all
States, we also have an emergency management plan that we up-
date periodically. We have had experience with power outage, but
not on the scale that we are talking about long-term and wide-
spread. It is one thing if a small part of the community has power
outage and the fire department and the police department have
systems that they have right now to allow them to go into these
areas and have generators and things like that and operate. The
scale we are talking about, we do not have plans.

Senator HEITKAMP. Right.
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General DUNBAR. We are trying to get our head around what
that would look like, the very point that my colleagues on the panel
are making in terms of how—it is one thing to have power outage
for a couple of hours. I joke with my wife, if the power goes out
for a couple of hours, it is almost romantic. You light a candle. It
is not going to be romantic after a month. It is going to be a bad
day, a bad week, a bad month in America. And then add to that
if people start to leave their homes. A big concern of mine as
Homeland Security Adviser in the State, if this happens in Mil-
waukee, our largest city in Wisconsin, or, God forbid, Chicago to
our south and people start to leave their homes——

Senator HEITKAMP. I just think it is something that we need to
have that communications network, we need to have the ability to
continue to manage an emergency response network in the event
of a catastrophic power outage, and, so prevention, hugely impor-
tant, but also analyzing what we do with consequences.

Mr. Koppel, you mentioned food security. The World Food Pro-
gram tests food all of the time. They have packets that they deliver
or drop from the sky. They are just now transitioning to a high-
protein, high-calorie product. Have you looked at all at what the
World Food Program does to basically look at logistics in very dif-
ficult places and what they do with food security?

Mr. KoPPEL. No, ma’am, I have not. But I would point out to the
Senator, we are not talking about delivery. I think if there is one
thing that the United States absolutely surpasses any other coun-
try in the world at, it is delivery. I am talking about availability.
In a State like New York, for example, you have 17 million people
in the State. They have, let us say, 20 or 30 million MREs stored
in New York State. Do the math. You are talking about 2 days’
worth of food.

Senator HEITKAMP. You might be a little concerned about deliv-
ery if the power goes out and you cannot pump the gas.

Mr. KopPEL. That is absolutely——

Senator HEITKAMP. I think you have to imagine, as Hollywood
does all of the time, what an event like this looks like and what
is the key components.

Mr. KoPPEL. You are absolutely right, Senator, and the other
point I would make, which I was discussing with General Dunbar
before this session, is that we have a diminished number of mili-
tary in uniform. And the fact of the matter is if and when an event
like this occurs, ultimately every State and the Federal Govern-
ment is going to be dependent upon the Northern Command
(NORTHCOM). We do not have enough troops to do what would be
necessary in this kind of an event.

And if I may, your colleague Senator Ayotte asked if there is
anything we are leaving out. I do not want this to be left out. The
question of attribution, any other kind of attack that is launched
against the United States, it is easy for our intelligence branches
to discover instantaneously who did it, where the attack is coming
from. In the event of a cyber attack, attribution becomes one of the
biggest problems. You cannot respond if you do not know who did
it. And it might take months before we actually determine, with
any sense of certainty that would permit the President to respond,
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who did it. That is a huge issue and one that needs to be examined
more closely.

Senator HEITKAMP. Well, I think this is a great opportunity for
us to have this conversation, to think about preparation, because
90 percent of making this work is actually being prepared and
being able to imagine the what-ifs. And the what-ifs are not related
always just to high-falutin’ security attacks. There are some amaz-
ing things that can happen just conventionally with some very de-
termined and bad people.

And so, General, thank you so much for your service. We need
to continue to recruit into our National Guard. That is a challenge,
I think, for all of the National Guard today. And talking about
these issues publicly in terms of what importance it is for people
to serve in uniform, especially in the National Guard.

Mr. Koppel, your book is a perfect example and a great recruiting
tool to tell people what, in fact, the value of that service is. So
thank you so much.

Thank you, Mr. Chairman.

Chairman JOHNSON. Thank you, Senator Heitkamp.

I just want to underscore what you said, Mr. Koppel, about avail-
ability. I come from a manufacturing background. I am not exactly
sure when the concept was developed, but it has been decades:
“Just in time.” That is how we run our economy, just in time, so
we do not have the availability. Senator Carper.

Senator CARPER. Thank you. Thank you, Mr. Chairman.

Mr. Koppel, you mentioned the number of people we have in uni-
form. I wore a uniform for about 5 years active, another 18 reserve,
and so I am mindful of what you are saying. I also was commander
in chief for 8 years with the Delaware National Guard as Governor
of Delaware.

My last State of the State address that I gave came off pretty
well and finished up, and we were having a reception later in Leg-
islative Hall, and a woman came up to me, and she said, “Were you
the Governor when we had the blizzard of the century?” And I said,
“Yes, ma’am.”

She said, “Were you the Governor when we had the ice storm of
the century?” I said, “Yes, ma’am.”

“Were you the Governor when we had the drought of the cen-
tury?” I said, “Yes, ma’am.”

And she said, “Were you the Governor when we had the flood of
the century?” I said, “Yes, ma’am.”

She said, “You know what I think?” I said, “No, ma’am.” She
said, “I think you are bad luck.” [Laughter.]

Well, fortunately, the good luck was we had a great National
Guard, and Frank Vavala, whom I know the general here knows
well, is our adjutant general, and whenever there is a blizzard or
an ice storm or a flood—they do not do so much on droughts, but
we have Nor’easters, we have hurricanes on the East Coast, and
the National Guard is always there. Air Guard, Army Guard, and
we are grateful for all that they do.

Senator Heitkamp just said in her comments, I think she men-
tioned that when you go to pump gas in some kind of emergency,
if you do not have electricity, you cannot pump gas, and what that
sort of leads to. And what it leads me to is to say, a lot of busi-
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nesses and a number of homes have diesel-powered generators that
are there to provide electricity, maybe for a home or for a com-
pound or for a business. They work. They also pollute a lot, and
at a time when we are trying to reduce carbon emissions, they ac-
tually do not help out on that front.

I mentioned in my opening statement that there are some, I
guess, 21st Century tools or methods to meet those needs that are
now met by diesel generators across the country. And one of them
was actually created at the old Moffett Field Naval Air Station
where Navy P-3 squadrons were on the West Coast, and with a
joint facility with NASA. And I am going to ask you for ideas on
other similar technologies that you may be aware of that can help
us when the electricity goes out and businesses need to be run and
gas needs to be pumped. It could be a data center or a tele-
communications company, it could be banking, it could be retail, it
could be logistics—any number of things that depend on electricity.
And when the power goes out, they are not able in many cases to
deliver, to do their job, and the rest of us are in a bind.

The technology that came out of the efforts at the old NASA base
near Mountain View, California, a company called Bloom Energy,
and they used fuel cells and hydrogen in order to create electricity
for some fairly small boxes—they call them “Bloom boxes.” They
are actually rather large ones that can meet greater needs. And
they are installed across the country. Actually, the Department of
the Navy uses them to some extent. I think other units of our mili-
tary are interested in exploring those capabilities.

I think a couple of States—we manufacture some of those Bloom
boxes in Delaware. I think both New Hampshire and Ohio not only
use fuel cells like these, but they also contribute heavily to manu-
facturing fuel cells.

My question for our witnesses is: How can we change our policies
and practices to further rely on innovative solutions like fuel cells
to increase the security and resilience of our critical infrastructure?
This is one thing that is being done. Go ahead, please, Mr. Koppel.

Mr. KoppPEL. If I may, Senator, two points.

One, I have a generator at home that runs on natural gas. The
problem is the natural gas has to get pumped to my home, and the
pump operates on the basis of electricity. So if we have a massive
grid failure, I guess that natural gas is not going to make it to my
house either.

The other point is I interviewed a retired lieutenant general from
the Air Force who indeed is engaged in exactly the kind of work
you are talking about. He and his partners have noted that the nu-
clear generators that fuel a number of our Navy ships have now
had 50 years of successful operation without a single accident. The
theory is if we could create a number of these nuclear power gen-
erators and put them on military bases around the country, they
could not only serve those military bases, but they would be addi-
tional power to run critical infrastructure in neighboring commu-
nities.

I asked the general, if the President gave him the go-ahead to-
morrow to develop that capability, how long would it take? His an-
swer: Ten years.
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Senator CARPER. Both my boys are Boy Scouts. I used to take our
Scout troop, Troop 67 from Wilmington, Delaware, to the Norfolk
Naval Station, every year for maybe 3 or 4 years, and spend the
weekend, sleep in the barracks, eat in the galley, climb all over
ships, submarines, and aircraft carriers. One Sunday we went to
the Teddy Roosevelt, we got a tour of the Teddy Roosevelt. And we
had about 25, 30 Scouts, maybe half a dozen adult supervisors.
Anyway, we get to the bridge of the ship, and we were met by the
commanding officer of the ship, a captain, a Navy captain. And he
said to our group, he said, “Boys, when the Teddy Roosevelt goes
to sea, it is 1,000 feet long.” And the boys went, “Ooh.” And he
said, “Boys, when the Teddy Roosevelt goes to sea, it has 5,000
sailors on board.” And the boys went, “Ooh.” And he said, “Boys,
when the Teddy Roosevelt goes to sea, it has 75 aircraft on board.”
And the boys went, “Ooh. And then he said, “Boys, when the Teddy
Roosevelt goes to sea, it refuels once every 25 years.” And the
adults went, “Ooh.”

The hearing we just had, the markup we just had that I was late
for—I am the senior Democrat on the Subcommittee called “Nu-
clear Safety.” We actually focused on just this thing, new genera-
tion, nuclear power, small modular. And, actually, with the tech-
nology, you can use spent fuel rods from other nuclear power
plants and derive electricity from them. So there is some really ex-
citing stuff going on. Maybe a lot smaller, easier to build, maintain,
and so forth. And redundant with more resiliency, so thank you for
that idea.

Any other ideas, please?

Mr. AARONSON. Yes, Senator Carper, I appreciate some of the
things that Mr. Koppel said. I want to underscore one. He talked
about how his generator relies on natural gas but the natural gas
relies on electricity. I would go even further back. The electricity
relies on natural gas. So there are profound interdependencies
throughout, and I think that is something that this sector, which
has always been held up as the most critical, really gets just as a
matter of course and is working across those critically inter-
dependent sectors.

With respect to technology as a solution to this, I would say, yes,
technology, things like the Bloom boxes and other distributive re-
sources, come with some added resilience and redundancy. It is a
double-edged sword. They also come with, the phrase that has been
used, “an added attack service.”

I am from New Jersey originally, and if you look at what hap-
pened during Superstorm Sandy, several hundred circuits were de-
stroyed and had to be fixed, and it took between 10 days and 2
weeks to get the power back on. Had there been distributive re-
sources, maybe 30 million from all over the Greater New York Met-
ropolitan Area, we would probably still be restoring. So I do not
want to pretend that those devices in and of themselves equal secu-
rity or redundancy. They are a component. They are a tool in the
toolbox.

The last thing I would say is with respect to military installa-
tions and that sort of a partnership, yes, in fact, siting generation
on military installations for their use and then for the community’s
use in the event of an incident is something that is happening and
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certainly could be happening more. So I think there are a lot of in-
teresting ways—I want to be very careful to say we are open to
anything. I think anything that enhances the resilience and redun-
dancy of the service we provide is something we all ought to be ex-
ploring, and it is the value of the Sector Coordinating Council and
the CEO and senior government leadership which are setting that
strategic course. As opposed to finding these little tactical things
that we can be doing, let us learn from some of those experiences
like Ukraine, like Metcalf, like Hurricanes Sandy and Katrina, like
the wildfires in California, and like our experience putting things
on military installations, and let us build on those and figure
out—let us have an automated response to some of these incidents,
and let us have a capacity to go back to the 1960s and be able to
support civilization without automation.

Senator CARPER. All right. Thank you. My time has expired, but,
Mr. Koppel, go ahead.

Mr. KoppPEL. If I could just add one footnote to what Mr.
Aaronson just said, prior to the deregulation of the power industry,
military bases in this country generated their own power. And the
Pentagon came under great pressure from this particular geo-
graphic location on Capitol Hill to save money by using private in-
dustry to generate the power on the bases. So to a certain extent,
we are talking about going back to the future.

Senator CARPER. All right. Good.

A quick side note, Mr. Chairman. Hurricane Sandy was about 3
or 4 years ago, but actually there were Bloom boxes that were de-
ployed previously before Hurricane Sandy hit, and they were actu-
ally used, I think, to good effect. So that is, I think some encour-
aging news. Thank you so much for being here. It is a great hear-
ing. Thank you so much. Good to see you all.

Chairman JOHNSON. Thank you, Senator Carper.

What I am going to do is kind of go down the line there and give
everybody a chance to make a final comment. But I do want to
quickly explore what I am assuming is the major, the primary
weak link, and I think it really is transmission. First of all, is that
correct? Yes, you can shut down a power station, but there will be
other power stations that might survive. But let us say you do
these things on military bases, and you can maybe distribute with-
in the military base, but then going further and further out. Trans-
mission is really sort of the weak link here, isn’t it?

Mr. AARONSON. I mean, I will quibble with the word. I would not
call it a “weak link.” It is actually exceedingly secure because it is
so redundant, but it is, I think, the primary focus of our attention
for security.

Chairman JOHNSON. But, again, depending on maybe a very low
probability of an EMP or a massive GMD, the weak link in that
transmission system are these large power transformers, correct?

Mr. AARONSON. They are the lifeblood of the transmission sys-
tem.

Chairman JOHNSON. OK. What determines the 200 to 700 critical
transformers? Is that size? Is it location? Why are they critical,
versus the tens of thousands of other ones that Mr. Koppel was
talking about?
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Mr. AARONSON. So, yes, it is size. It is what they serve. There
is any number of criteria that each individual company would know
as to why a particular transformer is critical, and I will just tell
a quick anecdote. There is a company that had identified several
of their transformers to be critical and disclosed them as so. And
then that list changed, and somebody asked why. And the answer
was they built another substation.

So there are certain substations that are taking electricity in
very critical areas and transmitting it, and so as a result, those are
your priority transformers. And let us put it this way: If you have
45,000 priorities, you have none. So we really do have to hone in
on those that are the most critical to the system.

Chairman JOHNSON. So would you agree with me that—my con-
cern has always been these large power transformers—those are
the things we must protect, we must have redundancy for? There
are other concerns, but that is coming from a manufacturing back-
ground, what is the root cause? Is that sort of the most critical
thing that we should be turning our attention to, the protection of
those?

Mr. AARONSON. There are a lot of critical things that we need to
be doing, but I think I do agree with your statement, and the in-
dustry agrees with your statement, which is why we have devel-
oped so much excess capacity, and, again, working with folks like
Mr. Farmer and the railroads, the ability to move these things
around. I have heard too often this notion of if there was something
really bad that happens, we would “reengineer the system.” That
is a hard thing for a non-engineer to fully appreciate.

What we have been doing recently is to explore what does “re-
engineer the system” mean and plan for that so we can do it more
effectively and efficiently if and when something does happen.

Chairman JOHNSON. OK. Let me start with you, General Dunbar.
Closing comments?

General DUNBAR. Well, Senator, thank you for the opportunity to
be with you. I would foot-stomp I think four things at the end here.

One, just to reiterate the importance in my mind of trying to do
what is possible from my level to State level. A lot of things we are
talking about are beyond my level. If something happens long term,
it is my intent to try and keep citizens in their homes, and that
means making sure we have water and sewage systems so that
they are not desiring to leave the city. A big problem if that hap-
pens.

If there is a long-term power outage, the industry talks about
things like islanding and micro-gridding. I think there is great
value in trying to think through how we do that as a country if we
had to do that after an event.

The third thing I would mention—and, again, I am not an ex-
pert, but it is my understanding that our black start capability
used to be largely based on coal. We are moving as a country away
from coal for the reasons that we are doing it—I am not making
a political statement, but from a public safety point of view, if we
have issue with generating and transmitting natural gas and coal
will allow a better black start, we ought to reserve some of that
black start capability from a public safety point of view.
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And the last thing I will mention is the information-sharing
piece. The Federal Government is doing a lot of great work with
utilities and with industry. Often the States are not part of that
information sharing. I think we have a role to play, and we should
be part of that information sharing.

Thank you.

Chairman JOHNSON. Thank you, General. Mr. Farmer.

Mr. FARMER. Thank you, sir, very much for the opportunity.
Thank you, Senator Carper, as well.

I will open by referencing a point you asked about technology de-
velopment, and really the key to advancing technological solutions
is a combination of innovation and investment.

And to the point about coordination, what the Partnership for
Critical Infrastructure Cross-Sector Council, and you can hear the
term “council” and “coordinating committee” and think you have
just seen another range of inside-the-Beltway groups. But they are
not. In particular, this Cross-Sector Council that I am privileged to
represent dates back 16 years now. That is a commitment by in-
dustry to working in concert, across sectors and with government,
on matters relating to critical infrastructure protection. And there
is a laboratory of ideas there. It is an ability to bring all that tal-
ent, that expertise together, in industry and government, to look at
the sorts of problems we talked about today.

In some cases, we can look to near-term solutions that can help
ameliorate some of the concerns, and then look through a techno-
logical development program to those longer-term innovative in-
vestments. DHS is starting this year and coordinated with our
council in its development of a Resilience Challenge Program. The
purpose of that is to do exactly what Senator Carper alluded to: Let
us inspire some innovative ideas on how we can address some of
these challenges.

And, again, we are looking at a two-phased approach. In some
cases there are things we can do to mitigate problems now, and
some are going to take a long time. But just because it takes a long
time does not mean we should not be innovating and investing in
that direction. Quite the contrary. If it is going to take a long time,
let us get moving on it and let us use initiatives like a resilience
challenge or some other similar investment program where we can
combine public and private funds to advance these efforts.

As I said, this council has been in effect for 16 years. It is a tre-
mendous forum to create a foundation for the sort of cooperation
between industry and government that can make progress in these
important areas. Think about this term “public-private partner-
ship.” This is a new way of government and industry working to-
gether, sharing experiences, expertise, information, ideas on a com-
mon goal. What can we do together to take the sorts of actions,
near term and long term, to enhance how well our infrastructure
is protected and how well it can withstand various types of threats.
And we are taking innovations in this process that would have
been inconceivable just a few years ago.

The day of the Paris attacks, we ratified an information-sharing
approach that we had exercised just a few days earlier, that we
had to put into effect within a matter of hours. We have built on
that since then. And to the general’s point about integrating State
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and local government, we said to DHS there are going to be
occasions when, whether it is a cyber threat or a physical threat
or some broader concern—an electromagnetic pulse is one exam-
ple—where you are going to want to share very quickly classified
information, and you cannot wait days or weeks to get people in
Washington, D.C., to do that. You have this tremendous infrastruc-
ture in the fusion centers that allows us to get on a secure video
teleconference. Why aren’t we using it to good effect to ensure that
what formerly might have taken days or weeks can now be accom-
plished in a matter of hours?

On April 26 of this year, we exercised that capability. The par-
ticipants did not have notice of precisely when this event was going
to occur. They received an emergency notification that morning. It
simply said, “Go to the fusion center where your clearance has been
validated for a classified presentation by DHS.” And we exercised
it in six cities simultaneously, and it worked. We are going to exer-
cise it again before our councils come together—Federal Govern-
ment, industry, State and local—for a meeting in early July.

The point is the coordination that this process allows creates op-
portunities for a kind of interaction between government and in-
dustry that simply has not happened at this level before. And that
is the strength of the perspective that I think this cross-sector
route brings.

Some of these challenges are very daunting. Some of them are
so daunting that inertia can set in and you kind of throw up your
hands and say, “What to do about it?” But that is precisely what
this group is designed to avoid. It is designed to bring together the
right subject matter expertise, and through representatives like
Scott and me to reach back for more. So I thank you for chance to
talk about what we do.

Chairman JOHNSON. I appreciate that. You can have the most
wonderful processes, but one of the things I have noticed about
Washington, D.C., there is an affliction that affects this place, and
it is called the “denial of reality.” And in many respects, I think
a lot of the discussion here is centered around the fact that we just
deny this reality. The possibility of a low-probability event could be
just catastrophic.

Now, Mr. Koppel, I appreciate the way you opened your book
with a little scenario, that if people do not read the entire book, at
least read that. OK? It will lay out what a potential reality would
look like. If we lose power for more than 6 hours, it starts filtering
into even days and then weeks and then months. So the first thing
we have to do is recognize and admit this possibility, the reality,
and start—because otherwise we will never take the first step in
these processes, and it will take a very long time. Mr. Koppel.

Mr. KopPPEL. Thank you, Mr. Chairman, Mr. Ranking Member.
I think the observation I want to make most of all is that the Chi-
nese are already in our power grid; the Russians are already inside
our power grid. They may lack the motivation because of the inter-
relationship that we have with both those governments to take ac-
tion against our grid, but they can do it. We live in an age of cyber
warfare. Cyber warfare is going on all of the time on every dif-
ferent stage of our lives.
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The fact that the governments like North Korea, for example,
which are desperately seeking the same kind of cyber sophistica-
tion that the Russians and the Chinese have, the fact that they do
not yet have it should not be the source of any particular comfort
to us. The fact that organizations like ISIS, which still probably
have $1 to $2 billion in resources, have not yet used that money
to buy the expertise to attempt perhaps a cruder kind of cyber at-
tack on our power grid should not give us a great deal of con-
fidence.

And I would like to add one other point that I suspect will be
politically very controversial. I do not think the Department of
Homeland Security is best equipped to deal with this issue. The
National Security Agency is by far the most sophisticated body in
the U.S. Government to deal with it, and I think leaving it up to
a department that has one of the lowest rankings in Federal Gov-
ernment and allowing ourselves to be concerned more about pri-
vacy than about security clearly is the subject for a whole other
hearing. But I did not want to let this one conclude without at
least raising the issue.

Thank you, Mr. Chairman.

Chairman JOHNSON. I appreciate your comments, and, again, 1
appreciate your book. Mr. Aaronson.

Mr. AARONSON. Chairman Johnson, Senator Carper, it may sur-
prise you to hear “thank you.” I appreciate you all holding this
hearing. And it also may surprise you that the industry agrees
with a lot of what is being said. We do take this seriously. And we
do understand the threats that exist out there.

I will tell you a quick anecdote. About 4 years ago now, several
CEOs were in Colorado Springs for a board meeting, about 70 of
them. We brought them over to NORTHCOM for a classified brief-
ing, and the CEOs heard from the Intelligence Community, from
the Department of Defense, from other agencies, some of the
threats that were out there. And what came as a surprise, I think,
to the government participants was the CEOs were not raising
their hands saying, “Is there really a problem? We do not see this.”

“Yes, there is a problem. What can we do about it?”

And from that one meeting has been born this incredibly effec-
tive relationship between CEOs and senior government officials.
Now, I occasionally joke that CEOs do not do work. But they do
provide accountability. They do provide a direction. They provide
resources. And when the people in the corner office care about
something, it is amazing how the rest of the enterprise does.

So what we are seeing is, up to and including the CEO level, se-
curity of the electric grid is a priority for this industry. In Mr.
Koppel’s book, there is a chapter titled “Guardians of the Grid.” We
are, and we take that very seriously.

The other thing I would leave you with is there are a lot of movie
script scenarios out there that have been referred to. I had the op-
portunity to testify in a State capital and had to tell whether or
not “Die Hard 4” was actually a plausible scenario. Let us not use
movie scripts to dictate public policy. My problem is when I come
into venues like this I am giving issues of popular mechanics and
resilience and redundancy and all of the things that can and might
happen, might not happen, and we are studying it. I get bored just
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saying that. So I understand that we need to be informing public
policy in a reasonable and rational way, understanding that these
high-impact, low-probability events are something we absolutely
have to put on the spectrum, but also understanding that there are
a lot of things that happen day to day that require our attention
as well. The Chinese, other sophisticated adversaries, that is where
government and industry absolutely have to partner.

Now, I do not have an opinion on what Mr. Koppel said about
whether or not DHS is the right place or the wrong place. We have
had a wonderful experience working with the Department of Home-
land Security and particularly NPPD. But I would suggest this is
a whole-of-community issue. And by “whole of community,” I do
mean north-south, between the government and the industry, the
industry and the government, and east-west across the critical sec-
tors. And Tom talked about what we are doing with the railroads,
but we are seeing very similar partnerships with communications,
with financial services, with the water sector, with the gas sector.

So we are learning. We are looking at preparation. You build the
roof when it is not raining, and that is what we are doing today.
I think the industry has learned some great lessons from what has
happened in Ukraine, from what has happened from the quite lit-
erally decades of natural disasters. And I want to leave you with
the one parting thought that while there are 45,000 substations in
the United States, it is the definition of a soft target. It is also ex-
ceedingly resilient and redundant. There is a lot of excess capacity,
and we are working to grow that continually.

And then the last thing I would say is, as you all consider poli-
cies, let us not have a rush toward automation. Let us not have a
rush toward the newest, shiniest object. Let us think about how
policy decisions, just as we think about how investments decisions,
will have an impact on the security, reliability, and resiliency of
the grid.

So, again, I thank you for having me here today.

Chairman JOHNSON. I am the guy who is talking about manual
breakers in Ukraine that kind of saved them. Senator Carper.

Senator CARPER. Thank you. I just want to come back to the
question of the competency of the Department of Homeland Secu-
rity. Mr. Koppel, I shared your views 4, 5, 6 years ago. The pre-
vious Chairs of this Committee—Susan Collins, Joe Lieberman,
and me—and now Senator Johnson have worked long and hard to
try to change that reality, and that was a reality half a dozen years
ago, even 3 or 4 years ago. And I will not go through the entire
list of things, but there was a time—we used to have the problem
when I was Governor of Delaware—we hired people to work in in-
formation technology, hire them, train them, put them to work, and
somebody would come along and hire them away. So we would hire
some more. You guys know what I mean. We would hire some more
people, train them, and they would go to work in IT, and somebody
would hire them away.

As it turns out, the National Security Agency has the ability to
hire people, pay them more money, retention bonuses and that sort
of thing. The Department of Homeland Security never had that. So
they would hire people, train them, and they would get hired away
by NSA.
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One of the things we have done is to make sure that Homeland
Security has the ability to actually compete in a market that is
really tough in terms of hiring—recruiting, hiring, and retaining
cyber warriors.

I will not go through all of the other things that we have done,
but we have worked long and hard for years, and I think—what is
the old saying, the old tagline on Oldsmobile: “This is not your
grandfather’s Oldsmobile.” This is not the Department of Home-
land Security of even 4 or 5 years ago. And can they do better?
Sure, they can do better. They can always do better.

The last thing I would say, the general here is wearing an Air
Force uniform; I used to wear a Navy uniform. And there is a
friendly inter-service rivalry, as you know, and I was with an Army
guy the other day, and he was jagging me about being in the Navy.
And I said, we wear different uniforms, but we are on the same
team. We are on the same team. And the same is true with Home-
land Security and NSA, and we need both of them to be really
bringing their “A” game to the contest every day, because as you
suggest, there is a real battle across the land.

The other thing I would say is I was in China about a month
ago, and you may recall that President Xi, the Chinese President,
was here last September. One of the things that our President con-
fronted him about was cyber theft for stealing intellectual property
for economic advantage. He basically said to him, “You have to stop
this.” The Chinese always say, “Oh, we do not do that.” Well, they
do. They have done it for years.

But you know what happened? The President said, our President
said, in so many words, “You keep doing this, and the kind of sanc-
tions we have imposed on Iran, we can do that with you. And we
are your major trading partner.”

So think about that. Since then, the incidence of cyber theft for
intellectual property for economic advantage with respect to China
has gone down. It is pretty interesting. A guy named Dave Dewalt
who runs FireEye Mandiant, a big cybersecurity company, reported
just last week or 2 weeks ago that we have seen a continued drop
there.

The other thing, Iran for many years was going after our banks,
trying to shut down our banks, going on their websites, started
closing them down, and it is called “distributive denial of service.”
And one week after we entered into this joint agreement with Iran
and five other nations, those attacks just stopped. They just
stopped.

And so let us keep that in mind. There are things we can do and
that we need to do to be resilient, but the Chairman and I be-
lieve—we are very much into root causes, and sometimes—now
China has some intellectual property they want to protect, so they
have a dog in the fight. And they also have the threat of if they
keep up this stuff, they will pay the price for that.

The Iranians, they have been given a chance to be a good player.
We will see how things continue if they keep their word. I think
so far they have. And at least those attacks on our financial insti-
tutions have stopped.

Chairman JOHNSON. Thank you, Senator Carper.



43

Let me just close out the hearing reminding everybody that Dr.
Richard Garwin—again, whom Enrico Fermi referred to as one of
the few true geniuses he ever met—in testimony before this Com-
mittee reminded us of a solar event on the order of magnitude of
the Carrington Effect happens once about every 100 years. In other
words, we talk about low probability/high catastrophic, that is
about a 10-percent chance every decade, every 10 years, of having
a massive solar storm affect our electrical grid. So maybe not quite
so low a probability.

Again, I want to thank all of the witnesses. I think this has been
an extremely good hearing. It has certainly helped lay out a reality
that hopefully we stop denying.

This hearing record will remain open for 15 days until June 2,
5 p.m., for the submission of statements and questions for the
record. This hearing is adjourned.

[Whereupon, at 12:05 p.m., the Committee was adjourned.]
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A swfmitted for the record”

Crood moming and welcome, Foday s hearing seeks to identily key threats o critical

infraztrseture, available witigation plans, and epportonitics fior the federal government 1o betrer
assist slakeholders us ey wark Lo prolee: Amenicn’s mfrastouetuts,

Our nation’s coteal imfrastructiee sectors are not ooly litelines in the integrated system, they are
also cruciat w owr county's aconomic stability and naticnal ritv, Tor these reisons, the
sateruarding of eritical infrastructure is 1 priotity of this Commitiee,

Lrring the pass few vears, the Unitd Seates and countries around the world have experienced
numerous attacks against vital inlrastructure sectors. 1t Apdd] 2003, ceiminaly shol at the Metealf
pover subsiaton cutside of San Jose, California. patting 17 transfnrmers oot of serviee for 27
days and causing over $15 million in damage. This experience demonstrates that Aanerica’s
critical mlTastreetuee is susveptible Lo ctinutat acts.

Adibtionally, sinee 2014, there have buen mure thar & Joren instances ol inwmtionad cuts of iber
wplie cables causing telephone and computer network disraptions in Northera California and
several stales n the oast coast. These incidents represent a significant threat 1o the inegrity of
the svstern arl o the efTorts of fizst responders.

Althougls many of the previous atracks have been physical in nalere, eyher-vriminals are alio
cmploying Highly-sophisticated weties o ntiltrate and manipulate conteol systems, In December
2015, a cyber-attack on the control svstem of a Ukrainian ghectrie grid Jeft over 230000
consuners without power, in some cases [or aver 5% hoses, The atiack did not resalt in any
physical damage to the Erid, though it demanstrates how havkers sould cortupl sofiware-related
Has s,

Tnn addition ta man-made threats, there are natural hazards-—-carthgoakes, humicanes. tomaudos,
and floods—that shrencen crisical infrastruetire every day.  According to experls, & mugor selar
werther event causing widespread power outupas 15 inevilable,

Protecting America’s core infrastrusiung reguives commitment and activas by all stakehoelders.
The gevermment and the privaze seclor play key roles, but neither can ensore <ritical
infrasrencture protection atong. The Department of Momeland Secari (12HN) 15 the Gederat
ageney charged with working with slate and loval govemnments aod private sector stakeholdees 10
enswre ail seciors have adegnate infarmation and protoctien. As we leun from the witnesses
wday, it is my hope thet we will identils ey arvas o which R2HS can better assist stakeholders
in their work.

[ want to thank our witnesses for joining ws and Tlook forward i pour wstimony.
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Statement of Ranking Member Tom Carper
“Assessing the Security of Critical Infrastructure: Threat, Vulnerabilities, and Solutions™

Wednesday, May 18, 2016
As prepared for delivery:

Thank you, Mt. Chairman. Today, we are discussing a subject of immense importance o
Ametica — the security of our eritical infrastructure. And when we talk about criticat
infrastructure, we're talking about the things we rely on every day: our supply of electricity. our
drinking water, and even the financial system that supports our economy. Unfortunately, our
electricity and water utilities, as well as our banks, are at risk every day in a number of ways.
We've heard a lot fately about criminals and terrorists tarpeting them online, but these critical
services are also at risk due to any number of other hazards such as vielent storms, earthquakes,
and even faiture due to aging and under-investment,

Fortunately Congress, the Administration, and the private sector have been hard at work to
address vulnerabilities in a number of these areas. We have passed several bills in recent years to
help make our critical infrastructure more sceure and resilient, In 2014, members of this
comumitiee worked for many months to enact legislation to reauthorize and enhance the Chemical
Facilities Anti-Terrorism Standards (CFATS) program at the Depariment of Homeland Security,
This program is our {rontline defense against terrorist attacks against companies that store,
manufacture, and process hazardous chemicals. Also in 2014, the Prestdent signed a bill 1o
enhance the cybersecurity center at DHS that works with eritical infrastructure owners to preven!
and respond to cyber aitacks. That same year we also gave DHS the authority to hire the best and
brightest cyber talent. And just last vear, the President signed the Cybersceurity Act of 2015,
which cur committee played a key role in drafting. This crucial new law makes collaboration
belween the federal government and companies grappling with cyber-attacks easier and faster.

This year. we are working hard to ensure proper implementation of these laws. We are also
working to streamline and strengthen the oftice within DS that helps protect critical
infrastructure. That office is currently called 1he Natioral Proteetion and Programs Directorate,
ot NPPD. This name is guite a mouthful and rcally doesn’t tell the American people much about
what the men and women who do there to better secure our eritical infrastructure. As the
Chairrnan knows. my staff and | have been working with IYHS on legislation to streamline this
office so that it can be a better pattner with industry. We do this in part by elevating its cyber
functions and making sure that physical and cyber threats to our critical infrastructurce are
assessed jointly, so the ‘left hand® knows what the ‘right hand’ is doing.

We also want to rename the Directorate as the Agency for Cyber and Infrastructure Security,
Droing so will make it clearer that, when there’s & problem with a vulnerability in the electric grid
or some other piece of critical infrastructure, there’s no question about who in the federal
government can help — and who can be held accountable when things go wrong and singled out
for praise when things go tight. And as we know, unfortunately, bad things oftentimes do
happen. The important thing is to be prepared for when they do. So [ eredit the men and women
of DHS, including in NPPD and elsewhere, for the hard work they do to ensure our critical
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infrastructure is secure and tesilient. As one example of this important work, DHS conducts oi-
site assessments and incident response for dozens of critical infrastructure companies every year,

When we talk about critical infrastructure - especially systems that we cannot afford to lose even
for a lew minutes — this means building resiliency into our policics and practices. Today™s
discussion about critical infrastructure reminds me of one very promising technology that is
already helping 10 make our ¢ountry more resilient to electric grid outages. A company called
Bloom Energy manufactures fuel celis in Newark, Delaware. These stationary fuel cells do not
require additional transmission capability to move clectricity to the end user, meaning reliable
electricity can be provided even when the electric grid goes down. Innovative selutions tike these
can help us be more prepared for a wide variety of threats.

With that, I would like to thank our witnesses for being here today and helping us leara more
about critical infrastructure security. I look forward to learning more about what we can be doing
beiter in this space.
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Testimeny to the Senate Homeland Security and Governmental Affairs Committee:
Assessing the Security of Critical Infrastructure: Threat, Yulnerabilities, and Solutions

Maj. Gen. Donald P. Dunbar, Adjutant General, State of Wisconsin
May 18, 2016

Good moming Senator Johnson, Senator Carper, and members of the Senate Committes on
Homeland Security and Governmental Affzivs, thank you for the opportunity to speak to you
today. 1am the Adjutant General for the State of Wisconsin and, although | appear before you
today in uniform, [ am speaking on behalf of the State of Wisconsin. I am not on active duty
orders and no one in the Defense Department has seen, reviewed, or approved my remarks.

As Wisconsin’s Adjutant General, | command the nearly 10,000 Soldiers and Airmen who serve
in Wisconsin's National Guard.

As you know, the National Guard has two primary roles - we are the primary combat reserve of
the 1.8, Army and UJ.S. Air Force and we are the first military responders in the homeland. ]
share this role with all Adjutants General across our nation,

In addition to my command rale, | am responsible for Emergency Management, serve as
Wisconsin's Homeland Security Advisor, chair the Homeland Security Council, and serve as the
senior state official for cyber security matters.,

Crilical infrastructure is a shared responsibility. The federal government has a substantiai role as
does the industry leaders who generally own and operate the infrastructure. However, statcs
have a role with state constitutions and Governor's authority under the law. | will touch briefy
on our organization, our strategy, and our efforts at substantively addressing the threats 1o
hoineland security and critical infrastructure.

Every state is unique in its approach to homeland security. [n Wisconsin, we did not ereate a
separale agency to manage homeland security, choosing instead to rely on existing roles and
responsibilities. Accerdingly, the state relies on a Homeland Security Council to advise and
coordinate on the preparation for and response to threats to Wisconsin®s homeland security, The
Council consists of representatives from major state agencies and first responders representing
law enforcement, public works and fire fighters. 1n addition, our federal partners regularly
attend these meetings.

The Wisconsin Homeland Security Council updates owr hometand security strategy on a
quadrennial basis following each gubernatorial election. This Strategy provides a framework to
guide continuing efforts in preparation and protection of our communities and citizens. Italso
guides our investment of state and federal resources. The Strategy seeks to ensure that our first
responders are trained and equipped. that our critical infrastructure is safe and secure, and that
we continue 10 plan and prepare for emergencies and disasters that may impact our state.

This Strategy is Wisconsin's strategy and is our keystone document. It is informed by issves
specific to Wisconsin as outlined in our Threat and Hazard Ydentification and Risk Assessment
{THIRA} and our State Preparedness Report. From this keystone document. other plans are
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updated and kept current; including our Wisconsin Emergency Response Plan, Conlinuity of
Operations and Continuity of Government plans (COOP/COG), and our Cyber Disruption
Response Strategy. It is informed by key federal documents including the National Preparedness
Goal, the National Planning Frameworks, and the National [nfrastructure Protection Plan.

Our Strategy has four key priorities: Cyber Seeurity; Asymmetric/Terrorist Threats;
Catastrophic Incidents; and Capability Sustainment. Each of our priorities has identified
goals and objectives that are designed to be specific, measurable, achievabie, relevant, and
timely (SMART), with a specific state lead for each goal and objective. Each year, the
Wisconsin Homeland Security Council issues an Annual Report to the Governor which provides
an update on our progress. The following summarizes our priorities:

Cyber Security:

Wisconsin's state government has a clear responsibility to protect the state network and respond
to cyber incidents. This priority is based on the leverage provided by cyber systems to
accomplish essential state requirements and the importance of continuing these eritical tasks in
the event of a cyber-disruption. Wisconsin will provide support to local, tribal, and private
agencies for cyber emergencies similar to other physical emergencies and will deploy
capabiiilies in coordination with federal and regional partners,

The State of Wiscongin is highly dependent on technology, An incident involving the 1T
infrastructure could bring critical services to a halt. The State of Wisconsin alone receives 2
million cyber-attacks a day on the State system. [n addition. the State receives 3.5 million
incoming email messages per day with 94 percent of those messages filtered and blocked
because they are malicious. In the last year, we have had several county and local government
websites in Wisconsin that have been hacked and defaced.

While the U_S. Department of Hometland Security has identified 16 critical infrastructure sectors
with vital assets or systems ranging from public health, transportation, and water systems -- most
experts say the most critical is the energy sector. A cyber-attack on the energy secior could be
devastating and affect homes, schools, businesses as well as all levels of government due to
everyone’s increased reliance on technology. We cannot operate in silos and MUST share
resources and capabilitics. That is why the time is now for the private sector and government to
come together to prepare and respond to these threats.

The State of Wisconsin has taken a pro-active approach in working with businesses to protect the
encrgy sector including:

+ Hesting three Cyber Security Summits, bringing together business leaders, state and
federal partners, and industry experts to discuss the State’s role in cyber security.

s Co-hosting a Grid Qutrage Retreat with the National Governors Assoclation, bringing
together public and private sector stakeholders to discuss the ramifications of a cyber ot
physical attack on an electrical grid; describe disaster response expectations; review
existing emergency planning and response plans; and identify gaps aimed at helping ihe
Governor and administration understand technical and policy issues involving planning
and response efforts and increase communication with all players.
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Collaborating with FEMA Region V to create a regional power outage plan, including
hosting a power outage workshop (0 bring stakeholders across all levels of government
and the private sector iogether to develop a common operating picture and establish
triggers and priorities for obtaining federal disaster assistance.

Planning a series of water/wastewater system resiliency workshops to further identify
chalienges and potentiat solutions to restore or maintain services during a long-term
power outage.

Developing and training three State Cyber Response Teams in Milwaukee, Madison and
Wausan that includes representation from local, state, tribal and territorial professionals.
Currently, a fourth State Cyber Response Team is being formed 1o focus on the energy
sector.

Standing up a National Guard cyber protection team that will consist of 40 soldiers, co-
located in Wisconsin and Ninois, and focused on training for the U.S. Ammy’s mission
protection priorities. In addition, the team will enhance the Naticnat Guard's existing
computer network defense team and provide the Stare with 2 surge capacity o respond to
cyber events. This team will be operational by the end of 2019 and, although trained to
meet the 1.8, Army’s military requirements, it is fully available for state active duty at
the Governor's discretion,

Finalizing an agreement between the National Guard with several of our utility
companies, who own critical infrastructure in the state of Wisconsin. Our agreement is
aimed at inlormation sharing and the potential for Nationat Guard support. We inittated
this relationship after learning of certain real world events, such as the attack in Metcaif.
In order to meet this growing threat, the State will continue its commitment to developing
state cyber response capabilities in coordination with local and federal partners. sharing
information during an incident, raising awareness of cyber-security, and developing
public/private partnerships to better protect critical infrastructure from cyber-threats. The
State will also establish and improve processes to prepare for and respond to cyber-
events,

Preveniing and Protecting against Asymmetric or Tervorist Threats:

Our strategy for preventing terrorist threats centers on information sharing and, lor this, we rely
on two state fuston centers and our federat partners. Our two fusion centers - the Wisconsin
Statewide Information Center (WSIC) and the Southeastern Wisconsin Threat Analysis Center
{STAL) - are focused om collecting, analyzing, and sharing information,

The State also works with key partners in the public and private sectors to protect critical
infrastructure from natural and intentional threats. Asymmetric threats include, but are not
limited to, CBRNE (chemical, biolopical, radivlogical, nuciear, and explosive), infectious
disease, and agricultural events. We have collaborated on the following exercises and/or
processes:

The National Guard Civil Support Team {Weapons of Mass Destruction) and the CEBRN
Emergency Response Force (CERFP) are a key part of the layered protection for the
state. These critical military resources provide enhanced capability as well as skills and
training through outreach to our hazardous response community. They are aiso part of
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the CBRNE Response Enterprise (CRE) providing a critical response capability wherever
NEcessary 4cross the nation,

The Wisconsin Hazardous Materials Respense Network {WHMRN) is based on a “risk
benefit anatyst” (RBA) model. The supperting data for this is a compilation of "fixed
facility reporting data”, transportation reporting data, demographic data, and historical
response data. This analysis focuses on three primary areas: Threat, Vulnerabitity and
Consequence Management so that WHMRN is predicated on "capability" rather than
"eapacity”. Our hazardous materials response capabilities system is aligned with the
National Incident Management Systerm. We have a three-tiered system from local
response to CBRNE capability. The state partners with 21 hazmat teams with different
response capabilities. The geoal is 1o have a hazmat team response at the incident site
within 60 minutes of notification.

The State has stockpiled firefighter foam that could be used during a crude oil fire. There
is 1600 gallons of concentrate that could make 55,000 gallons of foam solution when
mixed with water that is cached at Volk Field in Juneau County. An additional 1500
galtons of concentrate is stored at General Mitchell International Airport in Milwaukee
and plans are to store a similar amount in the Fox Valley this (af],

Wisconsin’s state government has a clear responsibility to protect the state from
infectious disease. This priority is based on the leverage provided by state agencies, such
as the Wisconsin Departnient of Agricutture Trade and Consumer Protection, Wisconsin
Department of Health Services, Wisconsin Emergency Management, and the Wisconsin
National Guard. Through collaboration and information sharing and conducting
exercises, we can accomplish essential state requirements and mainiain preparedness in
the event of an infectious disease outbreak.

o Throughout the 2014-2015 Ebela outbreaks in West Africa and other aflected
countries, the Wisconsin Department of Health Services led the statewide
response and provided updated information for public health professionals and the
general public. Officials worked with the Wisconsin National Guard to establish
a Rapid Response Team and developed a tiered hospital structure 1o ensure that, if
needed, patients would be transperted to a hospital that could provide the
appropriate standard of care. These response capabilities have been incorporated
into the State’s ongoing planning for emerging infectious diseases. This 35 person
team composed of doctors, physician assistants, nurses, liaison officers arnd
decontamination specialists. conducted extensive training in order (o respond and
support our medical community in the event of an Ebola outbreak in Wisconsin.

o The Highly Pathogenic Avian Influenza {1 {PAI} H5N2 was first detected in
Wisconsin at a commercial chicken flock in lefferson County on Monday, April
13, 2015. The State’s responsc was led by the Wisconsin Department of
Agriculture, Trade and Consumer Protection with support from Wisconsin
Emergency Management, Wisconsin Department of Natural Resources,
Wisconsin Department of Health Services and the Wisconsin National Guard.
Ultimately, it spread to ten farms in four counties where 1,765,008 chickens and
turkeys were depopulated over a five-week period. Quarantines were placed on
the infected premises and individual premises in the 10km control zone 1o manage
the spread of the HPAI The Wisconsin National Guard provided the support in
the form of a small team of decontamination specialists in order to provide
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decontamination of vehicles entering and exiting the affected poultry facilities.
Over the course of 28 days, the team decontaminated 935 vehicles and 70 pieces of
equipment, thus helping to contain the outbreak at this location, On August 11,
2015, all HPA] affected premises were refeased from quarantine.

Wisconsin® state, private, and public siakeholders fully understand the criticality
to prepare for, manage, and respond to the finding of Foot and Mouth Disease
(FMD) in a local dairy or other animal herd. The Wisconsin Department of
Agriculture, Trade and Consumer Protection is storing a decontamination
equipment unit af Volk Field that could be deployed during an animal health
emergency. The primary goals are to ensure biosecurity is in place and to be able
to conduct rapid depopulation during an outbreak. To that end, in November of
2013, 47 participants, from federal, state and local agencies, the Wisconsin
National Guard and other entities, met to enhance preparedness, practice the
FMD response plans, identify interdependencies amongst the animal-scetor,
public health, and the emergency services sector as well as coordination
mechanisms. This exercise is but one part of Wisconsin's commitment to
continued preparedness for an outbreak Foot and Mouth Disease.

+ In 2012, Governor Walker joined officials with the U.S. Department of Homeland

Secunity in the launch in Wisconsin of the “If You See Something, Say Something®™

Campaign, The State has a dedicated website located at www wiwatch.org and a toll-free
aumber 877-WE-WATCH which is manned by both fusion centers. Following the Parls
bombings in 2015, Governor Walker held a press conference with federal, state and local
law enforcement encouraging citizens to be vigilant and report suspicious activity. Recently
Governor Walker and State Supcrintendent of Schools Tony Evers participated in a video

that will be shown at junior and lrigh schools across the state ercouraging youth that if they

see something suspicious to report it to local law enforcement.

Catastrophic Incident Response and Recovery:

Consistent with state Jaw and the Govemor’s vision, the state has a leading role in disaster
response. Wisconsin's Emergency Management coordinates assistance in support of local
agencics and, when required, coordinates with federal authorities for assistance.

In a catastrophic incident, local and state resources may be overwhelmed and there may be
significant threats to life, safety, and property. It is important fo plan for high-consequence, low-
probability events in order to protect our communities and enable a speedy and full recovery
following a disaster. Preparation for catastrophic events and exercising of complex processes
will alse easure the best preparation and response for all emergencies. Our efforts include:

Qur Comprehensive Response Plan focuscs on the priorities of need and the coordination
necessary during the first 72 hours in the following areas: enable response; survivor
needs; and starting restoration.

The Wisconsin Emergency Support Team (WEST) provides an on-scene coordinated
state unit to support local disaster response and recovery efforts, The team is comprised
of representatives from designated state agencies. They will provide support to local
field response and recovery activities: serve as the point of contact and communications
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fink for agency staff in the field; report agency information to the agency representative
in the emergency operations center (EQC), if elevated, or otherwise to the agency
designee; and provide a local--state conduit for resource requests and management.

The State supports 30 local and regional exercises a year, inchuding Miles Paratus which
will be held June 5-9, 2016 at Volk Field and Fort MeCoy. In addition, the State of
Wisconsin Emergency Operations Center will be activated for throe days to test our
response capabilities. To ensure our responders can talk with each ather, federal, state,
caunty, tribal and volunteer agencies, and the military, communication assets are part of’
the annual State [nteroperable Mobile Communications Exercise (SIM{COM}) that is held
cvery May. The goal is to develop relationships and understand the capabilities of other
agencies before they are needed in a real emergency. Specific operations being tested this
vear include data sharing, radio frequency bridging and patching, and network failures.
The State also continues to participate in exercises involving the Point Beach Nuclear
Power Plant and the Prairie Island Nuclear Generating Plant.

Wisconsin has esiablished seven regional healthcare coalitions to coordinate how public
health, healthcare institutions, and first responder agencies, such as police, firc and
emergency medical services (EMS), will manage their efforts to enact 3 uniform and
unified response to an emergency, including a mass casualty or other catastrophic event.
The coalitions can help to close critical gaps in medical surge capacity, improve
situational awareness, and provide support to health care system resource requests.

We are creating a Business Emergency Operation Center (BEQC) that will serve as a
conduit to share information between Wisconsin®s State Emergency Operations Center
{SEOC} and the private sector during an emergency, The BEOC will coordinate response
and recavery elforts and improves communication and situational awareness between
businesses impacted by a disaster and governments at all levels, This level of
coltaboration will speed and improve the response and recovery activities for impacted
communities,

The National Guard Reaction Force (NGRT) stands ready to provide assistance to civil
authority for the protection of critical infrastructure and other state and/or national asscts,
and to conduct security operations, This 500 Soldier and Airmen force is fully trained
and valtdated annualby. The last validation of this force came in August 2015 in an
cxercise that included over 300 first responders and was conducted the community
around Waukesha, W1. This force can provide site security and presence patrols,
maintain roadblocks and checkpoints, and are capable of supporting taw enforcement
during civil disturbance events. In December 2014, the NGRF was deployed at the
request of the Milwaukee County Sheriff as his office dealt with the District Attorney’s
announcement related to an officer-involved shooting of Mr. Dontre Hamilion.

Sustainment of Capabilities Built thesugh Long-Term Investments:

The State has made significant investment to build and enhance homeland security capabilities. It
is vital to sustain these capabilities in sufficient capacity through continued training and
exercises, as well as equipment and technology recapitalization, Examples imclude:

Wisconsin Emergency Management convenes a Funding Advisory Committee on an
antnual basis to seek the input of groups and agencies with a vested interest in the HSGP
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allocations. Representation includes members of the emergency response community
{potice, fire, EMS), state agencies, and the Milwaukee Urban Area Security Initiative
{UASI). ANl projects tunded within the approximately eight overarching tnvestments that
make up the federa! grant application are linked to the Wisconsin Homeland Security
Strategy and are closing gaps identificd in the State Preparedness Report. Most of the
investments sustain capabilities such as our emergency regional response teams, the two
fusion centers, and exercising and training lor local responders.

» The State continues to provide training (o more than 3,000 first responders per year in the
National Incident Management System and several other emergency training courses.

»  Wisconsin Emergency Management manages and maintains a Statewide Structural
Collapse Taskforce that provides collapse rescue capabilities that can respond anywhere
in the state within eight hours.

*  Ouwr Wisconsin National Guard works closely with Wisconsin Emergency Management
in planning for and exercising our emergency plans. We are certainiy not alone in this
aspect, as the National Guard across the nation has unique relationships with law
cnforcement, fire fighters, federal agencies. and industry partners. Abways focused on
adding support for the incident commander and providing cor nation’s Governors with a
surge forcee that is highly trained and relevant across the domestic response spectrum.

+  WEM continues to impiement the Wisconsin Credentialing and Asset Management
System {WICAMS), which is a statewide system to rapidly identify, validate, and track
incident response personnel and resources being deployed an incident. WICAMS enables
incident commanders and emergency operations centers manage personnel and resources
during large-scale responses, and helps prevent unauthorized access to impacted areas.
Over 11,000 Wisconsin responders representing more than 1,600 agencies are
credentialed in WICAMS, and the system is growing by more than 300 new responders
vach month. Wisconsin {s working with utilities and other private sector entitics to join
the system.

+ Following events or excreises, the State conducts an After Action Report (AAR). AAR’s
are required by FEMA and follow the Homeland Security Exercise and Evaluation
Program (HSEEP). HSEEP provides a set of guiding principles for exercise programs, as
well as a common approach to exercise program management. design and development,
conduct, evaluation, and improvement pianning,

Hameland Security is important to the Stale of Wisconsin, As a home rule state, our first line of
preparation and defense is our first responders, Our sheriffs and police chiefs lead professional
and highly engaged law entorcement agencies. Our Tirefighters are highly skilled and have
developed elfective processes for coordination and collaboration.

When our first responders need assistance, the State provides regional and state-wide support.
This includes all state agencies and the Wisconsin Natiomal Guard. The Wisconsin Nationat
Guard is a state military organization that provides robust capabilities when required in support
of our first responders.

When siate capabilities or capacity Is exceeded, we rely on other states through the Emergency
Management Assistance Compact (EMAC) for resources including the National Guard. Lastly,
we work through FEMA for federal resources when needed.
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The federal government has provided leadership and resources for homeland security, The grant
programs and cotaboration is greatly appreciated and largely effective in increasing capability
and resitience. The FBI and USDHS are engaged with law enforcement and in our communities
and they are professional and appreciated. FEMA is engaged regionally and they are
appreciated.

Wisconsin is engaged as well. While we appreciate our federal partners and their support, we
believe that we have a primary role for our citizens. We are committed to the National Response
Framework and believe all disasters are local and. while we value our partnership with FEMA,
we view them a resource and not as the responsible party.

There are matters betore Congress that will add value to our shared concerns for critical
infrastructure,

These matters include:

L. Cybersecurity information sharing must include sharing the information with state
governments. Governors have 4 leadership role on behalf of their citizens. Fusion centers are
strong state assets and the federal government must value them and their contribution. While
grants do support fusion centers, the vast majority of funding is often state and local in terms of
venue, equipment and personnel, Local and state collaboration is critical in our response to on-
going terrorism concerns.

2. It would be beneficial if DHS could ensure that each fusion center had one intelligence and
cyber analyst assigned to work full time in our cities and states.

3. We must collaborate on big issues that could cripple America. This includes long term
power outage, whether caused by natural disaster, cyber events, or intentional acts of sabotage.

A long term power outage could devastate our natton and we should seck areas to mitigate where
possible. Issues such as sustainment of water and sewage svstems during a power outage are
examples of such mitigation planning.

4. Reviewing the cyber threat in its entirety and seeking to establish clear lanes of
responsibility. Unlike most emergencies. where we can apply the National Response
Framework and seck assistance above the local level when needed, cyber is pervasive in its
value to our society and its threat.

5. The Homeland Secarity Grant Program (HSGP) could be improved it FEMA
administered the Program with a focus on continuity in policy and consistent application and
reporting requirements. The administrative burden for this grant is heavier than for other federal
grants due to a lack of continuity and clear grant guidance,

States and UASIs have information that FEMA and Congress may want bul the way in which the
program is administered does not allow States and UASITs 1o share that information in suitabie,
usefil formats. There are two examples:
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One of the three online systems that are used to complete the federal grant application has severe
character limitations for narrative information. Cuestions in the application ask for a significant
amount of information but the space available to provide a thorough, detailed answer in context
of a larger projcct plan, strategy, or identified gap is limited to the point where known
information is often deleted in order to be able o submit the application. Wisconsin gathers
mote project information to share with our decision-making funding advisory body than we can
possibly fit into the system. We actualty delete crucial project information in order to be able to
mect the limitations of the system.

The requirement for submitting a State Strategy for homeland security has been eliminated as 2
grant requirement. Over the years, states have built their homeland security programs to
incorporate writing a strategy and then linking funding requests to that strategy. This has been
true of numerous reports that have either been eliminated or drastically changed every few years,
It becomes difficult to establish a baseline, rack progress, and provide meaningful information
to stakeholders, FEMA, and Congress if the program is starting over every faw years in terms of
strategy, plans, and gap and asset analysis.

6. Eliminate the 45-day pass-through reguirement (or the Homeland Sceurity Grant Program
and allow States to administer the program on the schedule that works for the sub-recipients and
the State Administering Agency. HSGP is now an established program and most of the country
is sustaining current projects as they receive a minimal amount of funding. The projectsareen a
set schedule that does not always match up with the need to get sub-grants out within 45-days.

In order to achieve effective grants administration and provide excellent customer service to
focals, states should be able to administer their program on a timeline that fits within the three-
year performance period.

In closing, Wisconsin is committed to its citizens and is aware of cur rofe in homeland security.
By law, our Governor has subsiantial plenary authority under the State’s Constitution and we
seek to approach all hazards in a deliberative and collaborative method. We will continue to
train, exercise, and learn from real world events, secking to improve our collective posture and
foster 4 culture of preparedness. While we can never be fully prepared for all emergencies. it is
our intent to be as prepared as possible through engaged partnership and measurable planning.
We look forward to continued federal partnerships and greatly appreciate the work of this
committee.
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Good morning, Mr. Chairman and Members of the Senate Homeland Security and
Government Affairs Committee. | am Tom Farmer, Assistant Vice President for Security for
the Association of American Railroads.

Today, however, 1 am testifying in my capacity as the Chairman of the Cross-Sector
Council of the Partnership for Critical [nfrastructure Security (PCIS). The PCISisa
representative forum, established at the private sector’s iniliative, which facilitates
consultations, information sharing, and coordinated effort across the critical infrastructure
seclors and sub-sectors and with the federal government. We also work with the State, Local,
Tribal, and Territorial Government Coordinating Council, the Regional Consortium
Coordinating Council, and the National Council of Information Sharing and Analysis Centers.

PCIS dates from 1999, when il was cstablished by the private sector to address
priorities defined in Presidential Decision Directive 63 (Critical Infrastructure Protection) —
most natably, to foster partnering with government for mitigation of security risks. While the
representatives of the respective sectors and sub-sectors have changed over time, the
commitment by members of the PCIS to cooperative efforts to enhance preparedness for all
hazards and emergencies has not wavered.

The adaptive structure maintained by the private sector has enabled the PCIS Cross-
Sector Council to meet the requisites of Presidential directives issued following the terrorisl
attacks of September 11, 2001, and of the National Infrestructure Protection Plan (NIPP}, as
first implemented in 2006 and in later updates. (The mast recently updated is NIPP 2013:
Partnering for Critical Infrastructure Security and Resifience). Consistent with the
organizing approach established under the NIPP, the Cross-Sector Council is comprised of the
Chairs, Co-Chairs, Vice Chairs, and Designated Representatives of the Sector Coordinating
Councils of each of the critical infrastructure sectors and sub-sectors.

Regular consultations occur between members of the PCIS Cross-Sector Council and
federal officials, especially from the Department of Homeland Security (DIIS), the Federal
Bureau of Investigation (FBI), the Office of the Director of National Intelligence, and other
federal agencies responsible for various critical infrastructure sectors. Some meetings oceur
regularly; others are driven by threats, incidents, or emergencies of interest to the sectors”
representatives.

Ta afford the opportunity to cngage with federal goverament officials for the purpose
of achieving consensus on joint priorities and actions to advance critical infrastructure
security, protection and resitience, some joint meetings between the PCIS Cross-Sector
Council and representatives of federal departments and agencies are convened under the
Critical Infrastructure Partnership Advisory Council {CIPAC) framework.

T'he objectives, accomplishments, and continuing efforts of the PCS Cross-Sector
Council and its members are reflected in three categories: (1) unified priorities for action
defined with DHS and its federal partners: {2) sector-based interaction with government
components; and {3} cross-sector cooperation on interdependencies. | discuss each of these in
turh below.

Page | of 6
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Unified Priorities for Action with Federal Partners

Four fundamental priorities drive the PCIS Cross-Sector Council’s unificd efforts with
DHS and its tederal government partners in the critical infrastructure protection and resilience
mission:

{1) Timelv Sharing of Actionable Intellisence:

The first priority is to ensure timely sharing of actionable intelligence and related
security information on developing threats and concerns. In this vital area, PCIS members
proposed a Joint Threat and Security Intelligence Engagetnent Group to leverage the existing
cross-sector councils established by government and industry in the implementation of the
National Infrasiructure Protection Plan.

The objective is to ensure common, and sustained, awarcness across sectors and sub-
sectors — within industry, in supporing information Sharing and Analysis Centers, and within
governmental Sector Specific Agencies. Sharing practical and applicable threat intelligence
and security information creates opportunities to narrow risk profiles through informed
vigilance and, it warranted, heightened security measures.

The effectiveness of this engagement process was proven in a national
communications exercise held November 10, 2015, Representatives of the government and
indusiry cross-sector councils ratified the structure and procedures during a joint meeting on
November |3. Within a matter of hours, the horrific terrorist attacks in Paris necessitated
activation of the engagement group for its tntended purpose — timely sharing of accurate
information on developments and the threal and security implications for the United States.

Recognizing that at times the relevant intelligence and security information may be
classified, the PCLS Cross-Sector Council proposed two significant enhancements to
government procedures.

First, we leveraged the existing video-ieleconferencing capabilities in state fusion
centers' and field offices of federal agencies to enable secure sharing of classified
information. This proposal sought to eliminate the inordinate delays and excessive costs that
resuited from the recurring practice of cafling private sector representatives to Washington,
DC, for classified bricfings and discussions on potential security threat o the implications of
physical or cyber-attacks. There is substantial progress 1o report.

On April 26, 2016. DHS's Offices of Infrastructure Protection and Intelligence and
Analysis parinered with a group of PCES Cross-Sector Council representatives and officials at
state fusion centers to hold a classified briefing via secure video teleconference. Participating
fusion centers inctuded Colorado, Kentucky, New York, and Wisconsin {Madison and

! State fusion centers are locally owned and operated facilitics that serve as state and major urban area
focal points for the receipt, anatysis, gathering, and sharing of threat-related information between
government, tribal, and private sector partners, DHS considers them to be the primary conduit
between frontline personnel, state and local Jeadership, and the rest of the homeland security
enterprise.

Page 2 of 6
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Milwaukee). DHS hosted the conference from its offices in Arlington, Virginia. This initial
test proved the concept.

A second similar exercise will be held by early July 2016, with the aim of reaching
representatives of each of the critical infrastructure sectors and sub-sectors nationwide. With
this capability, what had formerly taken weeks to accomplish in multi-lateral sharing of
classified information can now occur within just a few hours, ensuring awareness and
enabling more timely actions to narrow risk profites.

The second significant enhancement to government procedures we proposed is the
cancurrent development of an unclassified “tear line” during production of a classified
assessment or analysis to enable participants to bring actionable information to their
respective sectors. In the absence of appropriate security clearances and need-to-know, the
classified information received cannot be shared. But to ensure the objectives in holding the
classified meeting are met, an unclassified version enables participants to bring information to
their sectors that can be applied to inform vigilance and. as warranted, proactive protective or
preparatory measures.

{23 Draw and Apply Lessons Learned

The second priority is to draw lessons learned from the numerous exercises and
regional risk and resiliency assessments conducted or sponsored by DHS, A wealth of
information and experience has been gained from the conduct of National Level Exercises
{NLEs}), Cvber Storm exercises®, and applications of the Regional Resiliency Assessment
Program. Too often, however, the conduct of the exercise or the asscssment itself is the
performance measure rather than an analysis of results and lessons learned to identify any
recurring deficiencies in capabilities, coordination, or performance. The identified concerns
could then inform joint priorities for action by the government and industry cross-scctor
councils. We are working with government partners to achieve this outcome.

{3} Enhance Risk Managenent

The third priority is to enhance cyber threat analysis and its effectivencss as a risk
managemeni 10ol. DHS and FBI have gained extensive expericnce and insights as they've
responded to cyber breaches and threats and disseminated indicators of concern, This wealth
of information on cyber tactics employed and on gaps in preparedness allows recurring
analysis of this information to inform eybersecurity risk mitigation by highlighting:

» Tactics that are most commonly employed to gain illicil access to networks and
systems;

« Vuinerabilitics in targeted systems and networks most frequently exploited;

« Indicators of these illicit activitics most often noted in post-incident analyses that were
missed or disregarded: and

? Cyber Storm refers to bicnnial DHS exercises designed to strengthen cyber preparedness in the
public and private sectors. The most recent exercise took place March 8-10, 2016
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» Profective measures most often found lacking or absent that could have made a
difference.

As a comparative reference, Australia’s equivalent (o the United States Computar
Emergency Readiness Team {US-CERT) conducted such an analysis and found, “at least 85%
of the targeted cyber intrusions that the Australian Signals Directorate (ASD) responds to
could be prevented by following” four mitigation strategies. This delermination, shared
publicly via the ASD’s website, informs effective cyber risk management decision-making for
private sector entities in Australia.

Applying information that is already available can enable collective improvement,
across the sectors, in defesting the most common tactics and redressing frequently exploited
vulnerabilities and gaps. Significantly, DHS has commissioned a pilot program focused on
these analytical priorities for (he Transportation Sectot, with the goal of applying lessons
learned it products for sharing acrass sectors.

(4} Outreach — Farly and Often

The fourth priority is early and regutar outreach and coordination on proposed
homeland security and preparedncss strategies and programs, on preparedness initiatives, and
on defining objectives to enhance practices and procedures,

At times, private sector input has been sought after many months of effort within
government when, practically, the opportonity to shape or influence the finished product is
substantially diminished. Yet, the strategics, programs, and initiatives often entail some level
of action by private sector entities. More effective and sustainable outcomes are achieved
when there is, from the outsel, a common understanding of purposes and goals and
opportunities for industries to provide relevant information and context based on their
knowledge of and experience in their respective sectors.

Sector-Specific Interaction with Federal Partners

The second main category of activity by PCIS members is in their sector-specific
interaction with government components. Frequently, these interactions have produced
outcores beneficial across the critical infrastructure community. For example:

. For enhanced cybersecurity, the Defense Industrial Base Sector partnered with the
Department of Defense and DHS in an innovative program to share classified
indicators of potential threats with private corporations. The success of this initiative
prompted expansion to other sectors through a program managed by DHS. The
productive cutcome has enhanced awareness and opportunities to implement effective
protective measures.

. Engagement by DHS officials with representatives of the Commercial Facilities and
Retail Sectors in the aftermath of the terrorist attack at Westgate Mall in Nairobi,
Kenya. in September 2013, produced a regionally applied training initiative that
focused on indicators of concern, protective measures, and immediate response actions

Page d of §
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for potential active shooter threats at malls, hotels, and other retail venues. This
cooperalive elfort led to quarterly consultations on classified reporting on security
threats and incidents by DHS and Commercial Facilities Sector representatives. This
initiative has now been expanded to encompass representatives of other industry
sectors. The collective group of government and industry representatives review
information classified at up to the Top Secret level for broader cross-sector relevance
and application and for epportunities to reduce classifications and produce
unclassificd advisories.

in view of the persistent threat posed by active shooter incidents, represcntatives of
muitiple industries partnered with the D11S and FBI to develop a comprchensive
training program on prevention and mitigation. The prevention element leverages
insights gained from investigations of these types of incidents to highlight recurring
behavioral indicators that have preceded a mass shooting attack, The mitigation
component focuses on immediate actions that people at a targeted facility or area
should take to protect themselves and others and to {aciiitate an effective law
enforcement response. The application of this program in Washingten, DC, i April
2016 drew wide participation by area law enforcement departments and security leads
for educational institutions, corporations, frade associations, and other private sector
entities.

Cross-sector Cooperation

Finally, the third main category of activity facilitated by PCIS is cross-sector

cooperation. The regular interaction of industry representatives through meetings,
consultations, coordination, and information sharing within the PCIS Cross-Sector Council
fosters connections that vicld benefits in expanded and enhanced cooperative efforts to
address prioritics and concerns defined in each of the sectors. As representative examples:

PCIS coordinated a thorough assessment to identify interdependencies among critical
infrastructure industries.,

The National Council of Information Sharing and Analysis Centers has engaged with
PCIS sector representatives to conduct cross-secior exercises, using realistic physical
and cyber threat scenarios that seek to enhance information sharing and coordinated
efforts.

The Electricity Sector has proactively engaged colleagues in the Communications,
Information Technology, and Transportation Sectors in cooperative efforts to enhance
the resifience of electrical power generation and transmission in the face of natural and
man-made threats. Cross-sector exercises have tested plans and procedures for
cooperative responses to mitigate effects of disruptions to availability of electrical
power and facilitate more timely and efficient restoration actions.

The Commercial Facilities Sector has provided cross-sector partners access to
facilities designed for greater resilience in areas affected by emergencies.
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« Entities within the Fransportation Sector, notably the Rail and Highway and Motor
Carrier sub-sectors, have assisted entitics within the Communications Sector following
major storms and other natural hazards in gaining access to infrastructure for response
and recovery actions.

Again, the activities outlined above are representative examples. The fuli scope of
cffort is substantially broader, reflecting a fundamental strength of the critical infrastructure
protection and resilience mission. Corporations, companies, and associations across
industries are dedicating staft, resources, and investment to cooperative efforts across sectors
and with government in a shared commitment (o eritical infrastructure protection and
resilience. The sustained emphasis is on identifying opportunities to improve and proposing
the solulions to transform the opportunities into productive and sustainable outcomes,

On behalf of the colieagues across sectors for whom © am privileged to serve as a
representative and spokesperson, thank you for this opporiunity to address their level of
commitment and the scope and effectiveness of their efforts,

Page 6 ol 6
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Mr., Chairman, Bir, Ranking Member, Members of the Committee.

Your fate colleague, the distinguished Senator from Hew Yerk, Daniel Patrick Moynihan, liked to say that each of us is entithed

to his cwwn opinion, we are not, however, entitled te aur owh facts. That observation, whictt once seemed both sensible and s=if-
evidant, can no longer be taken for granted. tn a political climate where gven the President’s ratus as anatural born American citizen
remains the ohject of docbt for mote than 3 guarter of our population as he nears the end of his second term in pifice, in that tlimate
it will be difficult to settle the far more complex issee befare the comemittee this morning: 1s the nation at risk of a arigpling cyber
attack againse elements of our infrastructure in general and against one or mare of our electric power grids in particular?  After more

than & year of research ingo the guastion, | beleve the anower to be “yes.”

Sitnply stated, the electric power industry is made up of 3200 separate eompanies linked in a network that both generates and
diswributes electricity. For the system to function, a perfect balance has to be maintained between the amaount of elzctricity being
gererated and the amount being distributed. Cnly the internet rs capable of malntalning that exgulsite balance at all times. The
Internet was never designed to be defended, The internet remsins volnerable to cyber attack, Evidence of that vulnerabifity is
accumulating every single day in private industry, government pgencies and in breaches of our personal data.  General Kelth
Alexander, the former head of the National Security Agency, likes to say that there are only twe kindg of companies — those that have
heen hacked and those that don't yet know i, Pembers of this committes are tertainly familiar with the conclusion of our
intetligence agencics that the Chinese and the Russians have already mapped and penetrated the systems that control avr electric
powes grids. fran is apt far behind. Nations ke North Korea and Syria are enrhancing their cyber warfare capabifities, 1 is surely only &
matter of ime before a terrgrist group, unrestrained by any peopoittleal interests, acguires the capabifity to attack ore of our power

grids.

The prablem, as Tom Ridge, our first Secretary of Homeland Security, noted |s that ours is a reactive, not a pre-emptlive society. in the
wake of the attacks on 8/11/2001, the United 5tates embarked om actipns and expendltures that would have been inconcgivable only

2 week earlizr,

My message to this committee this morning s simple;  The nation cannot wait for 2 cyber attack on the grid Before making
prepasations far ks consequences. 1t is my belied (and zgain, this committee has arcess to more information on this subject than b —§
belicva that while the Department of Homeland Secerity has plans for dealing with the consequences of hurricanes, blizzards, fioods
and earthquakes, it has no discreet plan for dealing with the aftermath of a cyber attack on one of the nation's power grids. The

Department’s recommendstions for each disaster are essentialiy the same: a twe o three-day supply of food and water for each
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person, 3 plan for families to meet at a pre-arranged point, 3 supply of esgential medicines, flashlights and a battery-powered radio, A
oy/her attack against one of our electric power grids could depriva tens of mitlions of Amerrcans of electricity for 2 period of weeks or
pven monthes. | asked Homeland Security Secretary deh Johnson what, seactly, he would be telling Americans on ther battery
powered radios after an attack that he was unwilling or unabie to share now, He gestursd toward a shelf carrying several white

hinders: “I'et sure there's a phan up thers sormewhere,” he told me. 1 don't share the Secretary’s tonfidence.
‘We have neither the adequate food supplies 1o take care of those mitlions whe detide to shelter in place, nor the collabarative plans
with state governments to house and feed what tould ameunt to miflians of internal refugees. If we began ramarrow, Mr. Chairman,

implementing such plans would still take a couple of years.

Ethank the Cammitter for its attention to this critical issue.
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Infroduction

Chairman Johnson, Ranking Member Carper. and members of the Committee, thank vou for the
opportunity to testify. My name is Scott Aaronson, and [ am Managing Director for Cyber and

Infrastructure Security at the Edison Electric Institute {(EEI).

EEI is the association that represents all ULS. investor-owned electric companies. Our members
provide electricity for 220 mitlion Americans, operate in al| 50 states and the District of
Columnhia, and directly and indirectly support more than | miltion American jobs. EE{ has 70
international electric companies as Affiliate Members, and 270 industry suppliers and related
organizations as Associate Members. For EEL's member companies, securing the power grid is a

top priority; | appreciate your invitation to discuss this important topic on their behalf.

In addition to my role at EEL [ also serve as Secretary for the Electricity Subsector Coordinating
Council {(ESCC). The ESCC is comprised of the chief executive officers of 21 electric companies
and 9 major industry trade associations, This group—which includes all segments of the
industry, representing the full scope of electric generation, transmission, and distribution in the

tnited States and Canada—serves as the principal lizison between the federal government and
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the electric power sector, with the misston of coordinating efforts to prepare for, and respond to,
national-level disasters or threats to critical infrastructure. The ESCC has been held up by the
National Infrastructure Advisory Council as a mode! lor how critical infrastructure sectors can
more effectively partrer with government. In fact, the ESCC has becn a catalyst for major

initiatives that are improving the security posture of the industry and, by extension. the nation.
My testimony focuses on the value of the government-industry partnership in the face of threats
te the electric sector, as well as the public policy considerations and strategic initiatives that can

¢nhance the security of the nation's most critical infrastruciure,

Managing Risk: An Overview of Threats to Critical Electric Infrastructure

Electric companies understand that rcliable electricity is essential to the nation’s security and our
way of life. Providing reliable service is a responsibility the industry takes extremely seriously.
Importantly, the tndustry also understands that it cannot protect all assets from al threats, and
instead must manage risk. Rather than trying to achieve the impossible lask of protecting every
asset from every conceivabie threat, the electric sector follows 2 multi-layered risk management

appreach to grid protection.

The key to this strategy involves setling priorities 10 protect the most critical power grid
components against the most likely threats, I we frame risk as a function of likelihood and

conseguence, then we can allocate resources more effectively.

With threats that are less likely to occur, but could have potentially severe tmpacts to grid
reliability, an important partnership has developed between government and industry to ensure
the sector and our nation are secure. It is the man-made events—such as coordinated cyber and
physical attacks or an ¢lectromagnetic pulse {EMP)—or the natural phenomena. like solar flares,
major sarthquakes, or weather events on the scale of Superstorm Sandy, that require coordination

between government and industry, as well as across the critical infrastructure sectors.
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Grid operators prioritize risk in order to enhance protection around critical assets, engineer
redundancy to avoid single points of failure, stockpile spare equipment for hard-to-replace
components, and develop other contingencies to minimize impact regardless of the nature of the

incident.

By exercising and applying lessons from actual events, electric companies are able to enhance
grid protection, resiliency, and restoration efforts. Invaluable insights have been gained from
events such as Hurricane Katrina, Superstorm Sandy. the Aprit 2013 Metcalf Substation attack in
California, and recent events in Ukraine where industry experts accompanied a DOE after-action

assessment team.

Tt is this flexibilily and adaptability tn the face of an always-evolving threat environment that are

positioning the industry 1o be traly prepared to manage risk and respond to all hazards.

Defense-in-Depth: Standards, Partnerships, and Response

The electric power sector takes what is known as a “defense-in-depth™ approach to protecting
grid asscts, This includes several tools that, when taken topether, provide a more comprehensive
approach to the industry’s security posture. Specifically, the industry is subject to rigorous,
mandatory, and enforceable reliability regulations; closely coordinates with industry and
government partners at all levels. and has efforts in place to prepare, respond, and recover shoufd

power grid opetations he impacted.

Security standards and regulafions are important to the industry’s security posture.

Under the Federal Power Act and Federal Energy Repulatory Commission oversight, the electric
power sector is subject to North American Electric Reliability Corpotation (NERC) Critical
infrastructure Protection {CIP) Reliability Standards that include cyber and physical security
requirements, Entities found in violation of CIP standards face penalties of up to $1 million per

violation per day.
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These mandatory standards continue Lo evolve with input from subject matter experts across the
industry and government. Currently, the electric power sector must comply with Version 3 of the
cybersecurity standards, while Versions 5 and 6 become enforceable on July 1, 2016, These new
versions are more rigorous than the past versions. Not only do they increase the scope of the
standards, they also add several new cybersecurity requirements that mirror best practices in

cybersecurity.

In addition to implementing Versions 3 and & of the cybersecurity requirements, prompted in
part by lessons learned lrom the aforementioned Metcalf attack, the industry is implementing
new mandatory requirements for physical security as part of the broader suite of NERC

regulatory standards.

The industry also is using voluntary standards, such as the National Institute of Standards and
Technology (NIST) Cybersecurity Framework, as well as the Department of Energy’s
Cybersecurity Capability Maturity Mode! {C2M2). Electric companies throughout the industry
are assessing their cybersecurity capabilitics against this framework and capability maturity

model and, based on results, prioritizing their investments o strengthen cybersecurity.

While regulations and standards provide a solid foundation for strengthening the industry's
security posture, they alone are insufficient. As the threat environment evolves, so must the

industry’s security efforts.

In addition to reguiations and standards, close coordination and the sharing of threat

information between government and industry help profect the power grid.

As has been noted throughout this testimony, protection of critical infrastrocture is a4 shared
responsibility between the government and industry. The ESCC was formed to help coordinate
these efforts and to ensure we are appropriately deploying each other's expertise, capabilities,
and assets. The ESCC consists of electric company CEOs and trade association leaders who
represent al| segments of the electric sector and actively partner with government execulives to

prepare for, and respond to, national-tevel incidents or threats to critical infrastructure.
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A key characteristic ol the ESCC is executive engagement. [n addition to providing resources
and accountability that have pushed both the government and industry to work very closely and
very quickly, senior executives on both sides also help to ensure unity of effort and unity of
message among their organizations. During an incident, the ESCC’s role—while not
operatiopal—is to provide situational awareness, align messaging, and coordinate with

government on response and recovery efforts.

The industry and government leaders are focusing on four main areas that improve the security

posture of the indusiry and the nation, They arc:

{. Tools & Technology: Deploying povernment technologies that improve situational

awareness and enable machine-to-machine information sharing;

b

Information Flow: Making sure actionable inteligence and threat indicaiors are

communicated to the right people at the right time;

Incident Response: Planning and exercising 1o coordinate respenses to an incident;

[

4. Cross-Sector Coordination: Working closely with other interdependent infrastructure

sectors (o ensure all are prepared for, and can respond fo, national-level incidents,

Within these areas of focus there are three specific ESCC initiatives 1 would like to highlight:

Crber Mutual Assistunce

The electric power industry has a culture of mutual assistance; when a weather event or natural
disaster impacts a region, crews and lineworkers from all over North America descend on the
affected region to restore power. Through storm preparation and mutual assistance networks, the

electric power sector has decades of experience working together in response 1o major incidents.

For example, the sector’s response to Superstorm Sandy had companies from as far away as

California, Texas, and Canada sending equipment and crews into the affected regions 10 restore
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power. More than 80 companies and tens of thowsands of mutual assistance erews responded.
Similar responses were seen following Hurricanes Katrina and Rita. In short, mutual assistance is

not just a program, it is in our DNA.

As cyber risks profiferate, (he industry is organizing itself to pool resources in the face of
incidents that exceed the capacity of individual companies 10 respond. [n its carly stages now, a
framework is being developed to identify and share resources during incidents. Over the long-
term, this project—with the backing and leadership of senior industry executives—will evolve
based on the cyber incident response needs of the indusiry. In addition, efectric companies work
1o maintain and strengthen their ties to state agencies, state and local law enforcement, and state

Fusion Centers that receive, analyze, pather, and share threat information.

Crbersecurity Risk Information Sharing Program (CRISP}

The electric power sector has deployed CRISP o bolster its situational awareness and
information sharing, CRISP developed as a partnership among five pilot electric companies, the
Department of Energy {DOE}, the Electricily Tnformation Sharing & Analysis Center (E-ISAC),
and the Pacific Northwest and Argonne National Laboratories. CRISP enables near real-time
sharing of cyber threat data among government and industry slakeholders, while supporting

machine-to-machine threat mitigation.

Cyber threat information shared through CRISP is helping to inform important security decisions
not just among participating companies, but to all E-ISAC members throughout the electric
sector, as information gleaned by the technology is then shared anonymously through the E-
[SAC portal. By the end of this year, more than 75 percent of all eleciricity customers will be
covered by an electric company that will have deployed CRISP, but the entire industry continues

to benefit,

Electromagnetic Puise (EMP} Mitigation
The ESCC works closely with the government to better understand the threa: posed to electric
infrastructure from a man-made EMP, either from a high-altitude nuclear blast or 4 so-calied

“directed gnergy” weapon. Based on these discussions, and building on research done by the
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National Labs and Department of Defense, the Electric Power Research Institute (EPRL} is
undertaking a major cotlaborative research effort with DOE. This project is designed to enhance
our understanding of system impact shouid such an attack occur and to explore the effectiveness
of mitigation strategies {including hardening and recovery). The project will alow grid-specific
research to inform the application of technologies that will increase grid resilience and accelerate

recavery.

A recent Government Accountability Office (GA() report recommended enhanced federal
agency coordination with industry to identify and prioritize risk-management activities, such as
research and development efforts, to address EMP risks to the grid. The recently initiated EPRI

praject is just such an effort,

Pratecting and defending electric infrastructure are not enough; we also must plan to
respond and recover shoukd an incident impact operations.

Owners and aperators of critical infrastructure strive for a 100-percent success rate in their
protection efforts, but the adversary only needs to be right once. Given these odds, a
comprehensive approach to securily must include contingency plans to respond and recover as

quickly as possible in the event samething occurs.

Just as electric companies share crews as part o the industry's voluntary nutual assistance
programs to restare power, they atso regularly share transformers and other equipment. The
electric power sector is expanding equipment-sharing programms—rlike the Spare Transformer
Equipment Program (8TEP), SpareConnect, and the newly announced Grid Assurance

program—io fimprove grid resilience no matter the threat.

The electric power sector’s suceess regarding these transformer-sharing programs depends upon
the industry’s ability io move large spare equipment, such as transformers, quickly over our rails,
roadways, and waterways. That is why the industry {s working with other critical infrastruciure
sectors and the government to improve the coordination and preparation involved in moving
large transformers during an emergency. For example. electric companies, Class § railroads, and

the heavy hauler and rigging industries developed a new Transformer Transportation Emergency
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Support Guide to expedite the deployment of equipment and services that would be necded to

move these critical assets rapidly in an emergency.

With respect to exercises, this past November, NERC conducted the third biennial industry-wide
grid security and incident response exercise, known as GridEx {1k, GridEx ilf bronght fogether
more thar 364 organizations and 4,400 participants from industry, government agencies, and
partners in Canada and Mexico to participate in a rigorous and comprehensive two-day drill that

simulated coordinated cyber and physicat attacks on the power grid.

GridEx 111 also included an executive tabletop exercise that brought together 32 clectric power
scctor executives and senior U.5. government officials to work through incident response
protocols to address widespread cutages. GridEx {11 was a continuation of industry-government

efforts to participate in exercises that strengthen the sceurity and resiliency of the power grid.

On March 31, NERC released its GridEx 11§ After-Action Report to the public. Overall, NERC
found that since GridEx 11, industry and government responses to a signiftcant cyber / physical
attack continue to improve. The After-Action Report identified a number of recommendations
for industry and government 1o continue 1o strengthen their coordination, preparation, and
response capabilities. As was the case with GridFEx { and i, these recommendations will provide
a road map for how the ESCC, with input itom NERC, and the government will address security

issues over the next Two years.

With exercises and real-world events serving as catalyst for new initiatives, from developing a
cvber mutual assistance regime to looking at cxtraordinary measures the sector can take to
mitigate damage from incidents, the clectric sector is constantly improving its security posture

and approach to preparedness.

Conclosion

Security cannot be static; threats evolve and so must we. The electric sector embraces this fact as

demonstrated by the ongoing development of regulatory standards, the high-leve! partnerships
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developed under the ESCC that are enabling us to accomplish more in less time, and the focus on
constantly improving preparedness by applying lessons learned from exercises and real-world
events. As industry and government leadership improves our ability to protect critical
infrastructure from all types of threats, we Jook forward to working with Congress on this

important mission.

On behalf of owners and operators of eritical electric infrastructure, I appreciate the Committee
holding this hearing to learn more about threats facing the industry. Tt is my hope that this
testimony provides insight into what the electric sector is doing to address these threats, whilc

also making clear that there is no such thing as risk elimination, only risk management.

As we work to manage risks facing the sector and the nation, 1am proud to say the electric sector
and the government are working closely in innovative ways to protect critical infrastructure from

attacks and to Jimit the consequences of an attack should one occur,
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Introduction:

2016 is the year ransomware will wreak havoc on America’s critical infrastructure
community, New attacks will become common while unattended vulnerabilities that were
silently exploited in 2013 will enable tnvisible adversaries to capitalize upon positions that (hey
have previously laid claini. “To Pay or Net to Pay™. will be the question fueling heated debate in
boardrooms across the Nation and abroad. Ransomware is less about technological
sophistication and more about exploitation of the huroan element. Simply, it is  digital spincna
centuries otd eriminal tactic.

Early in the evolution of structured path systems, the most direct roadways that connected
civilization were predominantly used by more privileged members of society and armies.
Eventuatly those who could afford horses or carriages used the roads to travel and merchants
used the roads to transfer their wares. Both partics had the money of their birth or labors.
Consequently, the roadways became prey to travelling footpads referred to as highwaymen.
Modern stories have romanticized these figures into gentlemen thieves who shouted slogans such
as “your money or your life" prior to robbing their prey. The culprits were cansoming their
prisoners with a chotce, Either pay a “rravelers fee™ or suffer the consequences impesed by a
masked adversary, Provided that the thief was honorable enough 10 allow his victims to live,
authorities had a difficult ime investigating the crimes and apprehending suspects because the
adversaries were mobile. Consequently. culture had to adapt in response to the threat in order for
any meaningfual change 1o oceur. Carriages began employing guards. People began travelling in
groups and travelling at reasonable hours. As roadways became more traversed, highway crime
decreased because the risk of getting caught began to cutweigh the reward.

The internet is not unlike the aforementioned roadways, Initially, only a privileged fow
such as security researchers, the military, and a rich few. had access. Attackers could have made
money from exploiting the sparse number of victims, but it was not until a greater influx of
unwary victims began moving about that real profit could be realized. Ransomware threat actors
adopt the highwayman mentality by threatening the tfeblood of their victims — information — and
boldly offering an ultimatam. Drespite recognition of the threat, the adversaries remain a
numeraus and nebulous bunch. Law enforcement has neither the time not the resources to track
dowi the culprits. Only a societal cybersecurity reformation in user awareness and (raining will
deter the altackers,

Security firms tike Kaspersky, Covenant Security Solutions, Forcepoint, GRA Quantum,
Trend Micro and Securonix predict a dominant resurgence of ransomware attacks in 2016,
Already, healtheare organizations, who were previously off-tmits targets among ransomware
threat actors, have been brutally and relentlessly targeted with inbound attacks intent on
leveraging patient lives against the organization’s checkbook. This shift may be largely backed
by the more sophisticated Advanced Persistent Group Threat actors who are entering the stage
because ransomware attacks are tinder-combated and highly profitable. According to Brian
Contos, ICIT Feltow and VP & Chief Sccurity Strategist at Securonix, attackers are pivoting to
ransomware because *[Tt] is a volume business. It's simple, relatively anonymous and fast. Some
people will pay, some will not pay, so what. With 2 wide epough set of targets there is enough
upside for these types of attacks to generate a steady revenue stream.” Ransomware has been
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around since 1989 but its popularity decreased in favor of other malware because the number of
internet enabled vietim devices was not exceptionally beneficial to the adversary’s profit margin,
Now. with prevalence of mobile devices and the looming shadow of the internet of things, the
potential threat landscape available (o ransomware threat aclors is oo tantalizing a target to
ignore. Danyetta Fleming Magana, ICIT Fellow and President and Founder of Covenant Security
Solutions elaborates that “The world is a living and breathing digital planet, and over the past
decade is has accelerated into & gorgeous global information field. The interngt remains the
single most common vehicle for billions of communications and business transactions on a daily
basis. As new lechnotogy becames available, more and more people and businesses will be
connected to the internet in a variety of ways, making most of them prime candidates for a cyber-
attack.” Society now relies on constant access to the vast stores of data gathered {rom constant
communication of people, devices, and sensors. Information security specialists and the technical
controls that they implement must become adaptable, responsive, and resilient to combat
emerging threats,

Ransomware cyber-criminals occupy & unique niche in the attack surface. Unlike hackers
who attempt 1o exfilirale or manipulate data where it Is stored, processed, or in transmisston,
ransomware criminals only attempt (o prevent access to the data. Aside from Advanced
Persistent Threat groups, hackers, in general, worry about what they can steal. Ransomware
criminats concern themselves with what they can disrupt. As harsh as it sounds, businesses can
casily continus operations after a data breach. Customers and end users tend to be the long-term
victims. The same cannot be said for an active ransomware aftack. Business operations grind (o a
halt until ihe system is restored or replaced. Morcover, unlike traditionat malware actors,
ransomware criminals can achieve some profit from targeting any system: mobile devices,
petsonal computers, industrial control systems, refrigerators, portable hard drives, ete. The
majority of these devices are not secured in the slightest against a ransomware threat.

One reason that ransomware is so eflective is that the cybersecurity field is not entirely
prepared for its resurgence. Attacks are more successful when effeclive countermeasures are not
in place. Information security systems exist to detect and mitigate threats, to prevent data
modification, to question unusual behavior, ete. After it is on a syslem, ransomware bypasses
many of these controls because it effectively acts as a security application. It denies access ta
data or encrypts the data. The enly difference is that the owner of the system does not own the
control. That is not to say that ransomware goes unchecked. Many security applications detect
ransomware based on its activity or the signaturc of the variant. Security firms are consistently
developing and releasing anti-ransomware applications and decryption tools in response to the
threat. However, solutions do not always exist because some encryption is too dillicult to break
without the decryption key. For variants of ransomware that rely on types of strong asymmedric
encryplion that remain relatively unbreakable without the decryption key, victim response i3
sharply limited to pay the ransom or lose the data. No security vendor or law enforcement
authority can help victims recover [rom these attacks.

As with any cyber-crime, law enforcement’s response to ransomware is limited by their
constraints ¢training, personnel, budget, elc.). The FBI leads the cffort to prevent the spread ef
ransomware and respond 1o incidents. Their Internet Complaint Center allows victims te report
ransomware attacks for investigation. In some cases, such as with Cryplotocker, the FBI has
parinered with foreign law enforcement to newtralize a threat. Similarly, the Department of
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Homeland Security (DHS) devotes resources to analyzing and responding 1o ransomware threats
threugh 1.8, CERT. Whenever an altack is reporied to law enforcement, more information is
gathered about the ransonrware and the attacker’s tools, tactics, and procedures. The information
is aggregated and used in operations, such as Operation Tovar, to dismantle ransomware
operations at the source and recover decryption keys from the captured servers. These large
efforis are scarce becanse most ransomware attacks come from a distributed numbser of seript
kiddies and second-hand adversaries who purchased the malware. These more numerous
attackers are one of the main differences between ransomware campaigns and APT attacks.
‘There is no central command or primary adversary to focus countermeasures upoil.

The other reason that anti-ransomware efforns are stunted is that the opposition is not
unified in a response procedure. Most security vendors advise the public {who are not yet
victims} to never pay the ransom and to focus on mitigation efforts instead. Mitigation is
excellent so tong as one neglipent employee does not nistakenly compromise the entire syslem
by opening an email. Afterwards, reality sets in. Victims have to make a very difficult decision.
Either pay the ransom without knowledge of who recetves that money and what further harm is
done with it or to Tose all ol their data behind a layer of encryption. Larger agencies, such as the
FBI and DHS have the resources and technical expertise 1o respond to cyber-attacks in a
responsible and rational manner. Smalter law enforcement organizalions, such as local police
Forces, might lack the resources necessary to respond appropriately. Consequently. on a lew
occasions, police forces have paid the ransom demand to free their syslems and resume critical
operations. Now, law organizations would only have paid the ransom after exhausting all ether
options, However, the decisions invoke a feeting that law enforcement bodies may not be the
singular solution to the threat. Brian Contos remarks, “If they can’t protect themselves
adequately we shouldn’t expect them to sofve all our problems for us.” Further, ransemware
altacks, especiatly those against individual users, only demand a few hundred dollars a1 most
from the victim. In comparison to the APT threats and other forms of cyber-crime costing
millions of doltars per incident, it seems unlikely (hat agencies wilt devate significant resources
to investigating individual attacks. From law enforcement’s perspective, a home burglary results
in greater loss than a singular ransomware attack. Executives at Forcepoint contends that, “The
FBI, one of the leading law enforcement agencies tasked with pursuing cybercrimes, has stated
that they will assist victims with traditional hacks. In cases of ransomware; however, they are
warking out the best response approach for victims of these types of attacks.” In point of fact, in
Qctober 2015, Joseph Bonavolonta, the Boston-based head of the FBI's CYBER and
Counterintelligence Program, said, "To be honest, we often advise people just to pay the
ransom." In response to pressure from Senator Ron Wyden, the FBI clarified that its position was
only to pay the ransom if mitigation steps failed and the only other option was to lose the files.
More or less, victims® response amounts to reporting the incident to the FBI and hope that the
threat actor is eventually caught. The victim will never rccover their ransom (if they paid).
Despite increased ransom demands, the response for businesses 15 not exceptionally better,
According 1o Symantec, “Information security researchers, however, suggest that some
cybercriminal extortionists have lound $10,000 to be the sweet spol between what organizations
are willing to pay and what law enforcements are reluctant to investigate.” Again. this response
may be justified in that the FBI and DHS aiso must handle significantly larger incidents. As the
intcrnet has no borders, in many cases these agencies do not even have the authority or capability
10 respand even if the attacker was a known enlity.
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Cyher-crime is a shared problem that the public and private sector need to collectively
addeess. Ransomware, as a fraction of cyber-crime, is no different. Collaboration and collective
cybersecurity improvement is the best strategy for mitigating the ransomware threat and reducing
the impact of successful attacks. As imitiatives to increase socictal cybersecurity training and
awareness improve, the atiack surface and profitability of ransomware and other malware
campaigns will decrease. Imagine how few malwarc attacks would succeed if no one opened
their email! At the same time, public and private sector solutions to malware attacks witl
tmprove through shared information Lo address these problems at their source.

Qrigins of Ransomware:

The first ransomware, the AIDS trojan, was originally developed by biologist Joseph
Popp. Popp passed 20,000 infected floppy disks out at the 1989 World Health Organization's
AIDS conference. An accompanying leaftet warned that the software on the disk would
~Adversely affect other program applications™ and that “you wili owe compensation and possible
damages to PC Cyborg Corporation and your microcomputer will stop functioning normally.”
Nevertheless, users booted the disks and infected their own machines, To their credit, mabware
was relatively scarce at that time because significantly fewer users had aceess o computers.
Similar to some modem ransomwart, the AIDS trojan displayed a pretentious display message,
chastising the mistakes of the user and eventually informing them to send $189 1o PC Cyberg
Corporation’s P.O. box in Panarna in order (o free their system. The AIDS trojan counted the
number of times that the computer was booted. When the counter reached 90, the malware would
hide the directories and cither encrypt or lock the files on the C drive. The AIDS irojan
ultimately failed because it had a lirnited number of targets and becanse a deeryption process was
quickly developed. Strikingly, the two derivative ransomware variants, crypto ransomware and
locker ransomware, foflow (he same tactics as Popp's 1989 campaign. Even more surprising is
that the ransom has not significantly increased for the average user. Tnstead, global cconomics,
the advent of the intemet, and the reliance of technology has expanded the threat surface 1o
include international organizations that are better resourced than the average user, Modern
malware evalved to target people and organizations in economically developed nations because
their reliance on technology allows it to succeed and {0 spread. Throughout the nineties, malware
was predominantly used for pranks, vandalism, or to gain notoriety. Then, in the early
miliennium, the threat fandscape shified and attackers began to develop and deploy sophisticated
majware {0 steal secret information, to inflict physical harm on remote systems. or to tinancially
profit. Advanced Persisient Threats {APTs) usually developed for the former two categones
while ransomware evolved under the latter motivation.

Ransomware reappeared arcund 2005 in the form of fraudulent applications, fake
spyware removal tools (SpySheriff, etc.}, and malicious “performance optimizer™ applications
(PerformanceOptimizer, RegistryCare, etc). These campatgns targeted Windows and Mac
personal computers. Warnings of corrupt files and unused registry entries were used to panic
home uscrs into paying $30-90 for a license to a ool that often did nothing for the systen:. Also
in 2006, a forerunner Lo modern crypto ransomware surfaced as the Trojan Gpeoder [amily of
makware. Gpeoder used weak symmetric encryption algorithms and was eastly decrypied.
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Nevertheless, by 2006, other attackers saw the potential of emulating Gpeoder. Trojan.Cryzip
and Trojan.Archiveus appeared in 2006. According to Symantec, “Cryzip copied data files into
individual password-protected archive files and then deleted the originals.” Cryzip was disarmed
when researchers discovered that the passcode was embedded in the trojan’s code. Archiveus
emulated Cryzip except that it asked victims to purchase medication from specific online
pharmacies and submit the order identification number instead of asking for a cash transfer.
Researchers believe that the developers of Archiveus eamed commission from the online
pharmacies to which victims were directed. After 2006, the attack surface shifted and caused
malicious adversaries to develop ransomware in different ways.

In 2008, users began to recognize the threat landscape and the necessity of fundamental
information security applications such as firewall and anti-virus applications. In response,
attackers began to develop and deploy fake anti-viris programs, which mirrored the form and
function of legitimate applications. The fraudulent programs performed iHlusory scans and
claimed to have found a significant number of threats to the system. Victims were then prompted
to either pay for a license or subseription or to pay a flat fee ($40-100) to “fix the problems.” As
awareness of the scams increased, users began to ignore the applications {both when prompted to
download or after the fact) or to remove the applications altogether, The underlying problem in
the attack vector was that it relied on user attention to initiate the download or respond to the
advert and it depended on nser panic and response to receive payment. After developing and
deploying the application, the adversaries had no further leverage to entice users to pay.

By late 2008, Trojan.Ransom.C, the first locker ransomware emerged. Locker
ransomware locks the user interface of the host machine, thereby disabling the victim’s access o
their system, often by disabling control of the mouse, some of the keyboard, and other system
components. Locker ransomware spread like malware, often through malicious emails and
driveby downloads. Ransom.C spocfed a Windows Security Center message, locked the host,
and prompted victims to call a premium-rate phone number to reactivate a license for security
software. Victims could not ignore locker ransomware. If they wanted to regain access to their
system, then they had to either enter a payment voucher number or they had to wait for a vendor
solution and learn to deploy ii. Keep in mind, that mobile devices were not as capable or as
prevalent in 2008 as they are now, Many victims did not have another systern on which they
could access the internet to search for a vendor solution, let alone have the know-how to decrypt
their own systems. Consequently, attackers increased the ransom accompanying locker
ransomware by 200-300% te $150-200 per infection.

By 2012, locker ransomware surpassed fake applications because 1t did not require
conscious user action to infect a systerm, Locker ransomware campaigns became more blunt,
teling users about the infection and about their inability to use the system unless a ransom was
paid in the desired digital currency. Attackers optimized their social engineering endeavors and
the display prompt to incite the most panic in victims in order to minimize victim’s ability to
react rationally. Attackers posed as law enforcement, claiming on the realistic prompt disptayed
on the locked screen that the system was locked because the users had pirated music, movies, or
software or because the user had accessed illicit content such as child pomography, human
trafficking sites, ete. Nafve victims believed that they were paying a fine instead of paying the
licensing for a fake service or a ransom, The success and profitability of locker ransomware
campaigns declined between 2012 and 2014 because calls to law enforcement and efforts of
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securily researchers increased the awareness of the scams and the availability of vendor
solutions. Further, the prevalence of APT activity has resulted in an increascd awareness of
soctal engineering tactics. Rather than adopt more sophisticated tactics, ransomsware groups
began to shift their development to crypto ransomware,

Since 2013, attackers have been migrating back to cryplo ransomware, similar to Popp’s
AIDS trojan and Ransomware.C, except with atronger encryption algerithms. Crypto
ransomware evolution has accelerated over the few vears since is reemergence because cyber-
criminals have copied each other and adapted upon successful and failed strategies. Successful
attackers typically rely on industry standards of encryption, such as RSA, triple Data Encryption
Standard {3-DES), or the Advanced Encryption Standard (AES). Crypto ransomware is even
mere blunt than focker ransemware; often, presenting the intention of the malware and the
demand for payment without pretense. Because the mabware is more expensive to develop, more
sophisticated, and more difficult to remove, attackers increased the average ransom to about
£300 per infected host; however, targeted attacks against businesses and critical systems have fed
1o significantly higher ransom demands. As of 2016, ransomware is mutaling again to be more
vicious and less predictable than in the past. This transition may be the result of adoption by
more knowledgeable and ruthless adversaries, such as Advanced Persistent Threat groups.

Overview of Ransomware:

I you wanled to secure the valuables in a room, you could adopt one of two basic
approaches. You could lock the valuables in container {a safe, a chest, etc.) so that only those
with the key could access them or you could lock the door so that no one could access the room.
Anatogously, there are two types of ransomware, crypto ransomware and focker ransomware.
Crypta ransomware encrypts personal data and files so that the victim cannot access those
particular resources unless they pay the ransom, Locker ransomware prevents the vietim from
using the system at all by locking components or all of the systemn. Generally, ransomware is
profitable because it leveraged society’s digial lifestyle against itself. Ransomware locks the
devices and data bat some value more thap their real world interactions. Ransomware depends
on the majority of users reacting out of ignorance, fear, or frustration. The most internet
dependent nations, United States, Japan, United Kingdom, Italy, Germany, and Russia, are aiso
the most tarpeted by ransomware. The average ransom for either ransomware is around $300, as
of 2015, One might notice that $300 might be significant for an individual: however, the average
includes attacks on commercial businesses. In some cases, users might be charged less. In any
case, $300 ts less than half the price of & new laptop or mobile device; which is critical to the
nature of the attack. Adversaries must keep the ransom proportionat to the value of the infected
host and the ability of the victim to pay. Cybercriminals choose which type of ransomware o
deploy based on their skill set, the specifications of the target system. and their prediction of how
each type might affect the target victim. In the former analogy, you might have decided that the
best approach was 10 secure the valuzbles in a safe and then to lock the door. Luckily, a hybrid
ransomware has not yet been popularized; however, with more sophisticated adversaries enlering
the arena, the development of more sophisticated or hybrid ransomware is only a matter of time,
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Types of Ransomware:

Locker Ransomware:

Locker ransomware is typically spread through social enpineering, phishing campaigns,
and watering-hole sites. According to Symantec, about 36% of binary-based ransomware
detected in 2014-2015 was locker ransomware. Computer lockers restrict user access to infected
systems by either denying access to the user interface or by restricting the availability of
computing resources, Certain capabilities. such as numeric keyboard functionality, might remain
unlocked while the rest of the keys and the mouse are locked. This design increases user
frustration while restricting user action to following the attacker's instructions. This type of
ransomware 13 akin to the locked door in the earlier analogy. Locker ransomware usually leaves
underlying files and systems unaffected; instead, it only restricts access to (he interface, This
design alse means that locker ransoraware can often be removed casily by restoring the system to
g restore point or by deploying a commercial removal toal. In the previous analogy, this is akin
to removing the doar to access the contents of the room.

The contents of a room tend to remain unharmed if 2 door is either knocked down,
urlocked, or if it is gingerly removed at the hinges. Because the computer locker can be removed
without harm to the valuable data, locker campaigns depend on inciting panicked irrational
thought in victims. In unsophisticated campaigns, a display page or a banner tells the user that
the system will be untocked if a fing (~$200) is payed, usually through payment vouchers.
Victims can purchase vouchers from local stores, credit shops, or "loan outlets.”™ Locker
ransomware relies ou vouchers because the victim cannot access a crvptocurrency market o
purchase Bitcoins because the user interface is disabled.

More sophisticated schemes sirongly incorporate social engineering into the scam to
pressurc the user into paying the fee. The tactic exploits the victim's trust in law enforcement,
the need 1o obey the law, and the Fear of the consequences, by invoking imagery and wording
reminiscent of faw enforcement. For example, a display page might claim that the FBI has
locked the computer in suspicion of downloading child pornography or pirating movies, The
page will offer to unlock the system il a fee is paid by inputting a numeric code (usually an
account number or voucher) into the page or by calling a listed phone number. Any rational user
would realize, at the very least that:

A, (Hopefully) The user was not engaging in the alieged itlegal activity.

B. It makes no logical sense for the FB{ to remotely lock down a computer instead of just
showing up and arresting a suspect.

C. The FBI (or whomever) would not accept a “fee” to ignore due process.

Newvertheless, locker ransomware has proven a profitable attack vector, lkely becanse of the
victim demographics of its infection vectors. How many senior citizens, who have flawlessly
obeved the law for their entire lives, will input their credit card or financial information into a
page teliing them ihat a law enforcement organization will amest thern if they do not immediately
pay the fine? Even if they understand that the ransomware is malware, how many sheepish
teenagers would use thelr parent’s credit cards to pay the fine to not have to explain that they
haw they infected their computer on an adult web site?
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1F the victim was actually engaged in the illicit activity described on the ransom demand,
then they might be more likely to pay it. even if they suspect that it is a scam. For instance, many
young people visit adult websiles and digital piracy websites, through which locker ransomware
is known to be distributed. Because the victim already feels puilty or ashamed, they are less
likely to think rationally or to seck outside help. Here, the threat actors are leveraging human
nature against the vietim to achieve their desired cutcome. As knowledge of locker ransomware
increased, the pool of victims and the profitability diminished.

Attackers abandoned locker ransomware in favor of its more robust counterpan, crypto
ransotmware. Locker variants are still developed, but they are less nunierous than crypto
ransomware families. However, 2016 may be the year that locker ransomware reemerges
because locker ransemware can infect emerging technology such as mobile phones, wearable
devices, and systems connected to the “internet of things™. Unlike personal computers, these
alternative devices might lack system restore capabilities. User options might be limited to: pay
the ransom, pay for a vendor tool to remove the ransomware and then figure out how to deploy
and operate the tool, or to restore the device to factory default (if the option remains unfocked).
Fven in large campaigns, adversaries tend 10 scale the ransom to the victim demographics”
ability to pay. What if the ransom to unlock an [Phone or smart watch is signiicantiy less than
cost of the vendor solution? Whal if the ransom 15 low enough {say $0.99) that users are willing
to pay the ransem because it is tore convenient than finding a software sejution and then
tearning how to deploy it on the locked device. Those readers with social media may be famitiar
with the Facebook scams (offering cheap sunglasses, life-hacks, etc.) that appear when a profile
is compromised. The victim’s profile propogated the malicious attachment or url to their conlacts
by either posting on their page or by privately messaging their {riends. Now, imagine il locker
ransemware spread in the same fashion, texting a malicious Hnk to every device in the victim's
contact book. Even a low ransom (less than $0.99) could be extremely profilable if the
ransomware is propagated lrom every infected device.

Crypto Ransamware:

Instead of restricting user action by denying access ta the user interface, Crypto
ransomware targets the data and {ilesystemns on the device. The critical system fites and
fimetionality tend to remain unaflected, The vietim can use the computer to do anything except
access the encrypted files, Crypto ransomware often includes a time Hmit, after which the
decryption key may or may not actually be permanently deleted if the victim does not pay the
ransom on time. People do not think rationally under time limits; as before, the cyber-criminais
are compensating for a lack of technicat sophistication by leveraging human behavior against the
victim. The victim is subject to the anxiety of the ticking clock, the fear of the consequences ol
making the wrong decision, and the fear of tegret if the data 15 lost forever.

It 2014-2015, erypto ransomware accounted for 64% of the binary based samples of
ransomware detected by Symanltec. Attackers usvally ask for ~$300 USD in bitcoins to unlock
the encrypied files. Unlike locker ransomware, crypto ransomware still allows users 1o access the
internet to purchase cryptocurrencies. Some variants of crypto ransemware even provide users
with a site to purchase Bitcoins and articles explaining the currency. Tnterestingly, as Law
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Enforcement Agencies and security researchers buy out digital currencies, such as Bitcoins,
average users have to pay the price of inflation of the decreased commodity.

Crypto ransomware did not popularize until 2013 bocause attackers failed to realize that
suceessiul crypto ransomware attacks rely on current strong encryption algorithms and proper
management of the accompanying eryptographic key. Prior to that, variants failed 1o be more
profitable than locker ransomware because attackers stored the key on the host or within the
malware, For some vanants, the key was even the same across all samples, which means that
once one person had unlocked their system, they could just post the key for any other victim to
use to unlock their system,

According to information security researchers at Symantec, the current crypto
ransoraware threat landscape is still fragmented inte new entrants inte the market and mature
criminal groups. Both types of attackers try to employ industry-standard eneryption algerithms,
such as RSA, Triple Data Encryption Standard (3DES), and Advanced Encryption Standard
{AES) with a suitably large key in (heir ransomware; however, entrants tend to lack technicai
skills and the operational tacties, techniques, and procedures associated with mature groups.
Entrants often store encryption keys in the ransomware or they fail to fully disable & system to
prevent user action. In contrasl, mature cyber criminals generate a unique asymmetric key for
each infected system and they wipe the session key from memory when they are finished with it.
These dominant cybercriminals combine strong public/private encryption with their established
operational procedures to fimit victim response to paying the ransom or losing their data.
Entrants operate o make a profit frotn nafve victims, while mature cyber criminals operate to
hold hostage systenis belonging to users and businesses. and to not be identified by law
enforcement. To this end, the community relics en Tor, proxics, and crypto-currencies, such as
bitcoins to remain anonymous.

in this digital age, the vast majority of personnel and people digitally store data vital to
their profession and personal life. Only 2 small percent of users regularly backup all of their
essential data or all of their essential systems. Crypto ransomware is often spread through Tor,
botnets, or other malware. Crypto ransomware is as simple as weaponizing strong eneryption
against victims to deny them access to those files. After the initial infection, the malware silently
identifics and encrypts valuable files. Only after access to target files has been restricted does the
ransomware ask the user for a fee (0 access their files. Without the decryption key held by the
attackers, or in some cases, a vendor decryption solution, the user loses access Lo the encrypled
files. Even it the user regularly backs up their data, the crypto ransomware might still be
effective if the user does not have the time to revert to the backup or if the user has net backed
up their data frequently enough. For example, 1 medical organization might be a target if they
need real time access to their data while a college student might be a target if they have not
backed up the term paper that they are rushing to [inish for the foliowing morning. Crypte
ransomware incites panic in users, but it relies more on their desperation. Because different user
worry about different things {documents, photos, servers, ete.) and because cryptographic
algarithing are numerous, a plethora of crypto ransom variants target the attack surface.
Nevertheless, due te a lack of personal sophistication, the majority of threat aclors rely upon or
adapt a few successful variants.
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Active Examples of Crypto ransomware:

tocky:

On February §, 2016, medical systems belonging to Hollywood Presbyterian Medical
Center were infected with the Locky ransomware. Healthcare data remained unaffected bul,
computers essential to laboratory work, CT scans, emergency room systems, and pharmacy
operations were infected. The email system was taken down, but it remains unclear whether the
system was tnfected or if the system was taken down to preserve indicators of comproinise or to
prevent further phishing emails. While media outlets reported that the adversary demanded a
ransom of 9000 Bitcoins {$3.6 million), President and CLEO of HPMC Alien Stefanek said that
the accounts were inaccurate. After almost two weeks, the hospital paid a ransom of 40 Bitcoins
{517,000 to untock their machines, despite ample assistance from the FBI and LAPD, because
paving the ransom was the quickest and most efficient way to restore their systems. Stefanck
does not believe that the hospital was specifically targeted. He argues that the attack was the
result of a random malicious email. In contrast to this assertion, the attackers did not demand the
typical user ransom of $210-420.

The novel Locky ransomware s not any more sephisticated than other ransomware
applications, but it is rapidly spreading to victim systems. Forbes claims that the Locky
ransomware is inlecting approximately 90,000 systems per day and that it typically asks users for
(.3-1 Bitcoin {(~$420) to unlock their systems. Locky encrypts files with RSA-2048 and AES-
128 ciphers. Victims are presented with links to pavment landing pages and instructions to install
Tor. Security firm Proofpeint asserts that Locky was developed and deployed by the Dridex
criminal organization. The Dridex criminal group is the most prominent operating banking
mabware. Locky is disseminated through spam emails containing Microsoft Word attachments.
Each binary of Locky ransomware is reporledly uniquely hashed; consequently, signature based
detection is migh tmpossible. After infection, the malware deletes backup shadow copies of the
operating system. Encrypted files are renamed with the locky extension and the victim is
presented with the ransom demand. Palo Alte Networks, whe also connected Locky to Drdex,
believes that the group has already raised several hundred thousand dollars from Locky ransoms.

Tesfalrypty EccXrypt:

TeslaCrypt infects systems through the Angler exploit kit, which leverages vulnerabilities
in Adebe Flash (such as CVE-2015-0311). Sitverlight and {aternct Explorer may be exploited in
absence of Adobe Flash. Angler is injected (rom an iframe on a compromised website. The
viclim is redirected to a landing page, where anti-virtual machine checks, antivirns assessments,
and host analysis lools are systematically run. Ifall the checks succeed, then the Flash exploit is
used to download the ransomware pavload into the victim's ternp folder. The Xtea algorithm is
used to decode the payload and the ransomware is written to disk,

The TeslaCrypt binary is compiled in Visual C++. The ransomware code is encoded
within the binary, After the code is decrypted inte memory, TeslaCrypt overwrites the MZ binary
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onie itself. The malware copies itsell to Yoappdata®, where it also stores a SHA-256 key
(key.dat) and a log file listing the files found through divectory enumeration and encrypted.
Encypted files feature the additional extension names of .encrypted, .ecc, .ezz, .exx, and recently,
Jop3. The malware runs a few threads: a tile encryption thread, a thread o manitor and
terminate .exe, .msconfig, .regedit, .procexp, and taskmgr processes, # thread to delete backup
shadow files using vesadmin.exe, and & thread to contact the command and control server to
communicate the sha-256 value of the key generated from key.dat, the Bucoin address, the
number of files encrypted, and the victim 1P address. Althongh it resembies Crytolocker in
design and appearance, they do not share source code. After infection, victims are presented with
a pop-up window informing them that the tiles have been encrypted and directing them to the
TestaCrypt website, directly or through a Tor2Web proxy.

Initially, TeslaCrypt used symmetric encryption: however, after researchers [rom Cisco’s
Talos Group released a decryplion tool (the Talos TeslaCrypt Decryption tool). the authors
reconfigured TeslaCrypt to use asymmetric AES encryption. By late 2015, Kaspersky labs had
released another decryption tool, the TeslaCrypt Decryptor. By Jannary 2016, the threat actor
had remedied the flaw in their malware and released a third version that appends the .mp3
exlension 1o encrypled (iles.

TestaCrypt originally targeted 185 file types related to 40 computer games {Cali of Duty,
Skyrim, Minecrafl, etc.) on Windows systems. The malware capitalizes on how much vietims
value the time spent in artificial realities and the intangible assets collected there. Newer variants
also encrypt Word, PDF. and JPEG files. Overall, the ransomware is particularly devastating (o
college aged young adults, Vietims are prompied 1o pay a ransom of ~$500 {in Bitcoins,
PaySafeCard, or Ukash). Victims may decrypt a single file for free as a show of good faith,

Lrypiaincker:

Cryptolocker is a crypto ransomware (rojan that began infecting Windows systems in
September 2013 through the Gameover Zeu§ botnet, and encrypting the host data with RSA
public-key encryption. The private key needed to decrypt the data was stored in the malware’s
command and conirol servers. The ransomware also spread as a malicious email attachment (a
ZIP file containing an executable with a PDF icon). Cryptolocker installs in the user profile
folder and adds a key to the system registry so that it runs at startup. Next, it connects to one of
its 02 servers and generates a 2048-bit RSA key pair, stores the private key on the server, and
sends the public key back 1o the victim machine. The trojan encrypts document, picture, and
CAD files on the local hard-drives and mapped network drives with the public key and logs each
encrypted {ile as a registry key.

The vast majority of victim systems were located in the United States and Great Brilain,
Victims were presented with the demand that unless a 0.3-2 Bilcoin or cash voucher payment
was made within 72-100 hours, the privale key would be deleted and the data would be forever
encrypted. Sometimes, if payment was not received by the deadline, the attackers would offer a
new deadline at a higher price, marketing it as an online removal service, In November 2013,
this after-the-fact service was offered as a stand-alone website. The site claimed that the private
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key would be sent to the victim within 24 hours of a 10 Bitcoin payment. Even if the ransom was
paid, some attackers did not decrypt the (iles. Cryptolocker can be removed from infected
systems, but files still cannot be decrypted without the private key.

Cryptolocker and the Zeu§ botnet that it relied upon were taken down in the May 2014
Operation Tovar. Afterward, the private keys saved on the servers were converted into an online
file recovery tool. Overall, in its 6-month operation, aftackers used Cryptolocker to extort over
$3 million from victims. Security researchers estimates that only 1.3-3% of victims chose {0 pay.
As a result of its success, numerous vebranded variants appeared on the market.

Cryptrowally Cryntoalofense/Cryplocin

The Cryptowall family of ransomware first appeared in early 2014 and became popular
after Operation Torvar dismantled the Cryplatocker network. Cryptolocker is spread through
various exploit kits, spam emails (with attached RAR files that contain CHM files), and
mabvertising pages. When the malware is delivered, the binary copies itself to the %otemp%s
folder. It then launches a new instance of the explorer.exe process, injects the unpacked
Cryptowall binary, and executes the injected code. The malware uses the vesadmin.exe tool to
delete shadow copies of files, Afterwards, it launches the svchost.exe process with user privilege
and injects and executes its code in the process. Next, 1t tries to connect to the [2P proxies to find
8 live command and control server using a hash value that is created by taking a randomly
gencrated number followed by a vnigue identification value. This is gencrated using system-
specific information such as computer name, OS version, processor tvpe, volume serial number,
and other identifiers. The server replies with a unique public key and delivers ransem notes in
the language based on geolocation of the machine TP address. Notes are placed in all directories
where victim fites are encrypted and then Internet Explorer is launched with a display page of the
ransom note.

Current variants of the malware {such as Cryptowall 3.0) use I2P network proxies to
communicate with their C2 infrastructure and they use the Tor netwaork to coliect Bitcoin
payments from victims. {nitial variants encrypted victim files with RSA public-key encryplion;
however, the malware has now (Cryptowall 3.0} evolved 10 use the AES 256 alporithm, Further,
the AES decryption key is stored on the C2 server and encrypted with a unique public key. The
malware includes a service to decrypt a tew randomly selected files as a demonstration that the
rest of (he fites will be decrypted i the 1 Bitcoln ransom is paid. Unlike Cryptolocker, the
Cryptowall malware targets Windows systems globally: though, the United States (13%), Great
Britain (7%}, the Netheriands {7%4), and Germany (6%) were the most affected.
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Sl lacker:

The “Curve-Tor-Bitcoin-Locker” (CTB-Locker) is a PHP based trojan that was publicly
analyzed by security researcher Kafeine in mid-2014. CTB Locker is essentially a ransomware as
a service (Raa8), where the attackers outsource the spread of the matware 10 a number of script
kiddies and botnet operators (often referred to as affiliates) for a share of the paid ransoms. This
Raz$ model was proven and popularized by fake antivirus, click fraud schemes, and other 1ypes
of malware. Though CTB-Locker remains the most abundant Raa$8, other ransomware has begun
to adopt the distribution channel. In CTB-Locker's model, sifiliates pay the operators a monthly
fee to use the malware. In other models, the originator receives a small percentage of each
ransorm,

Due 1o the affiliate model, CTB-Locker uses every infection vector imaginable. Mostly,
wttackers rely on expleit kits {Rig, Nuclear, ctc.) and malicious email campaigns. The latter
campaigns often use the Dalexis or Elencocka downloader to deliver the malware. Dalexis is an
auto-exccutable attached to emails as a cab file. Elenoocka and other downloaders are auto-
executables hidden in Z{P or RAR archives. CTB-Locker is also available in English, French,
Cierman, Spanish, Latvian, Dutch, and [talian to accommodate affiliates and targets from most
Atncrican and European countries.

The downloader drops CTB-Lacker into the temp divectory and it creates a scheduled
task to enable reboot persistence, The fife system is iterated and files that match CTB-{.ocker’s
extension list are enumerated for encryption. The background image of the system is changed
and the ransom message and a clickable interface overlay the center of the sereen. Victims are
told that they have 96 hours o pay the ransom (variably determined by the affiliate) and that any
attempt to remove the malware will result in destruction of the decryption key.

CTB-Locker uses a combination of symmetric and asymmetric encryption (o restrict
vietims' acvess to their files. Rather than use RSA, which iz based on prime number
factorization, like most ransomware, files targeted by CTB-Locker are engrypted with AES and
with Eiliptic Curve Crvptography (ECC). ECC is a form of public key cryptography based on
elliptic curves over fimite fields and the strength of the algorithm derives from the elliptic curve
discrete algorithm problem. ECC can achieve similar sequrity tevels to RSA with a much smaller
key. For instance, a 256-bit ECC key provides equivalent security lo a 3072-bit RSA key. The
malware uses AES 1o encrypt the files, and then the means 10 decrypt the files is encrypted with
an ECC public key. Consequently, only the attackers, who possess the ECC private key, can
decrypt the fles,

CTB-Locker is unique among ransemware in that it does not require internet aceess or
contact with ils C2 infrastructure fo begin encrypting liles. Network connection is not necessary
unti! the victim attempts to decrypt their files. Payment communication is carried out over Tor
and proxy sites that relay Tor traffic. After the ransom is paid, a decryption block is sent [rom the
C2 server to the victim host.
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In February 20146, attackers began to use the CTB-Locker to encrypt websites hosted by
Wordpress, This variant of CTB-Locker is referred to as Critroni. The aftackers hack an insecure
website and replace its index.phyp file or index.htmd file with different files that encrypt the site’s
data with AES-2356 encryption. Afterwards, a ransom message is displaved on the homepage.
The prompt provides instructions for how to purchase Bitcolns and typically demands 0.4
Bitcoins. In the first week ol the attack, around a hundred sites were infected; though no major
domains were infected. The victims tended towards those who relied on outdated versions or
vulnerable plugins. Even though the ransomware did not infect major sites, the mutation of the
malware should be heeded as an indication that the overal! ransomware threat is ramping up.
Critroni may have just been an experiment or an innovative script kiddie. At the moment, users
wha navigate to the viclim site see the same ransom instructions as the administrator, Consider
the implications if the attackers figured out a way to spread the ransomware onto cach visitors'
machine. The impact of the malware and its profitability would increase significamly.

Hybwrid Ransomwears:

One of the prevalent malware mitigation strategies s a tayered depih, It stands to reason
that in accordance with the concept of mutual escalation, attackers will begin to “attack in
tayers.” This behavior already occurs in APT campaigns and in some ransomware attacks, where
for instance, the adversary launches a PDoS attack alongside a more concerning atiack. In terms
of ransomware, it will be interesting to see if locker ransomware resurges with crypto-
ransomware running behind the scenes. Lavering the types seems unnecessary now, because
victims often pay and because neither security researchers nor law enforcement can break the
sirong encryption used: however, if either of those cultures changg, then Jocker ransomware,
which prevenis most user action. may return with controls borrowed from crypto ransomware.

Delivery Channels:

Ransomware follows the same distnbution and infection vectlors as traditional malware.
The primary difference is that ransomware threat actors often lack the sophistication to breach
modern networks. These criminals either rely on more experienced members or they pay fora
matware instaliation service, which charges by the number of installations.

Traffic distribution syuiem {TDS):

Traffic distribution services redirect web traffic to a site hosting an exploit kit. Often,
traffic is pulled from sites hosting adult content, video streaming services, or media piracy sites.
Some ransomware groups, especially ¢riminals who purchase their malware instead of
developing it themselves, may hire a TDS to spread their ransomware. If the host is vulnerable to
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the exploit kit on the landing page, then the malware is downloaded onto the system as a drive-
by-dewnload.

Malvertisement:

Aswith a TDS, a malicious advertisement can redirect nsers from an innocuous sile {o a
malicious landing page. Malvertisements may appear legitimate and can even appear on trusted
sites if the administrator #s fooled into accepting the ad provider or if the site 1s compromised.
Malicious threal actors can purchase traffic from malvertisement services. Redirected victims
can be purchased according to geographic locatien, time of day, visited site, and a number of
ather factors.

Phishing Ervisils:

As with most malware campatigns, phishing emaits and spam email are the primary
delivery method of malicious content inte a network because users are culturally trained to open
emails and to click on attachments and links. Even with tratning and awarengss programs, maost
orpanization find it difficult to reduce sucecessful spear phishing attempts to less than 15 percent
of personnel. Attackers only need a single user within an organization to click on the malicious
link or attachiment in order to compromisc the nctwork. The larger the organization, the greater
the risk of infection through malicious email.

Botnets are used to send spam erails ot tailored phishing emails at random or to
personnel within an organization. These boinets and email serviccs are & criminal enterprise unto
themsclves. Botnets and spam clients are comparatively cheap. It is reasonable to assume that
ity who purchase their ransomware may also purchase botnets and email spammers.
According to Symantee, ransomware emails tend to masquerade as mail delivery notifications, as
enetgy bills, as resumes, as nolifications from law enforcement and as tax returns,

Tswerneaders:

Malware is delivered onto systems through stages of downloaders to minimize the
likelihood of signature based detection. Ransermware criminals pay other threat actors to install
theit ransomware onto already infected machines. The other threat actor offers the service
because the infected maching may have been an accidental infection, may be a stepping stone
infection, or may no longer contain valuable data, Il the ransomware threat actor actually
decrypts the systern, then the ransomware infection could draw attention to the other
compromise, however, it could just as easily mask the other malware by focusing the user’s
attention on certain infected systems. Users may not suspect that there is a deeper infection afier
they remove the ransomware. Moreover, the ransomware infection provides the initial threat
actor an easy revenue stream, even if the system was not valuable. Botnet operators are
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especially fond of offering these services to ransomware and malware authors as a means of
drawing quick revenue from the easily constructed botnet. Malware groups who conduct
widespread phishing campaigns and watering-hole attacks may be equally willing to sell access
to the systems that they compromised by accident.

Social Dnpitearing:

Popp’s AIDS wojan relied on social engineering, and human ignorance, to generale
profit. The only systems infected belonged to users who ignored the plainly worded warming
pamphlet. These victims were either brash or curious. In 1989, a decent percent of the 20,000
victims probably had 5o choice but 1o pay the ransom. Older ransomware relied on social
engineering and illusory pressure to entice users into infecting their own machines. Fake anti-
virus applications told users that their computer was at tisk of numerous debilitating viruses
while performance optimizers persuaded vsers that their system could achieve better results.
[ven tocker ransomware that appears as a malvertisement on other sites depends on users
clicking on the prompt to initiate installation.

Seff-Propagation:

Select ransomware variants contain the functionality to sel-propagate through a netwark
in a fashion similar to other malware. The majority of these samples are crypto ransomware
because locker ransomware is not exceptionally popular at the moment; however, Android
variants of crypto ransomware and locker ransamware have appeared in the wild. These mobile
applications are cither downloaded from an app store ot they spread through an initial victim's
contact book via SMS messages to other systems. One such variant largeting Windows is the
Ransomlock (W32, Ransomiock. AQ) screen locker. With the emergence of the internet of (hings,
sell-propagating ransomware is likely how the mabware will evolve in the future because the
greatest number of interconnected devices can be infected for the minimal amount of applied
effort, However, this evolution is not without its own problems. As Symantec observes,
ransomware that is continueusly spreading throughout the network deters victims from paying,
the ransom because the system will just be infected again. Criminals will have 10 develop a
mechanism o check whether o not a system has alveady been infected (such as a certificate) and
a mechanism to decrypt all systems belonging 1o a vietim who has paid the ransom: otherwise,
the entire business model will be upended. This could be accomplished by either simultancously
removing ot deactivating the ransomware {rom all of the victim’s systems.

Ronsomware as o Sarvice [Raas)

When malware attacks succeed, less technical eriminals try to capitalize on the threat
tandscape, Sophisticated threat actors can gain notoriety and additional revenue by outsourcing
their malware to these script kiddies. These opportunities are also attractive to botnet operatars
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whe do not know how to exploit their zombies. Ransomware is starting 10 follow the trend of
other malware, tn the form of ransomware as a service, through which seript kiddies can use the
ransomware developed by experienced criminals to exploit vietims. The applications are
destgned to be deployed by practically anyone. The script kiddie downloads the client for free or
a nominal fee, sets the ransom and payment deadline, and then attempts 1o trick victims to infect
thetr own systems through phishing emails or watering-hole sites. If the victim pays the ransom,
then the original creator receives a fee {3-20%) and the senpt kiddie receives the rest.

The Reveton ransomware may have been the progenitor of the ransomware as a service
model. In 2012, the Reveton actors paid sites to spread the malware. The first free tool was the
Tox ransomware, which allowed users to keep 95% of the ransom. The 1ool, created by a teen
hacker by the same name, infected over 1500 systems and demanded a ransorm of $50-200.
Fearing law enforcement attention, Tox sold his service, the source code, the web domain, a
database of infected systems, and the decryption keys, to an unnamed buyer for 35000, Raa8
may not abways be profitable. In interviews with Business Insider and Motherboard, attacker
Jeiphoos admitted that his November 2015 Encyptor RaaS, had made no money, despite
infecting around 300 devices. Brian Krebs comments that "Many {Raa8 authors] will try but few
will profit reliably {and much at that; for any period of time,” he continues that those that
succeed will be the ones that offer good “customer service™ 1o seript kiddies and victims alike,

In theory. it is a mutually beneficial relationship between the actual threat actor and the
script kiddie because both parties generate a profit with minimal additional effort. The script
kiddtes can utifize a wol that they could not have created and the threat actor can focus their time
on developing new variants. However, in practice, the threatl actor can sufler if the script kiddie
does not decrypt the systems of victims whe pay the ransom because news will spread and less
viclims will pay in the future. I the malware becomes too ubigquitous, then security researchers
witl develop a decryption tool faster and the ransomware will be rendered prematurely ohsclete.

Targets for Ransomware:

Unlike APT campaigns, financially motivated cyber threats, tike ransomware campaigns,
do not care about the individual target. Instead, they target the subset of society believed to he
mast likely to pay the ransom deinand. Ransomware is often spread in mass in the hopes that a
portion of the users will pay, Ransomware, whether purchased or deveioped, is retatively cheap
in comparison 1o APT malware, Delivery is virtually free. Fusther, il the attacker does not intend
to unlock the user system after the ransom is paid, then there is virtually no need (o continuously
dedicate resources to an individual attack. A small team can easily intect and ransom millions of
systems. The attackers only need a few users per miflion of targets to pay the ransom for the
campaipn to be successful,

Financially motivated adversaries tend to target the lowest hanging fruit. Because
different threat actors have different perceptions of the market and because the willingness o pay
ransoms decreases as vicim markets become over-saturated and desensitized, the targets of
ransomware change according to victim awareness and willingness to pay. Some adversaries
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may cverl widen their delivery vector to encompass multiple demographics to account for market
shifts,

Tha dvorage User:

In cybersecurity, people are constdered the weakest link. They are also both the most
abundant resoutce and the most susceptible target. Individual users who are casily pressured or
who are not fluent in lechnical sotutions 10 ransomware are the most viable targets. As
previously mentioned, this tends to include the elderly and teenagers; however, any age group is
a viable target if the attacker effectively incites enough panic or fear into the victim 1o influence
them into the illogical decision to pay the ransom. Attackers can increase this pressure by
including a timer, afler which the user cannot pay to recover their system or data. Even i the
user knows that there is a freely available solution, such as the Teska decoder {which deciphers
the TeskaCrypt crypto ransomware), the user may not undersiand how to employ the solution and
may opt 1o pay the ransom out of frustration and perceived helplessness.

Individual users are targeted because in the dipital cra, much of our knowledge, work,
and personally valuable objccts (photos, music, ete.) are stored on whatever internet enabled
device we rely on. The majority of users do not consistently backugp their data or follow basic
cyber hygiene thoroughly cnough to mitigate the impact of a ransomware atiack. Symantec
claims “twenty-five percent of home users did not do any backups at all. Fifty-five percent
backed up some files. In terms of backup frequency, only 25 percent of users backed up files
once a week. The rest only made backups once a month or even less frequently than that.™
Ransomware attackers depend on hitting users between backups. Even if the imterval is only one
day, the work [rom that day of labor might be worth a few hundred dollars. Further, some of the
more complex variants of ransomware delete local backups, remove system restore points, and
spread to any connected device (such as a backup drive). Since crvpto ransomware in particular
remains in the background until target files are already encrypted, external backups might be
compromiscd before the ransom demands are even made.

BLUsineazes:

The American cconomy is literally built upon intangible goods and services such as
information and knowledge. Businesses large and small rely on their systems and the inforrmation
contained within in order to conduct their day-to-day operations. Very smail businesses, such as
a mom-and-pop coffee shop might be able to process transactions without access to their POS
systent, but Starbucks certainly cannot. Businesses are the prime targets of ransomware because
1heir systems ate the most likely to house valuable databases, containing sensitive data,
important documents, and other information; meanwhile, their systems are the least likely to be
adequaiely secured. Businesses have the greatest access to liquid capital. Further, for many
orgamzations, system dewntime equates to loss of income and reputation. Consequently, they are
the most likely to pay the ransom in order to resume operations.
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The private seclor is a prime target because the number of businesses to target (s only less
numerous than the number of personnct at each business who can be individually targeted with
phishing emails and watcring-hole attacks. Many organizations have redundancy svstems and
backup servers in case an attack succeeds; however, an equal or greater number of businesses
have neither. 1t is unrealistic lo expeet a small 10 medium size business to have the same
infrastructure as a farger business. Sometimes, extra systems such as backup and redundancy
servers are simply outside of their budget. Fven it the victim ovganization has the necessary
systems, crypio ransomware has evelved specifically to account for complex victim networks.
Modern erypto ransomware maps networks, enumerates drives, and spreads onlo as many
systems as it can before it activates. As a result, numerous systems, including the backup and
redundancy systems, may be infected. Not even a large organization can ignore halt their
systems going oflline. The organization will have to react through remediation, surrender, or
allowing the loss of the data. Many organizations cannot survive the loss of essential data for an
extended period. Without adequate backups, business continuity may be impossible and
customers or end users may be affected. Even with a backup server and business continuity plan,
a business may be susceptible to attack. Crypto ransomware can target the corporate network or
individual user systems and then spread throughout the network. Sophisticated variants,

(PHP ransomware, Tesla Crypt, ete.) may remain silent on the network while they encryvpt
databases or files befere or during backup operations. Further, many organizations have never
conducted live testing of their business continuity or disaster recovery plans. What if the
reversion time is unacceptable? What if a backup system is no longer operational due 1o a system
flaw? Attackers know of these operational weaknesses. Attackers systematically target these
vulnerabilities in the actual business when they make their ransom demands.

L Enforcermnent and Government Agencies:

Law Enforcement and Federal Agencies are often targeted with malware attacks in
response to their efforts to investigate and apprehend cyber criminals, While large organizations
such as the FBI. IDHS, and other federal agencies have resources which increase their resiliency,
smaller organizations, such as numerous police stations and state/local government offices, have
been the vietims of ransomware attacks in recent years. Typically, such as the February 2016
ransomware attacks against the police of the city of Durham North Carolina, the authorities
ignore this advice, ignore the demand, and revert their system to a recent backup. This decision
can have consequences. In late January 2016, 300 systems belonging to the Lincolnshire County
Council were infected with ransomware and had to be taken offline in response. The systems are
returning to operation in March 2016, Similarty. on March 4, 2016, 6000 files belonging to the
North Dorset District Council had been encrypted by ransomware, The infection had been
limited by security systemns in place and the councit has declined to pay the | Biteoin ransom,
Stilk. in other instances, the authortities have paid the ransom in order to resume critical
operations. On February 235, 2016 the systems belonging to the Melrose Police Department of
Massachusetts were infected with ransomware from a malicious emai! that was sent to the entire
department. The malware encrvpted a software tool called TriTech, which police officers use for
computer aided dispatch and as a record management system during patrol. The program also
enables law enforcement officers to log incident reports. The department paid the 1 Biteoin
ransom on February 27, 2016,



98

22

Emergency Services:

DHS and the Multi-State [nformation Sharing and Analysis Center warn that cyber-
attacks against law ecnforcement, fire departments, and other emergency services are increasing
in [requency. Targets such as these, for whom fost access to systems could cost lives, are juicy
targets for ransomyware threat actors.

testtheare Grganizations:

The healtheare sector was not a traditional target for ransomware attacks. One theory is
that attackers did not target systems that jeopardized lives. Recenily, that mentality has changed
for at least the group operating the Locky ransomware. Around February 5, 2016, systems
belenging to the Hollywood Presbyterian Hospital Medical Center was infected with the Locky
ransomware. After ten days, the administration paid antackers 40 Bitcoins ($17.000) to release
the systems. Laler that week, five computers belonging to the Los Angeles County health
department were infected with a ransomware variant. The health department refuses to pay the
ransom and will restore its systems from backups. Simiarly, two hospitals in Germany were
infecied with ransomware at roughly the same time as Hollywood Presbyterian Medical Center.
Both are restoring their systems froms backup systems.

Eanvrational Instiutions:

Ransomware threat actors may target administrative systems al tower and higher
education institutions. General education systems are more likely to be disrupted by a
ransomware attack; though, colleges and universities are more likely 1o have funds sufficient io
pay a sizabfe ransom. In February 2016, at least 2 primary school districts were targeted with
crypto ransomware. Horry County school district in South Carolina paid 38500 to decrypt their
25 servers after an FBI investigation vielded no alternative action. The Oxford County school
district in Ox{ord Mississippi was also infected around the same time. Oxford systems are
operational again at the time of this writing, though it remains undisclosed whether the situation
was resobved by paying the ransom or by reverting the system from backup servers,

Relivious Orzanizations;

Religions organizations” networks are often infected with malware because their
personnel are not trained to ignore phishing emails and they are unaware of cyber-threats. In late
February 2016, two Churches werg targeled with ransomware attacks: the Community of Christ
Church in Hillsboro Oregon and St.Panl’s Lutheran Church in Sioux City, lowa. The former was
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infected with the Locky variant of crypto ransomware that recently infected the Hollywood
Prasbyterian Hospital. The Community of Christ Church paid 3570 to free their system.
Information about the latter incident is more scarce, excepk that the church declined to pay the
ransom.

Financial institutions:

The banking and finance sector is the frequent target of botnet schemes such as the Pore,
Dridex, and Rammit botnets. Ransomware often spreads through established bonnets, Further, the
Locky ransomware is believed to have been developed or deployed by the Dridex group.
Consequently, financial institutions are likely the mext major sector to be targeted by
ransomware, if their systems have not been infected already.

On February 17, 2016, atiackers behind the TeslaCrypt ransomware tssued spam emails
masquerading as Visa Total Rewards emails. A malicious atachment, claiming to be a white
paper containing more information about rewards and benetits, was used to deploy a lavaSeript
downloader that detivered the TeslaCrypt malware onto victim hosts. Ransoms of' 1.2 Bitcoins
within 160 hours were demanded of viciims. H victims do not pay within the time frame, then
the ransom doubles. The United Kingdom (40%) and the United States (36%) were the most
rargeted.

Target Systems:

Any system valuable Lo a user is a valuable target for ransomware because the
profitability of the attack vector derives from inconveniencing the vietim. As technology
becomes more ubiguitous and saciety’s dependence on constant access to information becomes
mere ingrained, the threat landscape of ransomware increases. According to Symantec, the most
frequent targets of ransomware are personal computers, mobile devices, and servers and
databases. Additionally. ToT devices, and critical systems (PoS terminals, medical devices, etc)
are iantalizing targets.

Perianal compuisrs:

Personal computers are the current primary target ol ransomwarc campaigns because they
are numerous and easify compromised. Users tend to have poor cyber-hygiene and many users
can be cocrced into infecting theit own systems through social engineering. Ransomware actors
make less per victig than in attacks on organizations, but average nsers are more numerous and
in general, they are more likely to pay the ransom out of frustration or lack of viabie options.
Ransomware variants are designed to target specific operating systems because it must leverage
systen1 API hooks to restrict victim access to (he system. Additionally, some variants utilize
native encryption libraries and APIs to perform the encryption and decryption of user data. Most
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target Windows, but variants that target Linux, Mac, and Androd are also developed, Symantec
comments that like malwarc, most vartants target Windows operating systems because Windows
systems account for “around 89 percent of the 08 share for desktop computers, with Mac 08§ X
and Linwe making vp the rest.” At least one system agnostic variant, the Browlock Trojan
{Trojan.Ransomiock AG), exists. Browlock executes as Javasceript from a web browser, Jis goal
is to targel the segment of the victim pool not saturated with other attackers.

Mabile devices:

We live in the age of constant access to information. When you hear stories of
information restriction out of places like North Korea, you probably have some knee-jerk
thoughts in reaction to hew a people can exist without open access to the internet. According 10
the PEW Research Center, as of 2016, 72 percent of American adults owned a smart phone. The
global median. as of spring 2015, is abowt 43 percent, Those (igures are [urther increased if one
includes tablet devices, mobile game consoles, and other internct-enabled devices. For the most
part, sensitive data is not stored on mobile devices. The value is the device themselves and the
inconvenience suggested to most users should they choose not to pay, Since many mobile
devices now automatically back data up into the cloud, mobile ransomware must heavily rely on
social engineering panic in victims; otherwise, the user can just reset their device to factory
default and download some or all ol their data from (he cloud network.

Mobile devices are almost all operated on Android or 10S. Android suppetts
appraximately 80 percent of (he devices on the market, but 08 devices tend 10 be more
expensive. There are ransomware variants that exploit both flavers of mobile device. Apple
restricts the instaliation of application from outside of the Apple store, so ransomware may be
more diffieult 1o migrate onto a non-jailbroken iPhone. According 1o Symantee, A ransomware
developer who wishes to explore this route would first have to obtain an enterprise developer
certificate from Apple. build their app, sign it with the enterprise certificate, distribute it
potential victims, and convince them to install it. The problem for the eybercriminals in this
scenario iy that their room to manceuver could be highly restricied and Apple could easily shat
down their operation simply by revoking the certificate. This makes ransomware development
activity for 108 very risky with little prospect of payback.” Android devices are more numerous
and more susceplible to attack, so the majority of mobile ransomwarc targets Android devices.

Ransomware targeting Android devices already exists. In June 2013,
Android Fakedefender infected devices by posing as an antivirus program and then locking the
system after a fake scam found “critical threats.” Victims were then coerced to pay for a fake
software license. Other entrants, such as Android. Lockerdroid.E imitated an adult website
application. After installation, the victim was threatencd with a traditional law enforcement
warning message and told 1o pay a {ine to ($500) unlock their device.

Android Simpiocker, a mobile cryplo ransomware also appeared in 2014, Since the
Android operating system prevemnts applications [rom aceessing data in other applications,
Simplocker encrypted and ransomed external 8D card data (which was not protected by the
operating system at the time). Additional variants, such as the 2015 “Porn Droid” change the
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user’s PIN code. The ransomware does this by obtaining administrative privileges by hiding the
escalation button under a fake confirmation message.

Gervers:

An organization’s servers and databases store all of their critical information. Within a
server are an organization’s documents. databases, intellectual property, personnel files, client
list, and other intangible resources. The compromise of one essential server can hobble an
organization. Despite their value, organizations regularly fail to secure, update, and pateh the
systems. This makes servers susceptible to lateral movement and attack. When a server is
compromised, the organization goes into a panic. Fven if' the attack is a ransomware attack, there
is concern for reputational harm duc to the perception of lost customer data. Even if the
organization has 8 business continuity plan or disaster recovery plan, the amount of time
necessary 1o revert to a redundancy system may be unacceptable. Symantec veports that
ransomware forces this opinion by combining attacks on servers with distributed denial of
service (DD0SY attacks against the organization’s system. The latter attack stresses the network
to the extent that the former attack succeeds in pressuring the victim to pay a ransom. Ancther
avenue of attack is to target the server and the redundancy system prior (o revelation that the
organization is under attack. Since marny scrvers are perpetually connected to backup systems for
real-time redundancy, lateral movement across systems s easy. One way or another, ence the
attacker has removed the safepuards surrounding the servers, they present the organization with a
ransom 1{-50 times greater than that demanded of individual users. In numerous cases,
orgamzations tend to pay because, for them, every minute of downtime directly equates to lost
revenue.

et Devices:

Ransomware is effective becanse it vesiricts access to information from a society that
feels entitled to constant access to information. Many users pay the ransom without exploring
aternative options simply because accepting the lost revenue is easter than applving effort. As
more devices are conngcted 10 the threat landscape referred o as the internet of things,
ransomware will have greater pover over victims. Imagine the potential impact of a ransormware
that infects a digital home temperature system. Given last year's proof of concept of wirelessly
hacking a car, how successful do you suspect a ransomware capable of immobilizing a vehicle
might be? It either case, and many others, the attacker would need to employ an alternative
means of presenting the chatlenge for ransom and for coltecting the payment. Nevertheless,
ransomware is better suited for [oT attacks if only because the code is significantly smailer. Sure,
some eheryption operations will not work on certain devices and some target devices may not
have the storage space necessary to encrypt and deerypt large amounts of data; however, that
might just mean that attackers become even less ikely to return data back to normal after
manipulation.
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Zritical Systems:

Recall the 2013 Target breach in which point of sale (Po8) terminals were inlected with
malware, Even conservative estimates assess that the breach cost Target well over a billion
dollars. A ransomware attack along the same vein would not compromise customer data in the
same manner, but it would result in significant loss of sales. Transactions would become nigh
impossible if customers had to usce cash only or if the resulting delay per transaction caused lines
1o reach halfway across the store. Stince securily researchers speculate that the new Locky
ransomware hails from the Russian Dridex eriminal group {knewn for targeting banking and
financial organization), it is not toe farfetched to foresee this evolution of malware. Consider in
the healthcare sector, Locky infected critical systems belonging to Hollywood Presbyterian
Hospital and made conducting tests and basic procedures impossible without paying the ranson:.
Organizations backup critical assets such as databases, but they ofien neglect to do anything to
ensure redundancy of critical svstems such as pavroll, email servers. or the aforementioned
devices. Locky indicates how ransomware will evolve when guided by advanced malware threat
actors instead of simpler financially motivated criminals.

The Econony of Ransomware:

Ransomware is unique among cyber-crime because in order for the attack to sncceed, it
requires the victim to become 2 willing accomplice after the fact. APT campaigns and less
sophisticated financial cyber-crime prefer to remain undetected on the victim system because
they profit from the data silently exfiltrated from the victim network. In erder for ransomware
criminals to profit, they again must rely on exploiting human nature rather than techmical
sophistication. Humans, like electricity, prefer the path of least resistance. If paving a small fee
alleviates our workload or suspends our reality, we pay it. This is why home movers and media
outlets are profitable enterprises. Even if the user knows that what they are paying for iz illusory
and will not alter their sitnation, such as a gym membership, a credit monitoring service, or the
lottery, humans tend to pay inte i for the peace of mind that they receive. Therefore, the
adversary’s goal is to convince victims that paying a ransom will relieve them of their current
predicament, without drawing attention to the detail that the mitacker is the direct force behind
the situation. This approach is simmilar to 13005 Robin Hood-esque bandits along the road or
19205 mobsters. Victims are paying to regain what already belonged to them from an antagomist
who offers to go away or in some cases, offers protection from future harm,

The game of ransomware attacks is discovering the right price for the threat landscape
and the targel cconomy. The cyber criminals utilize first-depree price discrimination to jocate the
highest amount that victims will pay without resorting to alternative solutions. Sources are not
entirely clear as to why the AIDS trojan charged $189, an oddly specific number, as its ransom;
but, the cost has not significantly increased in the 27 vears since. According to Symantec, taking
inte account inflation, the $189 in 1989 was equivalent to roughly $368 in 20135, which is higher
than the average of $300. In reality, the cost to users (as of 2015) fluctated between $21-700
depending on variant, criminal, infected device, and victim demographic. The wide range shows
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thal some criminals prefer to make a smal profit from a large number of victims while other
prefer the inverse.

Ultimately, if the campaign is going o succeed, the ransom must be tailored to the victim
population and the victim currency. Most variants require payment in the form of bitcoins or
credit vouchers in USD; however, victims might be located across the globe. Even though the
United States and India are both developed countries with bustling economies, the ability of the
individual to pay will differ according to the national economy and the willingness to pay a given
price will differ based on culture. Even in the United States, a victim will be more willing to pay
$100 to uniock an infected iPhone than they would to unltock a $25 GoPhone. In response, many
groups dynamically tailor their ransoms according 10 geography and inleeled system. For
exampte, Cryptowall {Trojan. Cryptodefense) alters the ransom amount according to the victim’s
geopraphic location, The ransomware does this by matching the IP address to geographic IP
lockup table tnternally or within the command and control infrastructure.

Cyber-criminals also must discriminate based on the type of vietim, Individual uscrs have
a low ability 10 pay and cannot be charged more than the cost of the inficted system. Businesses
an the other hand value their data more than the system that contains it. Especially in the
intangible goods market of the United States, data is the basis for modern business. Attackers
who target organizations must be more sophisticated in their operation and their ransomware,
Consequently, they assume greater tisk, expend greater resources in preparation for the attack,
and demand greater ransoms. Whether data is related 10 financial services, healtheare, or other
critical systems, it has an associated value. While ransomware actors do not sell the data for its
market price, as an APT might, the value of data does reflect in the ransoms demanded of
businesses, For comparisoen, in 2013, polling company the Ponemon Institute claims that gach
rainute of unexpected data center downtime resulted in a loss of $7900. Similarly, Arbor
Networks surveyed organizations 1o estimate that a DDoS attack costs an average $500 per
minute, Now unless a ransomware actor is very thorough, their attack will niot halt business
operations altogether the way a total network outage would, Further, many of thetr primary
targets (financial institutions, Universities, elc.} can resort to paper forms in the interim.
Nevertheless, ransomware attacks do have a financial impact because husiness operations are
slowed while critical systems are restored. In some cases, such as healthcare. lives are
jeopardized as the timer ticks forward.

Ransomware criminal groups understand and specifically engineer the pressures that
viglims feel. Aftackers set the timer to restrict the abifity of incident responise teams to respond.
Muost adversaries set the timer lor 2 fow days but, in the future, others might set the timer to be
Jess than the amount of time it takes to ger ahold of a vendor and implement a solution.
Symantec predicts that the average ransom paid by businesses is about $10.000. Organizations
that pay the ransom do not tend to pubiically report the amount. Estimations can be made from
the few empirical cxamples available. On February 5, 2016, attackers encrypted the email system
and patient records of Hollywood Preshyterian Hospital and demanded a ransom of $17,000 in
Bitcoins. After almost two weeks, the hospital paid. Healtheare organizations were not a primary
target for ransomware attacks prior to 2016: but, the success of the Hollywood Presbytenan
attack and the media coverage will ensure that attackers focus on the healtheare sector in the
future. For compatison, after I.S. CERT and DHS released & bulletin about the Cryptolocker
ransomware on November 35, 2015, police station systems were targeted with ransom demands of
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$750. For comparison, the Noverber 2015 Linux.encoder attacks against Linux based websites
demanded a ransom of $420. The evidence suggests that the threat landscape is shifting towards
more profitable sectors.

Bayment Madinms

The payment mecthod has eveolved with ransorware since the AIDS trojan in 1989,
Actors no longer ask for checks or account numbers because those transactions take time, and
can be easily traced by law enforcement. Instead, some variants, such as the 2009
Trojan. Ransomiock, ask for wire transters and premium rate text messages while others demand
that the ransom be paid with a digital voucher (Casht, MoneXy, MoneyPak, etc.) or in
cryptocurrencies. Cryptocurrencies are typically purchased through the dark net accessed
through Tor; though. law enforcement, securily researchers, and computer enthusiasts also hold
part of the market. Bitcoins (BTC} are the reigning pseude-anonymous decentralized
crypiocurrency. Because Bitcoins are steadily becoming more difficult to purchasc on the dark
net and because the currency is more volatile than it was in the past. some ransomware variants
accept Litecoins (LTC) and Dogecoins {DOGE)Y. Cryptocurrencies are mostly anonvmous,
though a few securily researchers are working on modets to track transactions. Cyber-criminals
likely exchange the cryptocurrencies for their native currency as soon as they can because the
volatite nature of the former could result in a loss of the latter.

Threat actors launder payment vouchers through online services such as casinos and
betting sites that are hosted in various geographical and legal jurisdictions so that law
enforcement cannot track the culprits. The money is then transferred to prepaid debit cards and
the funds are withdrawn from ATM machines using human proxies. These proxies, sometimes
reforred to as “money mules,” withdraw money for criminal organizations for g predetermined
percentage. Bitcoins allegedly do not need to be laundered; however, recent efforts to trace
Bitceins have resulted in Bitcoin laundering services. These services essentially toss legitimate
and iltci bitceins into a bag, shake it, and redistibute the coins for a fec. Alternately, Bitcoins
can be routed through block transaction wallets or Biteoin anonymizers to obfuscate the identity
of the owner. As previously stated, cryptocwrrencies can be subject 1o volatile market
fluctuations. As a result cyber-criminals do notl necessarily have the time to fully obliterate their
wail, Conveniently (for them), the criminals who receive Bitcoins do not need to entirely hide
their trail from law enforcement efforts to remain at large. Instead, they just need to move coins
around enough to provide plausible doubt that they were the culprits involved in the ransomware
attack. In most cascs, obfuscation methods need only disrupt law enforcement elforts long
enough for the adversary to convert their ransom into tanpible currency.
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Heow Prafitable is Ransomware?:

According to Kaspersky, creating a phishing page and setting up a mass spam email costs
about $130. A trendy crypto ransomware sells for abont $2000 on dark net forums. Locker
tansomware probably costs less. This means that an attacker ouly needs 1o ransom eight
evervday users (at the average $300) to generate a profit. Symantec estimated that in 2009, 2.9
percent of the victims paid the ransom. In 2014, CTU researchers estimated that about 1.1
percent of the Cryptowall ransomware victims paid the ransom (at an average of $500). Despite
this seemingly Jow response ratg, the FBI reported that from the 992 related complaints,
Cryptowall reportedly netted over $18 million from viclims between 2014-2015. Who knows
how many infections were not reported? The lesson is that ransomware, while less sophisticated
than APT groups and other ¢yber criminals, is still significantly profitable, cven when only a
mintscule number of user fall for its scheme.

Mitigation:

As with any cyber threat, preventing infection is preferred over remediation efforts. The
first step to mitigating a ransomware threat is to implement a comprebensive cybersecurity
strategy. Any organization that marginalizes cybersecunty to the bottom of the budget or that
relies on a “silver bullet™ technical solution is going to be breached by cyber criminals and
advanced persistent threats alike. Software and hardware selutions are necessary, but they are not
the only necessity. First and foremost, information security training and awarengss must
improve. Afterward, organizations can rely on the laycred defenses that they have invested in to
secure (heir network.

Have a Dedicated information Security Teann

An information segurity team is essential to every organization. The team is not the same
as the information technology team, but the two ceollaborate. The information security tcam
conducts risk assessment on the organization’s cyber security posture against its risk appetite (¢
define incident response procedures, business continuity plans, and disaster recovery plans. The
information security team teaches cyber security best practices to personnel and monitors
adherence to policy and practices. The team ensures that key assets ave protected according to
their value to the organization. The information security team deploys and configures the
security of all devices on the network. In the case of ransomware, it would be the responsibility
of the information security team to ensure that all systems were updated and patched (especially
browsers and Adobe, Java, Microsoft, and Linux applications) so that threats do not exploit open
vulnerabilities, and 1o ensure that alt critical systems were backed up in the event of a successful
attack. ActiveX content in Microsoft Office applications should be disabled so that executables
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do not run from malicious attachments, Similariy, blocking the execution of binaries from
HAPPDATA% and "W TEMP% paths will prevent some ransomware from executing. It 1s also
the responsibility of (he team to map the network and to allow or deny new devices lrom joining
the network. The team must know who and what devices arc connecting to the network and for
what reason those devices are connecting. Likewise, remote deskiop connections 1o the network
should be disabled. Information is key and only known entities should have access to the
network.

Cyber threats evolve according to the value of data and the susceptibility of organizations
to attack, Personmel on the information security team sheould remain up to date on sector relevant
threats to the organization’s cyber security, This means monitoring and profiling advanced
persistent threat groups, criminal groups, hacktavists, ransomware criminals, and other threats to
the organization. Informatien about these threats can be found in industry whitepapers, security
intedligence buleting, and on security research blogs.

Training and Awnroness:

Personnel need to be trained to recognize and report threats to the organization.
Information Securily researchers often chime (hat “humans are the weakest link™ in
organizational cybersecurity; but, humans are simultancously the strongest link because your
organization is only as aware as your worst employee. The vast majority of breaches and cyber
security incidents are directly correlated to the innocuous or malicious actions of personnel.
Malicious emails are the favored attack vector of ransomware and other malware alike.
Employees should be trained to recognize & malicious link or attachment. There is no justifiable
reason that most organizations cannot reduce their personne!’s malicious link click rate below 15
percent. A single emplovee is all it takes for the entire network to be compromised. Teach
crployees to not click on any links in any emails. It takes barely any more time 1o type a link
into Google as it does to click the link. Personnel should only open attachments from personnel
that they trust and only il they are expecting the file. Ultimately, personnel are the strongest and
the weakest link in organizational security. If they make a mistake, then the organization has
made & mistake. If they fail, the organization has failed.

Layverad Dofonses:

Organizations should protect their network as if it was a castle under sicge. The goal is
not necessarily to prevent an attack. Rather, network defense is about slowing the adversary and
detecting their presence in time 10 reacl 1o the intrusion. Al the very least, an organizalion should
have as many fundamental systems as possible. Ne single product shonld be relied upon because
there 1s no single product that provides coniprehensive security. White-list firewalls permit only
trusted traflic. Explicitly denying all iraftic from Tor and I2P can prevent some variants of
ransomware from contacting its C2 infrastructure. Intrusion detection and intrusion prevention
systems warn the information security team of threals that gel past the firewall. Anti-virus, anti-
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malware, and anti-ransomware applications protect the network with systematic scans. User
Bchavioral Analytic (LJBA) systems monitor baseline user behavior and notify the information
security team of suspicious activity on the network, An endpoint solution incorporates signature
based, heuristic based, behavioral based, and reputational based protections into one product.
Change management systems prevent unwanfed modification or loss of data. When possible,
data should at Jeast be encrypted while al rest and 1n transit, Segmenting and subnetting the
netwark restricts the access of successful aftackers. User accounts should follow a least
privileged model. Finally, especially with ransomware attacks, it is paramount to have backup
and redundancy systems to cnsure data confidentiality, integrity, and avatlability as well as
business continuity.

Poticies and Procaduras:

After personnel are trained and technical controls are configured, administralive policies
can help to prevent incidents. Users should know what activilies are allowed on the network.
They should know how to recognize suspicions activity and 1o whom it should be reported. It
may be beneficial to negotiate a cyber insurance policy that covers ransomware attacks as well as
data breaches. Cyber insurance policies insulate the organization from the unpredictability of the
cyber-threat [andscape. If nothing else, the policy vendors issue minimum gualification
guidelines that can help benchmark what the organization’s minimum cybersecurity posture
should be. These insurance policies help to quantify risk by applying an actuarial value to digital
azsets, An appraisal may inform the organization of what they should be prolecting as well as
what others in their sector are protecting. The rate of the policy will inform the erganization
where it sits relative to the cybersecurity posture ol its competitors. Ultimately, though, the cyber
insurance policy is valuable because it removes some of the panic surounding an incident,
allowing mere rational cesponses to inevitable incidents.

When Compromises Occur:

Despite even the best information security program, exceptional operational security, and
adherence (o the most stringent of mitigation procedures, attacks will occur and some will
succeed. Responding to ransemwarc is situational, When mitigation fails, it ts tmportant for
organizations and individuals to consider all of the possible responses to a ransomware demand.
Disengage from communicating with the atlacker unti] the situation is thoroughlv assessed and a
couvse of action dectded. Since attackers often give victims a time limit, organized response is
essential to ensuring rational decision making. The proper response will depend on the risk
appetite of the organization, the potential impact of the hostage data, the impact on business
couttinuity, whether a redundant system is available, and the sectorial regulatery requirements.
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Uptienl: Engage the incident Hasponse Team:

The response to ransomware attacks follows the same form as the response to APT
attacks. Incidents response begins when the organization's information security team is informed
of the ongoing attack. Incident response should not be spontaneous. The information security
team should have planned owt a procedure 1o follow in the event of a ransomware attack. during
their risk assessment. Organizations who cannot afford an internal dedicated information security
team should consult with vendor organization prior to an event. Any organization that believes
that they can get by without an informaltion security team is doomed to explottation. Their only
response will be to pay the ransorn and wait to be exploited again by the same criminals,
different criminals, or an advanced persistent threat group.

The incident response team should begin by notifying the authorities and applicable
regulatory bodies. Ransomware attacks are, after afl, a crime. As with traditional breaches, C-
level management may be relactant to report an incident out of fear of reputational harm.
However, this mindset fails to consider that a breached system or, in this case, a system
permanently held hostage will inevitably result in much greater harm to the organization. A
properly tratned information secunty team should have a plan of action in the evert of a
ransomware attack, They should also have a disaster recovery plan that identifies the
crganization’s recovery time objective (RTO), and recovery point objective (RPO) for data
breaches, RTO, RPO, and the risk appetite of the organization {identified in the risk assessment)
will better inform the best course of action.

In the event that a backup exists, then cyber-forensic evidence of the incident should be
preserved and documented [or/ by law enforcement. Aflerward, affected systems can be reverted
to backup copies. In the event that there are no redundancy systems ot if the secondary systems
are compromised. then (he information security team can find and implement a vendor solution
or decryption tool.

Opvian 20 Try to Implement 2 Solution without an infarmation Security Tean:

I a victim organization does not have an information security team, then a respondent
will have o assume those roles and responsibilities. Knowledpeable users can implement some
vendor solutions and decryption toals; however, without training in informatien security or
computer systems, the victim might not be able to remove the ransomware, In many cases, files
may be partially corrupted or incompletely decrypted. Even if the vender solution is a simple
executable, the victim may not be able to assure that their system is not siili compromised by
inactive ransomware, backdoors, or other malware, The inttial infection accurred as the result of
a human error (chicking on a malictous emait) or a pe-existing tnfection. Without training and
awareness or more comprehensive system management, there is reasonable likelihood that the
system will be compromised again.
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Gotion 3 Attempt to Recover the Data:

System backup and recovery are the only certain solution to ransomware. It you have a
backup system, then recovery is a simple matter of restoring the systen to a save point,
Oherwise, you could attempt to recover data through shadow copies or through a file recovery
software tool; however, many ransomware variants delete shadow copies and some even detect
file recovery software. Since miany variants infect the registry, system restore from a save point
ray not be possible even il the recovery point remains unaftected.

Oetien 4 Do Rothing:

In fien of an information security team or vendor solution, options are limited to paying
the ransom or aceepting the loss of the system or data, If the system is backed up, and the backup
remains reliable, then the vietim can ignore the ransom demand and restore the system according
to the backup. H there is no backup, but the ransom outweighs the cost of the system. then the
vielim may have lo purchase a new device and dispose of the infected system with extreme
prejudice.

niton B Pay the Bansom.

§ 5
R

If the culprit actatly provides the decryption key. then paying the ransom may aHeviate
the immediate pressure on the organization. Some attackers may release the system after
receiving payment because doing otherwise would reduce the likelihood that other victims will
pay. Ransomware is rampant. [f paying the ransom is legitimately being debated. then parform a
quick intermet search on the type of ransomware holding your system. Whether or not criminals
who use that ransomware arc likely 1o release data after receiving payment is likely o show up
online. As executives at GRA Quantum point out, “It is always a gamble to pay the ransomware
as there is no guarantee that the attacker will relinguish the data {i.c. provide the private key 1o
unlock the files) upon payment.” Some attackers recognize this dichotomy of trust, They
recognize that if files are never untocked then no victim will ever pay a ransom. As a result,
variants such as CTBLocker (Trojan. Cryprolocker.G) have an option to decrvpt a fow random
tiles as a gesture of good Ffaith,

GRA Quantum advises that “paying ransoms ence alse does nothing 1o prevent {uture
attacks on the same system.”™ Recognize that you are interacting with criminals. Cyber-criminals
do not tend towards honest interactions. If you pay the ranson: once, then the threat actor’s
logical response after releasing the system would be o strengthen their foothold in bopes that
vou will pay the ransom again in the future. 1 the culprit docs not decryvpt the data, then there
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may not be hope of recovering the svstem without a vendor solution because some variants, such
as cryptolocker, employ strong encryption algonthms such as 2048-bit RSA.

Cenversely, the industry claim of “never pay the ransom” is unrealistic. Sometimies, no
other options exist. I the backup is compromised or if the system is time critical and restoring
the systemn would signHicantly impact operations, then it might make sense to pay the ransom.
For example, itf'a critical hospital system is compromised and lives are at risk for every minute
that the system remains down, then it might make sense to pay the ransom, even if the system
could be restored over a tonger peried of time. The decision makes sense in consideration of the
healtheare organization’s primary concern: minimizing loss of life at any cost. If the ransom
miust be paid, then the organization should pay in bitcoins or some tangible asset. Victims should
never pay with their eredit cards or financial aeconnt information. Even when paying for bitcoins
or currency vouchers, the organization should not pay with their credit cards or financial account
information. H no alternative exists, then the card or account used to pay should be frozen or
closed immediatety after the transaction to prevent cascading breaches.

Optian B A Hybrid Seletion

If the ransom is low, say $300 for a multimiilion-dollar organization, then it might make
sense o adopt 2 hybrid approach. This could include simultaneous cfforts to pay the ransom, to
triage the system, and to attenipt to restore from a backup server. Organizations devout (he effort
and resources 1o 2 hybod approach when system downtime 15 more dire than the consequences of
the ransom. A hybrid approach ensures that the system will be operational in sonie amount of
1tme, no matter what, This option is essential for critical systems, such as medical devices or
police databases. To minimize the expended resources and the impact to the organization, hybrid
solutions should only be attempted by a trained and prepared information sceurity team.

Conclusion:

The stmple and wmkey applicatton of ransomware cnables seript kiddies the ability to
now play in the hacker big leagues. The number of ransonyware attack variations is limtted only
by the imagination and motivation of the attackers. A vigilant cybersecurity centric corporate
culture that cultivates an environment of awareness is the most effective means to minimize the
attack surface populated by the human element. The enlistment of an information security team
whase sole purpose is proactive corporate intosec managemenlt is the first step in a companywide
security strategy. The InfoSce team’s activity should. at a minimum cover: an immediate
companywide vulnerability analysis, a crisis management strategy that takes into consideration
all know threats, continuous device and application paiching, auditing of third pany vendors and
agresments, organizational penetration testing and security centric technological upgrades.
Together, these actions can profoundly minimize a company's attack surface.
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Appendix A: Ransomware File Extension and tdentifiable Notes
P iis aspeided v e

.CCC, .€Z2, .CXX, .ZZZ, .XYZ, .3a3, .abc, .coc. wvv, .xxx, tit, .micro, .encrypied, locked, .crypto,
_erypt, crinf, r5a, XRNT, XTBL, .crypt. R1SMOIDOS, pzde, good, LOLY, OMG!, RDM,
RRK, encryptedRSA, crioker, EnCiPhErEd, LeChiffre, keybte/@inbox_com, .0x0, .hieep,
A999, vault, HA3, toxerypt, .magic, SUPERCRYPT, .CTBL, .CTB2, .locky, MP3, or6-7
length extension ¢onsisting of random characters,

CUs bt Al o

HELPDECRYPT.TXT, HELP _YOUR_FILESTXT, HELP TO DECRYPT YOUR FILES.tx!,
RECOVERY KEY.xt HELP RESTORE FILES.ixt, HELP _RECOVER _FILES i,
HELP TQ SAVE FHLES xr, DeeryprdliFifes.oxt DECRYPT INSTRUCTIONS TXT,
INSTRUCCIONES DESCIFRADO.TXT, How_To_Recover Files.eat YOUR_FILES HTML,
YOUR_FILES.url, encryptor_raas_readme_liesmich.ext, Help_Decrypt. txr

DECRYPT INSTRUCTION.TXY, HOW 10 DECRYPT FILES TXT, ReadDecryptFilesHere txi,
Coin Locker.txt secret_code.fvt, About Files.ixt, Read txt, ReadMe.rxt,

DECRYPT Readidc. TXT, DecryptAfliFiles txt FILESAREGONE. TXT,
[IAMREADYTOPAY. TXT, HELLOTHERE. TXT, READTHISNOW!HTXT,
SECRETIDHERE.KEY IHAVEYOURSECRET KEY, SECRET.KEY,

HELEDECYPRT YQUR_FILES HEML, help_decrypt your files hemi

HELP TO_SAVE FILES.ext, RECOVERY FILES.mxt, RECOVERY FILETXT,

RECOVERY _FILE[random].txt HowtoRESTORE_FILES.txt, HowtoRestore _FILES fy1,
howto_recover_file txt, restoreffles.axt, howrecover=frandom.ixt. _how _recover.ixt,
recoveryfile|randomLixt, recoverfifelrandom|.tx1 recovery/ilefrandom].1xt.
Howto_Restore FILES.TXT, help_recover_instructions+[random].txt,

_Locky_recover instructions.txi
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Appendix 8: Locky Domains For February 2016 through March 2016

ICIT fellow Forcepoint traced the C2 infrastructure of the Locky ransornware and has
published the foltowing list of domains that diswribute the Locky ransomware. Network
administrators and home users can use this information to block access to these domains,

24723 Feb 2016:

bladufimdy T.pem]
kpvoxwgll.pmi
yschki.f])
hsasjielgtkaeh].rn]
qauwiirtvatil.in]
edmghqygn|.de]
v (pbi uk]
wyush(.vt]

26/27 Feb 2016:

wutljfedfT pmi
bvtavef.nl]
kyovxeteguwtesh] yi]
xvfvvbuovedf be]
asdyvineytdf yt]
cawlame pw]
ehijt[.pm}
nfacehihugahhil.ni]

28/29 Feb 2016:

cprasof.pm]
Injemdiyidpresef.de]
novtkbightdgd[.def
ixwllgpbog[.in]
rvkgvibpl. i)

ficpnl. fr]
apwarigxknatsd].cul
qaekmjxantes].de]

1 March 20167

prydlvixw] be]
rsimige].us]

bavellin]
ovmspedrbkxhie]
wthppyomesul bef
aupgervimf.us]
uemisbl.uk]
echmfrnyawrimas[.uk}

243 March 2016

Jaligapl.yt]
ejpmaxavypiygne [ pw]
nhkpkafyinoqpi.ru]
iqountargs[.ru)

krpphdlul yt]
tpberrnycd. e
hubvdgeicoion:[.pw)
geaifeyuopyvl.de]

43 March 2816

blrew] pw]

vhipurs Fuchbegsof. frf
fikseaisuich[.en]
hespblbnex[.yt]
eppygehin]

Inkval. pw]
wsbfaksoohpmf]in]
igveasogjegl.it]

&7 March 2016

spxstlus]
nyvchuwiisadaal be|
wwpyvkaihom| ]
yaxpmyghmx| uk]
thefqil.it]
dbwqdyjrtyiuaii[ pm}
qrakkqdsmixaf.us
apgadpragy[.eu]

89 March 2016:

dicbwpykgnsdikb] pm}
Hkdmvsinapivvl]
athfaulmew].pw)
cupgwpf].pm]
isotep[.inf
gesxywslysvishpr[ pw}
ivklxgn fivif it
dfxvevxlal.be)

10/11 March 2016:

kfitrxgke[.in]

fogyra] uk|
ombgnwvepspeuls[ i}
gnjerimegeqkoke] vt
fprxewictk] us}
uubngge.in]
woiwpul fr]
rxmbadybleuoat[.in}

12/13 March 2016:



dihhgett].us]
mevubo[ del
haageiedryboik] of]
Jilgogfaykdi[.uk|
edpglgelin[.ai]
nbdwakjl.ft]
permfx[.de]
Klggvsewphwkof.it]

14¢15 March 2016

veymk fujpobsvu us]
xkxapdroh[ nl]
stckmjud vl

uukhal £
esyjy)iklwnbhd] 1]
yednerbxkuw].de]
bdlpmukep|.eu]
vipthef i)

16/87 March 20146:

dautcdmivmbankal el
mbikamdiklmee[.de]
hkmaebphml{.vt]
Jetxtfwy[pwi
enxmne|.us)
llwyhyresdodol ]
pmucieukiol] 1]
kvicesnink].vwt]

1819 March 2016

vophboe].1f]

trkek]. pw]
avppvitupmdim( tf]
cwighlng rof nl}
wauofdumf.it)
yhdmk[.ru)
itxpogrmemajhg fE.ra]
docniprmgexm|.be]

221 March 2016:

adrefpf.u}
Jiepgwefrsiprajgul.us]
chamsioexowp[.uk]
ghlwuheiif de]
buyvpbsq[.pwi
dvehl[.pw]
milygfrew e us]
hdvmubmbyxs| nlt
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22:23 March 2016

radygl.1f]
bifyiiphwheorsdl] . us]
vherhadppxal it]
widmu sl ri)
srikgwf.pw]
ustrnanugxxhimi.pm)
eqplamsxgehrd].if]
yamyqrhat![.de}

24,25 March 2016

Jxeepaassngestql.in]
stsyswxoorhif] .
nlvdvistdil.nl]
peeeucpt uk]
verewd[.nl]
majlvimienyxwil.fr]
vocbhwlybwke] pw]
grimbakki] ]

26/27 March 20146:

xjneysaum|.us|
hbbrghm|.eu]

ips{.in]
ernthxdgkbuoi] ]
npixhjhhmpm[.uk]
burfvaag].prm)
ksmbxx[.in]
uamviphwoapeg).ak]

2829 March 2016

Jirlgvdiquipal.pm]
shimesghpypal fr]
upvreislwl.eu)
prsoby].pm]
ypnlencyegsteul].in}
byyjrrodk fhjgf it]
vaaviyxgvll.eu}
fnitwaq[ fr]

30034 March 20)6:

pvmyiigakggkll.in]
kfqoruddyol nf]
myxkmilto] it|
hicqd].us]
gnqlfdthdyidbw] be]
shxppnfishjac[.pm]
ngexfhyel{.m]
wewk[it]
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Contact Information

Legislative Branch Inquiries:

& James Scott, Senior Fetlow, ICIT (lames@icitech.org, 202-774-0848)

Federal Agencies, Executive Branch and Fellow Ingisiries:

»  Parham Eftekhari, Senior Feliow, ICIT {parham@icitech.org, 773-517-8534)

Links

Websita: wwewicitech.org

Ritps:f frwitter.com/1ICI Torg

1
ﬁiﬁ https: /Ao linkedin.com/company/institute-for-critical-infrastructure-technology-
Beit-

ﬁ bips: Awww facehook com/iCiTore
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APPAEE- £ NRECA

Amerkca's ERcirls Cooparatival

Joint Statement for the Record by the
AMERICAN PUBLIC POWER ASSOCIATION (APTA} and the
NATIONAL RURAL ELECTRIC COOPERATIVE ASSOCIATION (NRECA)

Submitted to the
SENATE HOMELAND SECURITY AND GOVERNMENT AFFAIRS COMMITTEE
For the May 18, 2016, Hearing on

“Assessing the Security of Critical Infrastructure: Threat, Vuinerabilities, and Solutions”

The American Public Power Association {APPA) and the Nattonat Rural Electric Coaperative
Association (NRECA) appreciate the opportunity to submit a statement for the record for the
Senate Homeland Security & Government Affairs Committee (HSGAC) hearing on “Assessing
the Security of Critical Infrastructure: Threat, Vulnerabilities, and Sotutions.” APPA and
NRECA support and agree with the testimony of Mr. Scott Aaronson with the Edison Electric
nstitute.

The electric power grid is 8 complex. interconnected network of generating plants, transmission
lines, and distribution facilities. The electric power industry comtinuously monitors the bulk
electric system and responds every day to events large and small. Consumers are ravely aware of
these events primarily because of the sector's system operation expertise, planning, coordination,
response and resiliency activities. Protecting the nation’s electric power grid and ensuring a
supply of safe, reliable, and affordable electricity is a top priority for the electric power industry.

The eleetric power industry employs threat mitigation known as “defense-in-depth” that focuses
on preparalion, prevenlion, response, and recovery to a wide variety of hazards to electric grid
operations. inchuding natural events, such as severe weather or geomagnetic disturbances
{GMDs) caused by soiar storms, as well as malicious events such as physical or cyber attacks
directed at the grid, and primarily response and recovery for electromagnetic pulses (EMPs)
caused by an attack on the homeland via the hiph-altitude detonation of a nuclear weapon. We
expect Uhat the federal government will be responsible for the prevention aspect of an EMP
event,

The goal of every utility and the indusiry as a wholg s 10 manage risk prudently. Still, there are
tens of thonsands of diverse, often remote, facilities throughout the 1.5, and Canada that cannot
be protected 100 percent from all (hreats, requiring utilities to prioritize Tacilitics that, i
damaged, would have the most severe impacts on their ability to “keep the lights on.”™ These
facilities would then receive increased attention and investment in critical infrastructure
protection.

Page 1 0f 2
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The electricity sector continuously strives to improve on its history of protecting its assets from
security threats, including longstanding programs and protocols designed to protect tility
systems. Key to reliability efforts are the crisis management and site-specific security plans
developed by electric utilities to ensure that operations and infTastructure systems are properly
supported; in addition, a number of redundancies are built into the system, in many cases
allowing wilities 1 re-route power around damaged facilities. Utililies also pariner with federal,
state/ provineial, and local povernment and law enforcement agencies in both the United States
and Canada to ensure that they can respond effectively to any event that may impact their
operations,

To maintain and improve upon the high level of reliability consumers expect, electric
cooperatives, public power utilities, and investor-owned utilities all work with each other and the
North American Electric Reliability Corporation {NERC), the Department of Homeland Sccurity
{DHS), the Department of Energy (DOE}, and the Federal Energy Regulatory Commission
{FERC) on matters of critical infrasiructure protection — including sharing needed information
about potential threats and vulnerabilities related to the bulk electric system.

In 2013 the electric utility industry reorganized the Electricity Subsector Coordinating Council
{ESCC)to ensure high level engagement. The new ESCC serves as the principal liaison between
the federal government and the eleciric power sector, with the mission of coordinating efforts to
prepare for, and respond 1o, national-level disasters or threats to critical infrastructure, The ESCC
includes utility CEOs and trade associaion leaders representing all segments of the indusiry.
Their counterparts include senior Administration officials from the White House, relevant
Cabinet agencies, federal law enforcement, and national security organizations,

The clectric sector and its subject matter experts will continue to partner with government
agencies like DHS, DOE, and FERC on matiers of critical infrastructure protection to improve
physical and eyber security for its assets. It is important to note. however, that to help maintain
operational securily, the industry is careful not to publicize clearty sensitive information about
critical infrastructure that might provoke new threats or endanger the safety and well-being of the
North American public or the integrity of the electric power grid.
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State of Wisconsin / DEPARTMENT OF MILITARY AFFAIRS
FC. BOXBIN

MADEON 52708811t

TELEPHERIE 08 Z42-3000
GFFICE OF THE ATLIUTANT GENERAL GEH 7243004

July 19, 2016

sente.oe)

The Honorable Ron fohnson
Linited Slates Senate

328 Hart Senate (ffice Building
Washinglon, X0 205 [0-4905

Subject: Haometand Security Commitlee Post-Hearing Response
Dear Senator Johnson:

Thank you for inviting me to testily at the May 18, 2016, Homeland Security and Governmental Affairs
Comaittee Hearing: “Asseasing the Security of Critical Infrastracture: Threats, Vulnerabilities, and
Solwions”, Below are our reaponses to the post-hearing questions from Senators Ayotte and Portman. Please
let me know if you have any other questions. { appreciate the committee’s attention to this critical area of
LONCET.

Post-Iearing Questions Submitted by Senator Kelly Ayotte

1. During & recent hearing of the U.S. House Transportation and Infrastruciure Commitiee, industry
witnesses diselosed that 2 cyber-attack could cause a grid blackout lasting two weeks, Does the National
Ciuard in the Stake of Wisconsin plan for a blackout Tasting two weeks?

in Wisconsin, the Adjutunt General is the Secretary equivalent for the Department of
Military Affairs (DMAY. 1n this capacity, | command the National Guard and am responsible
for Emergency Management and serve as the Homeland Scourity Advisor. DMA consists of
the Wisconsin National Guard and Wisconsin Emergency Management (WEM).

We have a Homeland Security Strlegy and a comprehensive Emergency Response Plam,
bt of which contemplate calastrophic events such as a long term power autage. Cur plan is
based on the fifteen emergency support functions and a series of annexcs, such as
catastrophic invident, severe weather, and cyber, O plan is updated on a quadrennial basis
consiseent with the pubernatovial electiom cycle. The primary focus and foundation of our
plan is based on meeting projected requirements for the 13 most likely threats as defined in
our state Fhreat and Flazard [dentification and Risk Assessment {THIRA).

The National Guerd is embedded in this plan, along with state agencies and voluneesr
arganization partaers, to guide state response to natural and man-made events. Char Mational
Guard operstes under 2 Joint Force Meadguarters and also oocupies a position in the
Ernergency Operations Center, when activated for an event. Tor exercising and opecstional
planning. we beus on the fiest 72 haurs of a catastrophic event.
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Specificatty for black outs lasting two weeks, We have partnered with power companies,
utitities, as well ag other eritical infrastructure facilities in the state o analyze needs and
resaurces. We have refined our military concepts which witl allow the deployment of forces
hased on eore capabilities of transportation, signal, aviation, logistics, security, engineering,
medical, and mainlcnance and have exercised these with civilian first responders. These
resourees meel a wide range of requirements anticipated during a long-tetm power cutage.

Lastly, we recently completed a two-day intensive review of the power gird reliability within
Wisconsin and are partnering with our Public Service Commission to work even closer with
utilities, water systemns and sewage Irearment facilities. This includes a review of diesel fuel
requirements for sustained power outage.

Q2. Does the Nationa! Guard in your state have plans to protect personnel and backup diesel fuel
supplies for critical electric grid facilities, including conirol centers and "black start™ generation plants, in
cvent of a long-icrm grid outage persisting days or weeks?

We continue to develop cur plans and procedures for long-term events which would require
Mational Guard suppert, and then exercise them to refine and validate our tacties, techniques,
and procedurcs, Any blackout, whether several days or longer, is a concern for maintaining
Critical Infrastructure {CI). WEM has coordinated with state agencies for the availability of
fuel at their locations around Wisconsin, along with the petroleurn marketers.  This year
WEM is reaching out to water and sewape [acilities along with eicctric wtilities through
Regional Workshops across the state. The kick off session is on August 9th, where WEM i3
hosting the FEMA Region V Long Term Power Outage workshop, Additionally, Long Term
Power Outage exercises kave been conducted regionally across the state which focused on
electric utilities and assisted living facilitiss. We contintre to build upon the lessons leaned.
The Wisconsin National Guard has established relattonships with private utilitics scross
Wisconsin. We have ongoing efforts with electrie, water and sewage entities which has led
to a much better understanding of the CF architecture in the state and the detailed
requirements to suppoit shori-term and long-term power disruption across the state. These
efforts include potential missions to protect key resources and diesel fuel assurance for back-
up generators.

The resiliency of our pubtic sector systems is driving decizsions and planning by our civilian
leadership and refined planning to support projected requirements, The MNational Guard has
been identified as a critical resource provider within the state’s emergency response plans,
aed stands ready 10 provide support as planned or will adapl to provide resources as
determined necessary by the state’s emergenny management community during a crisis.

Q3. Does the National Guard in your state have plans to assure supplies of backup diesel fuel for the
sites of Mational Guard eyber defense teams?

Yes, The Wisconsin National Guard eyber defense capabilities are collocated in the Joint
Force Headquarters and within the same facility as the State Emergeney Operations Center
{SEQC), That facility has backup power generation to support the first 24 hours of an event
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with National Guard diese] storage infrastructure near-by with sufficient haul capability 1o
continge resupply for o long-tetm power outage.

In addition, we heve back up capacity at our alternate Jocations for Contiruity of Operations
and Continuity of Government (COOP/COG) plans.

(4, The United States has not yel expetienced a wide-area outage of the Bulk Power System {interstate
high-voltage transmission systerm) fusting more than one day. Elecuic wilities rely on comumerchal
telecommunicaticns carriers that normaily use grid power; these carriers typically have diesel fuel for
backup yenerators lasting only | to 3 days. Given this interdependency, does the National Guard in your
stale have 4 contingency plan to provide radio communication for electric utilities to facilitate etectric grid
restotation?

No, we do nol have a speeifie contingency plan to provide radie communications to facilitate
electric grid restoration,

However, the Stats’s Wisconsin Statewide Communications {WISCOM) is a2 statewide
platform ta enhance responder ~ommunications capabilities.  WEM iz exploring
communications requirements with the electric utilities to determine their needs for
additienal communications beyand their corporate redundamt systems. As a vesult ef o
grawing Mational Guard and local utilities relationship, we have a greater understanding of
utility communieations capabilities and redundancics necessary to suppert grid restoration,

The Wisconsin Nalional Guard and other stawz agencies have capacity Lo provide
supplemental support at prioitized locations, based on tong-term recovery needs. WEM, in
colloboration with the emergency management community, wilt prioritize resources for
deployment, it not previously identificd through planning efforts.  Onapoing collaborative
cfforts are producing resulis to help identify gaps and allow for preplanned resource
management and the resources to proactively filk gaps. Wisconsin does have an esteblished
communications network, WISCOM, this along with the anticipated national deployment of
FirstNet are key clements that supporl our ¢iergency communications needs stalewide.

Post-Hearing Questions Submitted by Senatar Rob Portman

(. The Wisconsin and Minnesota ports on Lake Superior ship the vast imajarity of iron ore required by
Indiana, Michigan, Chio and Peansylvania integrated steel mills, To get to these stosl mills, the ships
carrying this vital ingredient must pass through ihe Army Corps of Engincers® Soo Locks complex in
northern Michigan, Last vear, the Department of Homeland Security cstirated that if the largest of these
tueks, which is nearky 30 years old, became inoperable for six months, the Great Lakes reglon and the nation
would experience a massive economic upheaval because steel and automabile manufrcturing would halt due
w0 a fack of supplies. Doesn™t i make sense to ensure there is additionat lock eapacity fo protect against such
ar ectmnmic ¢atastrophe?

The Soo Locks are a critical resource For our nation’s economy. The locks are a Federal
Fecility, operated by the Army Corps of Engineers (ACOE) on the Michigan side of the
U.S/Canada border.  intuitively, it makes sense to increase capacity and ensure seclrity,
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which | am gonfident that the Department of Homeland Security (DHS)Y has and will
cantinue to contemplate,

The (HS and ACOT have been conducting ongoing assessments related o the Soo Locks for
bath security and facllity maintenance or replacement. Recently, DHS published the findings
of 2 study related to the impacts und fong-term needs that provide valuable insight on the
issues of resiliency, security and maintenance,

Critical Infrastructure, such as the Soo Locks Complex, present the potential for netional
impacts and must continue to receive congressional atlention to ensiye no single point of
failure can held our economy as a hostage. The DHS study demonstrates and advocates a
need for resilience. Specifically, the report suggests a second twin Jock and fong overdue
maintenance of the current lock. 1would defer to the DS Nalional Protection and Programs
Directorate and the report’s authors for specifics and any discussion,

Q2. [ also understand that during World War 1, the Army stationed thousands of troops atound the Soo
Locks to cnsure that U.S, stee! production that was so vital to the war effort was not disrupted. What Kind of
physical protection should this type of critical infrastructure have now?

As a national resource the Soo Locks Complex is a resource that must have an appropriate
leve] of physical security in order 1o meet the potential threat. Tt is the purview of DHS to
determine what is anpropriate to ensure the physical protection of the facifity is assured.
Should the Secretary determine that additional support is needed, 1he National Guard sould
assist under state or federal dircetion.

If you have any questions, please contzet Ms. Jackie Guilnie, Dircctor of Goverament Affairs. She can be
reached st 008-242-3026 or email jackiea.guthric@wisconsingov.

DONALD P. DUNBAR
Maj Gen, Wisconsin National Guard
The Adjwtant General
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Post-Hearing Questions for the Record
Submifted to Mr. Tom Farmer
From Senator Rob Portman

“Assessing the Security of Critical Infrastructure: Threats,
Vulnerabilities and Solutions™
May 18, 2016

I understand your background is in the rail industry. Last year, the Department of Homeland
Security deterrmined that if the Army Corps of Engincers’ Soo Locks in northern Michigan
unexpectedly went down for an extended period of time. the railroad industry would be unable o
provide the capacity to move the 40-50 miflion ons of iron ore currently carried by vessels
annuafly through those locks to integrated steel mills in Indiana, Michigan, Ohto and
Pennsylvania. | understand that in 2014, the raifroad industry told the Corps that building a rail
tnfrastruciure back-up system to the Soo locks would cost 83 billion and was not economically
Justifiable for that industry. Building the Congressionally-authorized second large lock at the
Soo complex at an estimated cost of $600 million appears to make more sense,
1. lsm't back-up capability for choke points such as this an important aspect of
transportation securnty?
To follow up on our discussion from the hearing, | have some additional questions regarding
ransomware,
2. How would you design a reporting and enforcement scheme to ensure all ransomware
intrusions are investigated and, if possible, prosecuted by law enforcement?
3. What regulatory and tegislative restrictions need to be climinated in order (o assst
organizations in responding to and recovering from ransomware intrusions?
You mentioned in your testimony at the hearing that the United States is not doing & good job of
rescarching the intrusion mechanisms used by these cyber criminals.
4. What are some emerging and current trends among the intrusion mechanisms being
utilized by cyber criminals?
Depending on size, economic sector, and information holdings, entities require differing levels of
cvber security.
5. What basic steps should emtities take to reduce their attack surface?

Witness responses to questions submitted For the record were not received
by time of printing.



126

Post-Hearing Questions for the Record
Submitted to Mr. Tom Farmer
From Senator Claire MeCaskill

*Assessing the Security of Critical Infrastructure; Threats,
Vulnerabilities and Selutions™
May 18, 2016

In February 2013, President Obama issued Presidential Policy Dircctive-21 (PPD-21}. calling for
a “national unity of effor” in critical infrastructure protection centered on a common strategy.
Cht of that came the National Infrastructure Protection Plan of 2013 (NIPP), which seeks to
fulfit] the President’s requirement. The NTPP then created three types of councils to improve
communication, planning, program implementation and response and recovery,
These councils facilitate engagement between the private sector and federal officials to come up
with a consensus on joint prionties and actions to improve security of our critical infrastructure.
it is my understanding, however, that implementation of these actions is not required, although
presumably many companies are implementing the securily improvements these counctls are
coming up with.

13 Who is responsible for oversight of implementation of the action items that these councils

caine up with?

2) s there any data on how many private sector companies have taken action on all of the
recommended security steps?

For example, you noted in your testimony that, after the mall attack in Nairobi, representatives of
multiple industries partnerced with the DIHS and FBI o develop a comprehensive training
pragram on prevention and mitigation. Your testimony also stated that application of this
program drew “wide participation.”
3} Do vou know what percentage of malls in this country applied the training program and
are prepared for such an attack?

Witness responses 0 guestions submitted for the record were not received
by time of printing.
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Past-Hearing Questions for the Record
Submitted to Mr. Ted . Koppel
From Senator Rob Portman

“Assessing the Security of Critical Infrastructure: Threats,
Vulnerabilities, and Solutions”
May 18, 2016
b, Much has been said about protecting the U.S. electrical grid from direet attack. Even if the
and is protected, however, {f the supply of power plant fuel is significantly degraded on a
regional basis, wouldn't that also have negative impacts? To ensure electrical power supply
secutity, shoufdn't we ensure there also is power generation {uel supply chain security,

including the transportation of coal and natural gas?

Response:

1 have done no research on the subject and regret that 1 have nothing of vajuc to offer.
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Post-Hearing Questions for the Record
Submitted to Mr. Ted Koppel
From Senator Kelly Avotte

“Assessing the Security of Critical Infrasiructure: Threats, Vulnerabilities, and Sclutions™
May 18, 2616

(]) Based on vorr ennversations with senior government officials, does the U5, Govermment
effectively plan for clectde grid oulages persisting beyond three days?

Response:

Ni. The Department of Homeland Secunty’s website, does not even inchude the Likelihood of & eyber attack
o the power gesd ameng it st of likely catastiophes. Fn my conversation with the Seeretary of Homeland
Secusity, it is clear that he 15 unaware of any plar specificatly designed to deal with an outage of moce than a
fow days. The mwo senior officials a1 1A differ as to how a major ety should respond. The second in
command weonld recomemend evacuation, his boss dismizses evacuanon as a viable option.

2} In youe opinion, what percent of the Joeal population would die if all of the New York metropoditan
aren had no elecire power for three days? And also for two weeks?

Respose:

NY Stare has rdequate MRIVs to avoid fond shortages during a three-day power outage. It would, hawever,
it ot of food thereatier. Flow many deaths would result from bk of cssential medicmes, inabulity of law
enforcement g maintiin order, lack of food and water and the inability to dispose of human waste and the
ifuing flitesses. depends in laege measure on how wide the affected area is. 1 we were “only™ alking abour
New York Cire, supplies could faigy enstly be brought in from outlying areas. The Eastern Tnterconnect (one
of three power grscs in the United Stares} covers almost the entire eastern hatf of the United States. Tt
cvber atiack tock our e entire grd, the resulting deaths after only two weeks wowld be carastrophic.

(3) Based on vour interviews with the Seeretary of Homeland Security, whe indicated evacuation from
urbiae regions would be necessary, and the Direcror of the Federal Emergency Manmgement Ageney
wher mdicared that urlan evacuarions would be distaptve, do vou belicve the United States bas 2
coherent plan to respond to a prolonged electric blackout?

Response;

For the recond, st was not rhe Secretary of Homeland Security whao indieated that evaciation would be
ned

v fsce mv answer g question #1) i was the depun FUMA administator. Ths boss, however, the
FEMN admumistzatee, disagreed. Secretary Johnson was unmabile to refer to a particndar plan (although he
expressed the conviction that one must exist). e recommended having a bartery-powered radin. 1 do oot
belicve that the United States has 4 coherent plan to respond to 2 prolonged elocuic biackeut. Indeed. [am
convineed that it will almost inevitably fall ro the U.S, military (specifically, NorthCom) to attempi
maimaining some form of order. The former commander of NorthCom expressed concern 1o me that the
aemy does not have matpower adeguane 10 the task.
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Post-Hearing Questions for the Record
Submitted to Mr, Scott Aaronson
From Senator Rob Portman

“Assessing the Security of Critical Infrastructure: Threats,
Yulucrabilitics, and Solations™
May 18, 2016

Much has been said about prolecting the U.S. electrical grid from direct attack. Ewven if the
grid is protecied, however, if the supply of power plant fliel is significantly degraded on a
regionat basis, wouldn't that also have negative impacts? To ensure electrical power supply
security. shouldn™s we ensure theve also is power generation fuel supply chain security,

including the transportation of coal and natural gas?

EEl response:

In the event that the power generation fuel supply chain is significantly degraded within a
region. there could be negative reliability impacts to the energy grid. One of the electric
sector's top priorities is maintaining a balanced energy mix, which includes clean and
renewable energy sources and traditional ones, to help mitigate against such risk. America's
clectric companics rely on a variety of domestic energy sources to generate efectricity, which
helps to protect electric companies and their customers from contingencies such as resource
unavailabilily, price Tuctualions, and changes in regulatory practices that can drive up the
cost of a particular resource. A balanced energy mix alse helps to ensure stabalily and
reliability in efectricity supply and strengthens national security.

The industry relies on a variety of energy resources for power generation. No individual
source 15 capable of providing the energy to meet all of our nation's electricity demands. In
2013

« Coal provided 34.0 percent of our nation’s clectricity;

*  Natural gas supplied 32.5 percent,

«  Nuclear energy produced 19.4 percent;

s Hydropower provided 5.9 percent of the supply;

o Non-hydro renewables, including wind and solar energy, produced 7.1 percent; and
¢ Fuel oil provided 0.7 percent of the gencration mix,

The clectricity generation mix differs from state-to-state and region-to-region, depending on
the avatlability and cost of resources located there. Major changes in the generation mix can
have economic impacts, especially on a regional basis.

With respect to the transportation of coal by rail and natural gas by pipeline, EEI works with
the transportation sector and the downstream nateral gas sector, through the Electricity
Subsector Coordinating Council (ESCC) and other forums, to improve coordination of
deliveries to match demand, improve planning and rcsponses to major incidents, conduct
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Jjoint exercises. better understand and protect our mutual dependencies, and share information
more effectively,

It is also important to Tocus on ways to assure the continued operation of the existing nuclear
fleet for reliability purposes.
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Post-Hearing Questions for the Record
Submitted to Mr. Scott Aaronson
From Senator Kelly Ayotte

“Asgessing the Security of Critical Infrastracture: Threats, Vulnerabilities, and Sclutions”
May 18, 2016

Quegtion 1

Druring yout testimony, you indicated that the U.5, electric grid would be shut down during
a severe solar storm, although you noted that it was not clear who would make this decision.
A 2010 Oak Ridge National Laboratory study egtablished the threat from solar storms, but
years later an arguably small percentage of vulaerable high voliage 1ransformers have
monitors for Geomagnetically Induced Curtent (GIC)—several hundred out of a total
population of approximately 2,500, Meteover, in rulemnaking comments to the Federal
Energy Regulatory Commission (FERCY, EEI and other trade associations have opposed
mandatory installation of solat storm monitors.

#. Given the potentally high societal costs that couki result ftom unnecessarily shutting
down the electric grid during solar storms due to poor situational awareness, and
with detays by utilitics in installing stoem monitaring equipment, does EEI oppose
mandatory standards requiring installation of GIC monitoes?

LEF Response:

Llectnc companics have added, and continue to add, GIC monitors to collect the informanon
needed 1o derermine how best to protect their assets, Once FERC approves the propesed North
Amerienn Llecrric Reliability Corparation Reliability Standagd (TPL-O07-1), and companies have
greater charivy abous their obligations, even mote GIC monitors will be installed. Whike additional
monizonng, meluding GIC monitors, could beaefit ongoing technical research, we do not beiieve it
is appropiate to nse mandatory standards to require installadon of any particular epe of monitors
ro encourage this rescarch. The most effecrive approach is to allow grid asset owners and operarors,
who know thewr systems best, to install proper monitotng where it makes sense and provides the
greatest net benefits, consistent with industry engineering notms and regulatory ovetsight,

b. Would EEI support autemated data sharing from deployed GIC monitors to the
Department of Eneegy Operations Center?

EET Response:

Signiftcant security chalfenges arise when considering shating dats from deployed GHC monitors
because this information may identify the focations of critical and possibly vuluerable assets. UF this
information is disclosed, it can be used as a target map by adversaries. In the absence of a betrer
undersranding of how the Depariment of Energy I30OF) Operations Center would use and prorect
this data, LEL refrains from stating a position on whether to support shating this information with
the DOWE Operations Center,

Question 2:
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In rulemaking comments o FERC, EEI and other trade associations advocate for greater
flexibility, and iess compliance consequences, for imposing “loss of toad” (i.¢., blackouts)
during sofar storms,

a. Pleasc state in clear terms the position of EEI on desired “flexibility” for utilitics
to impose blackouts during solar storms,

EET Response:

1% commuents to IFTHERC recognized that the science surrounding gromagnetic storms remains
immature and inperfect. Effective planning, modeling, and monttoning have only recently evolved
to a point where the clecuic sector can begin o develop more robust strategies o protect the grad.
Recognizing that even the most apgressive mitigation plans may prove inadequate for & very large
and likely dynamically changing solar event, we believe Transmission and Generator Operators
aced the flexibility (o ace quickly 1o peotect grid assers. As a last resort, conditions may require the
twmporary shedding of load in order 1w avaid more severe, long-term damage o critical assets and o
maintain grid balance. As stated i our comments, Transmission Operators need the flexibilty to
make immediate and on-the-spot decisions i the best interests of pratecting rhe grid and being able
tor resture power a8 quickly as possible, without having to take the dme o consider potential
compliance consequences; otherwise assets might be needlessly damaged as a result.

b. Is itbetter to cavse deliberate blackouts during solar storms or to implement
proactive protective measures that will not require intentional blackouts?

EEI Response:!

L1 believes that it is gencrally preferable to onplement proactive protecrive measures to avoid
intentional blackouts, but, unfortunstely, the soludons to this very complex problem are not so
simple. This is not necessarily an cither/or sitwagon. Although there are 4 few equipment
manufacturers that have developed hardware solutions chat they believe to be effecdve, tmitial
industry testing has found that these solurions may result in vnintended operational prablems that
could ourweigh their benefits. (See 3 C romesenty filed at FERC on BAI3-11, July 27, 2015.)

In addition, the Electric Tnfrastructure Security Council Electric Grad Protection Handbook fknown
as the "HIS Counell E-PRO Handbook™) discusses the complicated nawre of mitigauon.
Specifically, on pages 138-139, 2 section tded “Risk of Increased G1U in Autotransformers” states,
it ds importans to note that GIC ean aconily inerease at an anfotransformer, even with a blocking
device.” The seerion goes on to explain the difference between so-called “autotransformers” and
“full eransformees™ and how each reacts to GIC and certain mitigadon strategies. Suffice to say,
caperts agree there are no simple or easy solutions, which is why the Electric Power Research
Instirate (EPRI) has undertaken its project to look at the existing protection and possible mitigation
steategies to better understand the engineering challenges associated with electeomagnetic pulse
(MM mitiganen; similar challenges apply with regard to peomagnenc disturbances (GMIs) caused
by solar storms,

Regarding intentional blackouts, BET recognizes such steps are drastic and should be considered
omly as 2 last resort in response 1o very fow frequency events well beyond normal planning horizons.
TLT agrees that intentonal blackouts should be avoided if possible. But, such an aption may he
necessary in extraordinarr clrcumseances to avoid even greater negative wnpacrs from permanent
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damage 1o crmical long lead time assets, and may be preferable to rushing the deployment of
unproven hardware solutions that could have unintended consequences on the system.

Leston 3;

During the hearing, you indicated that the U.8, electric grid would be shut down during or
before a severe solar storm, aithough it is unclear who would make this decision. Under
most insuzance policies, widespread load shedding in advance of a predicted solar storm
could be considered an “intentional act” and therefore void policy coverage for resulting
losses, Additionally, governruent authorities might be teluctant 1o order grid shutdowns
hased on 30-miaute forecasts of impeding solar storms.

a. Does EEI maintain that so-called “opetational procedures™ are a realistic
sclution to solar storm theeats?

EET Response:
Yes,

h. Ifso, why¥
EET Responsc!

1L believes that operational procedures supported by planning studies and equipment theemat
assessmaenes, as required in the proposed North Amencan Elceuic Reliability Corporation (NERC)
Retiabiliy Srandard (TP -007-1), are effective measures to address GMD risk.

Question 4:
In rulemaking comments to FERC, EE] and other trade associations stated:

“In addition, Trade Associations also believe that the technology available to
mitigate or control GIC caused by a GMD event of historic scale is only beginning to
be developed. Existing technology such as “blocking devices” does not provide
simple solutions, and is expensive. Such devices continne to be experimental in
nature, and require very careful planning, installation, and operations considerations.
For cxample, one recent study shows that adding blocking devices to reduce GIC in
some transformers tends to elevate GIC in other ransformess. The authors also make
the point that blocking devices in the neutral grounding conductors of
autotransformers cannot reduce GIC that flows in the scrics windings of
autotransformets, As a result, even widespread application of blocking devices may
be only marginally effective in reducing total system MVAr demand. Blocking
devices may be very helpful in partticular cases, but are not a panacea.”

Despite successful testing at the Idaho Nationaf Laboratory, udilities have gencrally
declined to install blocking devices at an equipment cost of about $350,800 per transformer
set protected,

a. How many EEI members have rescarch programs with operationally installed
blaocking devices?
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EE! Response:

E{i cannot comment un this question because it does not collect or maintain this type of
mnformarnon.

b, In total, how many blocking devices have been installed by EEI members o
protect farge power transformers?

EET Response:

LI cannot comment on this guestion because ic does not collect or maintain this type of
infermation.

¢. Inthe FERC commcent, EEI states that *blocking devices” for solar storm
protection are “cxpensive.” Can EEI confirm for the committee that
commescially available blocking devices cost approximately $350,000 per
installaticn?

EE]I Response:

LT does nat colleet or maintiin this trpe of mtotmanon, but would note that American
Transmission Company’s comments filed m response to FEIRC Docket No. RAME3-11 (NOPR)
stated the cost to install one of these devices would be at least $500,000 per installation.

lurther, as noted above in the citadons from the ATC experience and the E1S-Council’s E-PRO
Handhook, there rematn neo “plug-and-play” devices, In addinon to the cost of each device, system
re-conbigurations, other associated mitigation strategivs, and ongomg operations and maintenance
must he factored tato the tue cost of deployment of any deviece,

d. How would the cost of biocking devices compare 1o the societal cosss of shutting
down the electric grid during a severe solar storm?

EET Response:

F LT does not have sufficient information to respond to this question and s unaware of any studies
that provide such anadysts.

¢. Can the same protective hardware, if properly designed, protect against both
sofar storms and the E3 component of nuclear electromagnetic pulse?

EET Response:

[LET does not have sufficient rest data or expertise to effectively assess these devices but understands
that Oak Ridge Nadonal Laboratory studied the impact of high -atiitude nuclear elecrromagmeie
putse (HEMP on eleceric power systems’. [n the referenced report, the Lab concludes that the £3
component “impact will be quite similar to geomagnetic storm efiects, but of a shoreer duration and

' (ak Ridge National Laberatory Report titled, “Impacts of a Nowminal Nuelear Clectromagnetie
Tulse on Flectric Pawer Systems, Phase I, Final Repors; ORNL/Sub/83-43374/2.
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higher intensity.” © The repott goes on to say that “flirtde physical damage is expected from a
nominal |1137) event due to its shot duration.™

1110 helieves that any hardware solution applied to the bulk electric systern should be thoroughly
rested and validated before it is applied on 1 large scale. And, as previously noted, we would need
assurance thar blockers, in face, work, and that they do not worsen the situation or create other
unintended adverse consequences.

Question 5:
In the EE! position papet, “Electrtomagnetic Pulses {EMPs): Myths vs. Facts,” EEI states

as a *fact™

“High-Altitude Nuclear Blast EMP: A high-level EMP caused by the detonation of a
nuclear weapon in the atmosphete is a high-consequence, low-likelihood threat that
would have a potentiaily cataserophic irmpact on society. Further, since the planaing
and Jaunching of a nuclear attack on U.5. critical infrastrocture would be an act of
war or terrorism, the fedeeal government must be primarily responsible far
preventing high-level EMPs as a matter of national security.”

Non-nucleat actacks on critical infrastructure could also be acts of war or terrorism, yet
utilities are required to protect against them by following mandatory standards. Moreover, if
designs for solar EMP and man-made EMP are included in plans for newly constructed
control centets or teansformers or geneeators, the costs of mitigation are reduced, compared
to retrofit requirements,

#, Please expiain EED's position that the federal government “must be primarily
responsible” for preventing catastrophic impacts of high-altitude EMP attack,
uniquely among grid security threats?

EETI Response:

“I'he federal government is primaridy responsible for preventng—or defending or tetaliating
aprinst—the detonaton of a high-altrude nuelear weapon over the continental United States.
Preventing the proliferation of nuclear materials and components that could possibly be used to
COnsTTUCt Weaponry is a top prietity for the internarional community. Signatories of the Nuclear
Non-Peoliferation Treatry pledged to prevent the spread of nuclear weapons snd work toward
disarmament. The maost effective way to prevenr 2 high-alrirnde EMT atrack is for the internationat
community to strictly lmit access to ker nuclear-cxplosive materials (high-eariched uramum and
plutomum) required to make nueleae weapons, And, the ULS. milieary is responsible for other, more
direet means of nuclear weapons defense or deterrence.

* (ak Ridge National Laboratory Repart: Impacts of 2 Nominal Nuclear Electromagnetic Pulse on
Vlectric Powet Systetns (ORNE/Sub/83-43374/2); April 1991, Sectdon 8 {Conclusions); Subsection
8.2 MHL-EMP3) Page 66

*ee ORNL/ Sub/83-43374/2; in this ORNL report the E3 component is described in Section 2.2,
Page 8 by the term MHD-EMP,

'See ORNL/Sub/83-43374/2); Section 8 {lonclusions) Subsection 8.2 MHD-EMDP{E3}; Tage 66.
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Fhae sad, the federal government obviously 15 not solely responsible for addressing the impacts of
an attack on the power grd. The proteerion of critical infrastrocture is a shared responsibiiiry.
Theough exstng efforts, such as the Ulecericity Subsector Coordinating Council (28CC), and with
further wesearch, such as the Flecurte Power Research Instimute's (EPRIs} EAMP Projece, the clectric
powuer industiy will continue w work with the government to identify, test, and implement EMP
matigation solutions and incident response plans and procedures.

Question 6
EEI also states as EMP “facts™

“The debate over the cost to protect the electric grid from EMPs also ignores the
reality that other sectors of the economy hkely will be affected by a nuclear EMP
artack, including other ceitical infrasteucture sectors upon which the electric sector
depends to generate or distribute clectricity. It makes little sense to protece the
electric grid while ignoring these other critical infrastrecture sectors.

The best tisk mitigation for an EMP event, especially one as severe as a high-altitude
nuciear explosion, is preventon. The prevention of preemptian of such attacks is
within the purview of the nation’s faw enforcement, militacy, and intelligence
functions.”

a. Does EEI support or oppose pattial protection of the sation’s electric grid
against the “E3” high-altitude auclear electromagnetic pulse (HEMP), such as
couid be accomplished with nentral ground Blocking devices?

EE{ Response:

11T supports hardware solutions that have been proven from an engineering standpoint that could
help to prorect grid assees from the effects of both GMID and EMP. Tt has not yet been proven
whether the current generation of products can be applied effectively without vegative impaets on
roemal grid operanons.

The foeus of the EPRT LAY Project will be to study failure rates of grid and communication sssets
as well as potential minganon solutons. If EPRIs findings indicate effective mitigauon solinons
with no uninrended consequences For hardening grid assets, the indusuy will work with all
stakehalders, inchuding Congress, FERC, state PLICs, DOLE, and DS on pnplerentation.

b. Duoes EET rake the position that all defense agamst nuclear EMP should be the
sole responsibility of governmeneal entities?

EEI Response:

1ikE believes the federal goverament is primanily responsible for preventing the detonadon of a
laigh -altitude nuclear weapon over the continental United States. BT also believes that the
protection of cettical mfrasteucture is a shared responsibilicy berween the private sector and the
government, The clectric power dusrty works in close coordinagon with federal, state, and local
governments on incident response plans and procedutes for a range of threaes that could impact the

grid.
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¢. Is it the position of EEI that government defenses against nuclear EMP can be
so cffective that no degree of electric grid protection would be appropriate or
cost-effective?

EEI Response:

As | mentioned in my estimony, the electtic power sndustry has a history of working rogethet to
restore power after an incident through murual assistance networks where workers from across the
sector help affected companies. The electrie power industry also has robust spare equipment sharing
programs—Ilike the Spare Transtorner liquipment Program (ST, SpareConnect, and the newly
announced Gnd Assurance progeam-—to improve gnd resilience no matter the theeat.

The eleernic power industey exerclses disasteT response scenatios regularly, and has conducted four
narional-level incident response exercises (Gridix 111, Clear Path TV, Caseadia Rising, and Cober
Cruard) since November 2015, Cne of the recommendations from the GridFx 111 excrcise
conducted by NERC was o develop a evber murual assistance program to coordinate resources fur
compares affecred by cyber incidents, RIIT is keading this effort.

ELL would emphasize theee are not enough resources 1 the wotld to protect against every threat in
every location, but the electric power industry 1s working to prevent incidents from having tong-
term or devastating impacts. As an industry, we are committed to constancly improving the security
posture of the sector as threats evolve.

Question 7
EEF states as an EMT “fact™

“Many EMP mitigation technigues remain unproven and are potentialy more
expensive than claimed by their promoters, trany of whom stand to benefit from
their deployment. Furthes, placing blocking devices on the grid couid have
unintended conseguences for an event that is relatively unlikely o happen. Foe
instancce, some mitigation measutes to prevent gamage frem an EMP could actually
teduce the effectiveness of measures to address GMDs, which oceur much moze
frequenthy.”

a. What are the specific nuclear EMP mitigation measures that would “actually
recduce the effectiveness of measures 1o address Geomagnetic Distuzbance
(GMDj)y"?

EET Response:

Thes 15 a guestion thar cannot be answered fully at this time given carrent technical knowledge about
EAP iriganon measures, What s corrain ss thar this is a concern for the indusuy and that EPRT s
Boakang at this issue as part of its cuerent LMD research project. EE] hopes this effort will better
nform the owners and operrtors of power prid infrastructure, as well as policymakers, of any
potential harmful impacts related to FMP midgadon. EET plans ro share and act on the EFRI
findings once that rescarch 1s complete. As has been suggested throughout these responses,
assurrung a8 (act that there is a “silver bullet” solution ignores the significant enginecring challenges
created by introducing new, untested mitigation,
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b. Have these purported effeciiveness reductions been verified by real-world tests?
EEI Response:

FEDand many power grid enpincers believe that EMP mitigation “could” reduce the
effectiveness of GMID mitigation, but the final answer to this question remains unknown at
thas time. EEFy comments eeflect industry concerns, which we recognized at that time
needed ro be researched more fully. This work is new ongoing ar EPRIL Onee this work is
compieted, BT plans to take any necessary adjustments to indusoy practices and public
communications,

Quesiion 8:

In rulemaking comments to FERC, EEI and other trade associations stated:
“The Trade Associations do not suppott the Commission’s proposed directive for
nrandatory supply chain requirements because the Teade Associations do not share
the Commission’s views regarding a perceived gap in the mandatory Reliability
Standards regarding supply chain risks for CIP and cybessecurity procurement,”

Russian peneratons of the North American Grid, combined with proven security
holes in many vendor products, have demonstrated major gaps in cyber supply chain
security. For example, Juniper firewalls are designed for use by electric utilities, but
this equipment has been successfully penetrated in the supply chain.

a. Why does EEL oppose mandatory supply chain protections, including formal
certification of vendor products to protect electric atility mterests and those of the
American public?

EEI Response:

Securg the supply chain is a joint responsibility beeween electric power companies and suppliess,
Flectric companies aee buyers and users of evber products or assets (e.g., firewalls). Companics that
make these products are responsible for the seeurity of their technologies i the research,
development, design, and manufacruring stages of the supply chain, Likewise, electric power
companies have eesponsibility in the acquisigon, delivery, integration, operations, retirement, and
disposal stages, but some of this esponsibidity 1s shared with rechnology and service providers. The
existing CII' version 5 cybersceurity requirements, which are mandatory For electtic cotnpanies,
address the nsk i these stages. For more derails, please see EEI's comments filed wirh FERC in
docket No. RM15-14-000.

Luesiion 9

In rulemaking comments 1o FERC, EEI and other trade associations stated:
“The tinal rule should not adopt directives inconsistent with NERC's risk-based
approach, which rightly recognizes that the same protections required for high and
medium impact BES Cyber Systems are not warranted for low impact asscts.”

a. Given the December 2015 cyberaitack in Ukraine on so-called “iow impact
assets™ (distribution facilities}—which knocked out power to about 225,000
people and could have been designed to cause permanent equipment damage—
does EEI oppose mandatory cybersecurity protection fot clectric grid disuibution
facitines?
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EE{I Response:

Protecting the power grid from cybet-atracks requires risk management. Tt is simply not possible to
cluminate all risk, especially when the threat 1s posed by a determined adversary, In determining
whether additional regulations are needed, regulators and policymakers must carefully examine the
risk and prioritize risk reduction measures and the avallable resources. 1t shoold be noted, however,
that Sec. 6113 of the FAST Act, referenced in Question 17, also provides DMOE new suthoriry to
arder measures o protect or restove the relizbility of critical electric infrastructure ot defense ertical
clecerie infrasreverure dueing a grid secarily emergency, including an EMI* or GME.

fn addiuen, disrribution facilities are intrastate operations subject to state regulation, whereas
interstare tansmission facilities and clectric power genertdon participating in wholesale power
markets are subject to federal regulation. New regulations focused on intrastate operations would
raise broader state and federal jurisdicdonal questions and create potenial regulatory conflicts and
confusion, potentially underminiag their clariey and effcctiveness. These factors should be carefully
wetghed by regulatoes and policymakers when evaluating the need for new regulations. Furthermore,
the risk of 7 cascading event iy generally lower, and it can be easier to isolate 2 problem in the ease of
an attack or failure mvolving distribution,

b. Is it the position of EE] that the public utility commissions of the fifty states
should independently decide how 1o protect distribution facilities against
cyberattack?

EEY Response:

lilectric compaties have the primary eesponsibility and technical expertise to decide how best to
protect their local distriburion facilities with repulatory oversight by independent smare public unliey
cohtmissions.

Quesrion 10:

In rulemaking comments to FERC, EEI and other trade associations stated:
“In the NOPR, the Commission proposes to direct NERC to develop modifications
to Reliabilicy Standard CIP-006-6 to require protections for communication network
components and data communicated between “all bulk efectric system Control
Centers,” Although we agree that modifications secking to addeess protections for
communication network components and data communicated between Control
Centers with high and medium impact BES Cyber Systems may improve the
reliability of the bulk efectric system, such modifications should not be extended 1o
low impact Controf Centers.”

a. Given the December 2015 cyberattack in Ukraine on both control centers and
electric grid substations that would be considered “low impact™ under the NERC
CIP standards, does EEI oppose mandatory cybersecurity protection for
commupications of “low-impact Centrel Centers” with substations?

EET Response:

EET does not oppose the Comnussion’s directive tssued on January 21, 2016 — Order No. 822. In
this dircetive, FERC requited NERC to modify the CIT standards to protect “communication links
and sensitive butk electrie system data communicated between bulk electric system Control Centers



140

that is appropratchy aidored o address the tsks posed to the bulk electric system by the asscrs being
protecred {Le., high, medim, ot low impacr.”

Quesiion 11
The 2014 and 2015 cybersecurity attacks against the U.5, electric grid revealed targeting of
so-called “low-impact Contrel Centers” precisely because such portals represent ane of the
most vuinerable ways 1o nabalance power flows and cause cascading outages.
a. Inlight of actual cybessecurity experience in both Ukraine and the 1.8, is it the
position of EEI that such “low-impact Control Centers™ should be exempt from
mandatory cybersecurity regulation?

EEY Response;

EEI menmbers arc currently implementding the CI1P version 5 requirements (t.e., mandatory
cybersecurity regulation) for low-impact Control Centers,

Duestion 12:

Please explain why electric utlities have opted to not install hardware devices to protect
rotating equipment such as electricity generators and pipeline compressor motors against
Aurora-type cyberattacks, even when the protective devices would be provided free of
charge by the U.S. Depariment of Defense.

EEI Response!

1151 does ot have specific knowledge o records regarding how companies may have mitgated
vulnerable systems against Aurora-type cyber-attacks, given the confidentialiey of such efforts.

More geneeally, valnerabiliries o an Aurora-rype artack, as well as tnitigation options, can vary
depending on the configuration, mstalled hardware, and aperating charactenistics of affeeted
systems. Sccurity is also @ key component 1o any protection against Aurora-type artacks. Tt should
alser be recognized that Bulk Klecrric System generators are subject to the regulatory NERC CIP
Cyber Securitr Standards. Finally, nitigating against this trpe of valnerabiliey requires specific
engineering and detailed analysis based on the particular system in question.

Following a NUERC Alert concernimg the Aurors valnerability, electric companics provided
informaton to NERC concerning the measures that they had taken or planaed to mitigawe the risk.
‘The hardware mutigation device that this question refers to may pssist in mingating certain aspects of
the Aurora vulnerability, but may also bring potentially negatve operational impacts.

Question 13;

In rulemaking comments to FERC, EEI and other trade associations asserted thar atilities

shonld be able to preempt mandasory physical secutity requirements for critical grid

facilities serving military bases:
“For example, should the Corunission purport to delegate the power to add or
subteact criticat facilities under the criteria of the standard to the Department of
Defense (“DOD"), would the DOD be prevented from adding a substation that
serves what it deems a critical defense facility such as a military base, without regard
to wherther that facility meets applicability threshold under the praposed standard
(hased oa the statutory standaed), that the substation, if rendered inoperable or
damaged could result in “instability, uncontrolled separation or Cascading within an
[nterconnection”? {CIP-014-1, R1). How would the Commission ensure that the
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DOD proposed additions (ot subtcactions) to an entity’s list of covered facilities were
within the parameters of the proposed standard and in fact complied with the
undetlying jurisdictional imitations of Section 2157 If the DOD did add a substation
because it serves a military base and not because analysis shows that if could lead to
instability, uncontrolled separation or cascading, what duc process remedy would the
Registered Entitv ownet of the substation have to dispuie that addition? (Emphasis
added)”

a. Given recent physical threats 1o electric grid facilicies from ISIS and othes
tercorist orpanizations, does EEI oppose special protection for critical grid
facilities serving military bases?

EET Response:

Vigilance against such thireats is important, which is why BEET members use a vatiery of tools and
coardination among the industry and with govermment pattaers. EED member companies that serve
military facilities eoordinate closely with these facilides to evaluate the risk and ensare the
appropriate protections are in place.

Quoesion 14:

Prata centers for U8, Cyber Command, tesponsible for defense of the nation against
cyberattack, rely on commercial electric grid power. Operations of the National Security
Agency, responsible for intelligence on active cybersecutity threats, also depend on
commercial clectric grid power,

a. Daes EEI believe that utilities setving U.8. Cyber Command and the National
Security Agenacy should have the right to dispute designation of these facilities as
“critical™ 1o the nation’s defense?

EET Response:

LI members that serve military faeilitics coordinate closely with these facilities to evaluare the nsk
and ensure the sppropriate profections are in place.

Ouesifon 15

Due to the difficalty of siting electric generation plants, including obtaining all necessary
approvals and permits, it is common for multiple large generation plants to be in close
physical proximity and therefore susceptilde to a single physical attack. The cusrent NERC
Physical Security standard, CIP-014-1, exempts generation facilities from mandatocy
physical security standards.

4. Given recent theeats from ISIS and other tereorist groups, does EET support or
opposc mandatory standards for physical protection of electricity generation
facilities?

EET Responser

The purpose of C1-0t4 is o idenrify and protect facilides thar “if rendered inopetable or damaged
as a resule nf a physical arack could result in widespeead insrabibity, uncontrolled separation, or
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cascading within an Inferconpectnon.” In fact, the North Ametican transmission system s planned
such thar the failure of no individual generation site can produce such widespread results.

1iI'] membets address protection for all of their facilitics in a varety of ways, including sccuriry,
redundancy, and incident response and recovery measures, In managing risk o their facilities, RII
membets must evaluate the thieat, consequences, and likelhood of an atrack, as well as the
vulnerabiline and eelative costs and benefits of nsk management measures. IF federal intelligence,
defense, or law enforcement agencies are aware of specific threats to generation faclinies, EET
vneoueages them o share this threac information with LEL and its members (o appropriately
manage this risk and rake specific actions where warranted,

Questioi 16;

A draft of the #2016 EEI Corporate Goals” was published by the Huffington Post. Under
“Grid Security and Business Continuity [ssues,” EEI states as 2 goal: “Ensure federal grid
sccurity legislation preserves the existing regulatory structure and facilitates industry-
govermment coordination.”

a. Please explain why “preserving the existing regulatory stracture” and facilitating
“industry-government coordination” are important goals for EEL

EEI Response:

L'nder secrivn 215 of the Federal Power Aet, enacted by Congress in the Encrgy Poliey Act of 2005,
the electric power sector is subjeet ta mandarory and enforceable seliability standards; these mclude
regulitions governing cvber and physical secutiry, as well as geomagnetic disturbances, and uthet
standards to help ensure reliable operation of the power grid.

NERC, as awtharized by Congress, works with electne power industry experts, regional rebability
entites, and govertmment representatives to develop refialnlity and security standards that apply
across the North American gnd, including pares of Canada and Mexico. While NFRC develops the
standards, FUERC must approve them and can dweet NERC to make changes or develop new
standurds. Together, NIRC and I'HERC have o shared responsibility to enforce these mandatory
standards, helping to ensure & relable energy geid,

Tt iz important 1o preserce this carefully constructed infernational regulatory structure created by
Congress beeause development of the most effcctive, highly technical standards affecting the
operation of the grid requires & colluborative process that eraploys the expertise of asser owners and
operatons to ensure standards are technically and operationally sound and do not result in
amintended consegquences.

Question 17:

Under “Grid Secutity and Business Continuity Tssues,” EEI states as a 2016 goal: “Enhance
FERC-NERC cooperation in order to avoid FERC collection of sensitive energy
information.” On Dlecember 4, 2015, President Obama signed inte law the Fixing Ametica’s
Surface Transportation (FAST) Act (Public Law 114-94}, which established government
protections for sensitive energy information.



143

a. Wil EET prevent FERC from collecting energy information that would allow
FERC ta review and appreve appropriate regulatory standards fur the electric
utility industiy?

EET Response:

An Apeil 2(H4 repore by the 1XOE Inspecrar General raised an “immediate congern™ that FFLRC
staff had improperly disclosed informaton reparding eritical energy infrasteacture thau had been
furnished by electric companies to FERC officials, This mised significant concerns amonyr owners
and aperarars of exitical infrastructure whose svsrems could buve been compromised by this breach.

The FAST der authority passed by Congress last vear s 2 positive step to ensure sensitive
irformanon is Letrer protecred and that there are consequences for its improper disclosure, ERLis
plensed chat FIZRE has filed a Nowee of Proposed Rulemaking o implement the new authenty, and
we lauk forwvard o working with the Commission to ensure Critical Tinergy Infrastracure
Infurmation s prowoted.

Finally, FET will continue to work with FERC ra cnsure that the Comimission has the information it
needs s serve as an effective regubsion



