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Abstract 

This study examines the interaction of the electromagnetic pulse 
from a high altitude nuclear burst with commercial nuclear power 
plant systems. The potential vulnerability of systems required for 
safe shutdown of a specific nuclear power plant are explored. EMP 
signal coupling, induced plant response and component damage thres- 
holds are established using techniques developed over several 
decades under Defense Nuclear Agency sponsorship. A limited test 
program was conducted to verify the coupling analysis technique as 
applied to a nuclear power plant. The results are extended, insofar 
as possible to other nuclear plants. Based upon the analysis, it 
was concluded that: (1) Diffuse fields inside Seismic Class I 
buildings are negligible; (2) EMP signal entry points are identifi- 
able; ( 3 )  Interior signal attenuation can be reasonably modeled; 
( 4 )  Damage thresholds, even for equipment containing solid state 
components are high; ( 5 )  EMP induced signals at the critical 
equipment in the example plant are much less than nominal operating 
levels, but plant topology and cabling practice have a strong 
influence on responses; (6) The likelihood that individual com- 
ponents examined will fail is small; therefore, it is unlikely that 
an EMP event would fail sufficient equipment so as to prevent safe 
shutdown. 

i i i / i v  
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1 . 0  I n t r o d u c t i o n  

1.1 Background 

I t  h a s  b e e n  r e c o g n i z e d  f o r  many y e a r s  t h a t  t h e  d e t o n a t i o n  o f  
a n u c l e a r  weapon a t  h i g h  a l t i t u d e  (1 40 kM) l eads  t o  t h e  c r e a t i o n  
o f  a n  i n t e n s e  e l e c t r o m a g n e t i c  f i e l d  o f  v e r y  s h o r t  d u r a t i o n ,  t h e  
e l e c t r o m a g n e t i c  pu l se  (EMP) .  The EMP f rom a s i n g l e  d e t o n a t i o n  a t  
t h e  p r o p e r  a l t i t u d e  c o u l d  i n d u c e  l a r g e  c u r r e n t s  a n d  v o l t a g e s  i n  
e l e c t r i c a l  e q u i p m e n t  o v e r  t h e  e n t i r e  c o n t i n e n t a l  U n i t e d  S t a t e s .  
A s  a r e s u l t ,  t h e  U.S. D e f e n s e  Department h a s  d e v o t e d  s u b s t a n t i a l  
r e s o u r c e s  t o  u n d e r s t a n d i n g  EMP e f f e c t s  on m i l i t a r y  s y s t e m s .  Based 
upon t h e s e  s t u d i e s ,  some weapons s y s t e m s  and  d e f e n s e  communica t ions  
s y s t e m s  h a v e  been  " h a r d e n e d "  a g a i n s t  EMP by r a d i o  f r e q u e n c y  s h i e l d -  
i n g  o r  by i n s t a l l a t i o n  o f  p r o t e c t i v e  d e v i c e s .  

A t  t h e  p r e s e n t  time, commerc ia l  n u c l e a r  power p l a n t s  a re  n o t  
r e q u i r e d  t o  h a v e  p r o t e c t i o n  a g a i n s t  EMP. The Nuclear R e g u l a t o r y  
Commission ( N R C )  R e g u l a t i o n s  (10 CFR 50.13)  s t a t e  t h a t  l icense 
a p p l i c a n t s  a r e ,  " n o t  r e q u i r e d  t o  p r o v i d e  f o r  d e s i g n  f e a t u r e s  o r  
o t h e r  measures f o r  t h e  s p e c i f i c  p u r p o s e  o f  p r o t e c t i o n  a g a i n s t  t h e  
e f f e c t s  o f  ( a )  a t t a c k s  and  d e s t r u c t i v e  a c t s  i n c l u d i n g  s a b o t a g e ,  
d i r e c t e d  a t  t h e  f a c i l i t y  by a n  enemy o f  t h e  U n i t e d  S t a t e s ,  whe the r  
a f o r e i g n  gove rnmen t  o r  o t h e r  p e r s o n ,  o r  ( b )  u s e  o r  dep loymen t  o f  
weapons i n c i d e n t  t o  U. S. d e f e n s e  a c t i v i t i e s . "  T h e r e f o r e ,  no 
p r o t e c t i o n  a g a i n s t  EMP h a s  been requi red  i n  n u c l e a r  power p l a n t  
d e s i g n .  G iven  t h i s  s i t u a t i o n ,  t h e  p r e s e n t  s t u d y  was u n d e r t a k e n  t o  
address  t h e  q u e s t i o n :  "Could t h e  e f f e c t s  o f  a n  EMP due  t o  h i g h  
a l t i t u d e  n u c l e a r  weapon d e t o n a t i o n  (which  p r o d u c e s  no s i g n i f i c a n t  
r a d i a t i o n  o r  p h y s i c a l  damage a t  g round  l e v e l )  a d v e r s e l y  a f f e c t  t h e  
s a f e  shutdown c a p a b i l i t y  o f  commerc ia l  n u c l e a r  power p l a n t s ? "  A 
s u s t a i n e d  i n a b i l i t y  t o  s h u t  down s u c h  p l a n t s  c o u l d  l e a d  t o  
s i g n i f i c a n t  p u b l i c  h e a l t h  e f f e c t s  o r  impair ou r  n a t i o n a l  r e c o v e r y  
c a p a b i l i t y  i n  e v e n t  o f  a n  a c t u a l  n u c l e a r  a t t a c k .  T h e r e f o r e ,  t h e  
o v e r a l l  o b j e c t i v e  o f  t h i s  s t u d y  is t o  p r o v i d e  t h e  NRC w i t h  a b a s i s  
f o r  c o n s i d e r i n g  t h e  need t o  amend t h e  r e g u l a t i o n s  t o  i n c l u d e  d e s i g n  
r e q u i r e m e n t s  f o r  t h e  p r o t e c t i o n  of  n u c l e a r  power p l a n t s  a g a i n s t  t h e  
e f f e c t s  o f  EMP. 

T h e  e f f e c t s  o f  EMP on a nuc lear  power p l a n t  were c o n s i d e r e d  
i n  e a r l i e r  s t u d i e s  by t h e  O a k  R idge  N a t i o n a l  L a b o r a t o r y . l r 2  The 
p u r p o s e  o f  t h e  work d e s c r i b e d  i n  R e f e r e n c e  2 was t o  d e t e r m i n e  i f  EMP 
is  a s e r i o u s  p r o b l e m  f o r  n u c l e a r  power p l a n t s  a n d ,  i f  n e c e s s a r y ,  
recommend means o f  p r o t e c t i n g  t h e s e  p l a n t s  f rom p o t e n t i a l l y  u n s a f e  
c o n d i t i o n s .  T h i s  was a l i m i t e d  s c o p e  s t u d y  and  as a r e s u l t ,  z e r o  o r  
f i r s t - o r d e r  es t imates  were used t o  d e f i n e  EMP induced  t r a n s i e n t s  a n d  
t h e i r  p r o b a b l e  e f f e c t s  on t h e  p l a n t .  I n  t h e  O a k  R idge  s t u d y  t h e  
e m p h a s i s  was upon t h e  EMP s i g n a l  which  c o u l d  b e  i n d u c e d  d i r e c t l y  on  
p l a n t  c a b l i n g ,  g i v e n  v e r y  c o n s e r v a t i v e  a s s u m p t i o n s  on  s h i e l d i n g  
e f f e c t i v e n e s s .  L e s s  e f f o r t  was d i r e c t e d  toward  EMP-induced s i g n a l s  
i n d u c e d  on c a b l i n g  p e n e t r a t i n g  i n t o  t h e  p l a n t  b e c a u s e  f o r  t h e  p l a n t  
c o n s i d e r e d  a l l  unde rg round  d u c t i n g  had metal c o n d u i t  o v e r  t h e  e n t i r e  
l e n g t h .  A l t h o u g h  t h e  s t u d y  drew upon d e s i g n  i n f o r m a t i o n  f o r  s e v e r a l  
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p l a n t  t y p e s ,  no s i n g l e  p l a n t  was s u b j e c t e d  t o  a d e t a i l e d  a n a l y s e s .  
The O a k  Ridge  s t u d y  c o n c l u d e d  t h a t ,  

"The most  p r o b a b l e  e f f ec t  o f  EMP on a modern n u c l e a r  power p l a n t  
i s  a n  u n s c h e d u l e d  shutdown.  EMP may a l s o  cause a n  e x t e n d e d  
shutdown by t h e  u n n e c e s s a r y  a c t i v a t i o n  o f  some s a f e t y  re la ted  
s y s t e m s .  I n  g e n e r a l ,  EMP would be  a n u i s a n c e  t o  n u c l e a r  p l a n t s ,  
b u t  i t  is  n o t  c o n s i d e r e d  a s e r i o u s  t h r e a t  t o  p l a n t  s a f e t y . "  

Because t h e  O a k  Ridge s t u d y  d i d  n o t  a t t e m p t  t o  a n a l y z e  any  p a r t i c u -  
l a r  p l a n t  i n  d e p t h ,  some q u e s t i o n s  p e r s i s t  as t o  t h e  a p p l i c a b i l i t y  
o f  t h e  c o n c l u s i o n s ,  and a s  t o  w h e t h e r  o r  n o t  nuclear p l a n t s  can  be  
s a f e l y  shutdown s u b s e q u e n t  t o  a n  EMP i n t e r a c t i o n .  A l s o ,  some o f  t h e  
newer o p e r a t i n g  p l a n t s  and p l a n t s  under  c o n s t r u c t i o n  u s e  more elec- 
t r o n i c  d e v i c e s  ( s e m i c o n d u c t o r s ,  t r a n s i s t o r s ,  i n t e g r a t e d  c i r c u i t s ,  
e tc . )  c o n s i d e r e d  t o  be p a r t i c u l a r l y  s u s c e p t i b l e  t o  t h e  c u r r e n t s  and 
v o l t a g e s  w h i c h  c a n  be  induced  by a n  EMP i n t e r a c t i o n  t h a n  d o  t h e  
o l d e r  p l a n t s .  Because of  t h e  r e s u l t a n t  u n c e r t a i n t y  a b o u t  EMP 
e f f e c t s  on c o m m e r c i a l  n u c l e a r  power p l a n t  shutdown c a p a b i l i t y ,  
t h i s  s t u d y  was u n d e r t a k e n .  

The v u l n e r a b i l i t y  o f  nuclear  power p l a n t s  t o  s a b o t a g e  o r  
t e r r o r i s t  a c t s  employ ing  l a n d - b a s e d  g e n e r a t o r s  which are  c a p a b l e  o f  
p r o d u c i n g  E M P - l i k e  e f f e c t s  was a l s o  c o n s i d e r e d  e a r l y  i n  t h e  s t u d y .  
I t  was c o n c l u d e d  t h a t  a s e r i o u s  t h r e a t  o f  t h i s  t y p e  d i d  n o t  e x i s t .  
T h i s  i s  d i s c u s s e d  f u r t h e r  i n  S e c t i o n  2 . 4 .  

1 . 2  O b j e c t i v e s  

f o l l o w i n g  o b j e c t i v e s :  
T h i s  p rog ram w a s  e s t a b l i s h e d  as  a s c o p i n g  s t u d y  w i t h  t h e  

1. D e t e r m i n e  t h e  v u l n e r a b i l i t y  o f  s y s t e m s  required f o r  s a f e  
shutdown o f  a s p e c i f i c  n u c l e a r  p l a n t  t o  t h e  e f f e c t s  of EMP. 

2 .  E s t a b l i s h  how any safe shutdown s y s t e m s  v u l n e r a b l e  t o  EMP 
may b e s t  be h a r d e n e d  a g a i n s t  i t .  

3 .  C h a r a c t e r i z e  t o  t h e  e x t e n t  p o s s i b l e ,  t h e  e f f e c t s  o f  EMP on 
nuclear  p l a n t s  i n  g e n e r a l  based  upon t h e  r e s u l t s  f o r  
s y s t e m s  i n  t h e  example  p l a n t .  

An a l t e r n a t e  e x p r e s s i o n  of t h e  o b j e c t i v e s  is t h a t  t h i s  s t u d y  
a s s e s s e s  t h e  EMP s e n s i t i v i t y  o f  e s s e n t i a l  features  o f  s e l e c t e d  s a f e  
shutdown s y s t e m s  on n u c l e a r  power p l a n t s  i n  o r d e r  t o  i d e n t i f y  a n y  
p o i n t s  which may be undu ly  e x p o s e d  o r  s e n s i t i v e .  Then, where  a p p r o -  
p r i a t e ,  p r o p o s e s  remedies f o r  s u c h  s e n s i t i v i t y .  

1 .3  S t u d y  Approach 

To a c c o m p l i s h  t h e s e  o b j e c t i v e s ,  t h e  program was s t r u c t u r e d  as  
shown on F i g u r e  1.1. F i r s t  t h e  s y s t e m s  of c o n c e r n  were i d e n t i f i e d  
and de f ined .  Then estimates were made o f  t h e  c u r r e n t s  and  v o l t a g e s  
which m i g h t  e x i s t  a t  key p o i n t s  ( s y s t e m s  o f  c o n c e r n )  i f  t h e  p l a n t  
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should be subjected to an EMP. This involves examining the plant in 
light of the potential interaction mechanisms, and based upon the 
configuration of the plant systems (that is, what loads are active, 
what circuits are open, where are cables routed, etc.) analyzing how 
signals could be induced and distributed. Concurrently, component 
damage thresholds were estimated. The components of the systems of 
concern were examined, and based upon circuit configurations and 
piecepart characteristics, estimates made of the signal levels at 
the component interconnections which could cause failure of the com- 
ponent. These two sets of estimates were then compared to assess 
the vulnerability of the selected components. Because nuclear 
plants, like many military systems, are very complex, a modest 
experimental program was conducted to provide some verification of 
the estimated induced signal levels. These measurements were not 
intended to establish whether the example facility is or is not hard 
to EMP. Rather they serve to verify (or reject) conclusions reached 
about signal distribution and attenuation. If vulnerabilities are 
predicted, recommendations are made for eliminating or reducing 
them; that is, recommendations are made for hardening. Finally, 
the results are extrapolated to other nuclear plants. This report 
describes the study and reports the results and conclusions. 

1.4 Study Organization 

Any investigation of the potential effects of EMP on commercial 
nuclear power plants requires a broad range of expertise in nuclear 
plant systems and nuclear weapons effects. For this reason, a 
number of government and industry organizations are involved as 
shown in Figure 1.2. Overall program direction is the responsibi- 
lity of the NRC Office of Nuclear Reactor Regulation. The program 
technical monitor is supported by other members of the NRC staff and 
a Research Review Panel comprised of nationally known authorities on 
nuclear systems and nuclear weapon effects. The Defense Nuclear 
Agency (DNA) of the Department of Defense (DOD) participated in the 
planning of the program and is represented on the review panel. The 
day-to-day technical management has been handled by Sandia National 
Laboratories. In this capacity, Sandia provided the necessary 
nuclear systems analyses and the interfaces between the subcontrac- 
tors conducting specific portions of the study. The EMP response 
and vulnerability analyses were prepared by Boeing Aerospace Co.  
using the techniques and expertise developed over a number of years 
in various programs done for the DOD. The verification measurements 
were made by IRT Corporation, again using techniques, equipment, and 
5xpertise developed in various DOD programs. The damage threshold 
estimates were developed by Booz-Allen t Hamilton. Although similar 
work has been sponsored by the DOD, the equipment used in nuclear 
power plants contains components which are not included in current 
damage threshold data bases. This required Booz-Allen to do some 
extrapolation. 

Subsequent sections of this report outline the boundary assump- 
tions and constraints, the implementation of the approach, described 
above, and the results of the study. 
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1.5 Study Constraints and Assumptions 

Certain constraints and assumptions were adopted early in the 
work to keep the problem tractable. 
discussed in more detail where they appear in the report. However, 
they are assembled here because they effect the conduct of the study 
and the conclusions drawn, and so that they may be more readily 
identified by the reader. 

These bounding conditions are 

1. 

2. 

3 .  

4 .  

5. 

6. 

7. 

8 .  

The study is limited to those systems required for safe 
shutdown of the nuclear plant. It is focused on particular 
systems and on components representative of classes of 
equipment used in plant systems so that a detailed analysis 
provides insight into potential vulnerabilities. 

The study is based on a "worst case" EMP threat situation. 
That is, it was assumed that the incident EMP threat embodi- 
ed a bounding peak field intensity and an orientation 
relative to the plant system such as to optimally excite 
every point of interaction. 

The magnetohydrodynamic (MHD) EMP was not considered exten- 
sively in the study for reasons cited in Section 2.3. 

Permanent damage failure is the criterion used to assess 
system vulnerability. That is, signal upset effects were 
not considered in the study. 

No attempt was made to estimate damage thresholds for 
cables, power and distribution transformers and rotating 
machinery. 
siderations cited in Section 7.1, however, estimates of such 
thresholds based upon available data are used in Section 8.0.  

The damage threshold calculations were analytical only, 
i.e., no supporting component test program was conducted as 
is traditionally done by the EMP effects research communi- 
ty. However, the data base used included experimental data 
from previous programs, published threshold data, and data 
derived using empirical models and published device electri- 
cal parameters. 

Because semiconductor devices generally have been shown to 
be more susceptible to EMP induced failure than passive 
components, the failure threshold analysis focused upon 
those devices and excluded the passive components. 

This was not deemed necessary because of con- 

The failure threshold analysis was conducted at 1 MHz, 
chosen as a median value for the predicted dominant 
responses. Coupling data subsequently developed (Figure 
6.11) indicates that this was a reasonable choice. 
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9. Internal interfaces within individual modules or equipment 
cabinets were not included in the damage threshold analy- 
sis. 
pins that serve as interfaces to the "outside world" were 
considered. More specifically, the threat parameter (volt- 
age or current) is traced from its source in the external 
circuitry to the module interface pin, the individual 
component damage threshold parameter is reflected back 
from the component through the module circuitry to the same 
interface pin, and the parameter valves are then compared. 

That is, on equipment items analyzed, only those 
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2.0 EMP Phenomena of I n t e r e s t  

2 . 1  High-Altitude EMP 

(240  k M ) ,  t h e  prompt r a d i a t i o n  t r a v e l s  s u b s t a n t i a l  d i s t a n c e s  before  
s i g n i f i c a n t  i n t e r a c t i o n s  occur i n  the  upper atmosphere. Eventually,  
however, t h e  energy i n  t he  form of gamma r a d i a t i o n  t h a t  is  r ad ia t ed  
toward the  e a r t h  begins t o  i n t e r a c t  w i t h  a i r  molecules, p r imar i ly  
through Compton s c a t t e r i n g .  Because the gamma energ ies  a r e  h i g h  
t h e r e  is  a n e t  "forward" motion of the Compton e l e c t r o n s .  That 
is ,  a n e t  movement of charge i n  the same d i r e c t i o n  a s  t h e  gamma 
photons. However, because the  nega t ive ly  charged e l e c t r o n s  a r e  
moving i n  t h e  geomagnetic f i e l d ,  they a r e  turned. T h e  acce le ra t ion  
a s soc ia t ed  w i t h  t h i s  tu rn ing  produces r a d i a t i o n  w h i c h  i s  propagated 
earthward. Because t h e  gamma photons t r a v e l  a t  l i g h t  speed and the  
e l e c t r o n s  t r a v e l  i n  the  same d i r e c t i o n ,  the  r a d i a t i o n  from t h e  turn-  
i n g  i n t e r f e r e s  cons t ruc t ive ly ,  w i t h  the  ne t  r e s u l t  t h a t  a l a r g e  
r ad io  frequency s i g n a l  i s  generated.  T h i s  i s  the  h i g h - a l t i t u d e  
electromagnet ic  pu lse  (HEMP). A more complete t echn ica l  descrp t ion  
of t h i s  phenomena may be found i n  a review a r t i c l e  by Longmire.3 

When a nuclear weapon is  de tona te  a t  very hig, ,  a l t i t u d e s  

The EMP s i g n a l  generated by the  i n t e r a c t i o n  descr ibed above 
is cha rac t e r i zed  by in t ense  e l e c t r i c  f i e l d s  w i t h  peak values  
approaching 1 0 - 5 0  k i l o v o l t s  per meter. 
r i s e  t i m e ,  on the  order  of 5-10 nanoseconds w i t h  a dura t ion  of 
0.5-1 microsecond. The peak power dens i ty  i s  high,  approaching 
s e v e r a l  megawatts per square meter. However, because of the very 
s h o r t  pu lse  dura t ion  and because only a very small  f r a c t i o n  of t he  
t o t a l  weapon energy is  converted t o  EMP, the  t o t a l  energy dens i ty  is  
modest, on the  order of a few t e n t h s  o f  a j ou le  per square meter 
( see  Table 2 . 1 ) .  

The pulse  has a very s h o r t  

Table 2 . 1 .  

Typical EMP Values 

Peak E l e c t r i c  F i e l d s  -10-50 kV/ M 
Pulse Rise Time - 5-10 nsec 
Pulse Duration - 0.5-1 psec 
Peak Power Density - 1-5 MW/m2 
Total  Energy D e n s i t y  - 0.1-0.9 J / m 2  

W i t h  weapon b u r s t  he ights  of 1 0 0  ki lometers  the  a r e a  covered by the  
pulse  i s  v e r y  l a r g e .  I n  f a c t ,  a s i n g l e  megaton s i z e  detonat ion can 
cover most of t he  North American Continent w i t h  f i e l d s  o f  t ens  o f  
k i l o v o l t s  per meter a s  i l l u s t r a t e d  i n  Figure 2 .1 .  The f i e l d  
s t r e n g t h s  near t he  outer  l i m i t  of coverage w i l l  be about ha l f  t h a t  
of t he  maximum w h i c h  occurs i n  the  v i c i n i t y  of su r face  zero i n  
F i g u r e  2.2. 

2 - 1  



HOB = 400 KM 

F i g u r e  2 .1 .  Tangent Radius ( S u r f a c e  A r e a  Covered by EMP) 
f o r  Two B u r s t  He igh t s .  

MAGNETIC 
NORTH t 

-- NULL AREA 

--SURfACE ZERO 

R E G W  OF 
-tdAKIMUU WAK 

ELECTRIC FIELD 

F i g u r e  2.2.  Va r i a t ions  i n  High A l t i t u d e  EMP Peak 
Electr ic  F i e l d  on S u r f a c e  o f  C o n t i n e n t a l  
Un i t ed  S t a t e s  (Refe rence  4 ) .  
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2.2 EMP I n t e r a c t i o n s  

The HEMP, b e i n g  a broad-band r a d i o  f r e q u e n c y  s i g n a l ,  c a n  i n t e r -  
a c t  w i t h  a v a r i e t y  of  e l e c t r i c a l  n e t w o r k s  which a r e  s p e c i f i c a l l y  
d e s i g n e d  a s  a n t e n n a s  or which a c t  a s  a n  a n t e n n a  when s u b j e c t e d  t o  
s u c h  a s i g n a l .  For l a n d - b a s e d  f a c i l i t i e s ,  s u c h  a s  n u c l e a r  power 
p l a n t s ,  w e  c a n  i d e n t i f y  t h r e e  p o t e n t i a l  i n t e r a c t i o n  p a t h s .  The EMP 
s i g n a l  may p e n e t r a t e  d i r e c t l y  i n t o  t h e  p l a n t  i n t e r i o r ,  t h e  so-ca l led  
d i f f u s e d  f i e l d ,  and  t h e n  c o u p l e  w i t h  i n t e r i o r  p l a n t  c a b l i n g  t o  
i n d u c e  c u r r e n t s  o n  t h o s e  c a b l e s .  The EMP c a n  i n t e r a c t  w i t h  t h e  
e x t e r n a l  power g r i d  t o  which t h e  p l a n t  i s  c o n n e c t e d ,  and  c u r r e n t s  
i n d u c e d  on  t h e  e x t e r n a l  d i s t r i b u t i o n  s y s t e m  i n  close p r o x i m i t y  t o  
t h e  p l a n t  c o u l d  p e n e t r a t e  i n t o  t h e  p l a n t  on  power l i n e s  f e e d i n g  
p l a n t  s y s t e m s .  F i n a l l y ,  t h e  EMP m i g h t  i n d u c e  c u r r e n t s  on power and  
i n s t r u m e n t a t i o n  l i n e s  which i n t e r c o n n e c t  v a r i o u s  p l a n t  b u i l d i n g s  and  
s y s t e m s .  A l l  of  t h e s e  p o t e n t i a l  mechanisms a re  a d d r e s s e d  i n  t h i s  
s t u d y .  

2.3 EMP T h r e a t  

I n  a n y  v u l n e r a b i l i t y  s t u d y  o n e  of t h e  f i r s t  q u e s t i o n s  of c o n c e r n  
i s ,  w h a t  i s  t h e  t h r e a t ?  Because d e f i n i n g  a n  EMP t h r e a t  t o  t h e  
c o n t i n e n t a l  U.S. i n v o l v e s  many f ac to r s  and t r a n s c e n d s  p r o b l e m s  
a s s o c i a t e d  w i t h  j u s t  t h e  n u c l e a r  power i n d u s t r y ,  t h e  d e c i s i o n  was 
made t h a t  t h i s  s t u d y  would look a t  a "worst case" s i t u a t i o n .  T h a t  
is ,  i t  was assumed t h a t  t h e  t h r e a t  i s  s u c h  as  t o  o p t i m a l l y  e x c i t e  
e a c h  and e v e r y  p o t e n t i a l  p o i n t  of i n t e r a c t i o n .  C l e a r l y ,  i n  a n y  
a c t u a l  s c e n a r i o ,  no s i n g l e  weapon c o u l d  be so  t a r g e t e d  as  t o  d o  
t h a t ,  t h e r e f o r e  t h e  r e s u l t s  e s t a b l i s h  a n  upper bound t o  t h e  t h r e a t  
t o  t h e  p l a n t .  

The  a c t u a l  EMP t h r e a t  waveform used l a t e r  i n  t h e  c o u p l i n g  
a n a l y s e s  i s  t h e  commonly r e c o g n i z e d  d o u b l e  e x p o n e n t i a l ,  h i g h  
a l t i t u d e  EMP waveform4 c h a r a c t e r i z e d  by a n  e l e c t r i c a l  f i e l d  t i m e  
h i s t o r y  o f :  

where 

Eo = 5.25 x l o 4  V/m 
= 4.0 x l o 6  sec'l 

P = 4.76 x 108 sec-1 

The f r e q u e n c y  spectrum of t h i s  pu l se  c a n  b e  o b t a i n e d  by  t a k i n g  t h e  
F o u r i e r  t r a n s f o r m  o f  t h e  t i m e  domain wave form. The s i g n i f i c a n t  
f r e q u e n c i e s  e x t e n d  o u t  t o  a b o u t  150  MHz w i t h  t h e  b u l k  of t h e  e n e r g y  
(99.9 p e r c e n t )  be low a b o u t  1 0 0  MHzO4 
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Because EMP susceptibility questions are of particular concern 
to the DOD, there is continuing research and investigation designed 
to better define the EMP environment. In the early stages of this. 
study there was some discussion between the study team and the 
Defense Nuclear Agency as to the appropriate threat waveform. When 
some of the newer formulations were compared to the standard double 
exponential cited above, it was observed that in the frequency 
domain the double exponential threat bounds all other threats. 
Likewise, none of the other suggested threats had peak field inten- 
sities (Eo) greater than the 5.00 x l o 4  V/M cited. Therefore, 
because there was no compelling reason to change, the double expo- 
nential waveform was used. 

It is known that a magnetohydrodynamic (MHD) pulse, persisting 
for tens to hundreds of seconds, follows the early time HEMP. A 
typical normalized waveform derived from atmospheric nuclear test 
data is shown in Figure 2.3. The MHD-EMP waveform can have peak 
electric field intensities of 10 to 100 V/km over large areas. In 
order to be a threat to nuclear plant equipment, two conditions must 
be present: 

1. Transmission lines must be sufficiently long to allow for 
large potential differences to exist between end points. 

2. A low impedance dc ground must exist at both ends of the 
transmission line to allow dc currents to flow. 

These two conditions are typically present in the bulk distribution 
system of electric power systems. In particular, wye-connected 
transformers or auto-transformers are usually used at this level of 
distribution which allows for the required dc earth connection. 

At Watts Bar the 24 kV/500 kV transformers are delta-wye 
connected with the wye connection on the 500 kV distribution side. 
This seems to be true for most plants. Thus MHD-EMP currents 
induced on the 500 kV transmission lines can be expected to flow to 
earth ground via the 500 kV secondary windings of the transformers. 
Due to the inherent dc isolation of the delta-connected transformer 
primaries, dc currents will be blocked at the transformer and not 
coupled further into the plant. The major consideration, then, is 
the reaction of the main power tranformers to dc biasing currents on 
the outputs. 

Electric utilities in norther latitudes have been concerned 
about solar-induced currents and their effect on bulk power 
distribution for many years. For solar-induced currents of less 
magnitude than may be expected from MHD-EMP, some of the following 
effects have been observed:5r6 

1. The crest of the transformer magnetizing flux rises above 
the saturation level resulting in increased magnetizing 
current. 

2. Reactive power increases. 
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3 .  Significant levels of 60 Hz harmonics are generate( 

4 .  Heating may occur. 

. 

5. Protection circuitry may be initiated by the unusally large 
magnitude of the exciting current. 

The MHD-EMP threat, then, is expected to be confined to the main 
output transformers. The most drastic response of the power system 
to MHD-EMP would likely be a disconnection of the transformer from 
the transmission grid as a result of either damage to the 
transformer itself by thermal effects or initiation of the 
transformer protective circuitry. Neither of these occurrences 
would affect the ability of safety systems to shutdown the plant. 
The Department of Energy and the DOD intend to address the MHD-EMP 
effect on ower system equipment in a program currently being 
conducted.? 
MHD-EMP effects on transformers. 

That program will likely provide better estimates of 

2 .4  EMP Generators 

Land based generators capable of being transported by truck have 
been developed in connection with EMP vulnerability testing of 
military systems. These generators are capable of producing 
localized EMP-like effects. Concerns have been expressed regarding 
the vulnerability of commercial nuclear power plants to sabotage or 
terrorist acts employing such generators. This type of EMP threat 
was considered early in the study by the government and industry 
participants involved, including the Research Review Panel 
established to monitor the study and provide peer review of its 
results. It was concluded that a threat did not exist because of 
the difficulty of deploying and operating such equipment in the 
vicinity of a plant without being detected, and because the effects 
of this type of equipment are low level and highly localized. 
Therefore, no further analysis of this type of EMP threat was 
included in this study. 

2-6 



3 . 0  Example Plant Description 

3.1 General 

The Watts Bar Nuclear Plant of the Tenness-e Valley Authority 
was selected as the example plant for this study. This selection 
was predicated upon several factors. This plant was used in an 
earlier study on systems interactions in nuclear power plants,8 
therefore a significant amount of information was already available 
in the form of system descriptions and system fault trees. In addi- 
tion, the design and construction of the plant had progressed to the 
point where final configurations were known, but at the same time it 
was "open enough" so that details of system arrangements could be 
observed visually. 

The Watts Bar Nuclear Plant is a two-unit Westinghouse, pres- 
surized water reactor plant located on the Tennessee River, approxi- 
mately midway between Knoxville and Chattanooga. Each unit is rated 
at 1177 MWe ( 3 4 2 5  MWt). Located in close proximity to the nuclear 
plant are the Watts Bar coal-fired Steam Plant and the Watts Bar 
Hydroelectric Dam. Figure 3 . 1  is a plan view of the area around the 
plant and Figure 3 . 2  provides two photographic views. 

Offsite electrical power is supplied to the common station 
service transformers at the nuclear plant from two 161 kV feeders 
from the switchyard adjacent to the dam powerhouse. This 161 kV 
feed is required to power both reactor startup and shutdown 
systems. On-line operational power is derived from the 2 4  kV output 
of the nuclear plant turbine generators through the unit station 
service transformers. The plant main transformers supply 5 0 0  kV to 
the TVA transmission grid from the same 24 kV turbine outputs. 
Figure 3 . 3  is a plot plan of the nuclear plant showing the location 
of the various transformers and identifying the buildings and struc- 
tures associated with the operation of the plant. 

The plot plan shows the locations of the various plant build- 
ings, the routing of conduit duct banks, and a partial layout of 
earth grounding cables. Only a rough layout of grounding is 
included to show the magnitude of the grounding arrangement. The 
extensive network of buried mechanical piping is not shown on the 
plot plan due to its complexity. Because this is an "integrated" 
two unit plant, there are a number of shared facilities. The 
auxiliary and control buildings, the diesel generator building and 
the intake pumping station house systems for both units. However, 
separation is maintained between units and between redundant safety 
trains for each unit. 
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Figure 3.1. Watts Bar Nuclear Plant and Environs. 
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A l l  buildings housing safety-related equipment are constructed 
to seismic Category I specifications. 
Building, for example, are approximately 2 feet thick with a double 
course of reinforcing bars. Other Category I structures include the 
Diesel Generator, Control, and Intake Pumping Station Buildings. 
The reactor building is even more massive because of its containment 
function. Figure 3 . 4  shows some of the plant construction features 
in a cross sectional view of the Auxiliary, Control, and Turbine 
Buildings. The Turbine Building, because it does not house safety- 
related equipment, is not constructed to Category I specifications 
but is built of structural steel beams with a sheet steel and glass 
outer shell . 

The walls of the Auxiliary 

3 . 2  Desiqn Features of Special Interest 

Conduit duct banks (see Figure 3 . 3 )  interconnect plant build- 
ings and provide seismic Category 1 protection for power, control, 
and signal cables that connect to various plant systems. A detail 
of a duct bank section that connects the Auxiliary Building to the 
Intake Pumping Structure is shown on Figure 3 . 5 .  
consists of an array of plastic conduits encased in concrete. 
conduits are used instead of plastic from the final manhole to the 
actual penetration of a building, but this represents a short dis- 
tance compared to the overall length of the duct bank. 

Cables are pulled into the conduits in functional groupings 
based on power levels. In general, the high-voltage, high-power 
cables are routed along the top ducts of the bank and the low 
voltage, low-power cables are routed along the bottom. The duct 
banks are buried as deeply as 20 feet and, in general, slope to a 
depth of 5 to 10 feet at the building penetrations. 
are run parallel to the duct banks in order to provide lightning 
protection. 

The duct bank 
Steel 

Ground cables 

Within the buildings, cables typically run on ladder and venti- 
lated louver-type cable trays. 
cables are separated on trays as to functional type based on voltage 
and power levels. When a variety of cable types share a coincident 
routing, the trays are arranged into levels as shown in Figure 3 . 6 .  
The high-voltage, high-power cables are physically at the top of the 
stack and the low-voltage, low-power cables are at the bottom. 
Physical separations of about 1 foot are typicaly maintained between 
levels. 

As with the conduit duct banks, 

With the exception of certain low-level signal and control 
cables, most cabling within and between buildings is unshielded. 
High-voltage, three-phase 6.9 kV power cables consist of an individ- 
ual cable per phase, each wrapped with an overlapping helical foil 
shield which is locally grounded at each point of distribution or 
termination. A l l  480  V cables are unshielded and consist of both 
three-phase-per cable and individual-cable-per-phase cable types. 
Medium-level signal and control cables are usually unshielded-twisted 
pair or multiconductor cables. 
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4 . 0  Nuclear Systems Analysis 

4.1 Critical Systems 

This investigation is limited to selected systems requ,red for 
safe shutdown of a nuclear power plant, therefore the systems of 
interest must be defined. Three essential functions must be accom- 
plished to safely shut down a nuclear plant. 

The fission process must be terminated, i.e., the reactor 
must be shutdown. 

The coolant inventory must be maintained so that the core 
remains covered. 

The heat generated from the radioactive decay of fission 
products must be removed. 

Given the functions which must be carried out, it is a 
relatively straightforward task to define the systems of interest. 
In fact, this is normally done by each licensee in the Safety Analy- 
sis Report. For the example plant, the systems required for safe 
shutdown include: 

The reactor protection system (at least a manual scram 
capability). 

The ac/dc emergency power system (required for power, 
control, and instrumentation). 

The auxiliary feedwater systen (first path for decay heat 
removal if the main condenser is not available and there is 
no major loss of coolant). 

The residual heat removal system (required for primary 
system cooling to take plant to cold shutdown). 

Chemical and volume control system (necessary to make up 
coolant loss from seal leakage, volume shrink on cooling, 
etc.). 

Component cooling water system (the intermediate l o o p  
between equipment being cooled and the ultimate heat sink). 

Essential raw cooling water system (the ultimate heat sink 
for a wide range of support systems). 

Portions of the heating, ventilating and air conditioning 
system. 

Instrument air (for instrumentation and in some instances 
valve control). 
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These systems may carry other titles in other plants but sinilar 
€unctions will be performed. 

Based upon other studies conducted by Sandia there are several 
observations which can be made about this list. First, not every 
system is required at the instant of shutdown. And, in fact, some 
systems may not be needed until many hours after shutdown is initi- 
ated. This can have an important bearing on the effects of a system 
failure. Second, as shown below, there is a "common denominator" 
present and that is the dependence upon emergency electrical power. 
For example, in most instances, even the steam turbine powered 
auxiliary feedwater systern requires dc power for control purposes. 

4 . 2  Initial Analyses of Safe Shutdown Systems 

prepared previously for the Watts Bar Plant. Because the Auxiliar] 
Feedwater System can be extremely inportant for decay heat removal, 
this system was analyzed first. The fault trees pre ared under the 
Systems Interaction Methodology Applications Program1 were used as 
the starting point €or the EMP analysis. Howsver to adequately 
treat the questions of EMP susceptibility, it was necessary to fur- 
ther develop the fault trees. Because there is widespread interest 
in the methods and techniques of probabilistic risk assessment, 
there is active research in the area of fault tree development. In 
fact, standardized procedures are being developed to provide consis- 
tency in the fault trees generated. These standardized 
techniques9 wzre used here. 

As indicated above, a numbgr of system level fault trees were 

9n example of the results follows. 

The Auxiliary Feedwater Systems are typically designed so that 
even if failures occur in the emergency electrical power system, 
feedwater can be provided by means of a steam turbine driven pump. 
However, if the motor operated valve (MOV) in the steam supply line 
fails to open to supply steam to the turbine then that system is 
inoperative. Figure 4 . 1  shows the development of the event, MOV 1 
Fails Closed, using the IREP procedures.9 The valve fails closed 
if there is no electrical power, which can result if circuit 
breakers fail open, if cables fail or if there is a l o s s  of power on 
the bus. This latter loss of power can be further defined as indi- 
cated in the subsequent development of the tree. The obvious con- 
clusion is that the emergency electrical power systems are indeed 
crucial to the operation of the auxiliary feedwater systems. It was 
quickly apparent from a brief review of other systems that this was 
indeed the "common denominator" throughout the safe shutdown 
systems. Therefore, the subsequent analyses focused on the ac/dc 
emergency power systems and control and instrumentation systems for 
the critical systems. 

4 . 3  Electrical Distribution System 

A simplified one line diagram for the internal electrical power 
systems is shown in Figure 4 . 2 .  The Station Service Transformers 
provide 6.9 kV power to the Unit Boards which in turn feed the 
6.9 kV Shutdown Boards and also some non-safety loads through 
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6.9 kV/480 V t r a n s f o r m e r s  and  p r o v i d e  6.9 kV power.  The  6.9 k v  
Shutdown B o a r d s  may a l s o  b e  s u p p l i e d  f rom t h e  S t a n d b y  Diesel Genera-  
t o r s .  Power i s  p a s s e d  t o  t h e  480 V Shutdown B o a r d s  v i a  6.9 kV/480 V 
t r a n s f o r m e r s .  T h e  480 V power i s  t h e n  f e d  t o  a number o f  motor  con-  
t r o l  c en te r s  ( e . g . ,  t h e  Con ta inmen t  and  A u x i l i a r y  B u i l d i n g  V e n t i l a -  
t i o n  B o a r d ) .  
b a t t e r y  c h a r g e r s  and  i n v e r t e r s  and  t h u s  t o  t h e  v i t a l  dc  and  ac  
b o a r d s .  

T h e  480 V Shutdown B o a r d s  a l s o  p r o v i d e  power t o  t h e  

The a c t u a l  l o a d s  a s s o c i a t e d  w i t h  each of t h e  shutdown b o a r d s  and  
s u b s e q u e n t  l o a d  c e n t e r s  were e s t a b l i s h e d  by a d e t a i l e d  e x a m i n a t i o n  
o f  t h e  o n e - l i n e s  f o r  each b o a r d .  S u c h  a o n e - l i n e  i s  shown i n  
F i g u r e  4.3. 
s y s t e m s  ( ac  o r  d c ) ,  t h e  l o c a t i o n  o f  s w i t c h e s  ( c o n t r o l  room, motor  
c o n t r o l  c e n t e r ,  l o c a l ) .  T h i s  i n f o r m a t i o n  was combined w i t h  
es t imates  o f  t h e  l e n g t h  of c a b l e  r u n s  i n t e r c o n n e c t i n g  t h e  l o a d  and  
t h e  b u s ,  a d e c i s i o n  a s  t o  l o a d  s t a t u s  a s suming  t h e  p l a n t  was a t  n o r -  
mal f u l l  power o p e r a t i o n  ( n o r m a l l y  e n e r g i z e d ,  n o r m a l l y  o p e n ,  e t c . ) ,  
a d e c i s i o n  a s  t o  l o a d  c r i t i c a l i t y ,  and  t a b u l a t e d  a s  shown i n  
T a b l e  4.1. T h e s e  t a b l e s  were t h e n  u s e d  by t h e  a n a l y s t s  t o  e s t a b l i s h  
t h e  p o i n t s  i n  t h e  s y s t e m  a t  w h i c h  p r e d i c t i o n s  o f  EMP-induced s i g n a l s  
were t o  b e  made. The  t y p i c a l  p r e d i c t i o n  p o i n t s  a r e  summarized i n  
T a b l e  4.2. 

T h i s  p e r m i t t e d  u s  t o  d e f i n e  t h e  l o a d s ,  t h e  c o n t r o l  
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T a b l e  4.2. 

T y p i c a l  C u r r e n t / V o l t a g e  P r e d i c t i o n  P o i n t s  

6.9 kV Shutdown B o a r d s  

Pumps (ERCW, RHR, AFW, CHG) 
P re s su r i ze r  Heaters 

480 V Shu tdown  B o a r d s  

CCS Pumps 
B a t t e r y  C h a r g e r s  
I n v e r t e r s  
A i  r C o m p r  e s s 0 r s 

R e a c t o r  MOV B o a r d s  

V a l v e s  (ERCW, AFW, CCS,  RHR, CVCS) 
O i l  C i r c u l a t i n g  Pumps (AFW, CHG) 
B o r i c  A c i d  T a n k  Heaters 

Diesel A u x i l i a r y  B o a r d s  

B a t t e r y  C h a r g e r s  
Pumps ( F u e l  O i l ,  L u b e  O i l )  
C o o l i n g  System V a l v e s  

125 VDC V i t a l  B o a r d s  

Shutdown B o a r d  C o n t r o l  B u s s e s  
B a t t e r y  C h a r g e r s  
V i t a l  I n s t r u m e n t  I n v e r t e r s  
AFW C o n  t r  o 1 s 
R e l i e f / I s o l a t i o n  V a l v e  C o n t r o l s  
R e a c t o r  T r i p  Swi tchgear  

120 VAC V i t a l  I n s t r u m e n t  B o a r d s  

Process C o n t r o l  G r o u p s  
SSPS R e l a y s / P o w e r  
N I S  Power 
NSSS R e l a y s  
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I 5.0 EMP Interaction Analysis 

5.1 Abbreviated Analysis Technique 

(I 

8 

* 

* 

a 

e 

., 

0 

The analysis technique employed during the EMP assessment of 
the example plant (Watts Bar) is an outgrowth of analysis procedures 
developed by Boeing to assess the EMP vulnerability of various 
military weapon and communication systems.10 In an effort to 
reduce the level of effort, and thus the expense, required to 
perform detailed analyses, abbreviated analysis methods have been 
devised that allow vulnerability estimates to be made in an onsite 
environment. Although the technique outlined below is straight- 
forward, abbreviated analyses rely heavily on the experience of the 
analysts and the confidence previously gained by producing predic- 
tions that have been verified by testing programs. Typically, the 
following tasks are performed in an abbreviated assessment: 

1. Cabling attached to the critical equipment is traced to the 
penetrations of EMP energy which can drive it. 

2. EMP-induced signals (short circuit currents) are estimated 
for the relevant penetration cables. 

3. The penetration currents are traced back to the critical 
equipment taking into consideration ohmic, cross-coupling, 
and distribution fan-out losses. 

4 .  If the cables under consideration are unshielded, their 
source impedances and the equipment load impedances are used 
to derive reflection coefficients at the cable-equipment 
interfaces. The voltages at the equipment are computed from 

(5.1) 

where ZQ is the load impedance, Zo is the source 
impedance, and Vo is the traveling voltage wave on the 
cable. 
Is, is the short circuit current. 

Since Vo = IoZ9 and I, = ISc/2, where 

z z  - - 'SC o Q 
'Q zo + zl (5 .2)  

For the typical case where the load impedance (particularly 
in the common mode) is much larger than the source impedance, 

'Q ISCZO (5.3) 
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If differential mode (wire-to-wire) responses are required, 
it is assumed that sufficient unbalance exists in conductor 
topology to allow approximately half of the common mode 
threat to appear in the differential mode. 

5. If the cables are shielded, the responses at the equipment 
inputs are dependent on the quality of the shields and the 
treatment of the shields at the cable terminations. This 
requires a more detailed anaysis involving pigtail effects 
and coupling through braided shields. 

In performing the above tasks during the electromagnetic analysis, 
coupling model diagrams were developed that detail the connectivity 
of the critical equipment to sources of EMP excitation. Figure 5.1 
is an example of such a model diagram, the remainder are included in 
Appendix A. These diagrams also serve as worksheets to trace the 
penetration currents back to the equipment. 

The tracing of the penetration currents back to the critical 
equipment generally requires special consideration at points of fan 
out such as at distribution boards or cable bundle break-outs. For 
example, consider N loads or cable conductors connected to a distri- 
bution bus being driven by one or more current carrying conductors. 
The instantaneous currents on all the conductors connected to the 
bus obey Kirchoff's current law; that is, the instantaneous current 
out of the bus sums to the instantaneous current into the bus. Due 
to varying cable lengths and load impedances, the peaks of the out- 
put currents will not occur simultaneously; thus, the sum of the 
individual output time domain peak current levels will not neces- 
sarily be equal to the input time domain peak current. In general, 
the sum of the individual time domain peak currents is greater than 
the input peak current. 

When the N loads are identical, the individual conductor cur 
rent out of the distribution bus is the input current, Iin, reduced by 
the number of conductors (Iin/N) . 

For non-identical loads there will be a distribution of 
individual peak current values, above and below Iin/N, with an 
average in the distribution occurring above Iin/N. For typical 
non-identical cable runs with N greater than five and cables of 
substantial electrical length (-1Oh where h is the wavelength of the 
frequency of interest), experience has shown that the peak of 
the distribution is usually bounded by the limits Iin/N and Iin/a. 
The geometric mean of these two limits, Iin/N3i4, yields a reasonable 
estimate of the average peak value of the current distribution. 

Two basic configuration types were identified for estimating 
purposes. In the first case, essentially identical cable types and 
lengths connect to similar or very remote terminations. Here, the 
appropriate choice for the average cable current is Iin/N. In the 
second case, generally unknown or differing loads connect to cables 
of differing types and lengths. The average cable current here is 
best estimated by Iin/N3/4. 
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I n  t h e  c o m P u t a t i o n  o f  cab le  l o s s e s  d u e  t o  ohmic  a n d  1 r 
c o u p l i n g  e f f e c t s ,  e x p e r i e n c e *  h a s  shown t h a t  f i v e  t o  s i x  dB 
a t t e n u a t i o n  c a n  b e  e x p e c t e d  f o r  each 1 0 0  f e e t  o f  c a b l e .  

ss- 
o f  

5 .2  E l e c t r o m a g n e t i c  F e a t u r e s  and  A n a l y s e s  

The  c o n s t r u c t i o n  p r a c t i c e s  employed a t  t h e  example  p l a n t  
p r o v i d e  a g r e a t  d e a l  o f  i n h e r e n t  e l e c t r o m a g n e t i c  s h i e l d i n g  t o  t h e  
a r e a s  of  t h e  p l a n t  h o u s i n g  s a f e t y - r e l a t e d  c r i t i c a l  s y s t e m s .  The 
m u l t i p l e  c o u r s e s  o f  s t e e l  r e b a r  i n  t h e  b u i l d i n g  wa l l s ,  t h e  e x t e n s i v e  
s t e e l  m e c h a n i c a l  s u p p o r t  s y s t e m ,  and  t h e  l a r g e  a r r a y  o f  i n t e r i o r  
e l e c t r i c a l  e q u i p m e n t  racks ,  p a n e l s ,  and  c a b l e  t r a y s  a l l  s e r v e  t o  
g r e a t l y  reduce t h e  l e v e l  o f  e l e c t r o m a g n e t i c  f i e l d s  d i f f u s i n g  t h r o u g h  
t h e  b u i l d i n g  s t r u c t u r e .  
be  t h e  m a g n e t i c  f i e l d  n e a r  t h e  o u t s i d e  w a l l s  a n d  o n  t h e  upper f l o o r s  
n e a r  t h e  r o o f .  S t e e l - r e i n f o r c e d  b u i l d i n g s  o f  t h i s  t y p e  h a v e  e x h i -  
b i t e d  m a g n e t i c  f i e l d  s h i e l d i n g  e f f e c t i v e n e s s  o f  30  dB o r  more t o  
f r e q u e n c i e s  r a n g i n g  u p  t o  7 5  MHz. I n  t h e  c e n t r a l  r e g i o n s  o f  t h e  
p l a n t ,  d i f f u s i o n  f i e l d  s t r e n g t h s  a re  e x p e c t e d  t o  b e  a t t e n u a t e d  50 dB 
o r  more be low e x t e r n a l  i n c i d e n t  f i e l d s .  

The l e a s t  a t t e n u a t e d  f i e l d  component  would 

D u e  t o  t h e  c o n s i s t e n t  u s e  o f  c o n t i n u o u s l y  c o n n e c t e d  metal 
c o n d u i t s  a n d  c a b l e  t r a y s  w i t h i n  t h e  p l a n t ,  i n t e r n a l  c a b l i n g  and  t h e  
a s s o c i a t e d  e l e c t r i c a l  e q u i p m e n t  w i l l  b e  l a r g e l y  d e c o u p l e d  f rom t h e  
a t t e n u a t e d  d i f f u s i o n  f i e l d s .  R e s p o n s e s  due  t o  t h i s  l o c a l  e x c i t a t i o n  
a r e  e x p e c t e d  t o  be below a n  a m b i e n t  l e v e l  e s t a b l i s h e d  by  t h e  g e n e r a l  
d i s p e r s i o n  t h r o u g h o u t  t h e  p l a n t  c a b l i n g  s y s t e m  o f  p e n e t r a t i o n  c u r -  
r e n t s  c o n d u c t e d  i n t o  t h e  p l a n t  on  e x t e r n a l l y  e x c i t e d  c a b l i n g  s u c h  a s  
t h o s e  i n  t h e  b u r i e d  c o n d u i t  s y s t e m s ,  t h e  g r o u n d i n g  cables and  e v e n  
p i p i n g .  T h i s  g e n e r a l  l e v e l  o f  a m b i e n t  r e s p o n s e  i s  es t imated  t o  b e  
a b o u t  1 v o l t .  

i d e n t i f i e d  t h e  ma jo r  p e n e t r a t i o n s  of  e x t e r n a l l y  c o n d u c t e d  EMP e n e r g y  
t o  c r i t i c a l  s y s t e m s .  The p e n e t r a t i o n s  t h e m s e l v e s ,  w h i l e  composed of 
l a r g e  numbers  o f  i n d i v i d u a l  cables ,  a r e  d i s c r e t e ,  r e a d i l y  i d e n t i f i -  
a b l e  and  w e l l  c o n t r o l l e d .  A t  Watts Bar,  t h e  f o l l o w i n g  p e n e t r a t i o n s  
were i n v e s t i g a t e d  i n  d e t a i l  f o r  c o u p l i n g  p o t e n t i a l  t o  c r i t i c a l  
e q u i p m e n t  and  a r e  d e p i c t e d  i n  F i g u r e  5.2 by a s i m p l i f i e d  p e n e t r a t i o n  
c o n n e c t i v i t y  d i a g r a m .  

500  k V  o v e r h e a d  t r a n s m i s s i o n  l i n e s  t o  t h e  T u r b i n e  B u i l d i n g .  
( A t  s t a r t u p  a n d  d u r i n g  shutdown t h e  1 6 1  kV feed r e p l a c e s  
t h e  5 0 0  k V  s o u r c e . )  

The o n s i t e  s u r v e y  and  r e v i e w  o f  p l a n t  c o n f i g u r a t i o n  d r a w i n g s  

1) 

2 )  B u r i e d  c o n d u i t  d u c t  bank c a b l e s  t o  t h e  I n t a k e  Pumping 
S t a t i o n .  

3 )  B u r i e d  c o n d u i t  d u c t  bank cables  t o  t h e  Diesel  G e n e r a t o r  
B u i l d i n g  . 

* T e s t s  which  a r e  descr ibed i n  S e c t i o n  6 were c o n d u c t e d  t o  v e r i f y  
t h a t  t h i s  e x p e r i e n c e  i s  a l s o  a p p l i c a b l e  t o  t h e  example  p l a n t .  
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4) Buried condu t duct bank cables from the Diesel Generator 
Building to the Auxiliary Building. 

5 )  Buried conduit duct bank cables from the Intake Pumping 
Station to Auxiliary Building. 

The principal source of EMP energy coupled to critical circuits in 
the plant is current induced on cables in the external buried 
conduit systems which penetrate the buildings. The level of the 
current induced in these conduit systems can be estimated from a 
model of an infinitely-long buried wire with an incident EMP in the 
form of a parallel-polarized plane wave of 50 kV/m amplitude. With 
optimum incidence angles, the response to the commonly accepted high 
altitude EMP waveform used here is a peak bulk current of approxi- 
mately 1000 amps on the buried conduit systems. The current time 
history is roughly double-exponential in character, rising to a peak 
value in about 500 nanoseconds, and falling to half-peak value in 
tens of microseconds.4 Due to the finite length of the buried 
conduit systems, reflections or oscillations will occur in the 
actual conduit current responses. Also, the existence of neighbor- 
ing conduit systems, ground cables, and various mechanical piping 
systems as well as non-optimum relative orientation of the incident 
EMP will reduce the bulk current on an individual conduit system to 
well below that of the idealized, isolated buried conductor. The 
design philosophy at the plant basically assures that all metal 
conducting media such as trays, support structures, equipment 
chassis, and mechanical piping are connected together by the inter- 
nal ground system. 
the plant on mechanical piping or external buried ground cables 
would quickly disperse among divergent conducting paths. While the 
possibility of these transient currents coupling to critical equip- 
ment cannot be completely dismissed, no configurations were observed 
during the survey of the plant that would suggest such an occur- 
rence. Such considerations are indicated on the model diagrams (see 
Figure 5.1) and serve to reduce the bulk current on the conduit 
systems studied to approximately 250 amps. 

The 250 ampere bulk current induced on a conduit system at a 
building penetration is shared by the various parallel cables and 
conductors comprising the cabling in the conduits. Each conduit 
system carries hundreds of cables, most of which are multiconduc- 
tor. Because of its larger conductor diameter and isolated routing 
in separate conduits, power cabling tends to have the largest 
current per conductor ( 5  to 10 amps per conductor). Because 
control cables commonly have hundreds of conductors per conduit, 
the individual current per conductor is significantly diminished 
(0.5 amps per conductor). 

Transient current that would be conducted into 

Power and control cables from the buried conduit systems are 
routed inside the plant for substantial distances in cable trays 
with other plant cabling that is not similarly excited. 
coincident runs diminish the current response on the penetrating 
cables by cross-coupling energy to the other cabling in the trays. 
Energy is also lost through ohmic losses in the conductor resist- 
ance. 

These 

When cabling is brought to a point of distribution such as a 
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bus bo rd, incoming cur nt t nds to divide (fan-out) among the 
conductors attached to the bus. 
from a point of penetration the EMP energy tends to be dispersed 
throughout the interior cabling system, attenuated by ohmic loss, 
and distributed at bus distribution boards. 

Therefore, as it propagates inward 

In general, only the first or second stages of fan-out distri- 
bution will experience a substantial EMP threat. This is the case 
for the penetration of the 500 kV overhead transmission lines which 
are capable of producing a bulk current threat on the order of 
15,000 amperes at the outputs of the plant main transformers. While 
this level of current appears formidable, it is attenuated by trans- 
former losses, ohmic and cross-coupling losses, and distribution 
fan-out to the degree that only milliampere levels remain to 
threaten system critical equipment. This analysis appears in more 
detail in the 5 0 0  kV transmission line model shown in Appendix A. 
During periods of reactor shutdown and startup, the 500 kV trans- 
mission line connection to the plant unit boards is replaced by a 
connection to a 161 kV source. In this latter situation there is 
one less transformer in the circuit to provide attenuation. 
However, the topology of the connection is such that the bulk 
current threat is lower (approximately 10,000 A )  and there is a 
longer cable run from the transformer to the Unit Boards. The net 
result is that the threat to critical systems from the 161 kV trans- 
mission lines is comparable to that from the 500  kV transmission 
line source. A model diagram from the 161 kV source is included in 
Appendix A .  

5.3 EMP-Induced Signal Predictions 

The predictions for the various portions of the safety-related 
systems are detailed on the response model diagrams in Appendix A 
and in Table 8.1. However it is also convenient to summarize these 
predictions as shown in Figure 5.3. Here the responses have been 
grouped according to the nominal operational levels of the equipment 
involved. It is observed that except for the instrumentation the 
predicted voltages are much less than the nominal operating levels. 
Furthermore, a significant fraction of the higher predictions 
(circled points on Figure 5.3) are observed to occur on systems in 
the outlying structures. Although the analysis indicates numerous 
signals less than 1 volt, all such predictions have been summarized 
as 1 volt in the subsequent vulnerability analysis. This is based 
upon the earlier observation that the general level of ambient 
response is on the order of 1 volt. 

5 . 4  Verification Test Predictions 

In order to gain confidence in the analytical techniques used 
to predict the response of the example plant in an EMP environment 
and to characterize prediction uncertainties (i.e., errors) 
introduced by using these techniques, it is desirable to perform 
verification testing. Such testing was performed on the example 
plant to a limited extent and involved the verification of certain 
assumptions used in computing the EMP responses including: 
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1. D i  t r  i b u t i  n o f  f u t  c u r r e n t s  a t  bus  b o a r d s .  

2 .  A t t e n u a t i o n  o f  c u r r e n t s  c o u p l e d  t o  p l a n t  c a b l e s .  

3 .  S h i e l d i n g  e f f e c t i v e n e s s  o f  t h e  b u i l d i n g  s t ruc tu re .  

To accommodate v e r i f i c a t i o n  t e s t i n g ,  i t  was n e c e s s a r y  t o  t e s t  
a t  t h e  p l a n t  d u r i n g  i t s  c o n s t r u c t i o n  p h a s e  and  a s  s u c h ,  t h e  p l a n t  
c o n f i g u r a t i o n  d i d  n o t  m i r r o r  t h e  o p e r a t i o n a l  c o n f i g u r a t i o n s  t h a t  
were assumed i n  p r o d u c i n g  t h e  EMP p r e d i c t i o n s .  However, f o r  t h e  
e l e c t r i c a l  c o n f i g u r a t i o n s  o f  t h e  s y s t e m s  t h a t  were a v a i l a b l e  a t  t h e  
time o f  t e s t i n g ,  t e s t  c o n f i g u r a t i o n s  were d e v i s e d  t h a t  would a l l o w  
t h e  m o d e l i n g  a s s u m p t i o n s  t o  b e  c h e c k e d .  Because t h i s  c o n f i g u r a t i o n  
was d i f f e r e n t  t h a n  t h e  c o n f i g u r a t i o n  assumed f o r  EMP r e s p o n s e  pre- 
d i c t i o n s ,  t e s t  c o n f i g u r a t i o n  p r e d i c t i o n s  were p e r f o r m e d  u s i n g  t h e  
same t e c h n i q u e s  and a s s u m p t i o n s  t h a t  were used  t o  p r o d u c e  t h e  EMP 
p r e d i c t i o n s .  

The b a s i c  t e s t  c o n f i g u r a t i o n s  i n v o l v e d  t h e  i n j e c t i o n  o f  c u r r e n t  
o n t o  p l a n t  c a b l e s  o r  b u s s e s  i n t e r f a c i n g  w i t h  c a b l e s  r u n n i n g  w i t h i n  
t h e  b u r i e d  c o n d u i t  s t ruc tu res  o u t s i d e  t h e  p l a n t .  Measurements  were 
t h e n  made o n  t h e  t r a n s m i s s i o n  and d i s t r i b u t i o n  o f  t h e  i n d u c e d  cur-  
r e n t  down i n t o  t h e  v a r i o u s  l e v e l s  o f  t h e  e l e c t r i c a l  d i s t r i b u t i o n  
s y s t e m .  I n  t h i s  i n s t a n c e ,  t h e  s i g n a l  p r e d i c t i o n s  a t  t h e  t e s t  p o i n t s  
assume a d r i v e  p o i n t  b u l k  c u r r e n t  o f  1 ampere  t ime-domain  a m p l i t u d e  
and  a s p e c t r a l  c o n t e n t  s i m i l a r  t o  t h a t  o f  t h e  s t a n d a r d  EMP d o u b l e  
e x p o n e n t i a l  pu l se ,  b u t  w i t h  f r e q u e n c i e s  above  1 0  MHz a t t e n u a t e d  
s i g n i f i c a n t l y  (as  would t h e  s p e c t r a l  c o n t e n t  o f  p u l s e s  c o n d u c t e d  
i n t o  t h e  p l a n t  on b u r i e d  c o n d u i t  s t r u c t u r e ) .  T h e  p r e d i c t i o n s  a r e  
s u m m a r i z e d  i n  T a b l e  5.1 w i t h  a p o r t i o n  of t h e  p r e d i c t i o n  p o i n t  ( a l s o  
t h e  t e s t  p o i n t )  l o c a t i o n s  i l l u s t r a t e d  on F i g u r e  5.4.  T h e s e  p r e d i c -  
t i o n s  a r e  a l s o  summarized i n  T a b l e s  6 . 2  and 6 . 3  a l o n g  w i t h  t h e  t e s t  
r e s u l t s .  
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Table 5.1 

Predictions for CW Direct Injection Tests 

Test Point 

D 

E 

F 

X 

AA,  BB 

cc 
DD,EE,FF,GG 

HH 

II,JJ,KK,LL 

MM,NN 

vv,ww,xx 

YY 

z z  
AAA 

BBB 

EEE 

C-E 

C-G, E-G 

Predicted Response* 

2 7 0  mA 

9 0  mA 

90  mA 

270  mA 

67  mA 

11 mA 

5 . 5  mA 

11 mA 

9 . 6  mA 

1.1 mA 

4 . 5  mA 

0 . 4 3  mA 

0 . 4 4  mA 

2 . 9  v 

3 mV 

5 mV 

8 mV 

1 6  mV 

11 mV 

2 . 7  v 
8 V  

*Assumes one ampere peak current at drive point. 
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6.0 Verification Measurements 

6.1 Introduction 

Whenever a facility as complex as a communications termina, or a 
nuclear power plant is analyzed for EMP vulnerabilities, the ques- 
tion arises, "How good is the assessment?" Such concerns are fre- 
quently addressed, at least in part, by conducting experimental 
measurements. This program is no exception to that practice. How- 
ever, it is impractical to subject a facility as large as a nuclear 
power plant to "threat level" simulation signals. On the other 
hand, it is possible to conduct a program of specialized verifica- 
tion measurements. Such tests were conducted at the Watts Bar 
Nuclear Plant and those measurements are discussed in detail in the 
following sections. 

6.1.1 Direct Injection Tests. A test plan11 was prepared and 
distributed to the NRC staff and the NRC Research Review Panel for 
this program to acquaint them with the test procedures and objec- 
tives, and to outline the impact of the tests on the facility opera- 
tions. After review and subsequent discussions between the study 
team and the panel, the test objective was finalized as follows: 

"The objective of this test is to conduct a 
series of CW direct injection measurements on a 
selected sample of those points for which predic- 
tions have been made. The results of these mea- 
surements will then be used to compute the 
amplitude of the induced signals at the selected 
points. A comparison of the neasured and pre- 
dicted values nay then be made to check the 
assumptions and analytical techniques used in the 
assessment . 'I 

It should be noted that these direct injection tests serve only as a 
check on the validity of the internal coupling models used and do 
not serve as a verification of the external to internal, i.e., 
incident field to facility penetration coupling mechanism. 

6.1.2 CW System Description. The tests described in this 
section were carried out using equipment owned by the U . S .  Defense 
Nuclear Agency and operated under contract by the IRT Corporation. 

The DNA CW measurement system was built to provide a low-cost, 
time-efficient system to obtain estimates of EMP response at opera- 
tional Command, Control and Communications (C3) facilities, on a 
non-interferring basis. It has often been noted that there is an 
indispensible dependency of analysis on tests and tests on 
analysis. The CW system was built to help meet this need and to 
make it economically possible to obtain experimental data on the 
electromagnetic response of facilities at far more locations than 
would otherwise be possible. The designing of the system was an 
exercise in automation and efficiency of gathering, correcting, 
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formatting, and outputting data. The design was not, however, 
intended to be a fundamental advance in the design of simulators. 
In that regard it is basically no better nor worse than what the EMP 
community has used in the past for operational, ground-based C3 
facilities. 

This hybrid CW measurement system consists of two basic 
subsystems--the Defense Nuclear Agency (DNA) Continuous Wave Mea- 
surement system designed by Boeing and modified by EG&G, and the 
Data Acquisition subsystem consisting of a PDP-11 computer system 
and software by EG&G. These two subsystems communicate with each 
other to produce, detect, display, and reduce CW data in the fre- 
quency range of -01 MHz to 100 MHz. The system is designed to test 
facilities either by CW electromagnetic radiation or CW direct 
injection, collecting the response function or transfer function 
data, removing the effects of the instrumentation involved, plotting 
the results and saving the data on cassette for future processing. 
The system modules consist of the measurement system--a transmitter 
subsystem and receiver system, the command link which synchronizes 
the two, sensors, power supplies and generator; and the data acqui- 
sition system--a PDP-11/34 CPU, five asynchronous interfaces 
(RS-232), two 5-megabyte disk drives, disk packs, a Tektronix plot- 
ter, system console, and cassette tape subsystem. 

Equipment Description. The major equipment items used in the CW 
system are listed in Table 6.1. 

Table 6.1. 

Major Equipment Items 

Transmitter System 

Frequency Synthesizer 

Power Gene r a tor 
Power Amplifier 

. Computer Clock 

Receiver System 

Network Analyzer 
Phase-Magnitude Display 
Frequency Synthesizer (2 ea) 
Digital Multimeter (2 ea) 
Computer Clock 
Digital Plotter 
Attenuators 
Fiber Optics System 
Wide-Band Amplifier 
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Systron Donner 1702 
Data-Chron 3170-114 
ONAN 9AD74 
Amplifier Research AR 500L 

HP8407A 
HP8412A 
Systron Donner 1702 
Data Precision 3400 
Da ta-Chr on 3170-114 
Tektronix 4662 
Wavetek Turret 5010/5070 
HDL 
HP8447A 



The system configuration of the CW system is shown in 
Figure 6.1. The block diagram for the transmitter indicates that 
the unit can be used in either a radiated or direct inject mode. 
There is essentially no restriction on the kind of antenna to be 
used with the system thus leaving open the possibility of using dif- 
ferent antennas for different applications. Direct injection test- 
ing is done using a specially designed, single-turn multi-core 
transformer shown schematically in Figure 6.2. 

The receiver block diagram shows the system being used with a 
reference and measurement sensor, which in practice is some combina- 
tion of a current probe, voltage probe, or field sensor. In the 
radiated mode, the nominal operating configuration is with a B field 
sensor as the reference and a current or voltage probe for the mea- 
surement sensor. In the direct inject configuration, a current 
probe is normally used at the reference with a current or voltage 
probe at the measurement point. The signals detected by these sen- 
sors  are amplified and then transmitted to the network analyzer via 
a fiber optic system. 

The receiver and transmitter subsystems are supplied with three 
synthesizers which are used in a variety of ways. The local RF syn- 
thesizer is used as a signal source for system calibrations and also 
provides a stable reference for ambient noise measurements. The 
receiver VTO synthesizer is synchronized with the activities of the 
transmitter RF synthesizer via the program control units (PCUs) to 
ensure that the receiver and transmitter are operating at the same 
frequencies. 

The receiver DVMs perform A/D conversion of the raw magnitude 
and phase data generated by the network analyzer as well as 
providing a front panel check point to monitor the incoming data 
stream. 

Raw data is sent to the DEC computer via the PCU where all 
computations using the data and all manipulation on the data sets 
are performed. Storage is available on the computer disk units with 
long-term storage being provided on cassette tape. Hard copy plots 
of measured data, corrected for system instrumentation effects as 
well as predictions of transient time domain responses based on the 
measured data are available in a hard copy plot via the Tektronix 
flat-bed plotter, an example of which is shown in Figure 6.3. 

6.1.3 The Predicted Time Domain Response. The data output from 
the CW system which is of primary interest is the predicted time 
domain response. To produce this response, the computer uses 
measured transfer function data, corrected for system instrumenta- 
tion effects, in conjunction with the spectrum of a given time 
domain signal driving function. This data is used to predict what 
the response to the time domain signal driving function would be at 
the test point if the given signal was incident at the reference 
point. In order to accomplish this task, the computer requires that 
a frequency domain description of the incident time domain signal be 
generated and stored. This spectral data is then multiplied by 
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the transfer function o interest and passed to a program which 
computes the inverse Fourier transform of the composite data set. 

The Drivinq Function. The driving function is referred 
to in the CW literature as the "threat" while the computer file con- 
taining its description is referred to as the "threat file." There 
are a variety of mechanisms for creating or  inputting the threat 
file. A digitized description of a time domain waveform can be 
inputted and transformed inside the computer or a suitably formatted 
file can be input directly. In many cases the threat file is 
generated internally from analytical expressions. A brief discus- 
sion of the process involved in generating threat files internally 
illustrates this commonly used feature of the system as well as 
illustrating the general structure of all threat files. 

The analytic threat file is defined by the following time domain 
expressions convolved with the impulse response of a ninth-order 
bandpass Butterworth filter. 

where 

The Fourier transform of this function is given by 

A(a - P )  V-sec/m E, (f) = 2 1 / 2  [ (a2 + w2) (P2 + w 1 1  I 

'i 

where a and P are operator-specified variables. The expressions in 
Equation 6.2 are stored in the camputer, evaluated at all test 
frequencies, and then multiplied by the transfer function of a unity 
amplitude, ninth-order bandpass Butterworth filter. The upper and 
lower cutoff frequency of the filter are also operator-specified 
variables. 

The primary purpose for including the Butterworth filter 
function is to reduce the effect of truncation error. The fact that 
the measured transfer function is not measured from dc to infinity, 
but is instead truncated at some finite frequency introduces an 

6 - 7  



oscillatory type of behavior in the predicted time domain response. 
This effect is attenuated by using a function which terminates the 
data set in a more gradual manner but only at the expense of sup- 
pressing some of the real data. The Butterworth filter is simply a 
"windowing" function, and as such, it represents a compromise as do 
all windowing functions. 

The threat file which results from the evaluation of equation 
6.2 and the Butterworth filter function is a table of complex values 
with the magnitude and phase of the composite function defined at 
every possible test frequency that the system can use. This means 
that the threat function is defined at 4000 frequencies in the range 
of 10 KHz to 100 MHz, 1000 frequencies in each decade. Regardless 
of how the threat file is created, be it internally or through the 
transform of some waveform read into the computer, the final result 
has to be a table of look up values defined at a predetermined set 
of 4000 frequencies. 

The Inverse Fourier Transform. The method used to perform 
the inverse transform is a variation of the Guilleman impulse train 
technique. In this particular application it is more accurate to 
say that the Guilleman algorithm is equivalent to the inverse, 
Fourier-integral transform, performed on a contiguous, straight line 
approximation, of the imaginary part, of the frequency domain data 
set.12 

6.2 Prediction and Measurement Comparison 

6.2.1 Data Treatment and Test Point Locations. Computing the 
time domain transient response at a given point, once the transfer 
function has been measured, requires a knowledge of the incident 
spectrum at the reference point, i.e., the "threat" referred to in 
Section 6.1.3. 

The threat on the plant cabling can generally be considered 
broad spectrum up to about 10 MHz because earth losses on the buried 
penetration cables severely attenuate the higher frequency content 
of the EMP spectrum. Given this threat spectrum and the lengths of 
the cabling in the plant, the abbreviated analysis technique 
employed by Boeing results in the prediction of the response peak 
amplitudes and limited characterizations of the time histories of 
the response waveforms. The response waveforms are expected to be 
clamped sinusoids (or  sums of several damped sinusoids) with resonant 
frequencies ranging from 500 kHz to 10 MHz. 

In choosing the waveform to be used for current injection on 
facility cables, two characterizations were considered. One threat 
characterization uses a 2 MHz damped sinusoid (an average value of 
the expected range of response resonant frequencies) for the threat 
signal and the other, the EMP spectrum, attenuated above 10 MHz. 
During on-site testing most of the transfer function data was pro- 
cessed with the 2 MHz damped sinusoidal threat spectrum (identified 
by THRTDS2H) as originally proposed. The transfer function data was 
subsequently reprocessed using the standard EMP double exponential 
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spectrum that had been Butterworth filter 
by THRTWATT) . 3 ab ve 10 MHz (identified 

Since the transient time domain response for the data processed 
with THRTDS2M is critically dependent on the amplitude of the trans- 
fer function in the vicinity of 2 MHz, the data processed with the 
EMP spectrum (THRTWATT) should be used to compare the test measure- 
ments to the predictions computed by Boeing. Typical formats of the 
measured data using THRTDSZM and the recomputed time domain tran- 
sient using the threat file THRTWATT with the following 
characteristics: 

THRTDSZM - 2 MHz Damped Sine Wave (Q = 8) 
THRTWATT - Double Exponential a! = 4 x 106, B = 4.76 x 108 

(Butterworth fl = lo4 Hz and fu = lo7 Hz) 

are shown in Figures 6.4 and 6.5, respectively. 

A comparison of measured and predicted responses for a total of 
thirty-seven test points has been made and consist of twenty-seven 
current points and ten voltage points. 

The measurements were divided among the 480V distribution 
system, the 120V ac control system and the 120V dc control system 
located in the control room and adjacent equipment and board rooms. 

The test point locations at which measurements were made and 
their identifiers are shown schematically in Figures 6.6 through 
6.10. It should be noted that predictions were not made for all 
points at which measurements were made and consequently comparisons 
will only be presented for a subset of the measurement points shown 
in the above referenced figures. 

6.2.2 Format for Presentation of Data. For each point for 
which a prediction and measurement exists, the following ratio is 
computed: 

(6.3) Peak Amplitude Measured Response 
Peak Amplitude Predicted Response R(t) = 2o loglo 

The responses are the maximum values in the time domain with no 
regard being paid to the sign of the peak. 

The measured responses are normalized to a one ampere peak, 
double exponential pulse (a! = 4 x 106 and R = 4.76 x 108) fil- 
tered by a ninth order, unity amplitude Butterworth filter with a 
lower cut-off frequency of 10 kHz and an upper cut-off frequency of 
10 MHz (THRTWATT). 

As noted earlier, the purpose of these tests was to provide some 
verification of the Boeing modeling and thus to develop additional 
confidence in their analytical procedure. Therefore, a convenient 
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Figure 6.5. Recomputed Transient Time Domain Response fo r  
Test Point D Using Threat File THRTWATT 
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way to summarize the overall quality of the prediction and measure- 
ment set, is to compute a mean, X, of  the individual ratios R(t) 
defined in Equation 6.3 and a sample standard deviation, that is 

- 

11 

= 1 Ri(t) n i=l 

and 

Z R ~  - ( c R ) ~ / ~  J n - 1  - o =  

Using this approach, a negative value for 17 would imply that, on the 
average, the analysis is conservative in that it generally predicts 
larger currents (or voltages) than measured, a positive value of ?I 
would imply a generally non-conservative analysis. 

6.2.3 Comparison of Measured and Predicted Response. 
Comparison of the individual measured to predicted response at the 
27 current points and 10 voltage points are given in Tables 6.2 and 
6.3, respectively. 

These reduce to 

- 
X = - 1.75 dB and 

- 
X = +13.2 dB and 

and overall 

- 
X = + 2.3 dB and 

These results and the 
Section 6.5.1. 

0 = 8.4 dB (27 Current Points) 

o =  13.2 dB (10 Voltage Points) 

0 = 11.8 dB (37 Points) 

r implications are discussed further in 

6.2.4 Discussion of Measurement Accuracy. Probe and system 
calibrations (PROBCAL, TCAL and RCAL) were conducted each day during 
the test when measurements were made and no abnormalities were 
detected. 

Repeatability of results were checked by repeating measurements 
at two test points over a three-day period. The results of these 
gave a sample standard deviation (nine measurements) of 0.8 dB. 
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Table 6.2. 

Detailed Comparison of Measured and Predicted Responses 

Cur rent Points 

(dB) Test Po in t Predicted Me a su r ed Meas. Resp. 
Identifier Response (mA) Response (mA) Pred. R e s p .  

D 
E 
F 
G 
I 
J 
K 
L 
U 
X 
Y 
z 

AA 
BB 
cc 
DD 
EE 
FF 
GG 
HH 
I1 
JJ 
KK 
LL 
MM 
" 

EEE 

270 
90 

270 
270 
270 
270 
67 
67 
67 
11 
5.5 
5.5 

11 
11 
9.6 
1.1 
1.1 
1.1 
1.1 
4.5 
0.43 
0.43 
0.43 
0.43 
0.44 
0.44 

11 

82.7 
83 

21 6 
270 
156 
122 
17.5 
15.5 
14.4 
22.9 
1.0 
1.1 

30.6 
21.1 
24 
6.7 
2.5 
2.1 
3.6 
1.7 
0.35 
0.14 
0.37 
0.4 
0.45 
0.48 
7.5 

-10.3 - 0.7 - 1.9 
0.0 - 4.7 - 6.9 

-11.7 
-12 . 7 
-13.3 

6.4 
-14.8 
-13.9 

8.9 
5.7 
8.0 

15.7 
7.1 
5.6 

10.3 
- 8.5 
- 1.8 
- 9.7 - 1.3 - 0.6 

0.19 
0.8 

- 3.3 

- 
X = -1.75 dB = 8.4 dB 

6-18 



T a b l e  6.3. 

Deta i l ed  Comparison of Xeasured  and P r e d i c t e d  Responses  

V o l t a g e  P o i n t s  

(dB) T e s t  P o i n t  P r e d i c t e d  Mea s u r  e d  Meas. Resp. 
I d e n t i f i e r  Response  ( V )  Response  ( V )  P r e d .  Resp. 

AAA 8 x 10-3 144 x 10-3 +2 5 

140 10-3 +18.8 BBB 16 10-3 

vv 2.9 3.1 + 0.58 

ww 2.9 2.8 - 0.30 
XX 2.9 2.77 - 0.4 
YY 3 x 10-3 166 x 10-3 +34.8 

ZZ 5 10-3 147 x 10-3 +29.3 

C-E 2.7 3.4 + 2.0 

C-G 8.0 26 +10.2 

E-G 8.0 32 +12.0 

Ti = +13.2 dB 0 = 13.2 dB 
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Ambient noise levels were made in the frequency domain from 10 
kHz to 100 MHz at five test points within the facility, namely, I, 
G, DD, NN and GG. These ambient noise measurements were made with 
the probe in position on the test point and using a -10 dbm signal 
from the synthesizer as reference. For all points and at all 
frequencies the minimum level of the signal above ambient noise was 
> 65 dB. 

6.2.5 Supplementary Measured Data. Additional measurements 
were made in an attempt to provide further understanding of the 
interaction of an EMP with a commercial type nuclear power plant. 
These are presented in the following sections. 

Cable Attenuation Measurements. Values for cable attenuation 
were computed from two sets of response measurements as shown in 
Table 6.4. 

Table 6.4. 

Cable Attenuation 

Test Measured Measured Total Total 
Point Cable Response Response Att. Att. 

Identifier Length at GG/FF at NN/MM dB dB/lOO' 

GG-NN 160' 3.6 x 0.48 x 17.5 10.9 
FF-MM 160' 2.1 x 10-3 0.45 10-3 13.4 8.3 

The measured responses are peak values of the transient time domain 
response. The resultant average attenuation 9.6 dB/100' compares 
favorably to the values assumed in the analysis of 6 dB/lOO'. 

Transfer Function From Exterior to Interior. In order to 
investigate the nature of the coupling from the facility exterior to 
some internal point, a measurement was made of the transfer func- 
tion on cable 1-4PL-215-4975A running from manhole #22 on the west 
side of the facility (see Figure 6.14) to the auxiliary room adja- 
cent to the control room. The measured transfer function is shown 
in Figure 6.11. This transfer function is multipled by the assumed 
double exponential threat driving function (see Section 6.1.3) and 
the corresponding time domain transient is shown in Figure 6.12. 

Offset and Standard Deviation by Groupings of Test Points. A 
measure of offset and standard deviation for test points located on 
the same distribution board is given in Table 6.5. These are the 
same test points reported in Table 6.2. 
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T a b l e  6.5. 

O f f s e t  a n d  S t a n d a r d  D e v i a t i o n  b y  T e s t  P o i n t  Locat ion 

480V Shutdown Bd. 2B1-B 

(dB) 
T e s t  P o i n t  P r e d .  Response Meas . Response Meas. Resp. 
I d e n t i f i e r  (mA) THRTWATT P r e d .  Resp. 

D 270  
E ( S i n g l e  4 )  90  
F ( S i n g l e  4 )  9 0  
G 270  
I 270 
J 270 

82.7 
83 
72  

270 
1 5 6  
1 2 2  

K 
L 
U 

DD 
EE 
FF 
GG 

- 
X = -4 .1 dB = 4.0 dB 

Con t .  and  Aux. B ldg .  V e n t  Bd. 2B1-B 

6 7  
67  
6 7  

17 .5  
15.5 
14.4 

- 
X = -12.5 dB 0 = 0.8 dB 

125V V i t a l  Ba t t e ry  Bd. I11 ( 1 8  L o a d s )  

1.1 
1.1 
1.1 
1.1 

6.7 
2.5 
2.1 
3.6 

-10.3 - 0.7 - 1 . 9  
0.0 - 4.7 - 6.9 

-11.7 
-12.7 
-13 . 3 

15 .7  
7 .1  
5.6 

10.3 

= +9.7 dB 0 = 4.4 dB 
INPUT = CC 

= 24 x 1 0 - 3  A 

12011 V i t a l  I n s t .  Power P a n e l  1-111 ( 2 3  L o a d s )  

JJ 
K K  
LL 
I1 

0.43 
0.43 
0.43 
0.43 

= -3.3 dB 

0.14 
0.37 
0.4 
0.35 

0 = 4.2 dB 

- 9.7 - 1.3  - 0.6 - 1 . 8  

INPUT = HH 
= 1 .7  x 1 0 - 3 ~  
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6.3 Inadvertent Penetration Tests 

In predicting the response of the Watts Bar NPP to an EMP 
event, the major contribution to the coupling of energy to the 
facility interior was determined by Boeing to be the cabling from 
the Diesel Generator Building and the Intake Structure to the 
Auxiliary Building. The question of the existence of other 
"inadvertent" o r  "unknown" penetrations which could contribute to 
the internal coupling was raised by the panel. Subsequently a test 
plan was developed which had as one of its objectives the determina- 
tion of whether or not significant inadvertent or unknown 
penetrations had been overlooked in the analysis. 

In the test the following procedure was adopted. First, a 
current probe was attached to a test point in the facility that was 
known to be connected directly to a known external to internal pene- 
tration. The external penetration was then excited at a given fre- 
quency by means of a multi-turn, one meter diameter loop and the 
response of the test point recorded. The loop was then moved around 
the building exterior, first parallel to the facility exterior wall 
and then at right angles to the facility exterior, while observing 
the test point response. In this way any inadvertent or unknown 
penetration excited by the loop ,  and coupling directly or indirectly 
to the monitored test point will be detected. This procedure is 
shown figuratively in Figure 6.13. 

6.3.1 Search Procedures. The external penetrations were 
driven from a 240 turn, one meter diameter loop. The test point 
response was monitored using a Stoddart (#93686-3) current probe and 
an Ortholoc-SC 9505 Two Phase Lock-in Analyzer. 

Test point response as a function of transmitter (i.e., loop) 
frequency was as follows: 

Test Point Response Frequency 

330 pV 
230 pV 
180 pV 

15 kHz 
45 kHz 
90 kHz 

Since only one frequency was to be used, all measurements were 
carried out at the frequency giving maximum response, i.e., 15 kHz. 

The location of the external manholes and the runs over which 
the transmitter was taken are shown in Figure 6.14. Ongoing con- 
struction activity on the east side of the facility during the 
testing prevented the transmitter from being moved into that 
location. 

In order to estimate the sensitivity of the test point response 
to the proximity of the transmitter with respect to the external 
penetration, the response of the test point as a function of trans- 
mitter position with respect to the penetration was measured and is 
shown in Figure 6.15. It should be noted that the test point 
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response is 6 dB above the ambient noise level with the transmitting 
antenna 12 meters from the penetration at an angle of 45O with 
respect to the penetration. 

6.3.2 Search Results. In the search for inadvertent penetra- 
tions, five test point locations were chosen. A sixth point was 
instrumented but because the circuit breakers were open at the 
distribution board, the test point was not energized. The initial 
excitations were via manholes #1, 18 and 22. 

A summary of the results of the search are given in Table 6.6. 

6.4 Facility Insertion Loss Measurements 

As part of a second series of tests, a measurement of the 
insertion l o s s  present in the facility was undertaken. This was 
implemented in order to verify the Boeing assumption that the 
contribution to induced internal currents and voltages from diffused 
fields is negligible compared to the induced currents and voltages 
resulting from coupling to external to internal penetrations. 

Two types of measurements were conducted. The first was iden- 
tical in almost all respects to MIL-STD-285, in which local values 
of electric and magnetic insertion l o s s  at selected frequencies are 
measured using electric and magnetic dipoles. The second was a 
measurement using a radiated CW source and the CW system described 
in Section 6.1.2 in order to assess the influence of penetrations 
and apertures on insertion loss. The radiated source in this case 
was a top-loaded monopole described in detail in Section 6.4.1. 

6.4.1 Details of the Measurement Technique. The amplitude of 
the insertion loss produced by an enclosure is a function not only 
of the materials used in the construction of the enclosure but is 
also dependent on the characteristics of the fields themselves. 
Thus, it has become common practice to define both a magnetic and 
electric field shielding effectiveness or insertion loss. In 
essence, this represents the two practical extremes that are 
encountered in an operational environment. Magnetic field shielding 
effectiveness is the shielding associated with an electromagnetic 
field whose magnetic or field component is much larger than its 
associated electric or E field component. The type of source that 
produces this field (the small loop in this case) is often referred 
to as a low impedance source. Electric field shielding 
effectiveness refers to the shielding associated with an 
electromagnetic field whose E field is much larger than its 
associated E field. This type of field is produced by a high 
impedance source such as short electric dipole. 

Numbers which are stated as a measure of a shield's effective- 
ness can vary because of differences in equations used to define the 
term. For this reason, defining equations for magnetic and electric 
field SE are included in this document. It should be noted that any 
SE number is only meaningful when related to its defining equation 
and to the system used to measure the quantities in the equation. 
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The expressions used for computing electric and magnetic field 
SE are 

SE = 20 l o g l o  5 I 

and 

I SH = 20 l o g l o  5 
where E1 = electric field in absence of enclosure; E2 = electric 
field within the enclosure; Hi = magnetic field in absence of 
enclosure; H2 = magnetic field within the enclosure. 

The equations themselves along with the definitions associated 
with the field quantities imply the method used for measuring SE, a 
method often referred to as the "insertion-loss" method. 

Ideally the way to measure shielding effectiveness is by the 
"insertion-loss" technique.l3 First, the transmitter and receiver 
are set up at a location, in the absence of the shield, and the 
field level at the receiver measured for a given output level from 
the transmitting antenna. Next, the shield is inserted between the 
transmitter and receiver locations and the field at the receiver 
measured a second time with the same output level from the transmit- 
ting antenna. The first quantity measured would be the field level 
in the absence of the enclosure and the second quantity would be the 
field level within the enclosure. These are the two quantities 
needed to solve Equations 6.6 and 6.7, whichever is applicable. 
However, it is seldom practical to remove and then insert the shield 
between transmitter and receiver. Consequently, the following 
method has been adopted as the preferred technique. 

A series of tables are first generated, for the given measure- 
ment system, with the output level from the transmitting antenna, 
frequency and distance between receiver and transmitter antennas as 
variables. The measured received field level is then entered into 
the table for each combination of the three measured variables. 
These measurements need to be made only once and are conducted at a 
location where there is minimum interference from reflected sig- 
nals. These measured values now become look-up tables for the 
values of E1 or HI for the specific output level from the trans- 
mitter, frequency and distance between receiver and transmitter 
antenna. 

For each particular enclosure for which the SE is being deter- 
mined the receiver antenna is located inside the shield and the 
transmitting antenna outside the shield, and measurements of 
transmitter output level, antenna separation, frequency and receiver 
response E2 or H2 are made. This measured receiver response 
value of E2 or H2 can then be used with the appropriate E1 or 
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H1 value associated with the receiver frequency, transmitter 
output level and antenna separation distance and Equations 6 . 6  and 
6.7 to compute the electric or magnetic insertion loss at that 
particular location. 

In the radiated measurements the transmitting dipoles are 
replaced by a top-loaded monopole capable of operating over the fre- 
quency band from 10 kHz to 100 MHz. Response measurements are then 
made inside and outside the facility with and sensors and the 
measured amplitudes used to compute the ratios of electric and 
magnetic fields inside and outside the facility in order to assess 
the influence of penetrations and apertures on the overall facility 
shielding effectiveness. 

In order to implement the measurement procedure for measuring 
electric and magnetic field shielding effectiveness using electric 
and magnetic dipoles, the system shown in a functional block diagram 
form in Figure 6 .16  was used. 

The system can be described in terms of two major and com- 
pletely separate subsystems, namely the transnitter and receiver. 
The transmitter consists of a highly stable frequency synthesizer, 
power amplifier (100 watts), antenna matching network and either a 
small-loop magnetic dipole or short electric dipole transmitting 
antenna. The receiver employs similar antennas and associated 
matching networks in conjunction with a synchronous detection scheme 
to detect both in-phase and quadrature components of the received 
signal. 

The system is intended to implement measurements similar to the 
"small-loop, "short dipole" tests presently empl0yedl4,~S but 
with substantially greater sensitivity than presently available 
systems . 

The system shown in Figure 6 . 1 6  has three basic operational 
configurations: 

o Low frequency H-field configuration 
o Low frequency E-field configuration 
o High frequency E-field configuration 

and these are shown in Figures 16A,  B, and C, respectively. The 
basic differences in these configurations lie in the required anten- 
nas and associated matching network for the high and low frequency 
E-field measurements and in the availability of two different size 
diameter loops for the H-field measurements. These two loops are 
one meter and 0 . 3 0 5  rneters in diameter; the smaller, however, has a 
built-in matching network and consequently can be connected directly 
to the attenuator bypassing the capacitor box as shown by the dashed 
line in Figure 6.16A. 

The CW radiated measurements were conducted using the CW system 
described in detail in Section 6 . 1 . 2  and shown schematically in 
Figure 6 . 3 ,  where the antenna used was the top-loaded monopole shown 
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in Figure 6.17. This antenna, was designed by the Boeing Company 
for use on the APACHE (DNA/CINCPAC) Program and a typical calibra- 
tion curve, at 20 MHz, is shown in Figure 6.18 and 6.19. Detailed 
calculations for the calibration curves at frequencies from 100 kHz 
to 100 MHz are available.16 

6.4.2 Results of Facility Insertion Loss Usinq Small Electric 
and Magnetic Dipoles. The measurements were made at five locations 
within the facility as shown in Figure 6.20. The measure- ments 
were made at 15 kHz, 45 kHz, 90 kHz, and 1.5 MHz. The two wall 
thicknesses measured were 92 cm and 33 cm. 

A summary of the results are presented in Table 6.7 and are 
shown plotted in Figure 6.21. 

Table 6.7. 

Summary of Facility Insertion Loss Measurements 

15 kHz 45 kHz 90 kHz 1.5 MHz 

AVG ATT (H) * 19.3 dB 28 dB 33 dB 92 cm Wall 
AVG ATT(E)~ 80 dB } Thickness 

SE ATT(H) 
AVG ATT(E 

6.4.3 
Monopole . 

6.8 dB 11.4 dB 11.3 dB 

Results of Measurements Usinq Radiatinq Top Loaded 
The location of the antenna for the radiated CW 

measurements is shown schematically in Figure 6.22 as positions A 
and B. The position of the reference sensor (B and D) with respect 
to the measurement points A, B and C is also shown. 

The ratios of the interior and exterior electric and magnetic 
fields for antenna position B, test point A as a function of 
frequency are shown in Figure 6.23. 

For test point B (antenna position B), which lies deeper within 
the facility the ratios are substantially greater, and are shown as 
function of frequency in Figure 6.24. 

6.4.4 Coupling to Seismic Supports and Cable Trays. During the 
course of the measurements an attempt was made to determine if 
significant coupling existed between the building exterior and cable 
trays or seismic supports in the facility interior. 

* Average of measurements at three locations. 
t Average of horizontal and vertical polarizations at three 
locations. 
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In order to accomplish this the roof of the auxiliary building 
and control room on the east side were illuminated by the magnetic 
dipole used in the shielding effectiveness measurements (see 
Section 6.4.1). A search was then made with a hand-held magnetic 
field probe (Electromagnetics Model # MFA 275-80) connected directly 
to the shielding effectiveness system receiver (See Section 6.4.1). 
The search was carried out in the areas of the 1-1V Inverter-Battery 
Charger room and along the 480V Reactor MOV Board Rack at elevation 
763'. With the probe in the immediate vicinity of the seismic 
supports and cable trays no response greater than that observed in 
the open environment adjacent to the racks and seismic supports was 
observed. 

6.5 Discussion of Results 

6.5.1 Direct Injection Measurements. The measured responses 
resulting from CW direct injection tests are critically dependent on 
the nature of the mathematical function used at the driving point 
(see Section 6.1.3). Initially, a low Q (-10) 2 MHz damped sinusoid 
was chosen, and in fact was used, for the computations actually 
performed onsite. The choice of this function however forces the 
resultant predicted time domain transient to be critically dependent 
on the amplitude of the measured transfer function in the immediate 
vicinity of 2 YHz, and underestimates the contribution from the rest 
of the transfer function. This can be readily seen by reference to 
Table 6.8 which shows the response using the 2 MHz damped sine wave 
(THRTDSZM, column 2 )  compared to a more broad-band driving function 
(THRTWATT, column 3 )  which is a double exponential filtered by a 
9th order Butterworth (F1 = 10 kHz fu = 10 MHz). Increasing 
the upper cut-off frequency of the Butterworth to fu = 15 MHz 
(THRTNWBNP) has little impact on the amplitude of the measured 
response as can be seen from Table 6.8. This is to be expected 
since the threat amplitude rolls off at -20 db/decade beginning at 
636 kHz and consequently the contribution to the time domain tran- 
sient from the higher frequencies is less than the contribution from 
the lower frequencies. The choice of 10 MHz for the upper cut-off 
frequency is also consistent with calculations of induced currents 
on buried cables, which show that for cables buried at depths of 
greater than one meter and for typical cable characteristics and 
ground conductivities, the spectral components above 10 MHz are 
essentially zero i.e., 

Amplitude @ 10 MHz 
Amplitude @ 10 kHz < 5o dB 

The lower cut-off frequency of 10 kHz is dictated by the truncation 
of the transfer function at that frequency. Consequently, the 
threat file THRTWATT was used throughout for the reasons outlined 
above (which are also consistent with the assumptions used by the 
Boeing Company in their predictions). 
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Table 6.8. 

Measured Response fo r  Varying T h r e a t  F u n c t i o n s  

T e s t  P t  . Meas. Resp. Meas. Resp. ?leas. Resp. 
I d e n t i f i e r  THRTDS2M (mA) THRTWATT ( m A )  THRTWBNP (mA) 

* 

c D 

E 

F 
P U 

U 
X 
Y 
Z 

0 

m 

AA 

BB 

cc 
DD 

EE 

FF 

GG 

HH 

I1 

JJ 

K K  

35 
126 
116 
124 
38 
35 
9 
7 
8 
9 

0.4 
0.4 
12 
4 

4.3 
0.4 

0.35 
0.37 
.39 
1.3 
. 26 

007 
023 

LL 025 
MM 015 
NN 015 

e 

82.7 
250 
21 6 
287 
156 
122 

17.5 
15.5 
14.4 
22.9 

1 
1.1 
30.6 
21.1 

24 

6.7 
2.5 
2 . 1  

3.6 
1.7 
.35 
.14 
037 

. 4  

045 
48 

105 
240 
222 
304 
169 
137 

17.7 
16.7 
14.4 
22.8 
1.7 
1.7 
22 

21.2 
23.8 

6.7 
2.5 
2.1 
3.6 
1.7 
035 
014 
037 
.4 

045 
-48 
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It should be noted that the CW system in its present configura- 
tion and mode of operation tends to predict responses that are lower 
than would be encountered with an actual incident EMP because of the 
truncation introduced by the Butterworth filter and the consequent 
reduction in the amount of energy incident on the facility.17 

In examining the time domain transient responses produced by the 
threat waveform the nature of the response function becomes appar- 
ent, namely a damped sinusoid, in which the oscillatory components 
are dominated by two or three frequencies. These frequency compo- 
nents are generally found around 100 to 200 kHz, 1-2 MHz and a 
component around 10 MHz, with the lower frequency components usually 
dominant. This behavior was also commonly observed at NAVCAMS 
EASTPAC during the APACHE tests.l7 

A comparison of the measured data with the predictions shows 
that for a total of thirty-seven points an offset TI, of +2.3 dB and 
a sample standard deviation 0, of 11.8 3B result. It should be 
noted that when the test points are reduced to current and voltage 
measurements the following results are obtained, 

27 Current Points x = -1.75 d B ,  0 = 8 . 3  dB 
10 Voltage Points = +13.2 dB, ( J =  13.2 dB 

When the voltage points are examined in detail (Table 6.3) it is 
seen that the relatively large offset and standard deviation result 
from four measurements (AAA, BBB, YY and ZZ) taken at one particular 
location in the control room (120 V vital Instrument Power Panel 
1-111, see Figure 6.6). At this point in time there exists no 
simple explanation for this large discrepancy between measured and 
predicted that would justify their removal. Consequently, the 
results have been retained in the overall data set. The possibility 
that predictive accuracy varies with the depth of test point into 
the facility, i.e., with respect to the number of branch outs and 
cable length, has been observed previously. This was investigated 
as a possible explanation for the disparate voltage measurements. 
As can be seen from the offset and standard deviations given in 
Table 6.5 no such trend exists and consequently this does not 
account for the observed results. 

This discrepancy is especially puzzling because the current 
measurements on the cabling which supplies these voltage test points 
agree very well with predictions (see points I1 and JJ on Table 6.2 
and Figure 6.5). Other test experience has shown that voltage mea- 
surements are the more difficult to accomplish in the field. The 
voltage probes are unshielded and thus subject to extraneous signal 
pickup and saturation, particularly in locations where significant 
normal power signals are present. In contrast, the current probes 
are fully shielded. A l s o ,  it is necessary to use signal attenuators 
with the voltage probes, and although it is unlikely, it is possi- 
ble that incorrect values for attenuation were used in the data 
processing. Finally, it is noted that it was necessary to fabricate 
locally, on short notice, some signal attenuators for these 
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measurements an1 this caul' have introduced i iculties which are 
not readily apparent. The co-location of these tests with the 
largest discrepancies certainly argues for some systematic error. 
But, as noted in Section 8, even if the predictions are non- 
conservative by a substantial amount, the estimated safety margins 
at these locations are large enough that the overall conclusions 
remain unchanged. 

In computing current division when going from a single conductor 
to a group of conductors, e.g., at a distribution board, the divi- 
sion ratio is normally considered to lie between l/n and l/fi where 
n is the number of conductors. In the Boeing Company predictions a 
value of l/n0*75 was assumed. That this is a reasonable assump- 
tion can be seen by reference to Table 6.5. For the ei hteen loads 
on the vital battery board the division ratio is l/n0*61 and for 
the 120 V vital instrument power panel the division ratio is l/n0*53 
which demonstrates a reasonable agreement. 

The measured transfer function from the exterior to the interior 
is shown in Figure 6.11 and the computed time domain transient in 
Figure 6.12. The dominant resonances in the transfer function 
(shown circled) at 90 kHz, 400 kHz and 2 MHz can be readily seen in 
the time domain response. Once again the damped multi-component 
(three) sinusoidal nature of the response is apparent. 

In the measurement of cable attenuation (Section 6.2.5) an 
average attenuation of 9.6 db/100 ft was- obtained. The value 
assumed in the analysis was 6 dB/100 ft which again provides for a 
degree of conservatism in the predicted responses. 

Finally a calculation of the current induced on a single buried 
cable in the environment of a full threat level incident EMP has 
been made using the computer code LSSYIV. This code addresses the 
response of a complex cable bundle buried in a lossy earth to any 
specified impinging electromagnetic field. Means are also available 
for predicting currents and voltages on the shields and wire cores 
of individual cables in a bundle for any specified loading. The 
solution is based upon a transmission-line analysis of the problem. 
The values of the induced peak currents for a cable length of 200 
meters and varying ground conductivities and depth below ground are 
shown in Table 6.9. A cable length of approximately 200 meters is 
sufficient to reach a maximum value of EMP-induced signal. 
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I Table 6.9. 

Current Induced on a Buried Cable 

I 

3 x 

Cable 
Radius Length Depth Conductivity I eak 
(meters) (meter s )  (meters) (mhos/m) (imps1 

200 

3 x 200 

3 x 200 

3 x 200 

3 x 200 

3 x 200 

3 x 200 

0.2 2800 

0.2 5 1210 

0.2 1 x 920 

1.0 5 2700 

1.0 5 1110 

1.0 1 x 815 

5.0 2300 

Ground conductivity typically lies between 10-3 and 10-4 mho/m 
and the conduit duct banks at the Watts Bar Nuclear Plant are 
typically 2-5 metres below the surface. Therefore, given the 
results here, the assumption in Section 5 of 1000 ampere bulk 
current is reasonable. 

6.5.2 Search for Inadvertent Penetrations. No evidence for the 
presence of inadvertent or unknown penetrations was discovered 
during the search described in detail in Section 6.3. Evidence that 
the measurement system performed as designed was provided during the 
tests when excitation of external cable runs at peripheral manholes 
was detected at the test point under investigation. 

Two of the limitations of these tests include: 

o Only five test points investigated 

o Inadvertent penetrations could possibly be present but would 
go undetected if not connected or coupled to the test point 
under investigation. 

6.5.3 Insertion Loss Measurements. The local values of 
electric and magnetic insertion loss for the 92 cm walls are shown 
plotted in Figure 6.21. The magnetic field values S E ( H )  which 
represent the sum of the absorbed and reflected components behave as 
theory predicts18 in that the insertion loss increases with 
increasing frequency. Only one measurement of electric field 
insertion loss was made, at 1.5 MHz,  and therefore the general 

6-46 



behavior for this field component cannot be confirmed. That this 
value is greater than the magnetic field component is however 
consistent with theoryl8. 
electric field insertion loss increases with decreasing frequency. 

It should further be noted that the 

In general plane wave shielding effectiveness for a 
semi-infinite plane wall can be deduced from these electric and 
magnetic field values18. In summary 

Plane wave SE > S E ( H )  

Plane wave SE < S E ( E )  

and in fact plane wave shielding effectiveness lies midway between 
the values for electric and magnetic field insertion loss. 

Based on the above inequalities a value for plant wave shielding 
effectiveness for a semi-infinite plane wall above 100 kHz would 
exceed 35 dB. F\ reduction in this value due to the fact that the 
facility does not re resent a semi-infinite plane but is rather a 
finite-sized object15r20, must also be taken into account. 
example for a facility -20 meters radius this reduction amounts to 
approximately 6 dB. This implies a minimum plane wave shielding 
effectiveness substantially in excess of 30 dB at 100 kHz for the 
facility if the only source of protection is the 92 cm rebar wall, 
which is consistent with previously reported results for rebar 
s t r uctur es20. 

For 

In practive, however, this shielding effectiveness is reduced 
by apertures and penetrations and increased by the presence Of 
additional structural elements, e.g., additional walls, fire doors, 
seismic supports, additional rebar, etc., as well as by increasing 
depth into the facility, as indicated by the results of Section 
6.5.4. 

6.5.4 Impact of Apertures and Penetrations on Shieldinq 
Effectiveness. In an attempt to address the question of the impact 
of apertures and penetrations on shielding effectiveness, radiated 
CW measurements were undertaken (see Section 6.4.3). The ratios of 
internal to external electric and magnetic fields using and B 
sensors are plotted in Figures 6.23 and 6.24 for two different 
points within the facility. For antenna position B test point A, 
the value of the exterior to interior electric field ratio at 100 
kHz is 5 dB, rising to 63 dB at 10 MHz. The corresponding ratios 
for the magnetic field are 17 dB and 41 AB, respectively. However, 
as the test point is taken deeper into the facility (test point B) 
these values increase significantly to 20 dB for the electric field 
and 32 dB for the magnetic field at 100 kHz rising to 72 dB and 60 
dB respectively at 10 MHz. It should be noted that these values do 
not correspond to electric and magnetic field insertion l o s s  
measurements as discussed in Section 6.5.3 as these measurements 
are strongly influenced by reflected fields. Since the measured, 
incident, exterior field consists of both incident and reflected 
(from the facility walls) components the amplitude of the incident 
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component alone is not uniquely defined and consequently the value 
of shielding effectiveness, which is defined in terms of the 
incident field, in turn, cannot be uniquely defined. The value of 
these measurements lies in the fact they provide a better 
understanding of the coupling of the incident field to the interior 
of the structure. For example, it is of interest to note that in 
both Figures 6.23 and 6.24 the electric field ratios are less than 
the magnetic at low frequencies, which is the reverse of that 
normally encountered in metal shielded structuresl8. 
phenomenon would be exhibited if there were significant enhancement 
of the interior electric field due to penetration or aperture 
coupling. Such a possibility exists in this situation by virtue of 
the monopole azimuthal magnetic field coupling to the major 
penetration from the diesel generator building passing through 
manhole #22 to the cable spreading room in the auxiliary building. 
This coupling to the buried penetration however decreases with 
increasing frequencyl6 so that the two curves eventually cross 
over and the electric field values are greater than the magnetic 
field values as is commonly encountered at higher frequencies. 
Since the absorption loss for magnetic shielding effectiveness 
increases as e, and the reflection loss increases the logarithm of 
f, the sum of the two components should increase with increasing 
frequency. Observation of Figures 6.23 and 6.24, however, show that 
the sum of both components for the electric and magnetic field 
attenuation start to decrease above approximately 10 MHz. This is 
due to the increase in the aperture coupling at higher frequencies, 
where the aperture dimensions become comparable to the wavelength of 
the incident field. 

Such a 

In summary, these results demonstrate the presence of a 
significant penetration coupling mechanism, i.e., the cable run from 
the diesel generator building to the auxiliary room and also the 
presence of aperture coupling. 

As previously noted, surfaces providing both reflection and 
absorption of an incident wave provide a plane wave shielding 
effectiveness which lies between the electric and magnetic field 
shielding effectiveness values. However, when the integrity of the 
shield is compromised by the presence of penetrations or apertures 
no such simple relationship exists. 

In considering these results, it should be noted that the e€fect 
of the cable penetration has been taken into account in the analysis 
(see Section 5 ) .  

It should also be borne in mind that apertures which existed at 
the time of the tests should not exist during normal operations. 
That is, for other reasons, e.g., safety and security, the cable 
spreading room shield doors, control room doors, etc., will be 
closed and secured. 
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7.0 Component Damage T h r e s h o l d  A n a l y s i s  

7 .1  I n t r o d u c t i o n  

The e l e c t r i c a l  equ ipmen t  u s e d  i n  a commercial n u c l e a r  power 
p l a n t  s p a n s  t h e  r a n g e  from l a r g e  ho r sepower ,  heavy  d u t y  f l u i d  
pumping s y s t e m s  t o  s o l i d  s t a t e  l o g i c  d e v i c e s .  I n  order  t o  keep t h e  
damage t h r e s h o l d  es t imate  e f f o r t  t r a c t a b l e ,  a number of key deci- 
s i o n s  were made e a r l y  i n  t h e  s t u d y .  One, no a t tempt  was made t o  
p r e d i c t  damage t h r e s h o l d s  for  r o t a t i n g  mach ine ry .  T h i s  d e c i s i o n  was 
prompted  by s e v e r a l  c o n s i d e r a t i o n s .  I n i t i a l  c o u p l i n g  p r e d i c t i o n s  
s u g g e s t e d  t h a t  EMP r e d u c e d  s i g n a l s  would be on t h e  o r d e r  of operat-  
i n g  l e v e l s  or lower. A l s o ,  s u c h  equ ipmen t  i s  n o t  w e l l  r e p r e s e n t e d  
i n  t h e  e x i s t i n g  r e s p o n s e  mode l s  o r  d a t a  b a s e s .  F i n a l l y ,  s u c h  equip- 
ment  i n  t h e s e  a p p l i c a t i o n s  i s  u s u a l l y  heavy  d u t y  and  c o n s e r v a t i v e l y  
d e s i g n e d .  Two, o n l y  selected components ,  r e p r e s e n t a t i v e  of c lasses  
of equ ipmen t  used i n  t h e  s a fe  shutdown s y s t e m s ,  were a n a l y z e d .  T h i s  
was n e c e s s a r y  i n  o r d e r  t o  keep t h e  e f f o r t  r e a s o n a b l y  t r a c t a b l e .  
T h r e e ,  t h e  damage t h r e s h o l d  e f f o r t  is a n a l y t i c a l  o n l y ;  t h e r e  was no  
t e s t  p rogram t o  v e r i f y  t h r e s h o l d  estimates.  

I n  a d d i t i o n  t o  t h e  t h r e e  d e c i s i o n s  c i ted a b o v e ,  f o u r  a d d i t i o n a l  
c o n s t r a i n t s  were imposed upon t h e  damage t h r e s h o l d  program: (1) 
Because s e m i c o n d u c t o r  components  are  more s u s c e p t i b l e  t o  EMP i n d u c e d  
f a i l u r e  t h a n  p a s s i v e  components ,  t h e  a n a l y s i s  was r e s t r i c t e d  t o  
i n c l u d e  o n l y  s e m i c o n d u c t o r s  and  t o  e l i m i n a t e  c a l c u l a t i n g  c i r c u i t  
damage t h r e s h o l d s  f o r  p a s s i v e  d e v i c e  f a i lu re s ;  ( 2 )  The c i r c u i t  
a n a l y s i s  was c o n d u c t e d  a t  1 MHz a s  e x p e r i e n c e  i n d i c a t e d  t h a t  t h i s  
w i l l  b e  a r e a s o n a b l e  m i d p o i n t  of t h e  damped s i n e  wave e x p e c t e d  
i n s i d e  t h e  p l a n t ;  ( 3 )  On t h e  equ ipmen t  items a n a l y z e d ,  o n l y  t h o s e  
p i n s  t h a t  s e r v e  as  i n t e r f a c e s  t o  " o u t s i d e - w o r l d "  c o n n e c t i o n s  were 
c o n s i d e r e d ,  a l l  o t h e r s ,  i .e . ,  t h o s e  t h a t  s e r v e  a s  i n t e r f a c e s  i n t e r -  
n a l  t o  t h e  box or equ ipmen t  c a b i n e t ,  were e x c l u d e d  f rom a n a l y s e s ;  
( 4 )  Only pe rmanen t  damage f a i l u r e s  were examined ,  t h a t  is ,  s i g n a l  
upse t  was n o t  c o n s i d e r e d  h e r e .  

T h e  a n a l y t i c a l  approach used  t o  ca lcu la te  c i r c u i t  damage 
t h r e s h o l d s  i s  a n  a p p l i c a t i o n  of t h e  DEFT methodology21 shown 
on F i g u r e  7 .1 .  Sources f o r  t h e  d a t a  a c q u i s i t i o n  p h a s e  a r e  t h e  
T e n n e s s e e  V a l l e y  A u t h o r i t y ,  Of f i ce  of E n g i n e e r i n g  Des ign  and  
C o n s t r u c t i o n  and  t h e  i n d i v i d u a l  equ ipmen t  m a n u f a c t u r e r s .  

Component f a i l u r e  t h r e s h o l d s  were c a l c u l a t e d  u s i n  t h e  semi- 
c o n d u c t o r  f a i l u r e  models d e v e l o p e d  by Wunsch, e t  a l .  I n  t h e  
Wunsch f a i l u r e  model, t h e  j u n c t i o n  f a i l u r e  power i s  r e l a t e d  t o  t h e  
t r a n s i e n t  p u l s e  w i d t h  by: 

PF = k t p  -1/2 

where  PF i s  t h e  f a i l u r e  power of t h e  s e m i c o n d u c t o r  j u n c t i o n  i n  
wat t s  and t p  i s  t h e  pu l se  w i d t h  i n  s e c o n d s .  The p r o p o r t i o n a l i t y  
c o n s t a n t ,  k ,  is t h e  damage c o n s t a n t  for  t h e  d e v i c e  i n  W s e c l / 2  and 
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is determined either by experiment or by applying empirical models. 
The existing models permit the estimation of damage parameters using 
published device electrical parameter values. 

The most vulnerable piecepart is identified by comparing the 
component failure thresholds and the protection provided by the 
circuit. Circuit topologies often provide protection through low 
shunt impedances or high series impedances. The protection between 
the semiconductor junction and the interface pin will help determine 
which component is most susceptible to damage. Once the most sus- 
ceptible component is identified, its damage parameters are used to 
calculate the levels of voltage, current, and power at the input pin 
which will cause the component to fail. 

Based upon experience in other EMP programs the input stimulus 
for each interface circuit was assumed to have a damped sinusoid 
waveform. The circuit damage thresholds were determined by 
reflecting the individual component damage parameters through the 
network back to the pin interface using transfer functions or 
Kirchoff's current and voltage laws. 

Using the data gathered, component damage thresholds were 
calculated to determine which component was susceptible to EMP 
induced damage. The equipment analyzed falls into two categories: 
power equipment and process instrumentation equipment. These 
categories can be further broken down into subclasses: input, 
output, and power signals. The equipment examined is indicated in 
Table 7.1. The circuit damage thresholds for these subclasses 
exhibit a range of values such as shown in Table 7.2. Subsequent 
sections describe the components, analytical methods and threshold 
predictions in more detail. 

7.2 Equipment Descriptions 

As indicated above, the systems required for safe shutdown were 
identified and the components identified in Table 7.1 were selected 
as representative for purposes of damage threshold determinations. 
Each of these components is described briefly below. 

7.2.1 Uninterruptible Power System (UPS) .  The UPS is used to 
back up the normal source of instrument electrical power with a 
battery reservoir and a conversion system that produces continuous 
ac and dc output power. The UPS receives 480  VAC, three-phase, 
class 1E input power from the plant distribution system. This power 
is supplied through an input circuit breaker to a rectifier/battery 
charger which converts it to 1 2 5  VDC. This 1 2 5  VDC power supplies 
dc loads, drives a dc to ac static inverter to supply 1 2 0  VAC loads, 
and also keeps the battery at full charge. The UPS equipment is 
located in the vicinity of the 480 V ,  class 1E power distribution 
equipment and load centers. Figure 7.2 shows a flow diagram of the 
UPS . 

7.2.2 AFW Turbine Governor. Auxiliary steam turbines provide a 
diverse source of motive power for pumps in nuclear power plant 
safety systems. The AFW turbine governor system investigated in 
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Table 7.1. 

Equipment Analyzed to Estimate Damage Thresholds 

Uninterruptable Power System 

Battery Charger 

Inverter 

Battery 

AFW Turbine Governor 

Instrument Power Supplies 

Foxboro Power Supply 

Solid State Protection System 

Lambda Regulated Power Supply 

Bailey Isolated Power Supply 

Agastat Timing Relays 

Bailey Process Instrumentation 

Beckman Process Instrumentation 

Power Supplies 

Analog Multiplex ( M U X )  Relay Card 
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Figure 7.2. Uninterruptible Power System (UPS) 
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t h i s  assessment i s  an e l e c t r o n i c  governor (a  Woodward E G ) .  An  
e l e c t r o n i c  sensor monitors t u rb ine  s h a f t  speed and provides  an input  
t o  a l o c a l  e l e c t r i c a l  panel t h a t  conta ins  governor c o n t r o l s .  Gover- 
nor speed can be ad jus ted  by varying c o n t r o l s  i n  t h e  e l e c t r i c a l  
panel which  change t h e  s i g n a l  out  t o  the governor d r ive .  

7.2.3 Instrument Power Supplies.  Each of t h e  instrumentat ion 
sys tems r e q u i r e s  regula ted  power. Although the power suppl ies  a r e  
s i m i l a r ,  a number were sampled t o  provide a c ros s - sec t ion  of types 
used . 

Foxboro Power Supply. T h i s  power supply i s  designed t o  f u r n i s h  
power t o  a s i n g l e  e l e c t r o n i c  force-balance t r a n s m i t t e r .  The power 
supply employs a conventional c i r c u i t  i n  which f u l l  wave 
r e c t i f i c a t i o n  occurs across  t h e  diode bridge. F i l t e r i n g  is  accom- 
p l i shed  by capac i to r s  and a r e s i s t o r .  O t h e r  r e s i s t o r s  s e rve  t o  
improve vol tage  r egu la t ion  by a c t i n g  a s  a bleeder ac ross  the  output  
of t h e  power supply. 

Sol id  S t a t e  Pro tec t ion  System Power Supplies.  Both t h e  
15 V/10 A and 48 V/4.3 A regula ted  dc power supp l i e s  were designed 
fo r  u s e  i n  r eac to r  p ro tec t ion  systems i n  commercial nuclear power 
generat ion systems. The output  vo l tages  of these supp l i e s  a r e  
regulated by s w i t c h i n g  regula tory  c i r c u i t r y .  

Lambda Power Supply. The power supply c o n s i s t s  of an ac  inpu t  
c i r c u i t  and t ransformer;  a b i a s  supply cons i s t ing  of an a u x i l i a r y  
r e c t i f i e r  and f i l t e r ,  and p re regu la to r ;  a main r egu la to ry  c i r c u i t  
cons i s t ing  of t h e  main r e c t i f i e r  and f i l t e r ,  a s e r i e s  r egu la to r ,  
emit ter-fol lower d r i v e r ,  a c u r r e n t  comparator, a vo l tage  comparator, 
an a m p l i f i e r ,  current and vol tage  sensing networks and a vol tage 
re ference  c i r c u i t .  The dc output  vol tage is  regula ted  fo r  l i n e  and 
load. T h u s ,  t h i s  power supply opera tes  a s  a cons tan t  vo l tage  source 
provided t h e  load c u r r e n t  does not exceed t h e  r a t ed  value.  

Bailey I s o l a t e d  Power Supply. The i s o l a t e d  power supply 
analyzed i s  designed t o  d e l i v e r  up t o  f i v e  sepa ra t e  outputs  of 
52.5 VDC r a t e d  a t  0-50 mA, f o r  one t o  f i v e  t r a n s m i t t e r s .  The a c  
input  and a l l  dc output  connectors  a r e  a v a i l a b l e  a t  a terminal  bo 
loca ted  a t  t h e  r ea r  of the  power supply case.  

rd 

7.2.4 Aqastat  Relays. The Agastat  t i m i n g  r e l a y s  may have 
e i t h e r  ac or d c  powered c o i l s  b u t  con t ro l  ac  power. They a r e  p a r t  
of t he  dc powered equipment i n  the  Auxil iary B u i l d i n g  and a r e  on the 
6.9 k V  Shutdown Board. They a l s o  appear on the va r ious  480 V 
boards. For a n a l y s i s  purposes, i t  is assumed t h a t  these  r e l ays  (or  
those s i m i l a r )  a l s o  appear on the  480 V Diesel  Auxi l ia ry  and Diesel  
Relay Boards i n  t h e  Diesel  Generator B u i l d i n g .  

7.2.5 Bailey Process Instrumentation. T h i s  s e t  of equipment is  
one of two instrumentat ion systems analyzed a s  p a r t  of t h i s  assess -  
ment and is  t y p i c a l  of many i n  the p l an t .  The  Bailey equipment was 
used because it is i n  a s a fe ty - r e l a t ed  system ( E s s e n t i a l  Raw Cooling 
Water) and because the  components a r e  phys ica l ly  separated.  The 
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differential pressure transmitter .is in the intake structure while 
the power supply and the square root converter are in the Auxiliary 
Building. This emphasizes their potential susceptibilities to a 
conducted transient due to EMP on the interconnecting cabling. A 
simplified interconnection diagram is provided in Figure 7.3. 

The differential pressure transmitter is an electromechanical 
device used to measure flow, liquid level or specific gravity in the 
ERCW flow loops. It measures differential pressures in ranges of 
0-20 inches of water to 0-60 psid, at static-pressures up to 
2000 psi and transmits a proportional milliampere dc signal. The 
transmitter employs a 2-wire system, powered by 2 4  (or 52.5) VDC and 
has a solid state amplifier. In flow applications, the transmitter 
measures the differential pressure across an orifice plate or flow 
nozzle in the flow stream. The dc output signal is proportional to 
the differential pressure. In liquid-level applications, the trans- 
mitter measures the differential pressure produced by the static 
head of liquid in the tank and similarly converts this pressure to a 
dc signal. 

The square root converter is designed to be used with flow 
systems in which a differential pressure transmitter output is 
linear with respect to differential pressure but squared with 
respect to flow. The output signal of the converter is linear with 
flow and can be applied as a standard linear flow transmission 
signal to a meter or controller. 

7.2.6 Beckman Process Instrumentation. This instrumentation 
set is similar to the Bailey equipment. It is also typical of many 
in the plant and is located in the Auxiliary Building. 

The indicating deviation controller utilizes a combination of 
analog and digital circuitry to provide a wide variety of functions 
for process control applications. 

The square root extractor provides an output that is proportion- 
al to the square root of the input signal. The module incorporates 
adjustments for scaling the input and output and for adding a bias 
to the output. 

provides a 10-50 ma output signal that is totally isolated from the 
input signal. 

The current-to-current isolator accepts a 10-50 ma input. It 

The single alarm module accepts a 10-50 ma input signal and com- 
pares this input to a predetermined set point value and provides a 
DPDT relay contact closure output. The module is switch selectable 
to actuate the relay when the input exceeds the set point (high 
alarm condition) or when the input is below the set point (low alarm 
condition). The module also features an adjustable dead band of 1 
t o  10 percent of full scale input. An LED indicator is incorporated 
to indicate relay actuation. 
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Figure 7.3. Bailey Instrumentation Interconnection Diagram 
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7.2.7 Analog Multiplex (MUX) Relay Card. This card contains 
seven identical relay circuits and one bus-guard relay circuit which 
are used to connect a selected analog input point to the Voltage- 
to-Frequency converter. As part of the data monitor computer 
system, the analog MUX is in the Auxiliary Building. It can be 
affected by EMP-induced excitations on the interconnecting cabling 
to the intake structure. 

7.3 Analytical Methods 

The general approach taken to evaluate the equipment was to 
acquire the necessary equipment descriptive information and com- 
ponent electrical characteristics, calculate component and circuit 
damage thresholds and document the results. This is the approach 
shown in Figure 7.1. 

7.3.1 Equipment and Component Data Acquisition. Documentation 
to support the analysis was procured from the Tennessee Valley 
Authority (TVA). Examination was made of these data (electrical 
schematics, parts breakdowns, and maintenance/operation manuals) to 
determine what, if any, data deficiencies had to be resolved in 
order to allow analyses to be completed. If missing data was not 
available from TVA, the equipment manufacturer was consulted to 
complete the data set. In some cases, company-owned proprietary 
rights were involved and, therefore, exact part data was not pro- 
vided. In these cases, data for the closest generic equivalent to 
that special part was used. The electrical/electronics components 
of each subsystem were gleaned from assembly parts lists or, in some 
cases, from the schematic diagram. 

Once the part types that are used in the equipment items were 
known, the SUPERSAP2 experimental data base was consulted to deter- 
mine if the specific part had been tested. If it had, then the K 
value determined by the experiment was used in the Wunsch models. 
If the SUPERSAP2 data base did not contain the part, i.e., it had 
not been tested; then transistor or diode D.A.T.A. books and various 
semiconductor vendor data books were consulted as sources of 
semiconductor electrical characteristics for use in empirical 
component damage models to compute component damage thresholds. 

7.3.2 Piecepart Damage Threshold Calculation. The component 
set of the equipment analyzed from the Watts Bar Nuclear Plant - -  
consists of a variety of part types as shown in Table 7.3. Because 
this study centered only on semiconductor devices, no damage calcu- 
lations were made for passive components. 

holds of the semiconductor components is listed below: 
The hierarchy of methods used to determine the failure thres- 

1. The use of experimental data, from previous programs (.e.g, 
SUPERSAP2 experimental data base). 

2. The use of empirical models that permit the estimation of 
damage parameters using published device electrical para- 
meter values. 
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Table 7 . 3 .  

P a r t  Types Considered for  Damage Thresholds 

- Trans i s to r s  

Bipolar Junct ion Trans i s to r s  ( B J T s )  

Uni-Junction Trans i s to r s  ( U J T s )  

F ie ld  E f f e c t  T rans i s to r s  ( F E T s )  

- Diodes 

P - N  (Se and Ge) 
Diode Bridges 
F ie ld  E f f e c t  Diodes 
L i g h t  E m i t t i n g  Diodes ( L E D s )  
Zeners ( w i t h  and without temperature compens 
Selenium Surge Suppressors 
Thyrector s 

- Thermistors 

- Thyr i s to r s  

S i l i c o n  Control led R e c t i f i e r s  ( S C R s )  
S i l i c o n  Controlled Switches (SCSs) 

- Linear In tegra ted  C i r c u i t s  

- Capaci tors  

- Inductors  and Chokes 

- Res i s to r s  

- Transformers 

- Relays 

- C i r c u i t  Breaker and Fuses 

- Switches 

- Lamps 

- Motors 
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o f  e s t i m a t i n g  component  damage t h r e s h o l d s  f o r  d i s c r e t e  s e m i c o n d u c t o r  
d e v i c e s  and  i n t e g r a t e d  c i r c u i t s  a r e  d i f f e r e n t  and  a r e  o u t l i n e d  be low.  

Discrete  Semiconduc to r  D e v i c e s .  The mean EMP damage t h r e s h o l d  
f o r  d i s c r e t e  s e m i c o n d u c t o r s ,  w h i c h  i n c l u d e s  a l l  t r a n s i s t o r s  and  
d i o d e s ,  was es t imated u s i n g  e i t h e r  e x p e r i m e n t a l  d a t a ,  empir ical  
mode l s  b a s e d  on  d e v i c e  e l e c t r i c a l  parameters, o r  s t a n d a r d  models .  
A l l  t h r e e  a p p r o a c h e s  a r e  b a s e d  upon t h e  r e l a t i o n s h i p s  e x p l o r e d  by 
Wunsch, e t  a1.22; t h a t  i s ,  

-B PF = A t p  

1 
tP = 2.4f 

+ d V i D  + 4RSPF - -'BD - 
I F  - 2RS 

- 
'F - 'BD + I F ~ S  

Damage c o n s t a n t  ( W  SB)  

Exponen t  of damage e q u a t i o n  ( u n i t - l e s s )  

E q u i v a l e n t  breakdown v o l t a g e  ( v o l t s )  

T o t a l  s u r g e  res i s tance  (ohms) 

F a i l u r e  power ( w a t t s  ) 

F a i l u r e  c u r r e n t  ( a m p e r e s )  

F a i l u r e  v o l t a g e  ( v o l t s )  

P u l s e  w i d t h  o f  r e c t a n g u l a r  pu lse  ( s e c o n d s )  

F r e q u e n c y  ( h e r t z )  

( 7 . 2 )  
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Th P 
meters was 
not a part 

ferred way of determining the component failure para- 
by using experimental data. Since piecepart testing was 
of this study, the SUPERSAP2 experimental data base was 

searched to determine if the part had been tested. If test data 
were available, e.g., a damage constant, k, then the failure power 
was calculated using Equation 7.1, where B = 0.5 and A = k. If the 
electrical parameters RS and VBD are available from experiment, 
then current and voltage failure levels are determined using Equa- 
tions 7.3 and 7.4. 

The empirical failure models are based on the observed depend- 
ence of failure threshold on certain device electrical arameters. 
The failure power threshold has been found by Alexanders3 to be 
related to both junction area and doping concentration which then 
provide the basis for the empirical determination of failure volt- 
age, current, and power for untested devices. Figure 7.4 illus- 
trates the models for calculating the failure thresholds for a given 
junction in a discrete semiconductor device. For all junction 
types, the doping concentration is estimated using the published 
minimum breakdown voltage in the equation shown. Relationships are 
then available from which to calculate the breakdown voltage at the 
critical failure temperature (VBDC), space charge resistivity 
(Psc), bulk resistivity (PBLK), and failure current density 
(JF). For each specific semiconductor junction type, there are 
several relationships by which to estimate the junction area. The 
data obtained from D.A.T.A. books or manufacturer data books will 
determine which model is used. The most preferred model is so 
designated in Figure 7.4. Each alternative is listed in order of 
descending preference. If enough information was available to allow 
more than one model to be used, the most preferable model was the 
one used to determine the junction area. The component damage 
parameters were determined using the formulas shown in Figure 7.4. 
Once IF and VF had been computed, PF was found by 

TI-59 computer programs using these empirical models were written as 
computational aids. The program listings and instructions for use 
are presented in Appendix C. 

If experimental data or published electrical characteristics to 
be used in empirical models were not available, the damage failure 
parameters for the discrete semiconductor devices were determined by 
using standard failure model parameters developed as part of prior 
hardening study programs. These failure model parameters are shown 
in Table 7.4. 
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%LK 

VBOC. 
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?REFLRREO 

lfl 

 ALTERNATE^ 

2 nd 

ALTERNATE 

3 4  
ALTCRNATE 

4th 
A LTE R N  A I  E 

D I D O €  

lMAX lUI V z  FOR Z E N E R  DIODES 

AREA - 0.45112 I 10~'CooV~~3)01 '  
FOR VRo * 1V 

Coo - CRD1VRo10'33 FOR VRD I 1V 

A R E A  = o . ~ w e J L ~ ~ l ~ l  

THERMAL RESISIANCE 

MEASURED WlTH 111" LEAD 

AREA YODELS 

TRANSISTOR t O L L E E T O R . M S E  

AREA 0.047 (OJc)'o.l' 

AREA 2.72 x 10'fIMAX)0~82 

AREA 1.11 I 10212 I 1 0 " C o c 8 V ~ ~ ~ ~ ) o . n  
FOR VRD = 1V 

Coca = CRclVREIo~3' FOR VRc I 1V 

AREA - 6.341 10411MAX~o~'Z 

Figure 7.4. Discrete Semiconductor Device Failure Models. 
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M O D E L  P A R A M E T E R S  

'OCB 
COD 
C O E B  
'RC 
F 
I 
FlOOnr 

'MAX 
I t M  

K 
J F  

NO 
% L K  
RSC 
T P  
v~~~~ 

'BO 
v B D C  

'RC 
'RD 

V~~~~ 

" R E  
V Z  
p s c  
P~~~ 
~ J A  
'JC 
'JL 

COLLECTOR-BASE CAPACITANCE A T  1 V O L T  R E V E R S E  BIAS ( P I C O F A R A D S )  
= D l O D E  CAPACITANCE A T  1 V O L T  R E V E R S E  BIAS ( P I C O F A R A D S )  
= EMITTER-BASE CAPACITANCE A T  0.5 V R E V E R S E  BIAS ( P I C O F A R A D S )  

COLLECTOR-BASE R E V E R S E  BIAS C A P A C I T A N C E  ( P I C O F A R A D S )  
= F R E Q U E N C Y  ( H E R T Z )  
* F A I L U R E  C U R R E N T  F O R  A 100 N A N O S E C O N D  R E C T A N G U L A R  P U L S E  (AMPS)  

= MAXIMUM T R A N S I S T O R  C O L L E C T O R  C U R R E N T  (AMPS)  
R A T E D  MAXIMUM Z E N E R  C U R R E N T  (AMPS) 

= C U R R E N T  R E Q U I R E D  F O R  F A I L U R E  (AMPS1 
= WUNSCH D A M A G E  C O N S T A N T  (W. S') 
= L I G H T  S I D E  DOPING C O N C E N T R A T I O N  (ATOMS/CM') 
= R E S I S T A N C E  O F  BULK S E M I C O N D U C T O R  ( O H M S )  
= R E S I S T A N C E  ASSOCIATED W I T H  S P A C E  C H A R G E  IN A N  A V A L A N C H I N G  J U N C T I O N  ( O H M S )  
= R E C T A N G U L A R  PULSE W I D T H  (SECONDS)  
= R A T E D  B R E A K D O W N  V O L T A G E  O F  COLLECTOR-BASE J U N C T I O N  WITH E M l l T E R  O P E N  . 

( V O L T S )  
= R A T E D  B R E A K D O W N  V O L T A G E  OF D I O D E  J U N C T I O N  ( V O L T S )  

= R A T E D  B R E A K D O W N  V O L T A G E  O F  D I O D E  J U N C T I O N  ( V O L T S )  
* B R E A K D O W N  V O L T A G E  AT THE C R I T I C A L  T E M P E R A T U R E  (VOLTS) 

= V O L T A G E  A T  WHICH C R C  IS M E A S U R E D  ( V O L T S )  
= V O L T A G E  A T W H I C H  C R D  IS M E A S U R E D  ( V O L T S )  
= V O L T A G E  A T W H I C H  C R E  I S M E A S U R E D  ( V O L T S )  
= R A T E D  Z E N E R  V O L T A G E  ( V O L T S )  
= S P A C E  C H A R G E  R E S I S T I V I T Y  ( n - C M 2 )  

BULK R E S I S T I V I T Y  ( n - C M 2 )  
= J U N C T I O N  T O  A M B I E N T T H E R M A L  R E S I S T A N C E  (OC/W) - J U N C T I O N  T O  CASE T H E R M A L  R E S I S T A N C E  ('C/W) 
= J U N C T I O N  T O  LEAD T H E R M A L  R E S I S T A N C E  ('C/W) 

Figure 7.4 (Con't). Discrete Semiconductor Device Failure Models. 
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Table 7.4 

Semiconductor Standard Failure Model parameters 

Model A B 'BD RS 

Diode - Signal 
Diode - Rectifier 
Diode - Reference 
Diode - Selenium 

0.02 0.5 1 0 0  25 

0.3 0.5 50  25  

0.6 0.5 1 0  1 

0.3 0.5 368 5 0  

Transistor - Low Power - 
Collector-Base 0.06 0.5 5 0  10 

Transistor - Low Power - 
0.5 5 1 0  Emitter-Base 0.06 

Transistor - High Power - 
0.5 1 0 0  2 Collector-Base 0.25 

Transistor - High Power - 
0.25 0.5 1 0  2 Em i t t e r -Bas e 
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I n t e g r a t e d  C i r c u i t s .  The d e t e r m i n a t i o n  of i n t e g r a t e d  c i r c u i t  
mean EMP damage t h r e s h o l d s  was a c c o m p l i s h e d  by  u s i n g  e x i s t i n g  
c a t e g o r y  models. The o n l y  c a t e g o r y  o f  i n t e g r a t e d  c i r c u i t  encoun-  
tered i n  t h e  i n t e r f a c e  a n a l y s i s  of  t h e  Watts Bar e q u i p m e n t  items 
was l i n e a r  i n t e g r a t e d  c i r c u i t s .  The g e n e r a l  fo rms  o f  t h e  I C  model 
a re  t h e  same a s  t h o s e  i n  E q u a t i o n s  7 .1  t h r o u g h  7.4. For l i n e a r  
i n t e g r a t e d  c i r c u i t s ,  t h e  damage model parameter v a l u e s  a r e  shown 
i n  Tab le  7.5.  

Table  7.5. 

L i n e a r  I n t e g r a t e d  C i r c u i t  Damage Model Parameters 

Fam - 
C a  t e q o r y  

tL T e r m i n a l  
F a i l u r e  Model 

B - A 
VBD RB 

( V o l t s )  ( O h m s  ) 

L i n e a r  I n p u t  0.0743 0 .600  7 13.2 
o u t p u t  0.0139 0.714 7 5.5 

A g a s t a t  Timing R e l a y s .  T h e s e  t i m i n g  r e l a y s  were s p e c i f i c a l l y  
i d e n t i f i e d  by  S a n d i a  a s  b e i n g  i m p o r t a n t  t o  t h e  o p e r a t i o n  o f  t h e  
Watts Bar sa fe  shutdown sys t em.  S i n c e  t h e y  c o n t a i n  no  s e m i c o n d u c t o r  
components ,  e v a l u a t i o n  of  EMP-induced f a i l u r e  t h r e s h o l d s  c a n n o t  b e  
a c c o m p l i s h e d  by u s i n g  a n y  of  t h e  mode l s  men t ioned .  

The f a i l u r e  mode d e f i n e d  f o r  t h e  A g a s t a t  components  and a n a l y z e d  
i n  t h i s  s t u d y  was f a i l u r e  d u e  t o  ohmic  h e a t i n g .  Ohmic h e a t i n g  would 
o c c u r  when EMP-induced c u r r e n t s  t h r o u g h  t h e  r e l a y  c o i l  a re  s u f f i -  
c i e n t  t o  cause i r r e v e r s i b l e  m e c h a n i c a l  or  c h e m i c a l  c h a n g e s  i n  t h e  
component .  I n  t h e  l i m i t ,  ohmic  h e a t i n g  could cause wire m e l t i n g  t o  
o c c u r  . 

Ohmic h e a t i n g  f a i l u r e  c a n  b e  e v a l u a t e d  o n  t h e  b a s i s  of  t h e  
q u a n t i t y  of e n e r g y  r e q u i r e d  t o  r a i s e  t h e  wire  t o  a g i v e n  t e m p e r a t u r e  
and  compar ing  t h i s  e n e r g y  t o  t h a t  a v a i l a b l e  i n  a n  EMP-induced 
t r a n s i e n t .  

The q u a n t i t y  of  h e a t ,  Q ,  r e q u i r e d  t o  r a i s e  a g i v e n  mass, m ,  
* t h r o u g h  a t e m p e r a t u r e  d i f f e r e n c e ,  AT, is  g i v e n  by: 

Q = mCAT 

where 

C spec i f i c  h e a t  o f  t h e  ma te r i a l .  
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The h e a t  g e n e r a t e d  d u e  t o  ohmic l o s s e s  i n  a wire is  g i v e n  by: 

where 

R = wire r e s i s t a n c e  (ohms) 

I = c u r r e n t  (amps) 

V = v o l t a g e  d r o p  a c r o s s  t h e  wire ( v o l t s )  

t = d u r a t i o n  o f  t h e  c u r r e n t  f l o w  (sec) 

The r e s i s t a n c e  o f  wire i s  p r o p o r t i o n a l  t o  t h e  wire l e n g t h ,  L, t h e  
s p e c i f i c  r e s i s t i v i t y ,  p ,  a n d  t h e  c r o s s - s e c t i o n a l  a rea  o f  t h e  wire 
a c c o r d i n g  t o  t h e  e q u a t i o n :  

P L  
r r  2 

R = -  

where 

r c r o s s - s e c t i o n a l  r a d i u s  

p 5 s p e c i f i c  r e s i s t a n c e  

The mass of t h e  wire i s  g i v e n  by: 

where 

m = 6r r2L  

6 = mate r i a l  d e n s i t y  

Using  t h e s e  f o u r  e q u a t i o n s ,  o n e  c a n  d e r i v e  t h e  r e s u l t  t h a t :  
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V2dt = CL2 6PAT 

For tp = rectangular pulse of duration tp = -- then: 2.4f' 

VF = [ C L ~  tp  PAT ] O e 5  = [CL2 6PAT(2*4f) 

2 By noting that PF = VF/R, where PF is the power or rate of heat 
generation, it can be seen that: 

2 - cL 6TTr = 2.4 CL 65rr2ATf 
tP 'F - 

And since 

2 4  0.5 
PF = IFVF' IF - 

These are the equations that were used to calculate the damage 
thresholds for the Agastat timing relays (both ac and dc powered 
coils) . 

7 . 3 . 3  Circuit Failure Threshold Calculations. The process for 
determining interface circuit damage thresholds can be subdivided 
into the following activities: 

1. Interface circuit identification 

2. Critical component identification 

3 .  Circuit simplification 

4 .  Damage threshold computation. 

Each activity will be discussed separately in the sections to follow. 

Interface Circuit Identification. Interface circuit identifica- 
tion and boundary definition were accomplished through inspection of 
electrical schematics and interconnect wiring diagrams and through 
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a p p l i c a t i o n  o f  ne twork  t r u n c a t i o n  t e c h n i q u e s .  
t r u n c a t i o n  t e c h n i q u e s  were a p p l i e d  t o  complex c i r c u i t s  t o  l i m i t  t h e  
e x t e n t  o f  t h e  ne twork .  

The  ne twork  

Components which  a r e  b u r i e d  i n  t h e  c i r c u i t  a r e  n o r m a l l y  
p r o t e c t e d  by s e r i e s  e l e m e n t s  and  s h u n t  p a t h s  l o c a t e d  be tween  t h e  
component  a n d  t h e  i n t e r f a c e  p i n .  
e x t e n t  o f  t h e  i n t e r f a c e  c i r c u i t s  f o r  a n a l y s i s  p u r p o s e s  by c o n s i d e r -  
i n g  t h e  r e t u r n  p a t h s  o f  t h e  c i r c u i t  o r  by a p p l y i n g  a s c r e e n i n g  
c r i t e r i o n  t o  t r u n c a t e  t h e  c i r c u i t  p a t h .  
t h e  p i n  was t r a c e d ,  s t o p p i n g  when o n e  o f  t h e  f o l l o w i n g  c o n d i t i o n s  
was met: 

I t  was p o s s i b l e  t o  d e f i n e  t h e  

Each e l e c t r i c a l  pa th  from 

1. The  no rma l  r e t u r n  p a t h  was e n c o u n t e r e d ,  o r  

2 .  The  c u m u l a t i v e  s e r i e s  impedance a l o n g  t h e  p a t h  
s a t i s f i e d  t h e  c o n d i t i o n :  

w i t h  a l l  s h u n t  p a t h s  o p e n ,  where  

Z s  = The s c r e e n i n g  impedance  c r i t e r i o n  f o r  components  
i n  s e r i e s  and i s  g i v e n  by: 

F M I N  

= The power damage t h r e s h o l d  o f  t h e  l e a s t  s u s c e p -  
t i b l e  component  i n  t h e  c i r c u i t  ( l a r g e s t  P F ) 

= The c u r r e n t  damage t h r e s h o l d  o f  t h e  mos t  s u s c e p -  
t i b l e  component  i n  t h e  c i r c u i t  ( sma l l e s t  I F ) 

= Impedance o f  t h e  i n d i v i d u a l  component  i n  t h e  
s e r i e s  w i t h  t h e  c i r c u i t  t e r m i n a l s  

PFMAX 

IFMIN 

zi 

n = number o f  components  i n  s e r i e s  w i t h  t h e  c i r c u i t  
t e r m i n a l s  

3 .  A p o i n t  i s  reached w h e r e  t h e  s h u n t  impedance  t o  t h e  no rma l  
c i r c u i t  r e t u r n  is s u c h  t h a t  i t  may be c o n s i d e r e d  a s h o r t  
c i r c u i t  . 
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Once the series impedance or shunt impedance criterion was met, 
the circuitry beyond the next path to the return was replaced by an 
open circuit. This further simplified the circuit and provided a 
worst case analysis. 

In the damage analysis, the impedance of a semiconductor 
junction was represented by the junction surge resistance. This 
representation was used because it was assumed that all semiconduc- 
tor junctions in the circuit had been driven into breakdown by the 
electrical transient. 

The impedance of reactive components, such as capacitors and 
inductors, was computed using CW techniques. That is, it was 
assumed for analysis purposes that the input waveform was a con- 
tinuous wave; and that the impedance can be calculated using the 
expressions: 

for capacitors zc = j2nfC 

zL = j2nfL for inductors 

where 

ZC = Capacitor impedance in ohms 

ZL = Inductor impedance in ohms 

f = Frequency in hertz 

C = Capacitance in farads 

L = Inductance in henries 

To characterize the response of transformers and relays at 
1 MHz, response models were substituted into the interface cir- 
cuits. The model representations and model parameters are shown 
in Table 7.6. 

The process of defining an interface circuit for analysis 
purposes involved a series of network reduction steps. TI-59 
programs were developed and written as computational aids to 
simplify these network reduction steps. The Series and Parallel 
Impedance program was used to calculate an equivalent impedance 
of an electrical network containing both resistive and reactive 
elements. The n-T (A-Y) and T-n (Y-A) Transformations program was 
used to alter the interface topology from one configuration to the 
other. These two programs are documented in Appendix C. 
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Critical Component Identification. The critical component, or 
set of components, in the interface circuit is the device, or set 
of devices, whose failure will establish the damage threshold(s) 
for that circuit at 1 MHz. It will be the device which fails at 
the lowest pin-level voltage, current, or power level at 1 M H Z .  

The identification process involved consideration of device 
failure parameters and the network topology. Pieceparts located 
closest to the network terminals being considered are generally 
more susceptible to damage than those buried in the interface 
circuit. Buried components are afforded additional protection by 
series elements which attenuate transient voltages and parallel 
paths which shunt transient currents. The power damage threshold 
of each device in the interface circuit was compared to the power 
damage threshold of the device closest to the current terminals of 
interest. All devices whose failure level exceeded that of the 
device closest to the terminals were eliminated from further 
damage analysis and were replaced by an impedance or a response 
model in the circuit drawing. In some cases, devices were elimi- 
nated from further consideration by comparing the damage threshold 
of one piecepart to that of another within the buried circuitry. 
The remaining devices in the interface circuit were considered one 
at a time. Also, estimates of pin-level damage thresholds were 
made by considering only the series impedance between the current 
terminals and the device in question while ignoring the shunt path 
impedances. In either case, the failure voltage and current of 
each piecepart in question were referred back to the terminals of 
interest and a comparison made of the resulting thresholds at the 
pin. Device failure voltage and current were referred to the pin 
through use of transfer functions or by application of Kirchoff's 
voltage and current laws. Devices which produced the lowest 
thresholds at the pin were retained for a detailed analysis. 

Circuit Simplification. The current simplification performed 
was accomplished systematically. As each component was eliminated 
from further consideration from the failure analysis, it was re- 
placed on a circuit drawing by an impedance or a response model. 
The resulting network of impedances was combined using a TI-59 
program to form an equivalent impedance. Network transformation, 
n-to-T or T-to-n, was used, when necessary, to change the circuit 
configuration to a form which facilitates the combining of imped- 
ances. Once the network had been reduced about the set of candi- 
date critical devices, each remaining component was considered 
separately as a load; and the circuitry between the terminals of 
interest and the load was reduced to a T-network. Pin-level 
damage thresholds were then calculated using the TI-59 program. 
The TI-59 programs developed as computational aids are presented 
in Appendix C. If reduction to a T-~r network was not possible 
(e.g., bridge circuitry), the pin-level thresholds were determined 
manually. 

Circuit Damaqe Threshold Computation. The last step in 
the damage threshold computation process was the calculation of 
pin-level failure thresholds. This was accomplished by using a 
TI-59 program or by manual computations. 
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In this process, the voltage and current failure levels of the 
critical device or of each candidate critical device were referred 
back through the interface network to the circuit terminals of 
interest. This was accomplished through use of transfer functions 
or application of Kirchoff's voltage and current laws. The 
product of the voltage and current failure levels was taken to 
determine the pin-level power damage threshold. If more than one 
device was under consideration, the device which produced the 
lowest failure level at the pin was the critical device; and the 
associated pin-level voltage, current, and power-failure levels 
represent the circuit damage thresholds. The computed circuit 
damage failure thresholds segregated by connector/pin for each 
equipment item examined are presented in Appendix B. A sample 
calculation is presented in Appendix D. 

7.3.4 Threshold Error Factors. The sources of error that 
must be considered when computing EMP damage thresholds are 
summarized in Table 7.7. 

Table 7.7 

Damage Threshold Error Sources 

Source Category 

Piecepar t 

Circuit 

Error Source in Calculations 

Model Selection 

Parameter Source 

Frequency Limitations 

Circuit Simplifications 

CW Analysis 

Ideal Passive Models 

Parasitic Effects 

Waveform Conversion 

The preferred method for estimating the uncertainty in the 
circuit-level threshold predictions is to compare the predic- 
tions with experimentally determined thresholds on an example 
of the circuits, assuming that the measured values have 
negligible error. Since no circuit test data were available for 
the equipment studied, the only basis for estimating prediction 
uncertainties is to assume that the uncertainties in the present 
application are the same as in other applications of the 

7-24 



0 

e 

0 

0 

* 

0 

Q 

e 

p r e d i c t i o n  methodology.  
TRW compared p r e d i c t e d  a n d  measu red  t h r e s h o l d s  on  40 c i r c u i t s .  
The s t a n d a r d  d e v i a t i o n s  of t h e  d i f f e r e n c e s  be tween p r e d i c t e d  and  
measured  t h r e s h o l d s  were found  t o  be: 

I n  t h e  AABNCP GFE Assessmen t  P rogram21  

C u r r e n t :  9.8 d B  
V o l t a g e :  11.6 d B  
Power : 5.9 d B  

These  e r r o r s  may b e  t a k e n  a s  a p p r o x i m a t i o n  of  t h e  u n c e r t a i n t y  i n  
t h e  repor ted  t h r e s h o l d  p r e d i c t i o n s .  

7.4 T h r e s h o l d  P r e d i c t i o n s  

T h i s  s t u d y  addressed o n l y  s e l e c t e d  items of  t h e  s a fe  s h u t -  
down s y s t e m s ,  and  c i r c u i t  parameters were e v a l u a t e d  a t  o n l y  one  
f r e q u e n c y  (1 m z ) .  C e r t a i n  c i r c u i t  p a r a m e t e r s  w i l l  v a r y  w i t h  
f r e q u e n c y ,  f o r  example  t h e  impedance  t o  g round  t h r o u g h  t h e  s h u n t  
p a t h s  ( capac i to r s  or  c a p a c i t i v e  c o u p l i n g )  decreases w i t h  f r e q u e n c y  
w h i l e  t h e  component  t h r e s h o l d s  i n c r e a s e  as  t h e  square r o o t  of t h e  
f r e q u e n c y .  T h i s  l a t t e r  i n c r e a s e  i s  a n  o b s e r v e d  phenomena, t h a t  
i s ,  t h e  damage t h r e s h o l d  i s  i n v e r s e l y  p r o p o r t i o n a l  t o  t h e  square 
r o o t  o f  t h e  p u l s e  w i d t h  ( E q u a t i o n s  7.1 and  7 . 2 ) .  Based upon t h e  
r e s u l t s  of t h e  c a l c u l a t i o n s  t h r e e  s p e c i f i c  o b s e r v a t i o n s  c a n  be  
made (1) t h e  c i r c u i t  damage t h r e s h o l d s  ca l cu la t ed  i n d i c a t e  t h a t  
t h e  d e s i g n  of  t h e  equ ipmen t  i s  s u c h  as t o  p r o v i d e  p r o t e c t i o n  t o  
s e n s i t i v e  d e v i c e s  w e l l  above  o p e r a t i o n a l  l e v e l s  a n d  ( 2 )  t h e  e s t i -  
mates of c i r c u i t  v o l t a g e  t h r e s h o l d s  for  s o l i d  s t a t e  d e v i c e s  a r e  
s u f f i c i e n t l y  h i g h  t h a t  o t h e r  c i r c u i t  f a i l u r e  mechanisms (d ie lec-  
t r i c  breakdown,  a r c - o v e r ,  e tc . )  a re  l i k e l y  t o  b e  t h e  c o n t r o l l i n g  
mechanisms i f  t h e  EMP-induced d r i v e s  a re  h i g h  enough.  I t  s h o u l d  
a l s o  be  n o t e d  t h a t  e x p e r i e n c e  s u g g e s t s  t h a t  EMP-induced f a i l u r e s  
of p a s s i v e  components  ( r e s i s t o r s ,  capac i tors ,  c h o c k e s ,  e tc . )  could  
l e a d  t o  c i r c u i t  damage t h r e s h o l d s  comparab le  t o  t h o s e  e s t i m a t e d  
h e r e  from t h e  s o l i d  s t a t e  components .  The f o l l o w i n g  p a r a g r a p h s  
d i s c u s s  t h e  t h r e s h o l d  p r e d i c t i o n s  i n  more d e t a i l  t o  f u r t h e r  
support  t h e  c o n t e n t i o n  t h a t ,  f o r  t h e  most p a r t ,  t h e  s o l i d  s t a t e  
d e v i c e  r e s p o n s e  i s  n o t  t h e  c o n t r o l l i n g  f a i l u r e .  

7 .4 .1  C i r c u i t  Damage T h r e s h o l d s .  A s  n o t e d  e a r l i e r ,  two 
c lasses  of  equ ipmen t  were a n a l y z e d  i n  t h e  a s s e s s m e n t :  power 
equ ipmen t  and  process i n s t r u m e n t a t i o n  equipment .  The c i r c u i t  
damage t h r e s h o l d s  f o r  each class of equ ipmen t  a r e  d i s c u s s e d  i n  
t h e  f o l l o w i n g  p a r a g r a p h s .  

Power Equipment .  T h e r e  were f i v e  power s u p p l i e s  a n a l y z e d  a s  
p a r t  of t h i s  a s s e s s m e n t .  The i n p u t  p i n s  of t h e s e  s u p p l i e s ,  i.e., 
t h o s e  t h a t  i n t e r f a c e  w i t h  1 2 0  VAC, 50-60 Hz p l a n t  power, h a d  
h i g h e r  t h r e s h o l d s  t h a n  t h e  power s u p p l y  o u t p u t s .  These power 
i n p u t s  a re  t r a n s f o r m e r  c o u p l e d  t h r o u g h  a b r i d g e  r e c t i f i e r  t o  
f o l l o w i n g  c i r c u i t r y .  These  power i n t e r f a c e s  a l s o  c o n t a i n  s h u n t  
capac i tors  which  p r o v i d e  a v e r y  low s h u n t  impedance f o r  a n y  EMP 
s i g n a l .  A simple p i c t o r i a l  of  t h i s  i n t e r f a c e  t o p o l o g y  is  shown 
i n  F i g u r e  7.5. The v a l u e s  of c i r c u i t  damage t h r e s h o l d s  fo r  i n p u t s  
e x h i b i t  t h e  f o l l o w i n g  spread: 
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V o l t a g e  (VT) 1 . 8  104 t o  9.3 x 1 0 9  v 

C u r r e n t  (IT) 

Power ( P T )  1.1 x 1 0 6  t o  1.5 x 1 0 l 8  W 

62.7 t o  1.6 x lo8 A 

The v a l u e s  of  s h u n t  c a p a c i t a n c e ,  C ,  (See F i g u r e  7 .5)  r a n g e  from 
1 2  pF t o  1 5 0 0  pF.  Us ing  CW t e c h n i q u e s  a t  1 MHz t o  d e t e r m i n e  t h e  
c a p a c i t i v e  r e a c t a n c e  a t  t h e s e  e x t r e m e s  g i v e s  Xc = 13.3 m a a n d  
Xc = 1 0 6  f2 r e s p e c t i v e l y .  Because these r e a c t a n c e s  are  low, h i g h  
c u r r e n t  t h r e s h o l d s  a r e  e x p e c t e d .  Because t h e  m o d e l s  u s e d  f o r  t r a n s -  
former r e s p o n s e  t o  a n  EMP ( S e e  T a b l e  7 .6)  i n t r o d u c e  se r ies  imped- 
a n c e s  ( r a n g i n g  from ma t o  ka) b e t w e e n  t h e  s h u n t  capaci tor  a n d  t h e  
i n p u t  p i n ,  h i g h  c u r r e n t  damage t h r e s h o l d s  i m p l y  h i g h  v o l t a g e  a n d  
power t h r e s h o l d s .  

120 VAC 
50.60 HZ t 

- SHUNT 
-p CAPACITOR 

C 

t i 

TRANSFORMER 

TO FOLLOWING 
CIRCUITRY 

1. SHUNT $ -P CAPACITOR 

F i g u r e  7.5.  Power Supp ly -120  VAC P l a n t  Power I n t e r f a c e  

The same r a t i o n a l e  a p p l i e s  t o  t h e  o u t p u t s .  S h u n t i n g  capacitors 
( w i t h  t h e  same c a p a c i t a n c e s  a s  a b o v e )  a n d  ser ies  r e s i s t a n c e s  
( r a n g i n g  from ma t o  ka) l e a d  t o  h i g h  c i r c u i t  damage t h r e s h o l d s .  

men t  is  s u c h  t h a t  t h e  componen t  f a i l u r e  parameters d e t e r m i n e d  by t h e  
f a i l u r e  m o d e l s  a re  h i g h .  As a n  e x a m p l e ,  c o n s i d e r  t h e  b a t t e r y  
c h a r g e r .  A d i o d e  (a  1N4003 d i o d e )  d e t e r m i n e d  t h e  c i r c u i t  damage 
t h r e s h o l d  f o r  t h e  i n p u t  p i n s .  The a p p l i c a t i o n  of  t h e  diode f a i l u r e  
model ( t h e  Imax model  was u s e d )  l e a d s  t o  a p r e d i c t i o n  of 2.3 kW 
f o r  t h e  componen t  power damage t h r e s h o l d .  F i g u r e  7.6 shows  a power 
c u r v e  e x t r a c t e d  from R e f e r e n c e  25 fo r  a similar p a r t  t y p e  (1N5059) 
w i t h  i d e n t i c a l  o p e r a t i n g  c h a r a c t e r i s t i c s .  
s e e n  t h a t  t h e  maximum s u r g e  power fo r  a 20 .sec h a l f  s i n e w a v e  p u l s e  

The  n a t u r e  of t h e  p iecepar t s  used  i n  t h e  r e m a i n i n g  power e q u i p -  

From t h i s  c u r v e  i t  c a n  b e  
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is 1 kW. T h i s  can be scaled u s i n g  t he  r e l a t i o n s h i p  P2 = P 1  ( t l / t 2 ) 0 - 5  
where PI, P2 a r e  the  f a i l u r e  powers and t l ,  t 2  a r e  the pulse  
w i d t h s  of  i n t e r e s t .  Applying t h i s  s ca l ing  g ives  a value f o r  f a i l u r e  
power of 6.3 kW a t  1 MHz. T h u s ,  t h e  predicted value from t h e  
empir ical  model i s  of the same order of magnitude a s  t he  manufac- 
t u r e r ' s  d a t a ,  and i t  is  a l s o  a conservat ive es t imate .  

The c i r c u i t  i n t e r f a c e  for  t h i s  p a i r  of p ins  is  a s  shown i n  
Figure 7.7a. I t  is  noted t h a t  because the f i l t e r i n g  capac i to r s  i n  
the  o r i g i n a l  c i r c u i t  have h i g h  capaci tance va lues ,  t h e  c i r c u i t  can 
be t runcated pas t  these  elements. The reduced i n t e r f a c e  i s  shown i n  
Figure 7.7b. The ca l cu la t ed  c i r c u i t  damage parameters fo r  t h i s  
c i r c u i t  f o r  diode D3 a re :  

18pSEC 1OOrSEC 1 mSEc 1OmSEC 100 mSLC 
ULF SAEWAVE MU€ DURATION lCURRENn 

Figure 7.6.  Maximum Nonrepet i t ive Avalanche Surge Power, 
1N5059 Device 

Voltage (VT) = 2.5 x 1 0 4  V 

Current (IT) = 7.8 x 1 0 5  A 

Power ( P T )  = 1.9 x 1 0 1 0  w 

These a r e  h i g h  th resholds  f o r  c i r c u i t  damage. T h e  f u l l  analyses  
d e t a i l s  a r e  shown i n  the  example c a l c u l a t i o n  i n  Appendix D. 
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( a )  C ircu i t  In ter face  - Battery Charger Input 

Nlll 
1 

N112 

(b) Reduced C i r c u i t  In ter face  

Figure 7.7. Battery Charger Interface-Analytical Circuits 

The Agastat timing relays were analyzed using a thermal failure 
model as discussed earlier. The failure thresholds estimated are: 

7 

4 

dc Coil Voltage (V,) 2.1 x 10 v 
Cur rent ( IT) 1.1 x 10 A 

Power (P,) 

ac Coil Voltage (V,) 

2.4 x 1OI2 W 
6 3.8 x 10 V 

Current (IT) 3.6 x lo4 A 

Power ( PT) 1.4 x lo1’ W 

These values follow directly from the physics of the problem of 
failure in the coils by melting of the wires. 

includes the square root converter, square root extractor, differen- 
tial pressure transmitter, indicating deviation controller, single 
alarm module, current-to-current isolator and the analog MUX relay 
cards. A l l  of these except the pressure transmitter and the relay 
card interface with 120 VAC, 50-60 Hz power. 
power input interfaces in the proceding section applies here also. 
Shunting capacitors for the process instrumentation equipment range 
from 250 I . ~ F  to 2900 pF. 
these units range as fo l lows:  

Process Instrumentation Equipment. The process instrumentation 

The discussion of 

The values of circuit damage thresholds for 
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V o l t a g e  (VT)  5 6  t o  2 . 4  x l o 7  V 

C u r r e n t  (IT) 2 . 9  t o  9 . 4  x 1 0 4  A 

Power ( PT) 4 . 7  x 1 0 2  t o  2 . 2  x 1 0 1 2  w 

The wide  v a r i a t i o n  i n  c u r r e n t  damage t h r e s h o l d s  r e s u l t s  f rom a 
wide  v a r i a t i o n  i n  s h u n t  impedances  o f  t h e  reduced i n t e r f a c e s  
(1.1 M Q t o  1 . 6  mQ). The v a r i a t i o n s  i n  t h e  v o l t a g e  t h r e s h o l d s  
r e s u l t  f rom t h e  d i f f e r e n c e s  i n  s e r i e s  impedance  be tween  t h e  s h u n t  
e l e m e n t  a n d  t h e  i n p u t  p i n  ( 0  52 t o  2 5 1  0). 

The p r e s s u r e  t r a n s m i t t e r  u n i t  uses 2 4  VDC power.  E x a m i n a t i o n  
o f  t h e  i n t e r f a c e  c i r c u i t  t o p o l o g y  f o r  t h e  m o s t  s e n s i t i v e  component  
showed t h a t  t h e r e  is  no  s h u n t  e l e m e n t  p r o v i d i n g  p r o t e c t i o n  and  t h e  
p r o t e c t i v e  s e r i e s  e l e m e n t  h a s  a v a l u e  of o n l y  1 . 5 6  a. V i r t u a l l y  
no p r o t e c t i o n  e x i s t s  be tween  t h e  mos t  s e n s i t i v e  component  and t h e  
i n p u t  p i n .  T h i s  l eads  t o  low c i r c u i t  damage t h r e s h o l d  es t imates .  
For t h i s  case: VT = 3 6 0  V ,  IT = 2 . 0 6  A ,  and  PT = 7 4 2  W. 

Analog  R e l a y  Cards .  The MUX r e l a y  c a r d s  o p e r a t e  on  2 6  VDC. 
For  two cards t h e  i n t e r f a c e  c i r c u i t  shows a 2 1  s h u n t  impedance  
and  n o  s e r i e s  impedance  be tween  t h e  s h u n t  e l e m e n t  a n d  t h e  i n p u t  
p i n .  The c i r c u i t  damage parameters f o r  t h e s e  i n t e r f a c e s  were 
c a l c u l a t e d  a s :  

IT = 1 8 . 3  A 

PT = 6 . 1  x l o 3  W 

I n  o t h e r  i n s t a n c e s  a h i g h  o u t p u t - i m p e d a n c e  v o l t a g e  s o u r c e  con-  
n e c t e d  a c r o s s  t h e  p l u s  a n d  minus  b u s e s .  I n t e r f a c e  c i r c u i t r y  f o r  
t h e  power i n p u t  t o  t h e  mos t  s u s c e p t i b l e  component  o f  t h e  v o l t a g e  
s o u r c e  shows a 1 . 6  KS2 s h u n t  impedance  and  1 5 . 9  KC2 ser ies  imped- 
a n c e .  T h e s e  impedances  p r o v i d e  f o r  c i rcu i t  damage t h r e s h o l d s  o f  

Even g r e a t e r  t h r e s h o l d s  a r e  d e t e r m i n e d  f o r  t h e  a n a l o g  i n p u t  
s i g n a l  p a t h  t o  t h e  mos t  v u l n e r a b l e  component  i n  t h e  v o l t a g e  
s o u r c e .  The v a l u e s  are:  
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VT = 5.6 x lo7 V 

IT = 5.1  A 

PT = 2.8 x 1 0 8  W 

T h e s e  a re  t h e  r e s u l t  of p r o t e c t i o n  p r o v i d e d  by  750 i-2 s h u n t  imped- 
a n c e  and  11 Ma ser ies  impedance  be tween  t h e  s h u n t  e l e m e n t  and  t h e  
i n t e r f a c e  p i n .  T h e  c u r r e n t  t h r e s h o l d  i s  r e l a t i v e l y  l o w .  T h i s  is  
t h e  r e s u l t  of  t h e  f a c t  t h a t  t h e  impedance of t h e  s h u n t  e l e m e n t  is 
a p p r o x i m a t e l y  equal t o  t h e  impedance  i n  t h e  b r a n c h  c o n t a i n i n g  t h e  
load component  i n  t h e  r e d u c e d  c i r c u i t .  C o n s e q u e n t l y ,  t h e  t h r e s -  
h o l d  c u r r e n t ,  when i n p u t  t o  t h e  c u r r e n t  d i v i d e r  of t h e  r e d u c e d  
i n t e r f a c e ,  w i l l  d i v i d e  a p p r o x i m a t e l y  e q u a l l y  be tween  t h e  s h u n t  
e l e m e n t  a n d  t h e  l o a d  component .  

fo r  t h e  Watts Bar e q u i p m e n t  a r e  v a r i e d ,  t h e y  a r e  r e a s o n a b l e  pre- 
d i c t i o n s  of  t h e  l e v e l s  needed  t o  p r o d u c e  c i r c u i t  f a i l u r e  i n  t h e  
s o l i d  s t a t e  d e v i c e s  i f  a l l  o the r  c i r c u i t  e l e m e n t s  perform as  
d e s i g n e d .  As n o t e d  e a r l i e r ,  o t h e r  phenomena c a n  o c c u r  i n  t h e  
c i r c u i t r y  before  these t h r e s h o l d s  a r e  r e a c h e d .  O f  c o u r s e  t h e  
o c c u r r e n c e  of  a n  a r c  o v e r ,  f o r  example ,  d o e s  n o t  n e c e s s a r i l y  mean 
t h a t  t h e  component  f a i l e d .  I n  t h e  cases where t h e  t h r e s h o l d s  h a v e  
l a r g e  v a l u e s ,  t h e y  a re  t h e  r e s u l t  o f  i n h e r e n t  c i r cu i t  p r o t e c t i o n  
b y  low s h u n t  impedances  and  h i g h  s e r i e s  impedances .  

I n  summary, a l t h o u g h  t h e  c i r c u i t  damage t h r e s h o l d s  c a l c u l a t e d  

7.4.2 P a s s i v e  Component F a i l u r e s .  T h e s e  d e v i c e s  a r e  g e n e r a l l y  
l e s s  s u s c e D t i b l e  t o  EMP i n d u c e d  damage t h a n  a r e  t h e  s e m i c o n d u c t o r  
d e v i c e s .  C o n s e q u e n t l y ,  t h e y  were n o t  a n a l y z e d  a s  p a r t  of t h i s  
s t u d y .  
i n d i c a t e s  t h a t  t h e  t r a n s i e n t  s i g n a l  l e v e l s  i n d u c e d  o n  t h e  c a b l i n g  
are  comparable t o  t h e  c i r c u i t  damage t h r e s h o l d s  c a l c u l a t e d  f o r  t h e  
s e m i c o n d u c t o r  components  t h e n  t h e  p a s s i v e  components  ( s e r i e s  
res i s tors  and  s h u n t  capac i to r s  p r o t e c t i n g  t h e  s e m i c o n d u c t o r  com- 
p o n e n t s )  s h o u l d  b e  a n a l y z e d  f o r  EMP-induced damage. 

If t h e  a n a l y s i s  of  EMP f r e e  f i e l d  c o u p l i n g  t o  a f a c i l i t y  

7.5 O t h e r  EMP-Induced F a i l u r e s  

Sys t em u p s e t  was n o t  addressed a s  p a r t  of  t h i s  s t u d y .  I f  t h e  
EMP C o u p l i n g  A n a l y s e s  r e v e a l s  t h a t  s i g n i f i c a n t  EMP-induced s i g n a l s  
a re  p o s s i b l e  a t  t h e  p o i n t s  of c o n c e r n ,  t h a t  i s  s i g n a l  l e v e l s  o n  
t h e  o r d e r  o f  c i r c u i t  l o g i c  l e v e l s ,  t h e  p o t e n t i a l  fo r  s y s t e m  u p s e t  
may e x i s t  a n d  s h o u l d  b e  i n v e s t i g a t e d  i f  upset i s  of c o n c e r n .  

A d d i t i o n a l l y ,  i f  l o c a l i z e d  v o l t a g e  d r i v e s  are  h i g h  (on t h e  
order of s e v e r a l  kV or  more), a r c i n g  or  o t h e r  d i e l e c t r i c  breakdown 
of p a s s i v e  components  s h o u l d  be c o n s i d e r e d  as  n o t e d  e a r l i e r .  To 
d e t e r m i n e  a r c i n g  t h r e s h o l d s  a n a l y t i c a l l y  is i n t r a c t a b l e ,  a n d  a n y  
s u c h  i n v e s t i g a t i o n  would r e q u i r e  t h e  s u p p o r t  of a n  e n g i n e e r i n g  
t e s t i n g  program.  
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8.0 Vulnerability Analysis for the Example Plant 

8.1 Equipment Damage Threshold Analysis - 

Iri order to identify potential equipment vulnerabilities, the 
predicted EMP response at an item of critical equipment must be 
compared to an estimate of the equipment damage threshold. This 
comparison is conveniently specified as the equipment damage safety 
mdrgin, which is defined as the ratio, expressed in decibels, of the 
predicted damage threshold level to the predicted EMP response 
level: * 

damage threshold level 
EMP response level 

A 

SM(dB) = 2o log 

An ELIP response prediction has been calculated for each item of  
equipment that has been determined to be critical in the systems 
analysis. The EMP predictions take the form of peak amplitude time 
domain voltages or currents expected to appear across or into the 
critical equipment input interfaces. These response time histories 
are expected to be damped sinusoidal waveforms, or sums of damped 
sinusoidal waveforrns, with resonant frequencies ranging from 500 k H z  
to 1 0  MHZ. 

For a selectea subset of the critical equipment list that is 
characterized by the incorporation of semiconductor devices within 
the equipment circuitry, a detailed damage threshold analysis was 
performed. The damage threshold analysis transforms individual 
semiconductor device failure parameters through intervening circuit 
components to the equipment interface pins where they can be 
coinpared to predicted EMP responses. As noted in Section 7, the 
protection offered by intervening circuitry in terms of shunt paths, 
etc., leads to thresholds which are high compared to nominal 
conditions, and which are, in some cases, large compared to 
insulation and air breakdown levels. Therefore, in computing safety 
margins for these devices two threshold values are used, the first 
being that predicted in the analysis, the second assumes that some 
undesired event (not necessarily causing an equipment failure) 
occurs at voltage levels approximately three times the nominal 
operatirig level. Because this level is on the order of a kilovolt 
or less in all such cases, this is a conservative approach. 

*It is recognized that dB is normally used to represent power 
ratios, while the failure mechanisms of concern in this analyses 
are predoIninantly voltage sensitive. The safety margins have been 
expressed in dB to provide a convenient form of the ratios and to 
be consistent with prior practice in vulnerability assessments. 
If desired, the reader can convert the safety margins to voltage 
ratios using the defining equation. 
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The majority of the equipment that has been defined as being 
critical is electromechanical or non-solid-state in nature such as 
pumps, valves, motors, relays, and transformers, The damage mechan- 
ism for these types of devices is not well established but the 
mechanism basically involves an arc-over condition across the termi- 
nals or windings of the device that can be maintained by the equip- 
ment operational voltage for a sufficient period of time to cause 
physical destruction of the device. This condition is not only 
dependent on the physical topology of the device conductors and 
terminals but on the operational voltage of the equipment and its 
source impedance. For the purpose of this analysis, based upon 
experience in other installations and based upon the standards used 
for design purposes as cited in the Watts Bar Final Safety Analysis 
Report, the following damage thresholds were used for electro- 
mechanical devices and major circuit components. For that equipment 
operating at 6.9 kV and above a representative Basic Inpulse Level 
(BIL) was selected from values for similar equipment presented in 
various American National Standards Institute publications.* For 
equipment operating at 480 V and below the damage threshold was 
taken as three times the operational voltage of the equipment 
interface. 

Table 8.1 summarizes EMP responses, damage thresholds, and 
safety margins for each item of critical equipment identified by the 
systems analysis. Table 8.1 also includes the EMP response for 
various equipment and distribution points within the electrical 
power system. The response values shown are the largest estimated 
at that point whether the threat originated from the 500 kV, 161 kV 
or underground cabling. Table 8.2 summarizes common mode 
open-circuit threat responses for a number of interfaces that have 
not been specifically characterized by equipment type, operational 
level, or damage threshold and are included here in the event 
subsequent analysis of these interfaces is desired. 

From the data in Table 8.1, it may be noted that all 102 voltage 
points have positive values for the safety margin, thus indicating 
the thresholds are always greater than the predicted response. In 
fact, 80 of the 102 points, or approximately 80%, have a threshold 
voltage (VT) to response voltage (VR) ratio equal to, or greater 
than 100, that is, SM 2 40. Sixteen (16) points have voltage ratios 
greater than 10 (SM 2 2 0 ) ,  four (4) points have ratios greater than 
three (SM 1 1 0 ) .  The remaining two have safety margins less than 
10, however these latter two are on the electrical distribution grid 
side of the main transformers and common station transformers. The 
loss of either or both of these transformers would not prevent safe 
shutdown. Even if one examines the predictions for which the 
VT/VR ratio is less than 100, it is difficult to postulate 
failures. The Agastat relays have a published voltage withstand 
capability of 1 2 5 0  

*This is a conservative approach because the equipment is designed 
to survive and function after experiencing peak signals defined by 
the BIL. 
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volts at power freque cies so that it is ve y like11 that these 
relays can withstand considerably more voltage stress at high 
frequency than was assumed. On the instrumentation it was assumed 
that failure occurred at 3x the 24 volt dc operating level. 
Experience suggests that more reasonable estimates would be lox 
operating level. 

Because experimental data is not available to substantiate all 
the threshold estimates and because analytical techniques do not 
exist to predict dielectric failures or arc over, it is not practic- 
able to provide a quantitative measure of the uncertainties in these 
predictions. However, the available experience (Reference 26, for 
example, which documents extensive tests on systems analyzed by 
Boeing) does indicate that the Boeiny predictions of EMP response 
using the abbreviatedtechnique described in Section 5 are generally 
conservative. Likewise, the analytical techniques of the DEFT 
methodology21 for threshold estimates have been shown to be 
con~ervative.~~ Furthermore, expert opinion agrees that the 
assumed levels of insulation breakdown or arc over 3 to 10 times 
nominal operating are conservative. Thus, given the built-in 
conservatism of the analysis, it is highly unlikely that any of the 
components discussed here critical to safe shutdown will fail due to 
exposure to the postulated EMP induced stress. 

* 

8.2 Electrical Power Systems Vulnerability 

It is convenient to consider the electrical power system in 
three inter-related, but nevertheless, distinct segments. These 
segments are the normal ac power distribution system, the 6.3 kV 
emergency power system, and the uninterruptible power system (this 
latter segment includes the 1 2 5  VDC power system and the 120 VAC 
instrumentation power system). Each of these segments is considered 
separately in the following sections. 

8.2.1 Normal AC Power Distribution System. A s  indicated 
earlier, the 500 kV transmission system provides a means of coupling 
EMP-induced signals into the plant electrical power distribution 
system. The analysis results presented in Table 8.1 and Appendix A 
indicate that signals originating in the 500 kV system will be 
attenuated well below nominal operating levels before reaching plant 
systems critical to safe shutdown. Likewise, EMP-induced signals 
that originate in the 1 6 1  kV distribution system when it is provid- 
ing plant power (startup and shutdown) will also be attenuated below 
nominal operating levels. In addition, although the induced volt- 
ayes in the external portions of the distribution system, that is, 

q h e  special verification tests discussed in Section 6 also support 
this view. There, 17 of 27 comparisons of predicted versus measured 
currents were conservative. Furthermore, even if current values are 
non-conservative by 10-15 dB, the estimated safety margins are large 
enough that damage is not expected. This discounts the results from 
the voltage measurements for the reasons cited in Section 6. 
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upstream of the 6.9 kV Unit Boards, can be quite large, on the order 
of mega volts at some locations, they are still on the order of the 
Basic Impulse Levels for the transformers and switchgear used in 
these applications. Obviously, at the potentials which may exist in 
the switchyard there could be flash overs and arcs sufficient to 
trip protection systems. but the analysis indicates that EMP-induced 
potentials within the plant are well below arc-over levels. 
Furthermore, it must be noted that even loss of components outboard 
of the 6.9 kV Unit Boards, whether due to protective actions or 
damage should not prevent safe shutdown of the plant because it is 
specifically designed to be safely shutdown in the event of a loss 
of offsite power. 

8 .2 .2  Emergency AC Power System. The 6.9 kV Emergency AC Power 
System could experience EMP-induced signals from several sources. 
The normal ac power system provides one path, but as noted above, 
EMP-induced signals in this system are attenuated well below normal 
operating levels and thus do not pose a threat. These 6.9 kV 
systems could also be subjected to EMP-induced signals on the 
underground cabling that interconnects various safety systems and 
structures. These latter paths are illustrated in Figure 5.2 and 
the model diagrams appear in Figures A.5 and A.6. Again, the 
predictions tabulated in Figure 5.3 and Table 8 . 1  indicate that the 
induced signals in the 6.9 kV portion of the system will be well 
below normal operating levels. The analysis also reveals that 
EMP-induced signals at the auxiliary equipment and controls ( 4 8 0  V, 
120 VAC and 1 2 5  VDC) associated with the 6.9 kV Emergency AC Power 
Systems will also be considerably less than normal operating 
levels, Therefore, it is concluded that this system will not fail 
due to equipment damage from EMP-induced signals. 

8.2.3 Uninterruptible Power System. This system includes both 
the 125 V vital DC power and the 1 2 0  VAC vital instrumentation 
power. These systems also could be subjected to EMP-induced signals 
on the normal power distribution system or on buried cabling that 
interconnects the safety related equipment and structures. The 
predictions summarized in Figure 5.3 and Table 8 . 1  (and the model 
diagrams in Figures A.5 and A.6) show that signals that might be 
induced on the buried cabling, although larger than those appearing 
on the in-plant portions of the power distribution system, are still 
well below the nominal operating level of the equipment. The 
battery charger and vital inverter for example might see EMP-induced 
voltage peaks on the order of a few volts at points normally operat- 
ing at 480 V or 1 2 0  V. Therefore, it is concluded that the Uninter- 
ruptible Power System will not fail due to equipment damage from 
EMP-induced signals. 

8.3  Reactor Trip and Engineered safeguards Actuation Systems 
Vulnerability 

The Solid State Protection System (SSPS), the Nuclear Instru- 
mentation System (NIS), and the Process Protection Sets receive 
electrical power from the Uninterruptible Power System. T h u s  a 
potential path exists for EMP-induced signals through their power 
supplies. However, the analysis again provides EMP-induced signal 
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levels (Table 8.1, Figures A.6 and A.7) on the order of a few volts, 
which are below the normal operating voltages ( 1 2 0  VAC and 125 VDC) 
for the power supplies and relays. Furthermore, both of these 
systems use relay isolation techniques to separate inputs and 
outputs from each other and any intervening solid state logic, so 
there is little likelihood of damage to these systems. Of course 
any loss of offsite power will in itself cause reactor trip due to 
loss of power to control rod holding magnets. This is backed up by 
the manual scram capability. 

8.4 Process Instrumentation Vulnerability 

A variety of components associated with process instrumentation 
was examined including, power supplies, flow sensors, square root 
converters, 1/1 isolators, etc. For many of these components two 
potential EMP signal paths exist, one through the in-plant power 
system, the other through interconnecting cabling (power or signal) 
in the underground duct banks. Here again, the analysis indicates 
that potential EMP-induced signals will be less than nominal operat- 
ing levels. It is noted that the estimated.safety margins for some 
components are not as large as those for power related equipment. 
Nevertheless these margins are large enough to indicate that damage 
to such equipment is unlikely and the equipment will survive the 
postulated EMP environment. 

8.5 Valve and Motor Controls Vulnerability 

As discussed above, the power systems for these components (6.9 
kV and 480 V) should easily survive the postulated EMP environment. 
Control of essential pump motors is accomplished with 125 VDC or 120 
VAC systems. These control systems could be subjected to EMP- 
induced signals on the underground cabling between the Auxiliary 
Building and outlying structures. Here again, the analysis (Table 
8.1, Figures A.2, A.4, A.5, and A.6) predicts that induced signals 
will be less than nominal system levels and that no damage should 
ensue. The valve and motor control systems should survive the 
postulated EMP-induced environment. 

8.6 Overall Safe Shutdown Vulnerabilitv 

The various categories of equipment and components described 
above are combined into the safe shutdown systems described earlier 
(Section 4.0). As discussed above, this analysis indicates that the 
peak EMP-induced signal levels at particular points of interest are 
below the nominal operating levels and therefore no damage is 
expected. Obviously, if no individual component of a system fails, 
the system does not fail. Conversely, if an individual component 
should fail (such as a flow sensor or signal processor), it does not 
necessarily follow that the system fails because of the redundancy 
within individual systems. An even more important point is that 
safe shutdown in nuclear plants is assured by redundancy in safety 
related systems. Therefore, again, the failure of a single com- 
ponent or even several components within one safety train does not 
preclude safe shutdown. 
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It might be argued by some that the high altitude EMP has such a 
broad area coverage that redundancy should be discounted. That is, 
EMP could lead to common failures. This analysis assumed that the 
EMP threat was such as to optimally excite all penetrations, however 
such an event is essentially impossible in the real world. Incident 
fields will be less than the 5 0  kV/m used here, variations in orien- 
tation of the EMP plane wave and cabling can lead to non-optimal 
coupling, especially in penetrations away from the point of initial 
incidence. Also ,  significant fractions of the cabling for redundant 
trains do not enter the plant at common locations. Therefore, it is 
reasonable to take credit for system redundancy when assessing the 
system vulnerability. Of course, given the signal levels Gstimated 
here the question is essentially moot because no failures due to 
damage are anticipated. 

8-18 



9.0 Analysis of Additional Nuclear Power Plants for 
Vulnerability to EMP 

9.1 Introduction 

The coupling analysis and the damage threshold analysis 
completed on the example plant concluded that given the estimated 
safety margins, it was unlikely that components in the critical 
safe shutdown systems would be failed. Therefore, the safe 
shutdown capability would not be failed by the EMP environments 
postulated. While there is a basic commonality in nuclear power 
plant functions and operations, peculiarities do exist in design, 
equipment used, and topology that can result in variations in 
vulnerability to EMP transient environments. Consequently, three 
additional plants, each of different design, were surveyed to 
determine if generic features common to these plants are 
sufficiently analogous to the Watts Bar Nuclear Plant to allow 
those results to be extended to nuclear plants in general. The 
three plants visited were the Catawba Nuclear Station of Duke 
Power Company, the Clinton Power Station of the Illinois Power 
Company, and the Palo Verde Nuclear Generating Station of the 
Arizona Public Service Company. 

The Catawba Nuclear Station is a two unit Westinghouse 
pressurized water reactor plant with each unit rated at 1145 MWe. 
Plant design and vintage is approximately the same as Watts Bar; 
each is approximately a ten year old design. There are 
differences in plant layout because of variations in design 
practice between Duke and TVA. The Clinton Power Station will be 
a two unit General Electric boiling water reactor (BWR/6) plant, 
each rated at 950 MWe. There will be differences in shutdown 
systems for the BWR as compared to the PWR. Palo Verde Nuclear 
Generating Station is a three unit site using Combustion- 
Engineering (C-E) pressurized water reactors each rated at 1270 
MWe. Each of the independent units is an implementation of the 
C-E System 80 design so there will be differences when compared to 
Watts Bar. 

In addition, discussions were held with C-E regarding their 
newer instrumentation and control systems. 

These added studies are discussed here in the same order as 
those for the example plant, that is, some observations are made 
on EMP coupling, followed by a discussion of damage thresholds, 
and concluding with considerations of vulnerability. 

9.2 EMP Couplinq Analysis 

The basic technique employed in surveying the three additional 
plants involved comparing features and configurations that were 
important from a coupling standpoint in the Watts Bar analysis to 
those observed in the other three plants. Differences in 
configuration were analyzed initially as to whether they 
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represented an increase or decrease in vulnerability with respect 
to the Watts Bar plant. The basic features that were compared 
include the shielding effectiveness of building structures, plant 
physical topology, locations of satellite buildings, and numbers 
of buried cables interconnecting buildings. Table 9.1 summarizes 
many of these features; the most significant are described below. 

One of the major sources of potential coupling at the Watts 
Bar plant is the buried cabling between the main plant building 
and the diesel generator building. Because the two buildings are 
separated by a considerable distance at Watts Bar, the intercon- 
necting cables are potential sources of penetration energy to 
critical circuits in both the diesel generator building and the 
main plant building. At a l l  three of the plants surveyed, the 
diesel generator buildings were contiguous to the main building 
structures. Therefore, this source of excitation simply does not 
exist at Catawba, Clinton, or Palo Verde. 

The Palo Verde plant does, however, exhibit a potential for 
increased vulnerability from the buried conduit duct banks that 
route electrical cables between the main plant building and the 
pumping structure at the source of vital cooling water. Since 
cables running in common duct banks tend to share the bulk current 
induced on them, the current induced on individual cables tends to 
decrease as the number of cables in the duct bank increases. At 
Palo Verde, and to a lesser extent at Catawba, there are far fewer 
cables in these duct banks to share the EMP induced bulk current. 
At Watts Bar the lowest safety margin estimates were computed for 
equipment which interfaces this duct cabling, so large increases 
in threat levels here would significantly reduce safety margin 
estimates. 

While the single-line electrical diagrams of the connection of 
the plant to the power grid are basically analogous for Watts Bar 
and Palo Verde, a different cabling topology and equipment 
arrangement exists at Palo Verde that increases the threat to the 
power system from the power grid. This involves the placement of 
intermediate voltage transformers in the Palo Verde distribution 
switchyard with long overhead transmission lines leading back into 
the plant. This would result in large threat level currents being 
induced by EMP at points much deeper in the electrical system than 
would be the case for the other plants. At Watts Bar the effect 
of the power grid on critical system responses was overshadowed by 
conduit duct bank sources. This will not be the case at Palo 
Verde. 

The initial findings of the visits to the three additional 
nuclear plant suggest that sufficient differences exist in several 
of the plants examined to preclude straightforward extrapolations 
of the Watts Bar data to nuclear plants in general. Since the 
Palo Verde Nuclear Generating Station (PVNGS) exhibits several 
features indicating increased vulnerabilities to EMP environments, 
further analysis was performed to quantify the differences between 
Palo Verde and the Watts Bar Nuclear Plant. 
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The plot plan of the PVNGS, Figure 9.1, shows the routing of 
the two major sources of EMP coupling to safety related systems; 
the 13.8 kV essential ac power lines and the buried cables between 
the diesel generator building and the spray ponds. 

9.2.1 Essential AC Power Analysis. The 13.8 kV essential 
power source is derived from the 500 kV transmission grid by 
transformers locate3 in the 500 kV switchyard. Two overhead 
transmission lines, one for Train A and one for Train B, parallel 
the 500 kV transmission output lines from the plant for 
approximately 350 meters to where they drop to below ground 
feeders leading to switchgear just outside the turbine building. 
Transformers to reduce the 13.8 kV down to 4160 V are located 
adjacent to the switchgear. From the transformers, 4160 V power 
is routed to distribution boards in the control building via 
metallic enclosed bus bars. This topology is shown in Figure 9.2. 

From a functional standpoint the 4160 V distribution boards at 
Palo Verde are analogous to the 6900 V shutdown boards at Watts 
Bar. However, the threat current coupled into the 4160 V boards 
at Palo Verde would be larger than at Watts Bar because the 
overhead line source occurs at a point much deeper in the 
electrical system and consequently there is less fan-out and 
attenuation of the overhead line threat than was encountered in 
the Watts Bar topology. 

The coupling model diagram shown in Figure 9.3 details the 
basic connectivity of a single train of the 13.8 kV essential 
electrical system down to the level of 480 V motor control centers 
and 480 V equipment. 41so included on the diagram are estimates 
of EMP threat currents, attenuation, and voltages. The equipment 
load on distribution boards is based on the equipment complement 
that would be on line during normal plant operation. This 
equipment and its estimated EMP-induced transient voltage threat 
are tabulated in Table 9.2. 

Although lightning arresters are installed in three locations 
of the essential power source (as shown in Figure 9.2), it has 
been assumed for this analysis that the EMP-induced transient on 
the power line would be faster than the reaction time of the 
arresters or that the arrester configurations would have 
inductances of such magnitude as to be essentially ineffective in 
liqiting fast transients. 

9.2.2 Spray Pond Analysis. Two separate conduit duct banks 
carrying nuclear safety related cables run in a parallel path from 
the diesel generator building cable penetration out to the Train A 
and B spray ponds. As was the case at Watts Bar, the cables are 
run in PVC conduits with control and instrumentation cables 
bundled in separate conduits away from the pump power cables. 
Figures 9.4, 9.5, and 9.6 detail the compleinent of equipment at 
each spray pond and its connectivity to systems within the 
control/auxiliary building. 
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500 kV Switchyard 

/ 

Turbine Building 
Containment Building 
Auxiliary Building 
Control Building 
Diesel Generator Building 
Train B Spray Pond 
Train B Valve Box 
Train A Spray Pond 
Train A Valve Box 
Train A 81 B Pump Houses 

13.8 kV Transmission Lines 
L 500 kV Transmission Lines 

Buried Cables 

% 
- - - - - -  

Scale in Meters - 1 

100 0 50 

F i g u r e  9.1.  P l o t  P l a n  of P a l o  Verde  N u c l e a r  G e n e r a t i n g  S t a t i o n  
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T a b l e  9.2.  EMP R e s p o n s e  P r e d i c t i o n s  f o r  PVNGS 
E s s e n t i a l  AC Power Equ ipmen t .  

O p e r a t i n g  Peak  V a l u e  
Equ ipmen t  I n t e r f a c e  L e v e l  EMP R e s p o n s e  

T r a n s f o r m e r  
4 1 6  0/4 8 OV 

AC I n p u t  4160 V 4400 V 

E s s e n t i a l  C h i l l e r  AC I n p u t  4160 V 1 5 0 0  V 

E s s e n t i a l  C o o l i n g  AC I n p u t  4160 V 1 5 0 0  V 
Water Pump 

Normal C h i l l e r  AC I n p u t  4160 V 1500  V 

1 5 0 0  V Aux. F e e d w a t e r  Pump AC I n p u t  4160 V 

F u e l  Pool  C o o l i n g  AC I n p u t  480 V 520 V 
Pump 

C h a r g i n g  Pump AC I n p u t  480 V 520 V 

Con t a  i nmen t Nor mal AC I n p u t  480 V 520 V 
ACU Fan  

CEDM Normal 
ACU Fan  

C o n t r o l  Room 
E s s e n t i a l  AHU 

Main E s s e n t i a l  
L i g h t i n g  P a n e l  

Motor Con t r  o l  C e n t e r  s 

AC I n p u t  480 V 520 V 

AC I n p u t  480 V 520  V 

AC Bus 480 V 600 V 

AC Bus  480 V 600 V 
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Figure 9 . 4 .  Essen t i a l  Spray Pond Pump House, PVNGS 
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Identical equipment for each train is located in two 
locations: the pump house and the valve box. The only nuclear 
safety related equipment at the pump house is the spray pond pump 
itself and its associated bearing oil and space heaters. At the 
valve box there is a header inlet MOV and a header bypass MOV with 
associated sets of field contacts that signal the status of valve 
positions. 

Under normal operating conditions the other ends of the buried 
cables connect to either open circuit breakers, motor control 
center display panels composed of switch contacts, resistors, and 
lamps, or to a logic input card at the Safety Equipment Status 
System (SESS). A schematic diagram of this card is shown in 
Figure 9.7. According to Palo Verde personnel, the SESS itself is 
not considered to be nuclear safety related equipment. The SESS 
cables have been run out to the spray pond with nuclear safety 
related cabl2s because the SESS 2 4  volt power supply receives its 
power from the nuclear safety related 1 2 0  VAC vital 
instrumentation bus. 

Three model diagrams have been constructed in order to compute 
EMP responses for spray pond associated equipment. Figure 9.8 
shows the coupling from the cables in the conduit duct bank to the 
Train A pump house while Figure 9.9 shows the coupling to the 
Train A valve box. (The Train A equipment was chosen because the 
cables to its valve box would be more strongly driven than those 
for Train B.) The model diagram in Figure 9.10 details the 
coupling at the other ends of the buried cables as they penetrate 
the diesel generator building on their way to equipment located in 
the control/auxiliary building. The responses coaputed from these 
diagrams are tabulated in Table 9.3. 

The response estimates at the Palo Verde spray pond are 
significantly higher than response estimates at the Watts Bar 
intake pumping station for two basic reasons: 

1) Fewer cables exist at Palo Verde to share the bulk current 
induced on the buried cable runs. 

2 )  There is no conplex cable distribution system at the Palo 
Verde sprsy pond (as there was at Watts Bar) to provide 
additional attenuation to penetration currents coupled 
inside the building. The Palo Verde cables terminate 
within several feet of where they emerge from the duct 
bank. 

Based upon our inspection of the Palo Verde facility we 
believe it unlikely that other signal attenuation mechanisms exist 
for the exterior structures at the spray pond. However, time did 
not allow us to analyze current paths within the control and 
auxiliary buildings to the same degree as was achieved a t  Watts 
Bar. Experience at other facilities, and at Watts Bar, indicates 
that as details are added, estimates of the induced currents tend 
to decrease. Therefore, we believe that the response values for 
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Table 9.3. 

Equ ipmen t 

E s s e n t i a l  Spray 
Pond Pump 

Pump B e a r i n g  O i l  
Heater a n d  Pump 
Space Heater 

Spray Header 
I n l e t  MOV 

Spray Header I n l e t  
S t a t u s  S w i t c h e s  

Spray Header 
Bypass MOV 

Spray Header Bypass 
S t a t u s  S w i t c h e s  

Motor Con t r o 1 C e n t e r  
( f o r  E s s e n t i a l  Spray 
Pond)  

Motor C o n t r o l  C e n t e r  
( f o r  MOVs ) 

S a f e t y  Equipment  
S t a t u s  System (SESS) 

EMP R e s p o n s e  P r e d i c t i o n s  f o r  PVNGS 
Spray Pond Equipment .  

I n t e r f a c e  

AC I n p u t  

AC I n p u t  

AC I n p u t  

C o n t r o l  
S t a t u s  
o u t p u t  

AC I n p u t  

C o n t r o l  
S t a t u s  
o u t p u t  

120/240 V 
Bus 

S t a t u s  
I n d i c a t o r  

Logic  

S t a t u s  
S w i t c h  
I n p u t  

9 -17 

O p e r a t i n g  
- L e v e l  - 

4160 V 

1 2 0  v 

480 V 

1 2 0  v 

480 V 

1 2 0  v 

1 2 0  v 

1 2 0  v 

24 V 

24 V 

Peak  V a l u e  
EMP R e s p o n s e  - 

1800  V 

1 0 0 0  v 

5000 V 

5000 V 

5000 V 

5000 V 

1 1 2  v 

135 V 

67  V 

1 1 2  v 



the MCCs and the SESS on Table 9.3 are certainly bounding values 
and that additional analysis would lead to lower values. 

9.2.3 Conclusions on Coupling Analysis. The EMP-induced 
responses at several analogous locations at Watts Bar and Palo 
verde are listed in Table 9.4. As can be seen from this table, 
the average responses at the penetration interfaces at Palo Verde 
are significantly higher than those at Watts Bar. Several of the 
responses, particularly at the spray pond, are of such a magnitude 
as to suggest that an arc-over to ground from bushings, terminals 
or switch contacts may occur. 

As indicated earlier, the higher responses at Palo Verde arise 
from several factors: 

1) Outside, overhead ac line source couples at a point much 
deeper in the electrical system. 

2 )  Fewer cables exist in the exterior duct banks to share the 
bulk current induced on buried cable runs. 

3) There is no complex cable distribution at the spray pond 
to provide additional attenuation for penetration currents. 

From this data it can be concluded that significant variations 
in responses at penetration interfaces can exist at nuclear power 
plants, and therefore, the Watts Bar results in themselves are not 
necessarily indicative of nuclear plants in general. 

9.3 Damage Threshold Analysis 

tion of solid state equipment and components used to perform safe 
shutdown functions for other, newer technology plants. The second 
portion was the estimation of the damage failure thresholds of 
that equipment. The third part consisted of a comparison of the 
thresholds estimated for Watts Bar equipment with the thresholds 
calculated in the n2wer technology plants. 

This task was threefold. The first part was the identifica- 

Because of the short time over which this study was conducted, 
the time available for acquiring data to calculate circuit damage 
thresholds was limited. This was crucial to the completeness of 
the study because in many cases, the electrical schematics were 
not available directly from the electric utility. In obtaining 
these data from equipment vendors, it was often found that the key 
data were considered as proprietary to the vendor and, thus, were 
not available to calculate circuit damage thresholds. This limits 
the completeness of the study. 

effort in this task is illustrated in Figure 9.11. The general 
approach taken was to conduct an onsite survey of each plant: 

9.3.1 Technical Approach. The general flow of the technical 
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1) To determine which equi2ment items are necessary for safe 
shutdown; 

2) To define the critical equipment interfaces that are 
potentially susceptible to EMP-induce damage; 

3 )  To acquire the necessary descriptive information on the 
equipment; 

4 )  To calculate circuit damage thresholds using the DEFT 
methodology, and 

5 )  To compare these thresholds with the Watts Bar results. 

This represents some modification to the procedure followed in the 
example plant (Section 7), particularly items 2 and 5 .  These two 
items are discussed below. 

Identification of Critical Equipment Interfaces. This effort 
consists of two major screening tasks. The first task was to 
determine whether the equipment items contained semiconductor 
components. Because the scope of this effort was limited to 
considering only semiconductor components, equipment items without 
them were excluded from further consideration. The second 
screening process involved the determination of the isolation of 
the equipment item from a primary EMP drive point. In the Watts 
Bar portion of the study it was determined that the threat 
associated with the diffused field induced by EMP on the inside of 
seismic Category 1 structures is negligible when compared to the 
amount of current induced on conductors exterior to the facility 
and conducted into the facility (direct penetration). It was also 
concluded from the Watts Bar study that only the first or second 
stages of fan-out distribution from direct penetrations will 
experience any substantial EMP threat. Consequently, any 
equipment item that was buried within the facility past two stages 
of fan-out was considered sufficiently isolated from the primary 
EMP drive point and was excluded from any further analysis here. 

Comparison with Watts Bar Results. The thresholds of 
equipment items calculated for the newer plants were compared on a 
plant-by-plant basis to the calculated Watts Bar results: 

Equipment Common to Several Plants. 4lthough each plant is 
discussed separately below, there are a number of instances where 
it was impossible to prepare any analysis because vendors consider 
the necessary information proprietary. This includes the Rosemont 
1 1 5 3  transmitters which appear in the diesel generator fuel oil 
transfer systems at all three plants. These transmitters are also 
found in the essential cooling water and refueling water storage 
systems at Palo Verde and in the high pressure core spray, 
shutdown service water, and nuclear system protection systems at 
Clinton. 
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9 . 3 . 2  Discussion of Individual Plants and Systems 

Catawba Nuclear Station. There are seven systems necessary 
for safe shutdown; five are considered isolated from a primary EMP 
drive point. The Reactor Protection System is isolated in the 
reactor building/containment complex. The Chemical Volume and 
Control System is also isolated in the reactor building/contain- 
ment complex. The Component Cooling Water is totally contained 
within the auxiliary building/reactor building complex with no 
direct "outside-world" interface. The Emergency Core Cooling 
System components are all located in the reactor building/contain- 
ment; activation signals are from the RPS and control room. These 
are all isolated by several stages from the primary EMP drive 
points. The Auxiliary Feedwater System components are placed in 
the turbine building and reactor building. Critical solid state 
components are all sufficiently isolated from primary EMP drive 
points to be considered insusceptible to EMP-induced damage. 

The remaining systems--Auxiliary Power System and Nuclear 
Service Water--are considered for EMP susceptibility. 

Auxiliary Power System. The Auxiliary Power System provides 
the power needed for safety systems as a backup to the normal 
source of electrical power with a battery reservoir and a 
conversion system that produces continuous AC and DC output 
power. There are four system elements that contain solid state 
semiconductor components: 

- Diesel Generator Load Sequencer 

- Battery Charger 

- AC Static Inverter 

The Diesel Generator load sequencer is located in the diesel 
building and communicates with the diesel generator and 
medium-voltage switchgear. This provides sufficient isolation for 
the load sequencer to be excluded from further analysis. 

The batter charger used at Catawba is of a similar type to 
that used at Watts Bar, but made by a different vendor (Solid 
State Controls, Inc.). No schematic information was available and 
circuit damage thresholds could not be determined. 

The inverter used at Catawba is same type, model and vendor 
(Solid State Controls, Inc.) as the inverter used at Watts Bar. 
The circuit damage thresholds for the inverter, then, are the same 
as for the inverter used at Watts Bar. The values of the 
thresholds at the critical interfaces are (from Appendix B): 
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AC- Input : 

Battery Input: 

AC-Output: 

IT = 45.2 A 

PT = 4 . 0  x 1 0 4 ~  

4 y s t e m .  The NSW system is the 
ultimate heat sink for a variety of safe shutdown support sys- 
tems. There are two system components that contain solid state 
semiconductor components: 

- NSW level transmitter 

- NSW process instrumentation 

The flow in the NSW system is monitored by a Robertshaw 
No schematic information was 158-series level transmitter. 

available for this transmitter so a circuit damage threshold 
determination could not be made. 

The output of the level transmitter is an analog signal sent 
to process instrumentation (a Rochester Trip Alarm) in the 
auxiliary building. The schematic diagram of this unit is shown 
in Figure 9.12. The interfaces that are potentially susceptible 
are the AC-Input and the signal input. The most sensitive 
components for these interfaces are CRl(lN2070--AC-Input) 
Zl(LM324--signal input). Analyses conducted at these interfaces 
give the following results: 

and 

AC Input: VT = 773.8V 
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The signa input thresholds for the inverter and trip alarm 
were calculated assuming that the failure of the semiconductor 
components would be the primary failure mode of the circuit. It 
is clear from the high magnitudes of the calculated values that 
this is not the case; i.e., other phenomena such as arcing or 
other dielectric breakdown can be expected to occur before these 
levels are reached if EMP-induced driving signals are large enough. 

There are seven systems necessary for 
safe shutdown. The Residual Heat Removal (RHR) system is located 
in the lower level of the auxiliary building and is isolated by 
several stages from the "outside world." The process 
instrumentation that is associated with RHR is located deep within 
the reactor building/auxiliary building complex. 
then, is sufficiently isolated from the primary EMP drive points 
to be excluded from any further analysis. The Standby Liquid 
Control System (SLCS) components are all located within the 
reactor containment with process control instruments that send 
signals to the control room. Because of its isolation, the SLCS 
can be excluded from any further analysis. 

Clinton Power Station. 

The RHR system, 

The remaining systems to be considered for EMP susceptibility 
are: 

- Reactor Core Isolation Cooling (RCIC) System 

- Emergency Core Cooling System (ECCS) 

- Shutdown Service Water 

- Nuclear System Protection System (NSPS 

- AC/DC Emergency Power System 

Reactor Core Isolation Cooling (RCIC) System. The RCIC system 
maintains sufficient water in the reactor pressure vessel to cool 
the core and then maintain the nuclear boiler in the standby 
condition in the event the vessel becomes isolated from the 
turbine steam condenser and feedwater makeup flow. There are two 
system components that contain solid state semiconductor 
components: 

- RCIC Process Control Transmitters 

- RCIC Turbine Overspeed Governor 

The RCIC process control transmitters monitor the flow in the 
makeup lines. These are located outside the reactor containment 
but inside the reactor building. The transmitter outputs are sent 
to the control room inside the auxiliary building. Because these 
transmitters are isolated from any outside EMP source, they can be 
eliminated from any further analysis. 
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The RCIC turbine and pump automatically shut down upon turbi 
overspeed. The turbine is protected from this condition by an 
electronic overspeed governor with ramp generator. This governor 
is similar in type to the AFW turbine governor analyzed at Watts 
gar and is provided by the same vendor (Woodward Governor). 
Schematic information was not available and exact verification of 
the model used could not be accomplished. Consequently, direct 
extension of the Natts Bar results was not possible and circuit 
damage thresholds of this equipment item were not determined. 

e 

Emergency Cool Cooling (ECCS) and Shutdown Source Water (SSW) 
Systems. The ECCS is designed to protect the reactor core against 
fuel cladding damage in the event of a loss of coolant accident. 
The SSW provides cooling to various components of the ECCS. The 
process control transmitters contain semiconductor devices and the 
only ones not sufficiently isolated are Rosemont 1153's discussed 
earlier. 

Nuclear System Protection System (NSPS). The NSPS is a 
€our-channel electrical alarm and actuating system which monitors 
the operation of the reactor. 
it initiates action to prevent an unsafe or potentially unsafe 
condition. The NSPS uses solid state electronic technology from 
sensor output to actuation device inputs which includes sensors, 
signal conditioning, combinational logic and actuator logic. 
NSPS also provides for the analog indication of major variables, 
separation of channels, and on-line testability, There are six 
system components which contain solid state semiconductors: 

- Process Control Transmitters 

Upon sensing an abnormal condition, 

The 

- malorj Computer Unit Trip Modules 

- Digital Signal Conditioning Modules 

- Decision Logic Modules 

- AC/DC Load Drivers 

- DC Power Supplies 

The monitoring of critical analog process parameters in the NSPS is accomplished through process control transmitt, ars of the 
Rosemont 1152/1153 types discussed earlier. 

It is conceivable that an EYP signal could be induced at the 
interface to the Analog Computer Unit Trip Modules ( A T M s ) .  These 
ATMs are in the equipment bays near the reactor control room. The 
interface of interest is the transmitter excitation input. The 
schematic for this interface circuit is shown in Figure 9.13. the 
device of interest is the UPM-24/40-12 DC-DC converter. Using the 
methods of Section 7 for 30s integrated circuits, the device 
failure parameters are calculated to be: 
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VF =43.8V 

IF = 1.5A 

PF = 65.9W 

Using these values in the circuit and calci Lating back t 
input pins gives circuit damage thresholds of: 

VT = 1.6 x 102V 

IT = 1.0 X 102A 

PT = 1.7 x 1 0 4 ~  

Critical process parameters can also be input to the 

the 

combinational logic from contact status closures. The input of 
these digital signals to the combinational logic is through the 
digital signal conditioning (DSC) boards. The signal input 
interface of the DSC board is shown in Figure 9.14. The inputs of 
the GOO1 card are for 24 VDC inputs; those of the GO02 are for 125 
VDC inputs. the most sensitive component for the 24 VDC input 
(G001) is the LED device in the 4N24A optical coupler. Using the 
methods of Section 7 the failure parameters of the LED are: 

Calculation of circuit damage thresholds for this circuit based on 
these parameters yields: 

For the 125 VDC input (G002), the most sensitive component is 
the 1N4475 device. Using the methods of Reference 21 gives the 
failure parameters of the 1N4475 zener: 

IF = 180.4A 

Calculation of circuit damage thresholds for this circuit based on 
these parameters yields: 
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The NSPS d e c i s i o n  l o g i c  modules  a r e  i n t e r n a l  t o  t h e  NSPS 
c a b i n e t  and h a v e  i n p u t  and o u t p u t  t h a t  r ema in  i n t e r n a l  t o  t h e  
c a b i n e t .  Because of t h e  l a y e r s  o f  i s o l a t i o n  be tween t h e s e  
c i r c u i t s  and a p r i m a r y  EMP d r i v e  p o i n t ,  t h e s e  c i r c u i t s  a r e  
e x c l u d e d  from any f u r t h e r  a n a l y s i s .  

EMP s i g n a l s  c a n  be i n d u c e d  a t  t h e  o u t p u t  o f  t h e  AC/DC load 
d r i v e r s .  I n f o r m a t i o n  was n o t  a v a i l a b l e  t o  d e t e r m i n e  c i r c u i t  
damage t h r e s h o l d s  a t  t h e s e  i n t e r f a c e s .  

Power f o r  t h e  NSPS u n i t s  i s  from a +12 VDC power s u p p l y  
mounted i n  t h e  NSPS i n s t r u m e n t a t i o n  r a c k .  T h i s  power s u p p l y  
accepts  1 2 0  VAC, C la s s  1 E  power and o u t p u t s  + 1 2  VDC r e g u l a t e d  
power.  The power s u p p l i e s  a r e  made by Lambda E l e c t r o n i c s  and a r e  
t h e  same a s  those  used  a t  Watts B a r ;  d i r e c t  e x t e n s i o n  o f  t h e  Watts 
Bar r e s u l t s  a r e ,  t h u s ,  a p p l i c a b l e .  From Appendix B ,  t h e  
t h r e s h o l d s  f o r  these power supp l i e s  i n p u t  are:  

VT = 3.1 x 10411 

IT = 2 . 1  X 1 0 2 A  

PT = 6 . 6  x 106W 

AC/DC Emergency Power System. The  AC/DC Emergency Power 
Sys tem p r o v i d e s  t h e  power needed  f o r  s a f e  shutdown s y s t e m s  a s  a 
backup t o  t h e  normal  source of  e l e c t r i c a l  power and h a s  a b a t t e r y  
r e s e r v o i r  and a c o n v e r s i o n  s y s t e m  t h a t  p r o v i d e s  c o n t i n u o u s  AC and  
DC o u t p u t  power. T h e r e  a r e  f o u r  s y s t e m  components  t h a t  c o n t a i n  
s o l i d  s t a t e  s e m i c o n d u c t o r  components :  

- Diesel  G e n e r a t o r  Load Sequence r  

- Diesel G e n e r a t o r  P r o c e s s  C o n t r o l  S e n s o r s  

- B a t t e r y  Charge r  

- AC S t a t i c  I n v e r t e r  

The Diese l  G e n e r a t o r  Load Sequence r  i s  loca ted  i n  t h e  d i e s e l  
b u i l d i n g  i n  t h e  loop be tween t h e  d i e s e l  g e n e r a t o r  and 
medium-vol tage  s w i t c h g e a r .  I t  is, t h e r e f o r e ,  s u f f i c i e n t l y  
i s o l a t e d  t o  be e x c l u d e d  from f u r t h e r  a n a l y s i s .  

The b a t t e r y  c h a r g e r  u sed  a t  C l i n t o n  i s  t h e  same t y p e ,  model ,  
and vendor  (Power Conver s ion  P r o d u c t s )  a s  t h e  c h a r g e r  u s e d  a t  
Watts Bar. The c i r c u i t  damage t h r e s h o l d s  f o r  t h e  b a t t e r y  c h a r g e r ,  
t h e n ,  a r e  t h e  same as  f o r  t h e  c h a r g e r  u sed  a t  Watts Bar. The 
v a l u e s  of t h e  t h r e s h o l d s  a re  (from S e c t i o n  7 and Appendix B ) :  
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The AC static inverter used at Clinton is an Elgar model and 
type 752-1-101. No electrical schematic infornation was available 
for this inverter. Consequently, circuit damage thresholds could 
not be calculated for this equipment item. 

All thresholds discussed above for Clinton were calculated 
assuming that the failure of the most sensitive semiconductor 
device was the primary failure mode of the circuit. It is clear 
that this is not the case. From the large values of the thres- 
holds, it is clear that other phenomena such as arcing or other 
dielectric breakdown can be expected to occur before these levels 
are reached given that EMP-induced signals are large enough. 

Palo Verde Nuclear Generating Station. There are seven 
systems necessary for safe shutdown. Four are considered totally 
isolated from an EMP primary drive point and are excluded from 
further analysis. The Reactor Trip System (RTS) is isolated in 
the reactor building/containment structure and is, thus, isolated 
and can be excluded from analysis. The Auxiliary Feedwater (AFW) 
System components are placed in the turbine building and reactor 
building. Critical solid state components are all sufficiently 
isolated from primary EMP drive points to be excluded from further 
analysis. The Chernical Volume and Control System (CVCS) 
components are placed inside the reactor building/containment 
structure and are isolated from the "outside world." The CVCS is, 
thus, excluded from further analysis. The Atmospheric Dump System 
(ADS) components are located outside the reactor containment 
upstream of the main steam isolation valves. Because these 
components are sufficiently isolated fron "outside-world" 
connections, they are excluded from further analysis. 

The three remaining systems considered for EYP susceptibility 
are: 

- Emergency Power Distribution System 

- Essential Cooling Water 

- Engineered Safety Features Actuation System 
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Emerqency Power Distribution System. The Emergency Power 
Distribution System provides backup power to the normal source of 
power with a battery reservoir and a conversion system that 
produces continuous AC and DC output power. There are four system 
components that contain semiconductor components: 

- Diesel Generator Load Sequencer 

- Diesel Generator Process Control Sensors 

- Battery Charger 

- AC Static Inverter 

The Diesel Generator Load Sequencer is located in the diesel 
building in the loop between the diesel generator and 
medium-voltage switchgear. It is sufficiently isolated to be 
excluded from further analysis. 

The battery charger used at Palo Verde is similar to that used 
at Watts Bar, but made by a different vendor (Solid State 
Controls, Inc.). Because no schematic information was available, 
circuit damage thresholds could not be determined for this 
equipment item. 

The AC static inverter used at Palo Verde is similar to that 
used at Watts Bar and made by the same vendor (Solid State 
Controls, Inc.). Schematic information could not be obtained to 
verify that identical circuit designs were used and direct 
extension of Watts Bar results was not made. 

Essential Cooling Water. The Essential Cooling Water (EC'A) 
system transfers heat from critical plant components to the 
essential sprays (at the spray ponds). There are three system 
components that contain semiconductor components: 

- Process Control Transmitters 

- 9larms 

The process control transmitters of this system measure flow 
rates at points within the ECW loop.  These transmitters are of 
the Rosemont 1153 type discussed earlier. 

The process control instrumentation that receives the 
information is located in the auxiliary control building in the 
process instrumentation rack. The signals are passed through 1/1 
isolation before being sent to bistable trip units in the plant 
protection system rack. The 1/1 isolation is Foxboro 270 series 
instrumentation. No information was available from which to 
deterxine circuit damage thresholds. 
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The alarms for this system are in the control room. They are 
separated from the primary EMP drive point by several stages of 
fan-out. Therefore, they were excluded from any further analysis. 

Engineered Safety Features Actuation System (ESFAS). The 
ESFAS is the system which contains the components involved in 
generating those signals required to actuate the ESF systems 
(containment isolation, containment spray, iodine removal, main 
steam isolation, safety injection, and emergency feedwater). 
There are four system components which contain semiconductors: 

- Process Control Transmitters 

- DC Power Supplies 

- I/I Isolators 

- Bistable Trip Units 

Almost all process control transmitters are located near the 
pressurizer enclosure complex, and the steam generators. The only 
transmitter not sufficiently isolated to be excluded from analysis 
is a Rosemont 1153 discussed earlier which is located at the 
refueling water tank. 

The 1/1 isolators that receive the transmitter output are 
located in the process instrumentation rack. These units are 
Foxboro 270-series instrumentation for which no schematic 
information was available so no circuit damage thresholds were 
calculated. 

Power for the process instrumentation rack is supplied by the 
120 VAC, Class 1E vital bus. This power is accepted by a Foxboro 
power supply which then outputs a regulated DC is similar in 
function to the Foxboro regulated DC power supply at Watts Bar. 
Schematic information was not available to verify that this was, 
indeed, the same power supply so extension of the calculated Watts 
Bar results cannot, therefore, be assumed. 

Combustion-Engineering Systems 

UNIPLEX System 600. The UNIPLEX System is a remote monitor 
and control system that is structured around a high-speed 
time-sharing serial data communications technology virtually 
immune to signal error, and isolated from electromagnetic 
transients. 
of the plants surveyed, the application of the analytical 
algorithm presented earlier cannot be made to this system. 
identification of critical interfaces cannot be made without a 
specific plant architecture to screen. 

Because this system was not being implemented in any 

The 

Thus with no schematic data available and critical equipment 
interfaces not identified, circuit damage thresholds were not 
calculated. However, an indication of the EMP susceptibility of 
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the EMP susceptibility of the UNIPLEX System can be gained by 
noting that the system components were qualified to the test 
specified in IEEE-STD-472, 1974/ANSI C37.90a, 1974: IEEE Guide 
for Surge Withstand Capability (SWC) Tests. The SWC wave is an 
oscillatory wave, frequency range of 1.0 MHz to 1.5 MHz, voltage 
range of 2.5 kV to 3.0 kV crest value of the first half cycle 
peak, envelope decaying to 50 percent of the crest value of the 
first peak in not less than 6 p s  from the start of the wave. The 
source impedance of the surge generator used to produce the test 
wave is 150 a. The test wave is to be applied to a test specimen 
at a repetitive rate of not less than 50 tests per second for a 
period of not less than 2 seconds. 

Though the UNIPLEX system components were subjected to and 
passed the SWC test, the EMP damage voltage thresholds of the 
equipment cannot be obtained from these test data without intimate 
knowledge of the equipment pin input impedances. The potential 
impedance mismatch between the test generator and the equipment 
interface can cause a voltage lower than the generator source 
voltage to appear across the circuit terminals. The constant of 
proportionality between these voltages is given by ZL/(ZS + 
ZL) where ZL is the terminal input impedance and ZS is the 
generator source impedance (150 a). It can be seen that if 
Z L  << Z S ,  then the actual voltage appearing at the equipment 
input terminals is much less than the voltage available from the 
generator. Since the equipment input impedances were unavailable 
in this study, no statement of the EMP voltage damage thresholds 
of the UNIPLEX equipment can be made. However, due to the 
similarity of the test waveforrn to an EMP waveform the following 
statement of EMP susceptibility can be made: "The UNIPLEX system 
components that have qualified to the SWC test can be expected to 
survive an EMP transient waveform with a peak amplitude of 2.5 to 
3.0 kv, a Q of 24, at a frequency of 1.0 to 1.5 MHz, and a source 
impedance of 150 0.'' 

NUPLEX 80. The NUPLEX 80 advanced control design was 
developed by C-E and is characterized by extensive computer-based 
monitoring and information display systems. The full-scale 
implementation of the matured design was to have been made for 
TVA's Yellow Creek Units 1 and 2. The total NUPLEX 80 system can 
be broken into three general functional areas: monitoring 
systems, the safety system, and control systems. Because an 
implemented design was not surveyed, applications of the isolation 
screen was not possible and no critical interfaces were defined. 
No schematic diagrams was available and no critical interfaces 
were definable. Therefore, in this scoping exercise, no statement 
can be made about the EMP susceptibility of NUPLEX 80 equipment. 

9.3.3 Conclusions on Dainaqe Threshold Analysis. The 
objective of this effort was to characterize, to the extent 
possible, the effects of EMP on nuclear power plants in general 
based on the calculated results for the Watts Bar safe shutdown 
systems and on the inspections of the newer technology plants 
presently under construction. The data obtained in this study are 
insufficient to make a definitive statement on the generic EMP 
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susceptibility of nuclear power plants. While it is true that 
types of equipment similar to Watts Bar equipment items were found 
at the various plants, not enough evidence (detailed schematics 
and parts lists) was available to state with authority that the 
Watts Bar nuclear plant susceptibilities are representative of the 
full spectrum of nuclear plant designs. It was demonstrated, 
however, that the methodology described herein provides a process 
by which this type of comparison can be perforned. 

9.4 Vulnerability Assessment for the Additional Plants 

A vulnerability assessment for all three plants was not 
attempted for the following reasons: 

1. Only the Palo Verde plant appeared to have major 
differences in coupling topology when compared with Watts 
Bar. 

2. Detailed circuit information for inany of the equipment 
items containing solid state devices is either considered 
proprietary or was not available in time. 

3 .  Observations on the generic applicability of the Watts Bar 
results can not be made without doing complete studies on 
other plants. 

However, because there are some significant differences between 
the estimates of EMP-induced signals at Palo Verde and Watts Bar, 
some observations on the potential vulnerabilities at Palo Verde 
follow. 

Using the criteria discussed in Section 8.2 and the data 
presented in Section 9.2 for the Palo Verde response, the safety 
nargins shown in Table 9.5 and 9.6 were estimated. It is obvious 
that the safety margins for Palo Verde are lower than those for 
Watts Bar. However, all the safety margins are positive for the 
equipment associated with essential ac power. Therefore, given 
the conservatisms discussed earlier, failures are not anticipated 
in this equipment. 
with the spray pond pumps and valves safety margins are negative. 
Therefore, there is some reason for concern about the surviv- 
ability of such equipment. But such concern must be tempered with 
the understanding that the ultimate heat sink, which at Palo Verge 
is the Essential Spray Pond Systen, is not the first line of decay 
heat removal if the plant is tripped because of loss of offsite 
power.24 It should be recalled that we have assumed that there 
is a plsnt trip in the presence of EYP because of other effects on 
the grid. At Palo Verde for example, the Auxiliary Feedwater 
System is designed to provide for decay heat removal 3t hot 
shutdown for a minimum of 8 hours after reactor trip. Also,  as 
noted in Section 9.2, if more detail is included in the control 
building/auxiliary building model, it is anticipated that the 
predicted responses will be lower. Therefore, as noted in the 
Watts Bar portion of the study, the possible loss of individual 
components in redundant systems does not preclude safe shutdown 

On the other hand, for some equipment associated 
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1 0 . 0  Summary, Conclusions, and Recommendations 

10.1 Study Approach 

An analytical study was conducted on the potential interaction 
of the electromagnetic pulse from the high altitude detonation of a 
nuclear weapon with a commercial nuclear power plant and selected 
safe shutdown systems. The objective was to identify any undue 
sensitivities to EMP and recommend remedies where appropriate. The 
first step in this process was to examine a single example plant in 
detail to explore and define EMP coupling mechanisms and equipment 
damage thresholds. Signal upset was not considered in this study, 
only equipment failure. The second step was to extend these results 
to other nuclear plants in order to generalize the results. Each of 
these efforts is summarized separately below. 

10.2 Example Plant Analysis 

The study considered three potential paths for EMP interaction 
with the plant. Penetration of diffused fields into the facility 
was examined analytically and experimentally. After a review of 
construction drawings and site inspections, it was concluded that 
the structures offered shielding of at least 30 dB, and probably 
more. Subsequent tests confirmed this conclusion. EMP coupling 
with the power grid and onsite cabling was also examined. Cable 
routings and potential signal penetration points were identified and 
examined. The currents induced by EMP were estimated and their 
penetration into the plant interior traced. The estimates account 
for other cables in duct banks and cable trays, grounding paths and 
other paths for signal propagation. Inside the plants, the penetra- 
tion currents were reduced by attenuation along cable runs and by 
ohmic losses, multi-moding, and breakout distribution. It was 
established that the principal source of EMP-induced signals is the 
excitation of the onsite buried cabling. The study includes current 
and voltage predictions for approximately 100 points on safety- 
related loads. 

Early predictions suggested that EMP-induced signals would be 
well below nominal operating voltages for heavy duty equipment (ac 
motors, transformers, etc.) so the main effort in estimating damage 
thresholds was directed toward equipment containing solid state 
devices. This decision was also based upon experience which indi- 
cates that semiconductor devices are usually the most EMP suscept- 
ible components. This led to consideration of the battery chargers, 
inverters, regulated power supplies, process instrumentation, and 
controls. In general, the estimated thresholds are well above 
anticipated signal levels. The ranges of the predicted EMP 
responses and damage threshold predictions are summarized in the 
following table. 
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I tems 

Table 10.1. 

Summary of Analytical Predictions 

Predicted EMP Predicted Damage 
Signal (VR) Thresholds (VT) - 

6.9 kV Equipment 50-500  V 60 kV* 

480 V Equipment 2-100 v 1.4 kV** 

125 VDC/120 VAC Equipment 2-100 v 70 V-9.3 GV*** 

Instrumentation 10 v 50  V-50 MV*** 

*Damage threshold assumed (conservatively) at 60 kV based upon 
Basic Impulse Level values for such equipment. 

**Damage threshold assumed (conservatively) at 3X nominal operating 
level. 

***Because these computed damage thresholds are so high, it is 
assumed (conservatively) in the vulnerability analysis that other 
circuit phenomena such as dielectric breakdown or arc-over could 
occur at 3X operating voltages given sufficiently large driving 
signals even though such events may not fail equipment. 

When the individual response predictions and damage threshold 
estimates are combined, the minimum safety margin (SM) observed for 
safe shutdown equipment in the example plant is 16 dB, where 
SM = 20 log VT/VR, with the bulk (>80%) being greater than 40 dB. 

A limited number of tests were conducted to verify the analy- 
tical response techniques. Selected cables in the facility were 
driven by directly coupling an RF signal to the cable by a current 
transformer. The induced currents were observed at t h e  points of 
interest and a transfer function derived. When this transfer func- 
tion is used with the appropriate driving function, the induced 
current amplitude in the time domain can be established. The peak 
amplitudes thus derived were compared with pretest predictions to 
establish confidence in the basic analytical procedures. For this 
study, the results indicate that on the average the interior current 
fan out predictions are modestly conservative (1-2 dB) when compared 
to measurements. Additional tests were conducted to search for 
inadvertent or unexpected cable penetrations, and none were located. 

10.3 Additional Plant Analysis 

The extension of the analysis of  the example plant to three 
additional plants proceeded along two parallel paths. On the one 
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hand, features and configurations that were important to EMP coupl- 
ing in the example plant were compared to those observed in the 
added plants. At the same time, equipment in safe shutdown systems 
of these plants which contain solid state components were identifi- 
ed, damage thresholds estimated where possible, and results compared 
to the example plant. 

The analysis revealed no new coupling paths at the plants 
visited. Indeed, some penetrations, such as the diesel generator 
building to auxiliary building cabling, were eliminated by virtue of 
the plant design; in these plants the two buildings are contiguous. 
However, it was observed that average EMP-induced responses at 
several analogous locations are higher at Palo Verde than at Watts 
Bar. In fact, some predicted responses are high enough to suggest 
that arc-over to ground may occur in some systems. Again, such 
arc-overs are not necessarily indicative of system failures. ~ l s o ,  
at Palo Verde the systems potentially affected are not the first 
line of decay heat removal in the event of reactor trip. 

The plant visits revealed that in these plants many systems use 
equipment comparable to that seen at the Watts Bar plant and in many 
instances it is identical equipment. In those instances where data 
was available to use in estimating damage thresholds, the values 
computed are comparable to those for Watts Bar. Again, circuit 
thresholds for damage to solid state devices exceed levels at which 
other circuit phenomena can occur such as arc-over, dielectric 
failure, etc. This effort was handicapped by the fact that circuit 
information on several sensors which appeared frequently in the 
additional plants is considered proprietary by the equipment vendor. 

10.4 Conclusions 

Based upon the analyses performed on the example plant and the 
three additional plants, the following specific conclusions were 
reached: 

1) Diffuse fields inside Seismic Class 1 or structurally 
equivalent buildings due to the incident plant wave are 
negligible sources of EMP energy. 

2 )  The principal sources of EMP energy coupled to critical 
circuits in the plant are currents induced by the incident 
EMP on external cables which then penetrate into the plant 
buildings. These EMP signal entry points are readily 
identifiable. 

3 )  Attenuation of EMP-induced signals in the plant electrical 
circuitry can be reasonably modeled. 

4) Damage thresholds for the components examined are 
substantial. These thresholds are high enough that if 
EMP-induced signals approach threshold levels, other 
phenomena (arc-overs for example) will occur before device 
failure. 
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Predicted EMP-induced signals at the critical equipment in 
the example plant are substantially less than nominal 
operating levels. The likelihood that individual components 
examined will be failed is small. 

The analysis methods used in the example plant can be 
extended to plants in general, and no new coupling paths 
were found in the examination of the additional plants. 

Plant topology and cabling practice have a strong influence 
on EMP-induced response. Response levels at some plants may 
be higher than those estimated for the example plant. 
Therefore, discretion must be used in extending the example 
plant results to other plants. 

The magnetohydrodynamic ( M H D )  EMP, which follows and is of 
much longer duration but lower intensity than the immediate 
EMP, is  not a serious threat to the safe shutdown capability 
of nuclear power plants. 

Signal generators capable of producing EMP-like effects 
employed by terrorists or saboteurs are not considered to be 
a significant threat to the safe shutdown capability of 
nuclear power plants. 

These specific conclusions provide a reasonable basis for the 
following summary conclusions: 

- The safe shutdown capability of the example plant would not 
be disabled by an EMP event. 

- In view of the similarities in the design and construction 
of nuclear power plants, and based upon the conservatisms in 
the analyses, it is the technical judgement of the study 
team that the safe shutdown capability of nuclear power 
plants in general would survive the postulated EMP event. 
However, greater uncertainty is associated with this 
judgement when applied to those plants which include design 
features that enhance coupling with incident EMP (e.g., 
unshielded overhead or buried electrical cables between the 
main building and satellite structures). 

10.5 Comparison of Program Objectives and Conclusions 

A s  stated in Section 1.2, this program was established as a 
scopincj study with three objectives: 

1. Determine the vulnerability of systems required for safe 
shutdown of a specific nuclear plant to the effects of ENP. 

2. Establish how any safe shutdown systems vulnerable to EMP 
may best be hardened against it. 
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3 .  Characterize to the extent possible, the effects of EMP on 
nuclear plants in general based upon the results for systems 
in the example plant. 

Iri addition, as noted in section 1.5, certain constraints and 
assumptions were adopted early in the study to keep the problem 
tractable. The three most important are: 

1. The study is limited to those systems required for safe 
shutdown of the nuclear plant. 

2. The study is based upon a "worst case" EMP threat 
situation. That is, it was assumed that the incident EMP 
plane wave embodied a bounding peak field intensity and an 
orientation relative to the plant systems such as to 
optimally excite every point of interaction. 110 singular 
nuclear burst can be targeted to accomplish this even for 
one nuclear power plant. 

3 .  Permanent damage was the failure criterion used to assess 
system vulnerability; that is, signal upset effects were not 
considered. 

The results of the study must be viewed in light of the objectives 
and the constraints and assumptions. 

The analysis called for in the first objective has been 
completed. The results indicate that although the nuclear power 
plant is complex, it can be analyzed in a straightforward and 
reasonable manner. The analyses further shows that peak EMP-induced 
signal levels at the points of interest are below the nominal 
operating levels and therefore no damage is expected. As noted in 
Section 8.6, if no component fails, the system does not fail. 

Because no system failures were identified in the analyses, no 
effort was made to suggest hardening zipproaches. It should be 
noted, however, that identification of plant design features that 
are susceptible to EMP is intrinsic to the analysis methods used. 
These same methods also provide insights into appropriate means of 
adding protection or hardening systems if such measures are 
required. In both instances, features at the topological, 
structural, system and component levels are included. If EMP 
protection should be required in other applications, there are 
numerous methods availble for EMP protection which are documented 
(References 4 and 20, for example). 

The study was extended to several other plants in order to reach 
some general conclusions. The analytical technique used is 
applicable in other situations, and the coupling mechanisms analyzed 
at Watts Bar appear to be representative in that no new paths were 
found. On the other hand it was observed that plant topology and 
cabling practice can strongly influence the EMP-induced response. 
Response levels at particular locations in some plants may be higher 
than those estimated for Watts Bar. Nevertheless, safe shutdown 
should be possible. 
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10.6 Recommendations for Further study 

From the results of the damage threshold portions this study, 
four areas may merit further consideration in order to evaluate the 
response of a typical nuclear power plant to an EMP. These areas 
are: (1) completion of the application of the damage threshold 
methodology to the selected facilities, (2) evaluation of the 
applicability of other EM design specifications to nuclear plant 
design and their implications for EMP mitigation, (3) performance of 
an engineering test program to validate the threshold calculations, 
and (4) evalvlation of EMP-induced operational upsets. These are 
discussed separately in the following paragraphs. 

10.6.1 Baseline Completion. The damage threshold analysis 
method described here provides a reasonable vehicle by which to 
determine whether in-depth studies should be conducted of other 
plants. Nore complete analysis of equipment not covered in Section 
9 will provide a better baseline for answering the question of the 
extensibility of the Watts Bar results to other plants. 

10.6.2 Other EM Specifications. Other EM specifications that 
presently are being applied to nuclear systems (EMI, lightning, 
etc.) can afford some protection from ENP. These specifications 
should be investigated to examine EMP mitigation implications 
inherent in the compliance to these specifications. An example 
would be to further investigate the implications of the IEEE-STD-472 
tests and further explore whether a provision for a lower bound on 
an EMP threshold can be determined. It is recommended therefore, 
that other EM specifications be examined to determine if any 
inherent EMP protection is provided by complying with these 
specifications. 

10.6.3 Engineering Tests. It was determined in this study that 
circuit damage thresholds, for the most part, were high. It is 
clear, especially in the cases of calculated voltage thresholds 
greater than 2-3 kV, that arcing or other dielectric breakdown o f  
passive components may be expected to occur first given sufficiently 
high driving signals. T o  determine analytically the levels at which 
arcing phenomena occur is intractable. If further investigation of 
the circuit damage threshold mechanisms is desired, the support of 
an engineering test program is required and, thus, recommended. 

10.6.4 EMP-Induced Upsets. The nuclear power industry and the 
Nuclear Regulatory Commission have been, and continue to be, 
concerned with the potential plant operational upsets that have been 
observed to occur due to electrical transients from various sources 
such as switching, inductive surges, lightning, and other sources of 
electromagnetic interference. The results of the previous and 
ongoing studies relating to transient-induced operational upset 
combined with the evaluation of current or proposed transient 
tolerance specifications will permit the identification of the 
unique upset implications of an EMP threat and the identification of 
areas of investigation (including required tests) that should be 
considered if it is found that EMP transients can produce upset 
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modes that are unlikely to be mitigated as a result of existing 
studies or specifications. 

The drive characteristics of EMP-induced transients (identified 
by the IRT/Boeing portion of this study) can form the basis for 
determining if EMP drive modes are significantly different 
than other transient sources. It is recommended that EMP-induced 
operational upsets be studied, in the light of previous and ongoing 
studies, to determine any unique upset implications of EMP. 

(worse) 
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ELECTROMAGNETIC COUPLING MODELS 
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In order to compute predictions for the complement of equipment identified as 

being critical to safe plant shutdown, five electromagnetic coupling models were developed. 

These diagrams detail the electrical connectivity from penetrations of EMP energy to 

equipment interface terminals and were originally the analysts worksheets. They are included 

here in order to provide additional insight into the technique involved in producing abbreviated 

predictions. The purpose of including them is  to show overall trends in attenuation and 

distribution fanout of the threat current as it couples inward from the penetrations to the 

critical equipment. 

In the diagrams the analysis can be seen to progress on two levels. The top level 

analysis sets the lower bound on the prediction current distribution with a I/N analysis us 

explained in Section 4.1 while the bottom level analysis sets the upper bound on the prediction 

current distribution with a I/wanalysis. Both upper and lower bound open circuit voltage 

predictions are computed at the equipment interfaces with estimates of cable source 

impedances and short circuit currents. The geometric mean of these upper and lower bound 

estimates produces the actual open circuit predictions. 

.A key diagram, interpreting certain symbols used in the model diagrams, appears in 

Figure A- I. Figures A-2 through A-6 present the following five coupling models: 

I) 500 kV Transmission Line Model - This model details the coupling analysis 

from EMP currents generated on the 500 kV transmission lines to critical 

equipment located in the Auxiliary Building. 

2) Intake Pumping Station Model - This model details the coupling analysis from 

the EMP currents generated on buried conduit duct banks to critical equipment 

located in the Intake Pumping Station. 
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I, 
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0 
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e 

0 

3) Diesel Generator Building Model - This model details  the  coupling analysis 
from t h e  EMP currents  generated on buried conduit duct banks to critical 
equipment located in the Diesel Generator Building. 

4) Auxiliary Buildinq (D.G. Bldq. Source) Model - This model details t h e  coupling 
analysis f rom t h e  EMP currents  generated on buried conduit duct banks 
connecting t h e  Diesel Generator Building to critical equipment located in t h e  
Auxiliary Building. 

5 )  Auxiliary Buildinq (Pump Station Source) Model - This mode1 details  t h e  
coupling analysis f rom t h e  EMP currents generated on buried conduit duct  
banks connecting the Intake Pumping Station to critical equipment located in 
t h e  Auxiliary Building. 
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TI-59 CALCULATOR PROGRAMS 
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PROGRAM DESCRIPTION 

This progr-m expands t h e  capab i l i t i e s  of the f i r s t  Semiconductor Fa i lure  .\lode1 Progra, 

1; -t&is-program, the Surge Resistance (RS) and Wunsch Damage Constant (K) a r e  computed 

&the Derivative Model. A l s o ,  a hybrid f a i l u r e  model ( P a r t i a l  T e s t )  is ava i l ab le  i n  

,vhi-Ch-the_Surge Resistance used i n  the  Wunsch ( T e s t )  model is computed by the Derivat ive 

( N o  T e s t )  model. The next th ree  pages describe each f a i l u r e  model, and o u t l i n e  the  

procedures fo r  using them. - - .- _ _  - 

USER INSTRI 
PROCEDURE 

. . . . .  . . . . . . . . . . .  .. 

. ..... - ___ 

..... - ............... - - . -. . - . . . . . . . . .  - . 

.. . . . . . . .  ... 

. . .  ... ........... - ... 

.... - . . .  

'IONS 
ENTER 

... . 

-.. . 

. . . . . . .  

. . . .  __. . . .  

.- . 

... - 

3ESS DISPLAY 

I USER DEFINED KEYS I DATA REGISTERS (B ) 1 LABELS (Op 08) 

10 14 966- 1 C 1977 Texas Insirurnen's Incomonica 
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T e s t  Model: 

vo l t age ,  Wunsch damage cons t an t ,  measured surge r e s i s t a n c e ,  and frequency have been 

given t o  t h e  program. This  model is app l i cab le  t o  a l l  semiconductor j u n c t i o n s ,  and 

The Wunsch F a i l u r e  Model is used t o  compute PF, IF and V p  a f t e r  breakdown 

_failure t h re sho lds  f o r  a given junc t ion  may be computed a t  any number of f r e q u e n c i e s .  

.The i n s t r u c t i o n s  f o r  us ing  t h i s  model a r e  given below. 

.and o r d e r  independent.  

S t eps  7 through 11 a r e  o p t i o n a l  

- 
PROCEDURE 

P a r t i t i o n  Ca lcu la to r  _ _ _  - 
Read cards - - - _____ ._ -- 

Enter-Wunsch _ _  damage cons t an t  - __ 
Ente r  VBD 

ENTER 

1 - ---- 

VBD 

K 

1 %  Ente r  surge  r e s i s t a n c e  

'STEI - 
1. 

2 .  

3. 

4. 

5 .  

... 6.. 
7 .  

8 .  

9. 

.. .- 

___ . 

- .... 

.. .- 

.lo. 

.11-. 

, . .  

.. 

- 

. 

- 

Enter  frequency - -. ._ - . ._ 
e i s p l a y  IF 

Display pF .. 

Display % . _ _  - - / 

Tc-Re-Display VF . . . . -  

Display K 

USER DEFINED KEYS 

A -Frequency 
, No T_e_s_t.Model . . 

C T e s t  Model 

0 P a r t g a l  T e s t  _Mode 

Y P 

- -  

E . 

, - E L  -- 

- e  "E'-- 
...!-?L--- - 

L- - - - - .  O ' K  -- -- 
U R s  

FLAGS o T e s t  1 

- - I_ - _ _  - -  - - 

- - - - .  _ .  

. .  - 

For computations a t  another  frequency go 

t o  step 6 anytime a f t e r  s t e p  5 has been 
completed. 

For computations f o r  another  j unc t ion ,  go 

step 3 anytime. 

- -  

_ -  -- 

_ _  .-- 

P. Testr TEB 3 4 I I I 

- 
- 
2nd 

2nd 

2nd 

2nd 

2nd 

2nd 

8 9 

- 
RES 

)P 

- 

C 

R / I  
R/z 
A 

B '  

A' 

D' 

E' 

C' 

DISPLAY 

879.09 

,2 ,3 ,o r  4 

VBD 

K 

RS 

VF 

I F  

PF 
K 

RS 
VF 

DATA REGISTERS (El lsl ) I LABELS (Op 08) 

' N L .  '. . . ~ 

2: Rs ..___..._._..__._....___.I_ 

a Area I :  
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TITLE SEMICONDUCTOR FAILURE MODEL 11 PAGE -OF 3 20 TI Programmable 
PROGRAMMER ROY IiANSoN DATE 9/4/80 Program Record 

2 
Partitioning (Op 17) 18 17 ,9 -0 89 I Library Module Printer Cards 

PROGRAM DESCRIPTION 

No T e s t  Model: 

0 n c e - V  - ,-junction axea estimator,  and frequency have been given t o  the program. 

complete l ist  of junction area estimators is found on pages 6 and 7. A s  f o r  t he  

previous model, f a i l u r e  data may be computed a t  any number of frequencies,  and s t eps  6 

through 10 a r e  optional and order independent. 
out l ined below. 

This is the Derivative model, which computes V -F,- I F, P F c K ,  Rs l  and AREA 
.._ - - . -  . __ - - 

A 
BD 

- _ _  - _ _ ~  - _ _  _ _ _  __. . - _- - 

_____ ___ - 

The procedure for .using t h i s  model is 

- 
iTEl 

1. 
- 

-2: 

.3. 

-4. 

-5. 

6 .  
7, 

s. 
9. 

to. 

.. - 

-- 

-_- 

- 

USER INSTRUC 
PROCEDURE 

BD Enter V 

Ente-r- Junction Type -- . __- 
- TEB 1 - Diode, 2 - TCB,  

Enter Area Model Number 

Enter Area Estimator 

Enter frequency _ _  . - - 

Display IF 

D i s p 1 ay PF 

Display K 

Display % 
_ _  TO pe--Display VF . - - - _. _ _  . 

. -. - - - - -. - - - .- . .- - - - _ -  - 
For computations a t  another frequency, go 

-. _ to s t e p  5 anytime a f t e r  s t ep  4 has been 

completed. 
.. - _ _  - - - ._ 

_ -  - _ _  - - 
For computations f o r  another junction, t o  __-_  -_ -. .- 

- . .  to s t e p  1 anytime. - - 

IONS 
ENTER 

'BD 
.1,2, or 3 

1,2,3,4, 0: 

Data 

. F. 
- 

- 
- 

5 

2nd 

2nd 

2nd 

2nd 
2nd 

- 
9ES 

B 
- 

R/S 

W S  

R/S 

A 

B '  

A '  

D '  

E '  

C '  

DISPLAY 

'BD 
1 , 2 ,  or 3 

1,2,3,4,  o r  5 

Data o r  AREA 

V F 

IF 

pF 
K 

RS 

"F 
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TITLE SEMICONDUCTOR FAILURE MODEL I1 PAGE d OF 20 TI Programmable 
PROGRAMMER Roy DATE 9/4/00 Program Record 
Partitioning (Op 17) 18 I 7 I 9 - 0 I 9 I Library Module Printer Cards- 

PROGRAM DESCRIPTION 

P a r t i a l  Tes t  Model: This hybr id  model computes PF, IF, VF, Rs, and a r e a  once VBD, K,  ! 
j u n c t i o n  a r e a  e s t i m a t o r ,  and frequency have been en te red  i n t o  t h e  program. 

computations may be performed a t  any number of f r equenc ie s ,  and steps 7 through 11 a r e  

Again, I 

I 
i -- 

o p t i o n a l  ___-- and o rde r  independent. The i n s t r u c t i o n s  for us ing  t h i s  model a r e  l i s t e d  

below. _ _  (See pages 6 & 7 f o r  a d e s c r i p t i o n  of t h e  a r e a  e s t i m a t o r s )  

- -  - - -- - 

5. 

-6. 

7. 

8 .  

9. 

LO. 

11. ._ 

- 

__. 

USER lNSTRU 
PROCEDURE 

Ente r  VBD 

Enter  K 
_ _  _ -  

_- - -_ _ _  - - - - _ _  . _- _____ 

__. -. - Ente r  Junc t ion  Type - -  

1 _ _ _  - Diode, ,2  - - TCB, 3 - 
Ente r  Area Model Number 

Enter  - Area Est imator  

En te r  Frequency- 

Disp lay  _ _  IF 

Display PF 

- - _.- - - 

__. - - . __ - - - - - __ -- - __ - 

-_ - - _I_ - - - - - - - - Display K 

Display Rs 

To Re-Display VF - . __ - _ _ _  __ - 
- _  - _ _  

For computations a t  a d i f f e r e n t  frequenc 

t o  t o  s t e p  6 anytime a f t e r  s t e p  5 has been 

completed. 

For computations fo r  another  j u n c t i o n ,  go 
t o  s t e p  1 any t i m e .  

-- _ _  
__ .__ - - _ __ -- - - - 

- 

IONS 
ENTER 

vBD 
K _ _  

1,2,0r  3 

1,2,3,4,or! 

D a t a  

F - 
.___ __ 

- ._ . 

- 

- 
- 

!nd 

!nd 

!nd 

!nd 

!nd 

DISPLAY 

'BD 

1 , 2 , o r  3 

K 

,2 ,3 ,4 ,  or  5 

ata or Area 

VF 

I F  

PF 

Rs 

VF 

K 
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USER FLOWCHART 

ENTER LJ Key in VBD 

P.  T e s t  ( P r e s s  D) 

4 

L 

E n t e r  Key i n  K 
P r e s  s X / S  K 

S e l e c t  Key i n  1, 2 ,  or 3 * m B L  Junct ion  P m S s  R/S 
Type 

I 

Key i n  K 
P r e s s  R/S 

E n t e r  SelectAre Key i n  1, 2 ,  3 ,  
Model 4 ,  or 5 if' N u m b e r  P r e s s  R/S 

f + 
t Enter  Key i n  Data, 

proper  P r e s s i n g  R/S after E n t e r  Key i n  R S RS D a t a  each  e n t r y  

c 1 
Enter  Key i n  Frequency 

Frequency P r e s s  A 

Display P r e s s  A '  tu 
a f t e r  frequency 

is e n t e r e d ,  or P r e s s  C '  

Display 

Display 

C- 6 

P r e s s  D '  

P r e s s  E' 



Junction 
Type 

DIODE 
(1) 

Model Number 

1. 

2. I 
I 3.  

ci 

After Model Number has been Entered, I n p u t  the 
following data i n  the given order and u n i t s  

- Maximum rated forward current  (Amps) 

- Maximum rated Zener Current (Amps) 

Imax 

I Zm 

1. a. 

b. 

2. a .  0. (must be enterect!) 

b. V, - maximum rated Zener Voltage (Volts)  

fo r  any but  Zener diodes Note: a .  
b. f o r  Zener diodes only 

1. 

2. 

Crd - reverse - bias  capacitance (Pico- 
Farads) 

Vrd - voltage a t  which Crd is measured (Volts)  

1. eJL - Junction-to-lead thermal r e s i s t ance  (OC./W.) 
(specif ied f o r  1/6" lead length)  

1. eJA - junction to ambient thermal r e s i s t ance  (OC./W.) 

- junction t o  case thermal r e s i s t ance  (0C.fl.l  'JC 1. 

- Maximum r a t ed  Collector current  (Amps) Imax TRANSISTOR 2. 1. 
COLLECTOR 

BASE 
I 1. eJA - junction t o  ambient the-1 r e s i s t ance  (%.A#.) I 3. 

1. 

2. 'rc 

Crc - Collector-base reverse b i a s  capacitance ( ~ i c o -  
Farads) 4. - Voltage a t  which Crc is measured. (Volts)  

T-S1sTo7 EMITTER- 

13) 

1. 
1. 

2. 

Cre - Emitter-base reverse b ias  capacitance (Pico- 
Farads)  

Vre - Voltage a t  which Cre is measured (Volts)  

1- - Maximum ra t ed  c o l l e c t o r  current  ( m p s )  L__c_ 
c-7 



Juna tion 
WPe Model Number 

4. I 

TRANSISTOR 
EMITTER- 

BAS E 

( 3 )  

5. I 

3 .  

Page 7 of 2.b 

After model number has been entered, Input the 
following data in the given order,  

- rated collector-base breakdown Voltage (Volts) 
VBCBO 

- collector-base reverse bias capacitance (Pico- 

- Voltage a t  which C is measured (Volts) 

Farads) 2. 'rc 

3.  'rc XC 

1. eJC - Junction to case thermal resistance ( O C . f i . )  

- Junction to ambient thermal resistance (*./w.) 
'JA 
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PAGELOF 20 TI Programmable 
PROGRAMMER Roy DATE 9\4/80 Coding Form 

TITLE SEMICONDUCTOR FAILURE MODEL I1 

LOC 
110 
111 
112 
113 
114 
115 
116 
117 
118 
119 
120 
121 
122 
123 
124 
125 
126 
127 
128 
129 
130 
131 
132 
133 
134 
135 
136 
137 
138 
139 
140 
141 
142 
143 
144 
145 
146 
147 
148 
149 
150 
151 
152 
153 
154 
155 
156 
157 
158 
159 

Wcldl 

- 
LO( - 

1 
11 
12 
13 
14 
15 
16 
17 
18 
19 

21 
22 
23 
24 
25 
26 
27 
28 
25 
30 
31 
32 
33 
34 
35 
36 
37 
38 
39 
40 
41 
42 
43 
44 
45 
46. 
47 
48 
49 
50 
51 
52 
53 
54 

20 

- 
IO?? 14 

cor 
01 
0' 
01 
0' 
01 
5: 
04 
94 
54 
4; 
ot 
91 
81 
5: 
4: 
01 
42 
9: 
O€ 
O i  
94 
65 
04 
92 
OC 
07 
52 
01 
02 
95 
42 
07 
65 
43 
06 
95 
42 
05 
43 
07 
75 
53 
43 
00 
45 
01 
93 
00 
00 
05 

El 
- m o  

- 
:oc 
76 
11 
42 
04 

01 
22 
43 
00 
45 
01 
93 
05 
94 
65 
04 
93 
04 
09 
52 
01 
08 
95 
42 
01 
45 
01 
93 
08 
94 
65 
32 
93 
34 
38 
52 
32 
35 
35 
35 
53 
33 
31 
35 
33 
I8 
I1 
34 
55 
13 
33 
16 
11 
i2 
11 

- 

a3 

- 
Astmn 

KEY 
LBL 
A 
STC 
04 

If .FLG. 
1. 
INV 
RCL 
00 
YX 
1 

5 

X 
4 

4 
9 

EE 
1 
8 

STO 
01 
YX 
1 

8 

-/- 

1 

+/- 

1 

- - 

1 

X 
2 

4 
8 

:E 
2 
5 

1 

- - 
4- 

( 
RCL 
01 
YX 

# 

8 
1 .. 
fr x 
3 

6 
1 
E 
1 

1 

- 

i Incolwfalw 

COMMENTS 
- 
LOC 

55 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
71 
72 
73 
74 
75 
76 
77 
78 
79 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
91 
92 
93 
94 
35 
36 
37 
38 
39 
IO 
I1 
12 
13 
14 
is 
16 
)7 
)8 
I9 

- 

- 

- 
:OC 
00 
95 
55 
43 
03 
95 
42 
02 
87 
02 
22 
65 
53 
43 
01 
45 
93 
08 
08 
65 
43 
33 
65 
37 
33 
30 
I8 
33 
12 
I6 
52 
11 
11 
34 
il 
16 
76 
io 
)3 
I3 
I8 
I4 
12 
11 
11 
84 
6 
6 
5 
3 
4 
4 
5 
4 
3 

- 

- 

KEY 

0 
- - 
- 

RCL 
03 

STO 
02 

If. FLG 
2 
INV 

X 
( 

RCL 
01 
YX 

8 
8 
X 

RCL 
03 
x =  

f. FLG 
3 

DEG 
8 

2 
6 

EE 
1 
1 

+/- 
GTO 
LBL 
LBL 
DEG 

3 

- - 

I 

I 

1 

8 
4 

EE 
1 
1 

b/ - 
;BL 
LBL 
X 

ICL 

p 
X 
4 
1 

COMMENTS 

1 
Store % 

G o  t o  wun 
sch Model 
If P T e s t  

\ 

GO t o  DEG 

If TEE5 
Junction 

IF 

KEY 
8 
9 
8 
9 
8 

EE 
4 

+/- 
1 

STO 
06 
- - 
4- 
( 

RCL 
01 
YX 

6 
7 

+/- 
X 
4 

0 
7 

EE 
1 
2 

STO 
07 
X 

RCL 
06 

STO 
05 

RCL 
07 

( 
RCL 
00 
YX 
1 

0 
0 
5 

7 2 m  

1 

1 

- - 

- - 

- 

1 

iRGED CO[ 

COMMENTS 

Store I 
I F  

T 
ompute 

v 

S t o r e  
"F 
+r 

P F  
L 

Compute 

Store 

Impute 
K 

c- 9 



PAGE-LOFL TI Progmvnoble TlTLE SEMICONDUCTOR FAILURE MODEL I1 

PROGRAMMER ROY HANSON DATE 9/4/80 Coding Form 
-0C 
215 
216' 
217 
218 
219 
220 
221 
222 
223 
224 
225 
226 
227 
228 
229 
230 
231 
232 
233 
234 
235 
236 
237 
238 
239 
240 
241 
242 
243 
244 
245 
246 
247 
248 
249 
250 
251 
252 
253 
254 
255' 
256 
257 
258 
259 
260 
261 

_- 262 
263 
264 
265 
266  
267 
268 
269 

16 01- 

COD1 
42 
-08 
43 
07 
91  
76 
22 
43  
04 
65 
02 
93  
04 
95 
34 
65 
43 
08 
95 
42 
05 
65 
04 
65 
43 
02 
95 
85  
43 
00 
33 
95 
34 
75 
43 
00 
95 
55 
02 
55 
43 
02 
95 
42  
06 
65 
43 
02 
95 
85  

43 
00 
95 

-42- 
07 

- 

G 1917 Tcur Instruments Incorpontw 

R j S  
LBL 

C 
STO 
00 

St.FLG. 
1 

R/S 
STO 

R/S 
STO 
02 
R/S 
LBL 
D 
STO 
00 

2t.FLG. 
2 

R/S 
STO 
08 
GTO 
cos 
LBL 

B 
STO 
00 
INV 

; t .FLG. 
2 

LBL 
COS 
INV 

it.FLG. 
1 

R/S 
X S t  
1 

X = t  

CLR -- 
2 
X =t 
X S t  
X l t  

t. Flg .  
3- - 

R/S 
X g t  

oa 

IERGED CODES 

COMMENTS I 
' T e s t  Prog.; 

S e g m e n t  

BD S t o r e  V 

S e t  T e s t  
F l a g  
E n t e r  K 

E n t e r  RS 

E n t e r  f 
P .  T e s t  
S e g m e n t  
Store VBD 

Se t  P .  T e s  
F l a g  

E n t e r  
K 

GO to C o s  

N o  T e s t  
S e g m e n t  
S t o r e  VBD 

C l e a r  P .  
T e s t  F l a g  

C l e a r  
Wunsch 
Model 
F l a g  

E n t e r  
Junction 
Type 

Route 
Processing 
t o  P r o p e r  
Junct ion 

B Segmeni 
S e t  TEB 
F l a g  

E n t e r  A r e c  
Model N o .  

TE 

Display 
VF 

COMMENTS 1 1  LOC 

272 
273 
274 

: T p  271 

Cgmpute  
PF 

STORE 
PF 

---I: 
COMPUTE 

I F  

S M R E  
--IF -- 

T 
Compute  

vw 

281 
282 
283 
284 
285 
2 86 
287 
288 
289 
290 
291 
292 
29 3 
29 4 
295 
296 
297 

299 
300 
301 
302 
30 3 

298 

304 
30 5 
306 
307 
308 
309 
310 
311 
312 
313 

315 
316 

318 

314 

317 

- 
;OD[ 
9 1  
76 
1 3  
42 
00 
86 
0 1  
9 1  
42 
08 
9 1  
42 
02 
91 
76 
14  
42 
00 
86 
02 
91 
42 
08 
6 1  
39 
76 
12 
42 
30 
22 
36 
32 
76 
39 
22 
36 
31 
31 
32 
31 
57 
25 
32 
57 
32 
32 
36 
13 
3 1  
32 

- 

- 

KEY 1 COMMENTS 

a 

0 

* 

a 

0 

e 

0 

e 

e c-10 



D 

I) 

0 

0 

0 

e 

e 

* 

e 

* 

e 

TITLE P A G E E - O F ~  TI Progrommable 
PROGRAMMER ROY Hanson DATE 9/2/80 Coding Form 

Semiconductor F a i l u r e  Model I1 

LOC 
32 ( 
32 1 
32 
32: 
32L 
32 5 
32E 
327 
32E 
329 
33c 
331 
332 
333 
3 34 
335 
336 
3 37 
3 38 
333 
340 
341 
342 
343 
344 
3 45 
3 46 
347 
3 48 
3 49 
350 
3 51 
3 52 
3 53 
354 
355 
35€ 
35 j 
35€ 
359 
36C 
361 
362 
363 
364 
365 
366 
363 
-3% a 
369 - 
376 

372 
373 
374 

3_7z 

- 
1977 k 

300 
01 

33 
02 
67 

03 
67 
35 
04 
67 
42 
32 

45 
01 
93 
07 
94 
65 
02 
93 
07 
09 
95 
42 
03 
91 
76 
33 
91 
42 
09 
91 
32 
93 
05 
67 
43 
32 
45 
93 
05 
65 
76 
43 

09 

67 

- 
-3 4 

91 

-.- 

- 

43 

95 
- 4 5  

?3 
01 

00 
05 
65 - 

InrIlUn 

KEY 
1 

x = t  

2 
x=t 

3 
x=t 
l/x 
4 

x=t 
STO 

R/S 

1 

7 
+/- 

X 
2 

2 

x 2 t  

YX 

; 
9 

STO 
03 
R/S 
LBL 

R/S 
STO 
09 
R/S 

- - 

X* 

x + t  

5 
X - t  
RCL 
x '<t 
YX 

- 5 -- 
X 
LBL 
RCL 
RCL 
09 _. 
= - yx--- 

1 -  

0 -  
5 -_ 

_.. - 

- - _  

X 
InCMPOrllM 

COMMENTS 
Route 
Processin5 
To Proper 
Area Model 

- 

Enter  0JA 
(Model 5) 

Compute 
Area 

S t o r e  
Area 

Enter  F 

En te r  CRE 
(Model 1) 

Ente r  VRE 

- - ___ 
Compute 

Area _ -  - 

- 

- _-- 
. __ ___ 

- __ 
- .- - - - - 
-__ 
- - 
- __-_I 

LOC 
37 
37 t 
37 ; 
37 E 
37 5 
38 C 
38 1 
38 2 
38 

38 5 
38 E 
387 
38 e 
38 9 
39 0 
39 1 
39 2 
39 3 
39 4 
39 5 
39 6 
39 7 
39 8 
39 9 
40 0 
40 1 
40 2 
40 3 
40 4 
40 5 
40 6 
40 7 
40 8 
409 
410 
411 
412 
413 
4 14 
4 15 
4 16 
417 
4 18 
419 

421 
422 
423 
424 
425 
426 
427 

429 

- 

38 4 

420 

420 
- 

:OD1 
43 
00 
4s 
93 
07 
00 
03 
05 
65 
01 
93 
07 
06 
06 
05 
07 
52 
06 
94 
95 
42 
03 
91 
76 
34 
91 
45 
93 
08 
02 
65 
06 
93 
03 
04 
52 
04 
94 
95 
42 
03 
91 
76 
35 
91 
42 
09 
91 
42 
03 
91 
45 
93 
03 
03 

- 

- 

KEY 
RCL 
00 
YX 

; 
0 
3 
5 
X 
1 

; 
6 
6 
5 
7 
EE 
6 

+/- - - 
STO 
03 
R/S 
LBL 

R/S 
YX 

8 
2 
X 
6 

3 
4 
EE 
4 

+/- 

w 

- - 
STO 
03 
R/S 
LBL 
1/x 
R/S 
STO 
09 
R/S 
STO 
03 
R/S 
YX 

i 
3 

c-11 

COMMENTS 

._ 

S t o r e  
Area 

Enter  F 

Enter  I m a :  
(Model 2) 

Compute 
Area 

Store 
Are a 

Enter  F 

n t e r  VBCB( 
(Model 3) 

Enter  CRC 
_.. . 

Enter VRC 

LOC 
43 0 
43 1 
43 2 
43 3 
43 4 
43 5 
43 6 
43 7 
43 8 
43 9 
44 0 
44 1 
44 2 
44 3 
44 4 
445 
446 
44 7 
44 8 
44 9 
450 
45 1 
45 2 
45 3 
45 4 
45 5 
45 6 
45 7 
45 8 
45 9 
46 0 
46 1 
46 2 
46 3 
46 4 
46 5 
46 6 
46 7 
46 8 
46 9 
470 
47 1 
47 2 
47 3 
474 
475 
476 
47 7 
478 

- 

479: 

- 
:OD 
65 
43 
03 
95 
45 
93 
05 
08 
65 
43 
09 
45 
93 
04 
08 
01 
04 
65 
04 
93 
03 
03 
01 
02 
52 
06 
94 
95 
42 
03 
91 
76 
42 
91 
45 
93 
09 
04 
94 
65 
93 
00 
01 
01 
09 
95 
42 
03 
91 
76 

- 

- 

KEY 
X 
RCL 
03 
- - 
YX 

5 
8 
X 
RCL 
09 
YX 

4 
8 
1 
4 
X 
4 

3 
3 
1 
2 
EE 
6 

+/- 
- - 

STO 
03 
R/S 
LBL 
STO 
R/S 
YX 

6 
4 

+/- 
X 

0 
1 
1 
9 

STO 
03 
R/S 
LBL 

ERGED CO' 

- - 

COMMENTS 

Compute 
Area 

S to re  
Area 

Enter 0JC 
(Model 4) 

Zompute 
Area 

;tore 
Area 

Znter F 

TEXAS I N S T R U M E N T S  
, * C O R  POLI *I  L 0 

11-1.1s1 



T,TLE Semiconductor F a i l u r e  Model I1 PAGELOFA TI Progrommable 
PROGRAMMER Roy Hanson DATE 9/4/80 Coding Form 

LOC CODE KEY COMMENTS LOC CODE KEY COMMENTS LOC 'CODE KEY COMMENTS 
CLR 8 590 0 1  1 zi: i: ___. . . 480 25 

481 22 INV S e g m e n t  591 93 
482 86 S t .  FLG C l e a r  TEB 537 01 1 592 02 2 
483 03 3 Flag 538 52 EE 593 01 1 
484 91 E n t e r  Area 539 03 3 -594 94 +/- Compute  

R<S 485 32 X < t  Model No. 540 94 +/- 595 65 X A r e a  
486 01 1 541 95 - 596 93 
'487' 67 X = t  R o u t e  542 42 STO Store 597 04 4 
488 44 SUM P r o c e s s i n g  543 03 03 A r e a  598 08 8 
'489 02 2 t o  Proper 544 91 R/S E n t e r  F 599 09 9 
-490 67 X = t  Area Model 545 76 LBL 600 95 = 
-491 45 Yx 546 45 Yx 601 42 STO Store 
-492 03 3 547 91 R/S E n t e r  CRC 602 03 03 Area 
493 67 X = t  548 42 STO (Model 2) 603 91 R/S E n t e r  F 
-494 52 EE 549 09 09 604 76 TCB Semen 
495 32 X < , t  550 91 R/S E n t e r  VRC 605 32 zt I 
-496 91 R/S E n t e r  9JA 551 45 Y x  606 22 INV C l e a r  TEB 
-497 45 YX (Model 4) 552 93 607 86 S t .  FLG Flag 

- - 

__ - 

-498 01 1 553 03 3 608 03 3 
499 93 554 03 3 609 91 Enter Area 

501 02 2 Compute  556 43 RCL 611 01 1 

R/5 -500 03 3 555 65 X 610 32 X (t Model N o .  

502 94 +/- Area 557 09 09 612 67 X=t 
503 65 X 558 95 - - 613 54 1 R o u t e  
504 01 1 559 45 YX 614 02 

506 09 9 561 08 8 Compute  616 55 

P r o c e s s i n g  

f l  *- A r e a  Model 
615 67 X = t  t o  Proper - ,505 93 560 93 

507 06 6 562 03 3 Area 617 03 3 
'508 95 - - 563 65 X 618 67 X = t  
509 42 STO Store 564 43 RCL 619 61 GTO 
510 03 03 Are a 565 00 00 620 32 X > ( t  
511 91 R/S E n t e r  F 566 45 YX 621 91 R/S E n t e r  CRC 
512 76 LBL 567 93 622 42 S M  (Model 4) 

514 91 R/S E n t e r  I m a x  569 08 8 624 91 R/S E n t e r  VRC 
513 44 SUM 568 06 6 623 09 09 

.515 42 STO (Model 1) 570 08 8 625 45 YX 

.517 91 R/S E n t e r  Vz 572 65 X 627 03 3 
518 32 x t 573 08 8 628 03 3 
~ 5 1 9  25 CLR . - . 534. 93 ._. 629 65 X 

'522 32 ' X > < t  _ -  577 05 5 .  

32-5- 53 ( _ _  Arep - -- 580 06 6 -  

'516 09 09 571 09 9 626 93 

520 67 X = t  57.5 05 !i 630 43 RCL 
521 53 ( 576 02 

-523 65 X 578 05 5 633 45 YX Area 
'524 76 LBL , Compute . 579 52 E E  - 634 93 

. 635 3 
52-6 43- RCL 581 94 +/- 636 09 9 
'52 7 ' 09 09 582 95 - - 637 65 X .5-2-8 95--. - -- -___ - - 

'529. 45-- Y- 584 03 03 Area 
530- 0.1: . 1 .-- - ~ .  . 585 91- R/S - E n t e r  F 

532 01 __ _ _ _  587 52 EE 

631 09 09 
- C o m p u t e  632 95 - 2 _ .  - 

03 . 

r 583 42 S M  Store 638 43 KCL 
00 

- __ 
639 00 

-- 

MERGED CODES 
6 2 - E l  72mU 8 3 ' W Z U  

__._ __ _ -  

32-! 93-- - * - - _- 586 76 LBL- 63mu 7 3 E U  8 4 U C 1  
1 - .  am El 7 4 w  I3 92 INV- rg 

533 oa-_, 6 ~. 5 8 8 .  91 R/S E n t e r  BJC TE x A: h R s ~ R ~ ~  ,M EN T s 
I 

X T I  2 4 I S l  
,534 65 .5Ag A S  yX (M&c=l 4 )  
r I977 T m s  Inslrurnmts Incomoiaw 

c-12 



T,TLE Semiconductor F a i l u r e  Model I1 p ~ a - 0 ~ 2 0  12  TI Programmable 
PROGRAMMER Roy Hanson DATE 9/4/80 Coding Form 

LOC 
640 
641  
642 
643  
644 
645 
646 
647 
6 4 8  
649 
650 
65-1 
652 
6 5 3  
654 
6 5 5  
656. 
657  
6 5 8  
659 
6 6 0 '  
6 6 1  
662  
6 6 3  
6 6 4  

666  
6 6 7  
6 6 8  
6 6 9  
6 7 0  
6 7 1  
672  
6 7 3  
6 7 4  
6 7 5  
676  
6 7 7  
67-8 
679  
680  c8-1 
682  
6 8 3  
6 8 4  
68-5 
686 
6 8 3 '  
6 8 8  
6 8 9  
- 6 9 0 ~  
631'  
8 9 2  
6 9 3  
694 

6 6 5  

_-- 
- __. 

t 1977 

CODE 
45 
93 
03 
02 
03  
07 
65 
06 
93  
07 
06 
08 
03- 
52 
05 
94 
95 
42 
03  
9 1  
76 
54 
9 1  
45 
93 

09 
94 
65 
93 
00 
04 
07 
95 
42 
03  
9 1  
76 
55 
91 
45 
93 
06 
02 
65 
93 
00 
00 
-OF 
0-7 
0 2  
95. 
42 
03 
91 

0 8  

- - - 

Texas In V U  

COMMENTS 

__. -_ 

- 

- - .  

- -  
- 

- .  

_.  . - 

. -  

- -  

Store 
A r e a  

En te r  F 

Ente r  W C  
(Model 1) 
. -_ 

Compute 
Area 

S t o r e  
Area 

Enter  F 

Enter  Ima 
(Model 2)  

_-_ - 

- .- 

compute - 
Area 
.-_ - - 

__ -_- 
- 

. L - - ~  

S t o r e  - . 
Area-.-- - 

-0c 
69 5 
696 
69 7 
69 8 
69 9 
70 0 
70 1 
70 2 
70 3 
70 4 
70 5 
70 6 
70 7 
70 8 
70 9 
710 
71 1 
71 2 
713 
7 1  4 
71 5 
716 
717 
7 1  8 
719 
72 0 
72 1 
72 2 
72 3 
72 4 
72 5 
72 6 
72 7 
72 8 
72 9 
73 0 
73 1 
73 2 
73 3 
73 4 
73 5 
73 6 
73 7 

_. 

-_ 
__  

__ 
-- 
_- 
- .- 

- 
OD1 
76 
6 1  
9 1  
45 
0 1  
93 
04 
07 
94 
65 
03 
93  
06 
03 
95 
42 
03 
9 1  
76 
16 
43 
05 
9 1  
76 
17 
43 
06 
9 1  
76 
18 
43 
07 
91  
76 
19 
43 
0 8  
91 
76 
10 
43 
02 
9 1  

- 

- 
- 

- 
- 
- 
_ _  

_ _  
- 
- _- 
- .  

- 

KEY 
LBL 
GTO 
R/S 

1 

4 
7 

+/- 
X 
3 

6 
3 

STO 
03  
R/S 
LEL 

A '  
RCL 

05 
R/S 
LBL 
B' 

RCL 
06 

R/S 
LBL 
C' 
RCL 

07 
R/S 
LBL 
D' 

RCL 
08 

R/S 
LBL 
E' 

RCL 
02 
R/S 

YX 

- - 

- -- 
- __ -  

. - 

. -_ - - - 

C-13 

COMMENTS 

-. 

E n t e r  8JA 
(Model 3) 

.. 

Compute 
Area 

- 
. -  

_ .  - 

S t o r e  
Area 

En te r  F 

.. 
_.__ .. .~ .. . . 

~ .. . . .~.  . 

. . . - .- 
. -. . .. -. . . - - . 

.. - . 
.. 

. - .  

. . .  

t- 

KEY COMMENTS 

- - __ 

S 



T,TLE Semiconductor F a i l u r e  Model I1 PAGE 1 3  OF 20 TI Programmable 
PROGRAMMER Roy Hanson DATE 9/4/80 Program Record 
Partitioning (Op 17) 18 17 19 a Library Module Printer Cards 

e 

0 

0 

e 

8 

- 

10 En ie r  second frequency 1 EE 06 A 

11 Display IF - - -  - _ - -  - 2nd B '  

1 2  Display PF - 2nd A '  

e 

e 

3 

e 

PROGRAM DESCRIPTION 
This  example demonstrates  t h e  computation of f a i l u r e  th re sho lds  f o r  three s e p a r a t e  
Sev ices ,  t w o  d iodes  and a t r a n s i s t o r ,  a t  f r equenc ie s  of 10 KHz and 1 MHz. The 

d a t a  is found i n  T a b l e  2. 
. a v a i l a b l e  d a t a  on t h e  dev ices  is found i n  T a b l e  1, p .  5, and t h e  computed f a i l u r e  

-IN914, and ending wi th  t h e  c o l l e c t o r  base  j u n c t i o n  of t h e  2N706. 
The computations are done i n  o r d e r ,  beginning wi th  t h e  

STEP PROCEDURE ENTER PRESS - 
1 P a r t i t i o n  Memory 1 2nd O p  17  
2 Read Cards - 
3 Ente r  V R ~  (1N914) 80 

C 
. . .  . - 

4 Choose T e s t  Model 
. . - -  - -- 

- -  5 Enter  K - -  - 0.689 R/S 

6 . E n t e r  RS _ _  - . . -_ 1.32 R/S 

DISPLAY 

879.09 
1, 2 ,  3 ,  or 4 

a0 

80. 

0.689 

1.32 

13 Ente r  VBD (IN915) 100 100 

-L4. Choose P a r t i a l  T e s t  Model - D 100. 

.15 .Enter K - .. _ _  . 0.721 R/S 0.721 

- 1 6  - . .Indicate Junc t ion  Type (I-diode , 2-TCB, ~'TEB 1 1 R/S 1. 

-17 Enter Area Model N u m b e r  1 R/S 1. 

I 18 En te r  1- 0 7 5  r) /$ 0.75 

0 1 :  . 

I :--- 

~~ 

LABELS (Op 08) 

C-14 



T I ~ E  Semiconductor F a i l u r e  Model 1 1 ~ ~ ~ ~ 1 4  OF 20 TI Programmable 
PROGRAMMER ROY Hans011 DATE 9/4/80 Program Record 

I 

Partitioning (Op 17) 1LL.Zd.U Library Module Printer Cards- 

PROGRAM DESCRIPTION 

t -  
- 
STEF 

19 
20 

- 

-2 i 
22 

23- 

2-4 

25 

26- 

27 

28 

29 

. M  
31 

.32- 

33 

34 - 

- 
- 

.-35 
36 

USER INSTRl 
PROCEDURE 

Ente r  V for Zener; or 0 for o t h e r s  
En te r  fgequency 1 

Display  IF 

Display  PF 

En te r  f requency 2 

F Disp lay  I 

F Disp lay  P 

Disp lay  Rs 

- __ 

- _ _  
- - 

._.. . 

__ . - - __  

Ente r  VBD (2N706 EB) 

Choose N o  T e s t  Model 

I n d i c a t e  Junc t ion  _._ . 

Choose Area Model N u m b e r  

En te r  VBCBo 

En te r  CRc - - - - - - - - _ _  - - 

-. - 
RC En te r  V 

E n t e r  f requency 1 . - 

F Disp lay  I 
Disp lay  P- 

_ _  - - _. 

tONS 
ENTER 

0 
10  EE 03 

-- .. 

~ 

3 

. -  3 

3 

25 

- 6 . ___  

10 

1 0  EE 03 

-- - -- 

2nd 

2nd 

2nd 

2nd 

2nd 
- - 

2nd 
2nd 

- 
3ES 

R/! 
A 

B’  

A ’  

A 

B’ 

A ’  

E ’  

- 

- - 
- 
B 

U S  
!/S 

L/S 

US 
L/S 

A 

B’ 
A ’  - 

DISPLAY 
5.8017109 -03 
L.01747 02 

1.09779 00 

L.1169684 02 

L.1540279 02  

3.678868 00 

L.1169684 03 

1.5913636 00 

CI 

~ ~~~ ~~~ 

3. 

3. 

3. 

25. 

6. 

3.9599231 -05 

j.133962 00 

!.025458 00 
5.2646627 00 

C-15 

A 



TI Programmabie Semiconductor Failure Model I1 15 
TITLE PAGE-OF 20 

PROGRAMMER ROY Hanson DATE- Progrcrrn Record 
Partitioning (Op 17) I I I - I i Library Module Printer Cards 

PROGRAM DESCRIPTION 

- 
STEP 

37 

38 

39 

40 

41 

42 

43 

44 

45 

46 

47 

48 

49 

50 

51 

52 

53 

54 

- 

- - 

. 

. _ _  

- 

USER INSTRUCTIONS 
PROCEDURE I ENTER -- 

- -  Display K 

Display RS 

Enter frequency 2 

-- 
- -. . . _ _  - - - _ _  - - - - .  

1 EE 06 
-- _ _  - - . _ _ _  - - Display IF - -- Display P, 

Enter V (2N706 CB) 25 

Choose No Test Model 
BD 

_ _  
Indicate Junction Type 

Choose Area Model Number 

Enter eJC 

l 2  
1 

35.5 1 _ _  
10 EE 03 

- - -  Enter frequency 1 

Display I - - 

Display PF 

Display K 

. _  - 

F ___ __ - __ _- - -- 
-- 

__. - - .  
Display Rs -- 
Enter frequency 2 

Display IF 

Display PF 

1 EE 06 
_ -  _ _  -- 

- -  _ _  - - -- 

Zndl E' I 11.1942829 00 ('Rs: 

1.6156145 01 

2nd B' 1.025458 01 

2nd A '  1.6567449 02 

A 

25. 

B 25. 

.0019606254 (A) 

A (V, 3.50895 01 

2nd B' (IF 2.9388425 00 

2nd A '  1.0312251 02 (P, 

2nd D' 1.4634285 00 (K) 

2nd E' (RS 

R/S 

7.366876 -01 

5.4574579 01 

2.9388425 01 
A (VF 

2nd B' (1, 
2nd A '  1.6038609 03 (P, 

~ 

USER DEFINED KEYS I DATA REGISTERS (?@ B9 ) I LABELS (Op 08) 

0 
A -  Frequency 
8 No Test Model 1 

e Test Model 2 
Partial Test Mo 

0 

1 

I 

1 

4 

5 

e 

. . . -. .. ___ . . . - -. 

. . .. . - .. - - - .. . . 

. .. ~ . . -~ . .. 

. .  
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Device 
Number 

1N914 

Available Data 
K RS Area Estimators V~~ 

80 0.689 1.32 
1N915 
2N706(LS) 

- 
100 0.721 - ImaX = 0.75 A. 

- - = 6 pf., VRc = 10 V. 'RC 3 
1 

Figure 1. Device Available Data 

2N706(CB) 25 - - 

Figure 2. Device Failure Data 

(EB) 

2N706 
(CB) 

C-17 

1 MHZ 165.67 10.255 16.156 0.191 1.194 

10 KHZ 103.12 2.939 35.09 1.463 0.737 

1 MHZ 1603.86 29.388 54.575 1.463 0.737 
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A. 

B. 

C. 

SEMICONDUCTOR F A I L U E  MODEL I1 

PROGRAM EQUATIONS 

Source : 

"Electronic Component Modelinq and Testing Program" 
Final Report 
AFWL-TR-78-62 

Test Failure Model: 

PF = K d Z '  

IF f -VBD + d V B D L  -I- 4 P R ' 
F S  

RS 

VF = I R + VBD F S  

No Test Failure Model: 

18 ND = 4.49 x 10 (VBD)-1.5 

IF = 8.26 x 10-11(ND)o'88 (AREA) (4.89898 x 10-4)flFor TCB & Diode 

1 3.84 x 10-11(ND)o'88 (AREA) (4.89898 x 10-4)pFor T EB 

-0.67 VF = 4.07 x 10l2 (ND) 
+ 'FRS 

Pp = VFIF 

I 
Partial Test Failure Model: 

18 ND = 4.49 x 10 (VBD)-lS5 

3 / (AREA) 
-1.8 + 3.61 x lolo (ND) -0.81 

RS = 12-48 x ~ o ~ ~ ( N ~ )  

PF = K V K '  

VBd + d V B D 2  + 4 PFRs ' 
Rs 

'F = I F ~ S  + 'BO 

C-18 
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D. Diode Area Estimation Models: 

_ .  

1. AREA = 8.1 x ( I m  Vz)1.16 For Zener Diodes 
- 

l1-l6 For al.1 others (Inlax 
AREA = 8.1 x 

2. AREA = 8.5255 x 
_. 

-1.21 3. AREA = 0.489 (eJ,) 

-1.32 4. AREA = 1.96 (eJA) 

E. Transistor Emitter-Base Junction Area Estimation Models: 

1.05 0.7035 1. AREA = 1.76657 x (C,) 
('BEBO 

AREA = 1.76657 x (C, [Vm] 0.5 ) 1.05 (VBEB0)0-7035 For Vu # 0.5V. 

For V = 0.5V. RE 

2, AREA = 6.34 x )0.82 
(Imax L~ 10.33) 0.58 0.4814 

('BCBO 
3: 'AREA = 4.3312 x (C, RC 

-0.94 4. AREA = 0.0119 (eJc) 

5. AREA = 2-79 (e,) -1.7 

F. Transistor Collector-Base Junction Area Estimation Models: 

-0.89 1. AREA = 0.047 (e,) 

2. AREA = 0.00272 (Imax )0.62 

-1.47 
- ._ 

3. AREA = 3.63 (e,) 

4. AREA = 6.7683 x (CRc [nCf .33 ,) 0.58 (VBcBo) 0.4814 

c-19 
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A or AREA 

cRc 

cRD 

F 

IF 

IZM 

*D 

PF 

K 

RS 

TEB 

tp or t 

'BCBO 

VBD 

'BEBO 

vF 

'RC 

"RD 

Effective 

Collector 

DEFINITION OF TERMS 

2 junction area in cm . 
base reverse bias capaci'tance in picofarads. 

Diode reverse bias capacitance in picofarads. 

Emitter base reverse bias capacitance in picofarads. 

Frequency in hertz. 

Current required to permanently damage a semiconductor 
junction (amps). 

Refers to maximum rated dc forward current (I ) for diodes, 
and maximum rated dc collector (Ic) for transistors (amps). 

Maximum reverse dc current for zener diodes (amps). 

Wunsch damage constant (W - S 
Junction light side doping density ( ~ m - ~ )  - 
Power required to permanently damage a semiconductor 
junction (watts). 

Junction surge resistance, the sum of the junction bulk 
and space charge resistances (ohms). 

Transistor emitter-base junction. 

Transistor collector-base junction. 

Pulse width (seconds) 

Collector-base reverse breakdown voltage (volts). 

Reverse breakdown voltage (any junction) (volts). 

Emitter-base reverse breakdown voltage (volts) . 
Voltage required to permanently damage a semiconductor 
junction (volts). 

Voltage at which CRc is measured (volts). 

Voltage at which Cm is measured (volts) 

F 

1/2) 

c-20 



0 

* 

0 

"z 

'JA 

'JL 

'JC 

Page 20 of 20 

- Voltage at which CRE is measured (volts). 

- Reverse voltage across a zener diode when zener current 
is flowing (volts). 

oc - Junction to ambient thermal resistance ( /W). 

oc - Junction to case thermal resistance ( /W). 

- Junction to lead thermal resistance, specified for a 
1/8 inch (31.75 cm) lead length ( O C / W ) .  

c-21 



TITLE Series & Parallel Impedance P A G E L O F A  TI Programmable- .J..-, 

(new ZA) while combining a multiple set or parallel impedances into a 
new ZB. This intermediate result (new ZB) can then be further 

\ L  
PROGRAMMER Gary Rensner DATELLUAU- Program Record 1" 

Printer - Cards 1 Partitioning (Op 17) I 41  5 1  9-5191 Library Module - M a s t  r 

PROGRAM DESCRIPTION 

This program allows a circuit analyst to collapse an impedance net- 
work to its simplest form. The calculated (new) ZA is the result of 
a series or parallel combination of impedances (ZA and ZB). The use 

1 
I 

I combined into the next new ZA. Note: the impedances are assumed tn  I 
USER INSTRU( 

iTEF 

01  

02  

- 

03 

04 

05 

06 

- 

07 

- 

PROCEDURE 

Read card 
Enter first impedance, ZA 

. . . - - . - . 

Enter second impedance, ZB 

If network has an impedanceparalle 
to ZB enter the values as shown. 
Otherwise go to step 06. 
Compute new ZB (repeat steps 4 & 5 

as many times as necessary) 
TO calculate a new zA = zAI IzB 

. -  

TO calculate a new ZA = ZA + ZB 

To calculate the magnitude andphasl 
angle (in degrees) of the new ZA. 

PRESS 

!nd 

- 

c-22 



e 

I! 

0 

0 

e 

0 

(b 

0 

e 

- 
:OD[ 

06 
44 
1 0  
4 3  
1 0  
32 
43  
09 
9 1  
76 
15  
43  
09 
42 
0 1  
4 3  
1 0  
42 
0 2  
36 
0 5  
1 2  
42 
11 
32 
6 5  
0 1  
08  
00 
55 
89  
9 5  
42 
1 2  
32 
4 3  
11 
9 1  

- 

.- ~ 

- 
- 

__ 
- 

__ 

57  

- 
)OD! 

02 
42 
1 0  
32 
4 3  
09 
9 1  
76 
49 
43 
35 
42 
3 1  
43 
36 
12 
12 
$ 3  
17 

- KEY 

06 
S U M  
1 0  
RCL 
1 0  
x h  t 
RCL 
09 
R / S  
LBL 
E 
RCL 
09 
STO 
0 1  
RCL 
1 0  
STO 
0 2  
PGN 
0 5  
B 
STO 
11 
xb*t 
X 
1 
8 
0 -  
1 

TI 
- - 
STO 
1 2  
X Q t  

RCL 
11 
R/S 

- 

- ___  

~ -- 
- -  

COMMENTS i 
i 

KEY LOC COD $ KEY 
LBL 
A 
STO 
09 

STO 
1 0  

LBL 
B 
STO 
0 5  
R/S 
STO 
06 
R/S 
LBL 
B '  
STO 
0 7  
R/S 
STO 
0 8  
R/S 
SBR 
PRD 
RCL 
0 1  
STO 
0 5  
RCL 
0 2  
STO 
06 
x.4 t 
RCL 
0 5  
R/S 
LBL 
C 
RCL 
09 
STO 
0 7  
RCL 
1 0  
STO 
0 8  
SBR 
PRD 
RCL 
0 1  
STO 
09 
RCL 

R/S 

R/S 

0 2  
STO 
1 0  
x h  t 
RCL 
09 
R/S 
LBL 
PRD 
RCL 
0 5  
STO 
0 1  
RCL 
06  
STO 
0 2  
RCL 
0 7  

09 
91 
4 2  
10  
9 1  
76 
12  
42 
0 5  
9 1  
42 
06 
9 1  
76 
1 7  
42 
0 7  
9 1  
42 
0 8  
9 1  
7 1  

58  
5 9  
6 0  
6 1  
62 
6 3  
64 
6 5  
66 
67 
68  
69 
7 0  
7 1  
72 
7 3  
74 
75  
76 
77 
78  
79 

I1 13 
1 1 4  
115 
1 1 6  
1 1 7  

24 
2 5  
26 

28 
29 
30 
3 1  
32 
33 

I 34 

I :: 
0 5  
06 
07 
08  
09  
10 
11 
12 
1 3  
1 4  
15 
1 6  
1 7  
1 8  
1 9  

I I; 
2 2  

12 STO 
13 0 3  
13 RCL 
18 08 
12 STO 
14 , 04 

2 5  ' 49 
I 2 6  1 43  

2 7  

35 
36 
37 
38 
3 9  
40 
4 1  
42 
43  
4 4  
45 
46 
47 

__ 

__ 
- _  

__ 
-_ 

__ 

0 1  
42 
0 5  
4 3  
0 2  
42 
06 
32 
4 3  
0 5  
9 1  
76 
13 
43  
09 
42 
0 7  
43  
1 0  
42 
0 8  
71 
49 
4 3  
0 1  
42 
09 
4 3  - 

C 
RCL 
0 5  
i- 
RCL 
07  

STO 
0 3  
RCL 
06 
+ 
RCL 
0 8  

STO 
04  
PGM 
04  
C' 
RTN 
LBL 
D 
RCL 
0 5  
SUM 
0 9  
RCL 

- - 

- - 

30 
31 
32 
33 
34 
35 
36 
37 
38 
39 
4 0  
4 1  
42 
4 3  

4 s  
46 

44 

85  8 5  
86  4 3  
87  0 7  
88 9 5  
89  42 
90 0 3  
9 1  4 3  
92 06 
93  85 
94 4 3  
95 0 8  
96 9 5  
97 4 2  
98 04 
99 36 
100 04  
L O 1  1 8  
102 9 2  
103 76 
LO4 1 4  
LO5 4 3  
106 05 
107 44 
108 09 

47 
48 
49 
50  
5 1  
52  

_ _  

ERGED CO 

64 m 74 SUM 9 2 ' 1 ~ ~ 1  ISWJ - 
TEXAS I N S T R U M E N T S  

4 L I L O U W # R A l E D  

T I  14151  
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TITLE Series & Para11e1 Impedance PAGF 3 OF 4 

PROGRAMMER Gary Rensner DATE 9/15/81 Program Record 
TI Programmable q-- 

03 

04 
05 

06 

. .. 

07  
0 8  

09 
- 10 
11 _ _  - 

__  
- 

Partitioning (Op 17) 14 3 I 9-5 , 9  I Library Module Master Printer - Cards 1 

USER DEFINED KEYS DATA REGISTERS (3 ) 
A 0 0 

PROGRAM DESCRIPTION 
1 

be complex. For t o t a l l y  real  impedance, e n t e r  zero  f o r  t h e  

Zr " 
imaginary por t ion .  , I -& 
Example Problem - Given t h e  impedance network:,, 

- ._ - 

- - - - - - . - - - - -_ I- What is Zea? 

LABELS (Op 08) 

w - 3  m =.m m- 

F 
USER INSTRU 

PROCEDURE 

Read Cards 
En te r  m o s t  d i s t a n t  impedance ( Z l )  

E n t e r  nex t  impedance ( 2 2 )  -. - 

Compute new impedance, ZA = Z l l  1Z2 
E n t e r  nex t  impedance, Zs(any of t h  
t h r e e  i s  accep tab le )  
E n t e r  one of t h e  impedances paralle 

t o  Z3 ( e i t h e r  i s  a c c e p t a b l e ) ,  Z ,  

Compute new ZB 

E n t e r  nex t  impedance i n  t h e  slldller 

p a r a l l e l  network, Z ,  - - 

Compute new ZB 

A Compute new Z 
E n t e r  l as t  impedance, 26 

- - _  

IONS 
ENTER PRESS DISPLAY 

1.000 
2.000 

3.000 

C 2.000 
O B  0 .000  

8 1 R/Si 1 8.000 

3.840 

5.932 
D 7.932 

10 B 10.000 
5 R/S 5.000 

1 
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e PAGELOF 4 TI Programmable TITLE Series & Parallel Irrpdan 

PROGRAMMER Gary Rensner DATE 9 / 1 5 / 8 1  Program Record 
Partitioning (Op 17) I 4, 5,9- 0 I % Library Module Master Printer - Cards 1 

PROGRAM DESCRIPTION 

Example (cont. ) 

- . - - - _- . . - - - - . - - - - - . - . - 

The solution is the equivalent impedance 

_- 

- _ _  _. _. - 

where Zeq = 4.574 + 11.198 R 

- - -  = 4.728Q A 4 . 6 7 5 '  - - 

USER INSTRU 
PROCEDURE 

Compute new impedance, ZA = Zeq 
6, display real part of result 

To display imaginary part of result 
To determine magnitude and phase 

angle (in degrees) - _ _  

__  - - -- - -- - - - - - 

IONS 
ENTER DISPLAY 

4.574 

1.198 
4.728 

14.675 
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TITLE n-T and T-r~ Transformation PAGELOF 6 TI Programmable 
PROGRAMMER Gary Rensner DATE 9/1/81 Program Record 
Partitioning (Op 17) Library Module --- Printer --- Cards 2 

This program allows a circuit analyst to transform from TI-topology to 
T-topology (or A-Y) or T-topology to II-topology (or Y-A) with the 
definitions as defined below. Note that all the 2's maybe complex: 

;fF: a-2F?- o-5~5+$-2~: 
jTEF - 

01 

02 

03 
7 

Select direction to transform: 
1-T 
T-II 

Enter the data (impedances): II-T: 

note: data must be entered 
in the order shown. 

: T-n: 

To calculate the transform impedancr 

RES - 

A 
h' 
E 
!/S 
!/ S 
:/ S 
!/S 
!/S 

L/ S 
!/S 
!/ S 
!/S 
!/S 
E' 

E 

- 

DISPLAY 

A II-T 
21 
2 2  
23  

Data 
T-II 

8 

0 

1 

2 

3 

4 

5 

- 
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8 

I?' 

FLAGS 0 I 

e 

e 

f 

0 

8 

8 

- --.-- * 9 Lm- m 
2 1 I 5 6 7 a 9 

TITLE ll-T and T-X Transformation PAGE-2 OF-6. TI PiOgmwxYe 1; :- 
PROGRAMMER Gary Rensner DATE 9/1/81 Program Recofd % 

--- Pnnter --- Cards 3 Partitioning (Op 17) I6 I 3, 9- 3 I 91 Library Module 

PROGRAM DESCRIPTION 

I The equations used are as follows: 

T-II: Z1= Z Z +Z Z +Z Z , Z2= Z Z +Z Z +Z Z , Z3= 2 A B  Z +Z B C  Z +Z A -  2,- A B  B C  A C  A B  B C  A C  
zC zB zA 

USER INSTRU( 
STEP1 PROCEDURE 

Z1 

22 

23 

zA 

zB 

zc. 

IONS 
ENTER 

1 USER DEFINED KEYS I DATA REGISTERS [ ltml LEI I LABELS (Op 08) 
20 

21 

22 

2a 

24 

25 

21 

27 

' 8  

z +z'z 1 B C  A C  

B C  A C  
z + z z 1  
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- 
.oc 
00 
01 
02 
03 
04 
05 
06 
07 
08 
09 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 
28 
29 

31 
32 
3: 
34 
35 
36 
3; 
3t 
35 
4( 
4: 
4 ;  
4: 
41 
4f 
4( 
4' 
44 
4! 
5( 
5 
5: 
5 
5' 
5 

- 

3a 

- 
:ODE 
76 
11 
29 
47 
86 
01 
91 
76 
16 
29 
47 
22 
86 
01 
91 
76 
15 
22 
87 
01 
09 
40 
42 
08 
91 
42 
09 
91 
42 
10 
91 
42 
11 
91 
42 
12 
91 
42 
13 
91 
42 
14 
91 
42 
15 
91 
42 
16 
91 
42 
17 
91 
42 
18 
91 
42 

- 

- 

KEY 
LBL 
A 
CP 

CMS 
STF 
0 1  
R/S 
LBL 

A '  
CP 

CMS 
INV 
STF 
01 
R j S  
LBL 
E 
INV 
IFF 
01 
00 
40 
STO 
08 
R/S  
STO 
09 
R/S 
STO 
1 0  
R/S 
STO 
11 
R/S 
STO 
12 
R/S 
STO 
13 
R/S 
STO 
14 
R/S 
STO 
15 
R/S 
STO 
16 
R/S 
STO 
17 
R/S 
STO 
18 
R/S 
STO 

COMMENTS 
- 
.oc 
-5 6- 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
71 
72 
73 
74 
75 
76 
77 
78 
79 
80 
81 
82 
83 
84 
85 
86 

88 
89 
90 
91 
92 
93 
94 
95 
96 
97 
98 
99 
.oo 
.o 1 
.02 
.03 
.04 
.05 
!06 
107 
LO& 
LO9 
.10 

a7 

- 

- 
OD1 
19 
91 
76 
10 
22 
87 
01 
02 
11 
43 
08 
42 
01 
43 
09 
42 
02 
43 
10 
42 
03 
43 
11 
42 
04 
71 
45 
43 
12 
42 
03 
43 
13 
42 
04 
71 
45 
43 
01 
42 
06 
43 
02 
42 
07 
43 
08 
42 
01 
43 
09 
42 
02 
43 
10 

- 

- 

KEY 
1 9  
R/S  
LBL 
E' 

INV 
I F F  
01 
02 
11 
RCL 
08 
STO 
0 1  
RCL 
09 
STO 
02 
RCL 
10 
STO 
03 
RCL 
11 
STO 
04 
SBR 

RCL 
1 2  
STO 
0 3  
RCL 
13 
STO 
04 
SBR 

RCL 
0 1  
STO 
06 
RCL 
02 
STO 
07 
RCL 
08  
STO 
0 1  
RCL 
09 
STO 
02 
RCL 
10 

YX 

YX 

C-28 

COMMENTS 

Coding Fofm lk' 
_- 
LOC 
111 
112 
113 
114 
115 
116 
1'1 7 
118 
119 
120 
121 
122 
123 
124 
125 
126 
127 
128 
129 
130 
131 
132 
133 
136 
135 
136 
137 
138 
139 
140 
14  1 
142 
143 
144 
145 
146 
147 
148 
149 
150 
15 1 
152 
153 
154 
155 
156 
157 
158 
159 
160 

- 
__ 
ODE 

4 2  
03 
43 
11 
4 2  
04 
71 
23 
43 
06 
42 
03 
43 
07 
42 
04 
71 
22 
43 
01 
42 
14 
43 
02 
42 
15 
43 
08 
42 
01 
43 
09 
42 
02 
43 
12 
42 
03 
43 
13 
42 
04 
71 
23 
43 
06 
42 
03 
43 
07 

_- 

- 

KEY C0L:MENTS 

STO 
03 
RCL 
11 
STO 
04 
SBR 
LMX 
RCL 
06 
STO 
03 
RCL 
07 
STO 
04 
SBR 
INV 
RCL 
0 1  
STO 
14 
RCL 
02 
STO 
1 5  
RCL 
08  
STO 
0 1  
RCL 
09  
STO 
02 
RCL 
12 
STO 
03 
RCL 
13 
STO 
04 
SBR 
LNX 
RCL 
06  
STO 
03 
RCL 
07 

IERGED COI 



- 
LOC 
16 1 
162 
163 
164 
165 
166 
167 
168 
169 
170 
171 
172 
173 
174 
175 
176 
177 
178 
179 
180 
181 
182 
183 
184 
185 
186 
187 
188 
189 
190 
191 
192 
193 
194 
195 
196 
19 7 
198 
199 

20 1 
202 
203 
204 
205 
206 
207 
208 
209 
2 10 
211 
2 12 
213 
2 14 
215 

- 

200, 

- 
:OD 
42 
04 
71 
22 
43 
01 
42 
16 
43 
02 
42 
17 
43 
10 
42 
01 
43 
11 
42 
02 
43 
12 
42 
03 
43 
13 
42 
04 
71 
23 
43 
06 
42 
03 
43 
07 
42 
04 
71 
22 
43 
01 
42 
18 
43 
02 
42 
19 
25 
91 
43 
14 
42 
01 
43 

- KEY 

STO 
04 
SBR 
INV 
RCL 
0 1  
STO 
1 6  
RCL 
02 
STO 
17 
RCL 
10 
STO 
0 1  
RCL 
11 
STO 
02 
RCL 
12 
STO 
03 
RCL 
13 
STO 
04 
SBR 
LNX 
RCL 
06 
STO 
03 
RCL 
07 
STO 
04 
SBR 
INV 
RCL 
01 
STO 
18 
RCL 
02 
STO 
19 
CLR 
R/S 
RCL 
14 
STO 
0 1  
RCL 

COMMENTS 
- 
cot 

210 
217 
218 
2 19 
220 
22 1 
222 
223 
224 
225 
226 
227 
228 
2 29 
230 
231 
232 
233 
234 
2 35 
236 
237 
238 
! 39 
!40 
!41 
!42 
!43 
144 
!45 
146 

!47 
!48 
!49 
!50 
!5 1 
!52 
!53 
!54 
!55 
156 
15 7 
158 
I59 
160 
16 1 
:62 
6 3  
64 
65 
66 
67 
68 
169 
! 70 

- 
- 
OD 

15 
42 
02 
43 
16 
42 
03 
43 
17 
42 
04 
71 
23 
43 
01 
42 
20 
43 
02 
42 
21 
43 
16 
42 
0 1  
43 
17 
42 
02 
43 
18 
42 
03 
43 
19 
42 
04 
7 1  
23 
43 
31 
42 
22 
43 
12 
42 
23 
13 
14 
12 
I1 
13 
LS 
12' 
12 

- 

- 

KEY __- 
15 
STO 
02 
RCL 
16 
STO 
03 
RCL 
17 
STO 
04 
SBR 
LNX 
RCL 
0 1  
STO 
20 
RCL 
02 
STO 
21 
RCL 
16 
STO 
0 1  
RCL 
17 
STO 
02 
RCL 
18 
STO 
03 
RCL 
1 9  
STO 
04 
SBR 
LNX 
RCL 
0 1  
STO 
22 
RCL 
02 
STO 
23- 
RCL 
14 
STO 
01 
RCL 
15 
STO 
02  

C-29 

COMMENTS 
- 
LOC 

27 1 
2 72 
273 
274  
275 
276 
277 
278 
2 79 
2 80 
281 
282 
283 
2 84 
285 
286 
287 
288 
289 
290 
29 1 
292 
29 3 
294 
295 
296 
297 
298 
299 
300 
30 1 
302 
303 
304 
305 
30 6 
30 7 
308 
309 
3 10 
311 
312 
313 
314 
315 
316 
317 
318 
319 
320 

- 

- 

- 
oc __ 
42 

42 
0 3  
43 
19 
42 
04 
71 
23 
43 
01 
42 
24 
43 
02 
42 
25 
43 
22 
42 
03 
43 
23 
42 
04 
71 
45 
43 
20 
42 
03 
43 
21 
42 
04 
71 
45 
43 
01 
42 
26 
43 
02 
42 
27 
43 
14 
42 
03 

i a  

- 

_- 
KEY 

RCL 
18 
STO 
03 
RCL 
1 9  
STO 
04 
SBR 
LNX 
RCL 
0 1  
STO 
24 
RCL 
02 
STO 
25 
RCL 
22 
STO 
03 
RCL 
23 
STO 
04 
SER 
Y 
RCL 
20 
STO 
03 
RCL 
21 
S TO 
04 

Y 
RCL 
01 
STO 
26 
RCL 
02 
STO 
27 
RCL 
14 
STO 
0 3  

__ - 

saR 

MERGED CO 

COhlhl E NTS - 



DATE 9 / 1 / 8 1  Codincjrom C 

~ ' 

, 

- 
LOC 

32 1 
322 
323 
324 
325 
326 
327 
328 
329 
330 
33 1 
332 
333  
334 
335 
336 
337 
338 
339 
340 
34 1 
342 
343 
344 
345 
346 
34 7 
348 
349 
350 
35 1 
352 
353 
354 
355 
356 
357 
358 
359 
360 
36 1 
362 
36 3 
364 
365 
366 
36 7 
36 8 
369 
370 
371 
372 
373 
374 
375 

- 
- 
LOC 

431 
432 
433 
434 
435 
436 
437 
438 
439 
4 40 
44 1 
442 
443 
444 
445 
446 
44 7 
448 
449 
450 
45 1 
452 
453 
454 
455 
456 
457 
458 

459 
460 
46 I 
4 b ~  
46 3 
464 
465 
466 
46 7 
468 
469 
4 70 
471 
472 
473 
4 74 

- _  

:;: 
477 
478 

479 
4 80 
I 

- 
001 

43 
15 
42 
04 
71 
22 
43 
01 
42 
12 
43 
02 
42 
13 
43 
26 
42 
01 
43 
27 
42 
02 
43 
16 
42 
03 
43 
17 
42 
04 
71 
22 
43 
01 
42 
10 
43 
02 
42 
11 
43 
26 
42 
01 
43 
27 
42 
02 
43 
18 
42 
03 
43 
19 
42 

- 

- 

KEY 

RCL 
1 5  
STO 
0 4  
SBR 
I N V  
RCL 
0 1  
STO 
12 
RCL 
02 
STO 
13 
RCL 
26 
STO 
0 1  
RCL 
27 
STO 
02 
RCL 
16 
STO 
03 
RCL 
17 
STO 
04 
SBR 
INV 
RCL 
0 1  
STO 
1 0  
RCL 
02 
STO 
11 
RCL 
26 
STO 
01 
RCL 
27 
STO 
02 
RCL 
18 
STO 
03 
RCL 
19 
STO 

5 lncoroora'ca 

COMMENTS 

. .  

- .  

- 
LOC 

37i 
37E 
3 75 
3 8C 
381 
382 
385 
384 
385 
38t 
387 
38f 
389 

39 1 
392 
393 
394 
395 
396 
39 7 
39 8 
399 
400 
40 1 
402 
403 
404 
405 
406 
40 7 
408 
409 
410 
411 
412 
413 
414 
415 
416 
417 
418 
4 19 
420 
42 1 
422 
423 
424 
425 
426 
427 
428 
429 
430 

3 7: 

39a 

- 
:ODf 

0 4  
71 
22 
4 3  
01 
42 
08 
43 
02 
42 
09 
25 
91 
76 
12 
43 
0 8  
91 
43 
09 
91 
76 
13 
43 
10 
9 1  
43 
11 
91 
76 
14 
43 
12 
91 
4 3  
1 3  
91 
76 
17 
43 
14 
91 
43 
15 
91 
76 
1 8  
43 
16 
91 
43 
17 
91 
76 
19 

- 

- 

KEY 

0 4  
SBR 
I NV 
RCL 
0 1  
STO 
08  
RCL 
02 
STO 
09 
CLR 
R/S 
LBL 

B 
RCL 
08 
R/S 
RCL 
09 
R/S 
LBL 

C 
RCL 
1 0  
R/S 
RCL 
11 
R/S 
LBL 

D 
RCL 
12 
R/S 
RCL 
13 
R/S 
LBL 
B' 
RCL 
14 
R/S 
RCL 
15 
R/S 
LBL 
C '  
RCL 
16  
R/S 
RCL 
17 
R/S 
LBL 
D '  

C-30 

COMMENTS 
- 
:OD 

4 3  
18 
91 
4 3  
1 9  
91 
76 
45 
43 
0 4  
44 
02 
43 
03 
44 
01 
92 
76 
23 
53 
43 
01 
6 5  
4 3  
03 
75 
41 
02 
65 
43 
04 
5 4  
32 
5 3  
43 
0 1  
65 
43 
04 
85 
43 
02 
65 
43 
03 
54 
42 
02 
32 
42 

__ 

- 

_- - 
k C Y  1 COMMENTS _ -  ---) 

RC L 
1 8  
R / S  
RCL 
19 
R/ S 
LBL 

RCL 
04 
SUM 
02 
RCL 
03 
s UH 
01 
RTN 
LBL 
LNX 

( 
RCL 
01 
X 

RCL 
03 

RCL 
02  

RCL 
0 4  

1 
X%T 

( 
RCL 
01 
X 

RCL 
04 
+ 

RCL 
02 

RCL 
03 

1 
STO 
02 
X h T  

YX 

- 

X 

X 

STO 

72STc Q 83g@ El 
ERGEO CO 



a 

a 

a 

e 

e 

e 

a 

a 

m 

- 
LOC 

48 
48  

48 

48 
48 
48 
48 
48 
48  
491 
49 
49 
49 
49 
49 
49 1 

49 
49 
49' 
501 
50 
50 
50 
50d 
50 

-- 

0 

- 
I 19171~  

- 
:C 
0 
9 
7 
2 
0 
9 
4 
0 
5 
4 
0 
3 
8 
4 
0 
3 
5 
3 
4 
0 
4 '  
0 
7 
2 
9.  

- 

- 

- 
nsti 

KEY 

01 
RTN 
LBL 
INV 
1 

+/- 
PRD 
04 

( 
RCL 
03 
X2 
+ 
RCL 
04 
X2 

1 
l/X 
PRD 
01 
PRD 
02 
S B R  
LNX 
RTN 

. .- 
- 

- 

COMMENT! 

- _  

- 

KEY 

C-31 

COMMENTS KEY 

IRGED COI 

COMMENTS 

i 
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C i r c u i t  F a i l u r e  Thresholds 1 OF 7 TI Programmable 
PROGRAMMER Gary Rensner DATE 9/14/81 Program Record 
Partitioning (Op 17) I 71 1 I 9- 2 , 9  I Library Module ---- Pnnter J Cards 2 

PROGRAM DESCRIPTION 
1 

Calcu la t e s  C i r c u i t  F a i l u r e  Thresholds f o r  t h e  fol lowing c i r c u i t :  m 
where Z 1 ,  Z Z ,  & Z 3  are complex impedances and V F / I F  i s  t h e  f a i l u r e  
vol tage /cur ren t  f o r  t h e  device under a n a l y s i s .  For impedance elements 
no t  p re sen t  i n  t h e  i n t e r f a c e ,  e n t e r  zero f o r  series elements  ( Z ,  o r  z3 
o r  1E20 f o r  p a r a l l e l  element ( 2 2 ) .  

;TEF - 
01 
0 2  
03 

0 4  
05 
06 
07 
08 

09 
1 0  

11 

1 2  

13  

USER INSTRUC 
PROCEDURE 

Enter  R e { Z i )  

IONS 
ENTER 

USER DEFINED KEYS 

A Z l  
I 2 2  

C Z 
0 I F  

E VF 
PF 

I' CKT # 
c FREQ 
0' RECALL DATA 
E' OUTPUT 

A 

FLAGS 0 I 

1977 leias Instruments lncoronratea 

vF I 
PF 
CKT tt- 
0.  

* Irn{VF 

51 
I I I 1 I I I 

1014968-1 

C-32 



TITLE Circuit Failure Thresholds PAGE - -  2 OF 7 TI PfogfOmm&le 
PROGRAMMER Gary Rensner DATE 9/14/81 Program Record 
Partitioning (Op 17) 17 I L 9 2 9 I Library Module ---- Printer Cards 2 

PROGRAM DESCRIPTION 

The equations used are as follows: 

I 
1 , _ _ - I T  = v + rF(z ,  + z,) and VT = V F ( Z ,  + ZL) + I& + 23  + 2 1 2 3 )  F 
I __ __ z 2  .. z 2  . - z, 

I I 
USER INSTRUI 

PROCEDURE 

USER DEFINED KEYS 
A 

0 

C 

0 

_. E 

A 

I’ 

C’ 

D’ 

. .  

-. . . 

IONS 
ENTER 

DATA REGISTERS ( E T  ) 

0 

PRESS DISPLAY 

I 
-. . 

. -  

L‘ D 9 

FLAGS 0 1 2 3 4 5 6 7 8 9 

1014966.1 I977 Teas Instruments lncomoraled 

c-33 



KEY COMMENTS LGC !CODE/ KEY I cow.lt i, 1 ., 
-- . 

110 117 I 17 I 
COMMENTS LOC 'CODt --I/ 5 5 / 4 2  0 2  

KEY 
LBL 

A 
CMS 
STO 
11 
R / S  
STO 
12 
R / S  
LBL 
B 
STO 
13 
R / S  
STO 
14 
R/S 
LBL 

C 
STO 
15 
R / S  
STO 

STO 
0 2  
RCL 
15 
STO 
03 
RCL 
16 
STO 
04 
S B R  
LNX 
RCL 
13 
STO 
03 
RCL 
14 
STO 
04 
S B R  
INV 
RCL 
15 
STO 
0 3  
RCL 
1 6  
STO 
04 
S B R  
YX 
RCL 
11 
STO 
03 
RCL 
12 
STO 
04 

i l i  11 
I 02 147 

03 '42 

05 91 
06 42 
07 12 
08 91 
OY '76 
10 12 
11 42 
12 13 
13 91 
l4 42 
15 14 
16 91 
17  76 
18 13 

42 
20 15 
21 91 1 22 42 

04 11 

1 19 

43 RCL 
02 02 
42 STO 
18 18 
43 RCL 
11 11 
42 STO 
01 01 
43 RCL 
12 12 
42 STO 
02 02 
43 RCL 
13 13 
42 STO 
03 , 03 
43 RCL 
14 14 
42 STO 
u4 04 
71 S B R  

7 1  S B R  
22 I INV 
45 YX 

56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
7 1  
72 
73 
74 
75 
76 
77 

111 
112 
113 
114 
115 
116 
117 
118 
119 
120 
121 
122 
123 
124 
125 
126 
127 
128 
129 
130 
131 
132 
133 
134 
135 
136 
137 
138 
139 
140 
14 1 
142 
143 
144 
145 
146 
147 
148 
149 
150 
151 
152 
153 
154 
155 
156 
157 
158 
159 . -  

43 
15 
42 
03 
43 
16 
42 
04 
71 
23 
43 
13 
42 
03 
43 
14 
4 2 
04 
71 
22 
43 
15 
42 
03 
43 
16 
42 
04 
71 
45 
43 
11 
42 
03 
43 
12 
42 
04 
71 
45 
43 
09 
42 

.. . 

I ! I 

43 
07 
42 
03 
43 
08 
42 
04 
71 
23 
43 
01 
44 
17 
43 
02 
44 
18 
43 
13 
42 
01 
43 
14 
42 - 

RCL 
07 
STO 
03 
RCL 
08 
STO 
04 
S B R  
LNX 
RCL 
0 1  
SUM 
17 
RCL 
02 
SUM 
18 
RCL 
13 
STO 
01 
RCL 
14 

D 
STO 
09 
R / S  
LBL 

E 
STO 
07 
R / S  
L?L 

R / S  

A 
STO 
24 

a i  
a2 

a4 
83 

85 
86 
87 
88 

90 
91 
92 
93 
94 
95 
96 
97 
98 
99 

a9 

31 15 
32 42 
33 07 
34 91 
35 76 
36 16 
37 42 
38 24 
39 (91 
40 76 
41 17 
42 42 

, 43 00 
44 91 

l ' 1 7 7 1 + r r  8 -  ..,, 

LBL - 
B' 
STO 
00 . 

R / S  
L B L  
C '  
STO 
27 - 
RCL 
11 
STO 
01 
RCL 
12 
I .  l"rnrp"ra,rl 

- S B R  

RCL 
09 
STO 

RCL 
1 0  
STO 
04 
SBR 
LNX 
RCL 
0 1  
STO 

YX 

0 3  .~ io0 0 3  
101 43 

103 42 
lo4 04 
lo5 71 
106 23 
107 43 

lo2 10 

c-34 



4 TI Programmable . I TITLE C i r c u i t  F a i l u r e  T h r e s h o l d s  PA~E-OF 

p E p 6  
,160 0 2  

- 
;ODE 

91 
76 
1 0  
25 
58 
00 
69 
00 
01 
05 
02  
0 6  
03  
07 
6 9  
04  
43 
00 
69 
06 
9 8  
58 
30 

- KEY I COMMENTS 
I 

KEY COMMENTS 11 LO( 
7 1 ,  272 

KEY 1 C0MMEF:TS 1 

0 2  
RCL 
1 5  
STO 
03 
RCL 
1 6  
STO 
04  
SBR 

RCL 
0 9  
STO 
0 3  
RCL 
1 0  
STO 
04  
SBR 
LNX 
RCL 
07 
SUM 
0 1  
RCL 
0 8  
SUM 
02  
RCL 
1 3  
STO 
0 3  
RCL 
1 4  
STO 
04 
SBR 
INV 
RCL 
0 1  
STO 
1 9  
RCL 
02  
STO 
20 
RCL 
1 7  
STO 
0 1  
RCL 
1 8  
STO 

YX 

RCL 
1 9  
STO 
0 3  
RCL 
20 
STO 
04  
SBR 
LNX 
RCL 
0 1  
STO 
2 1  
RCL 
0 2  
STO 
2 2  
( 
RCL 
1 9  
X* 
+ 
RCL 
20  
X Z  
1 
J X  
STO 
0 6  
( 
RCL 

X l1 
+ 
RCL 
18 

R/S I 
LBL 
E '  
CLR 
F I X  ... 

00 
OP 
00 
1 
5 
2 
6 
3 - -  
7 
OP 
04  - -  

RCL 
00 
OP _. - 

06 
ADV 
F I X  
00 

__ 

43 
1 5  
42 
03  
43 
1 6  
42 
04 
7 1  
45 
43  
0 9  
42 
0 3  
43 
1 0  
42 
04  
7 1  
23  
43  
07  
44  
0 1  
43 
08 
44 
02  
43  
1 3  
42 
0 3  
43  
1 4  
42  
0 4  
7 1  
22 
43  
0 1  
42 
19 
43  
02  
42 
20  
43  
17 
42 
0 1  
43 
1 8  
42 
02 - 

216 1 9  
217 42 
218 0 3  
219 43  
220 20 
221 42 
222 04 
223 7 1  
224 23 
225 43 
226 0 1  
227 42 
228 2 1  
229 43 
230 02  
231 222 
233 53  
234 43 
235 19 
236 33 

238 143 
239 20 
240 33 
241 54 
242 34 
243 42 
244 06 
245 5 3  
246 43 
247 1 7  
248 
249 i z  
250 43 
251 1 8  
252 33 
253 54 
254 34 
255 42 
256 05 
257 53  
25.8 43 
259 2 1  

237 232 t 85 

16 1 
162 
163 
164 
165 
166 
167 
168 

,169 
170 

172 
173 

.174 
,175 
176 

,177 
178 
179 

.180 
181 
182 

184 

, 1 7 1  

j 183 

1 E 
187 
188 
189 

' 190 
19 1 
192 

,193 
194 
195 
196 
19 7 
198 

,199 
200 
20 1 
20 2 
203 
LOG 
205 
206 
207 
208 
209 
2 10 
211 
212 
213 
214 

I 
I 

I 

! 

I 

1 
i 

i 
I 

I 

I 
I 
i 

I 

27: 
- 274 

2 75 
2 76 

- - 277 
27E 
2 79 

281 
282 
283 

.284 
285 

.286 
287 

- .  

.~ 

28a 
. -  - 

- -  - 

- _  

- - - - . __ 

- - .  
288 
2 89 
290 
29 1 
292 
293 
294 
295 
296 
29 7 
29 8 
299 
300 
30 1 
302 
30 3 
304 
305 
306 
30 7 
308 
309 
310 
311 
312 
313 
314 
315 
316 
317 
318 
319 

11 1 
17 7 
13 3 
14 4 ' 

59 
14 
58 
13 
53 
13 
!7 
is 
11 
i 2  
i 4  
i9 
16 
!2 
i 2  
i8  
le 

;)P 
0 4  
F I X  
0 3  
( 
RCL 
27  
X .. 

1 
EE 
1 __ 
OP 
06 
INV . 
EE 
F I X  
00 
IERGED COI 

I,,;; I., 

c-35 



4 
3 
0 
4 _ _ _  

460 
461 
462 

6 463 

- 
ODE 
69 
00 
0 3  
05 
0 1  
07 
04 
06 
00 
02 
69 
04 
58  
0 3  
5 3  
43  
11 
6 5  
0 1  
52 
54 
69 
06 
27 
52 
58 
00 
69 
00 
02 
04 
0 3  
00 
04 
06 
00 
02  
59 
34 
58 
33 
53 
13 
12 
55 
3 1  
52 
54 
59 
36 
58 
30 
27 
52 

- 

jg 

00 
04 
06 
.oo 

KEY 

349 
350 
35 1 
352 
35 3 
.354 
355 
-356 
.35 7 
,358 
359 

.360 

.36 1 
362 
.363 
.364 
,365 
,366 
36 7 
36 8 
369 
3 70 
,371 
,372 
373 

*37$ 

OP 
00 
3 
5 
1 
7 
4 
6 
0 
2 
OP 
04 
FIX 
0 3  
( 
RCL 
11 
X 
1 
EE 
1 
OP 
06 
INV 
EE 
FIX 
00 
OP 
00 
2 
4 
3 
0 
4 
6 
0 
2 
OP 
04 
FIX 
0 3  
( 
RCL 
1 2  
X 
1 
EE 
1 
OP 
06 
FIX 
00 
I N V  
EE 
OP 

COMMENTS LOC CODE KEY I COMMENTS ILOC CODE KEY 

375 00 00  430 0 3  3 
431 05  5 

0 5  5 I 1 1 4 3 2  0 1  

I 

377 
378 
3 79 
380 
381 
382 
383 
384 
385 
386 
387 
388 
389 
390 
39 1 
39 2 
393 
394 
395 
39 6 
39 7 

,398 
.- 399 I (400 

$C 1 
402 
403 
404 
405 
406 
40 7 
408 
409 
4 10 
411 
412 
413 
414 
415 
416 
417 
418 
419 
420 
42 1 
422 
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I n t r o d u c t i o n  

A s  i n d i c a t e d  i n  t h e  bas ic  r e p o r t ,  t h i s  s t u d y  h a s  been  
m o n i t o r e d  s i n c e  i t s  i n c e p t i o n  by  members o f  t h e  NRC s t a f f  and 
a R e s e a r c h  Review P a n e l  convened  by NRC f o r  t h a t  p u r p o s e .  I n  
a d d i t i o n  t o  t h e i r  p a r t i c i p a t i o n  i n  p e r i o d i c  r e v i e w  m e e t i n g s ,  each 
o f  t h e  p a n e l  members was asked t o  r e v i e w  t h e  r e p o r t  i n  d r a f t  form 
and  p r o v i d e  comments. I n t e r e s t e d  NRC s t a f f  o f f i c e s  were a l s o  
g i v e n  a n  o p p o r t u n i t y  t o  r e v i e w  and comment. T h i s  a p p e n d i x  
c o n t a i n s  two s e t s  o f  comments and  documents  t h e  s t u d y  team 
r e s p o n s e  t o  t h o s e  comments. P a r t  1, I n t e r i m  R e p o r t ,  c o n t a i n s  
t h o s e  r e c e i v e d  p r i o r  t o  J u l y  1, 1982 ,  and P a r t  2, F i n a l  R e p o r t ,  
c o n t a i n s  t h o s e  r e c e i v e d  be tween Augus t  4 and Oc tobe r  31, 1982. 
The comments f rom t h e  i n d i v i d u a l  r e v i e w e r s  a re  p r e s e n t e d  f i r s t  
f o l l o w e d  by  t h o s e  from t h e  NRC s t a f f .  Each l e t t e r  i s  f o l l o w e d  by 
a r e s p o n s e  which i n d i c a t e s  a c t i o n  t a k e n  t o  r e v i s e  ma te r i a l  o r  
p r o v i d e s  f u r t h e r  j u s t i f i c a t i o n  of t h e  s t u d y  team p o s i t i o n .  I n  
some i n s t a n c e s  t h e  r e s p o n s e  may document d i s c u s s i o n s  be tween t h e  
s t u d y  team and t h e  r e v i e w e r  i n  a n  a t t e m p t  t o  f i n d  a n  a c c e p t a b l e  
m i d d l e  g round .  

P a r t  1, I n t e r i m  R e p o r t  

Review P a n e l  Comments. A s  of 1 J u l y  1982,  comments had  been  
r e c e i v e d  f rom s i x  members o f  t h e  p a n e l .  I n p u t s  were r e c e i v e d  from: 

P. R. B a r n e s  
O a k  Ridge  N a t i o n a l  L a b o r a t o r y  

J .  C. M a r k  
A d v i s o r y  Commit tee  on R e a c t o r  S a f e g u a r d s  

R.  W. B u r t o n  
U n i v e r s i t y  o f  C o l o r a d o  a t  C o l o r a d o  S p r i n g s  

G .  H.  B a k e r  
Defense  Nuclear Agency 

C. L .  Longmire 
M i s s i o n  Resea rch  C o r p o r a t i o n  

H .  C. Cabayan 
Lawrence Livermore  N a t i o n a l  L a b o r a t o r y  

There is  a c o n s i d e r a b l e  r a n g e  i n  t h e  c o n t e n t  o f  t h e  r e v i e w  com- 
ments .  Some r e v i e w e r s  have  made v e r y  spec i f i c  p o i n t s  a d d r e s s i n g  
p a r t i c u l a r  i tems o f  c o n c e r n ,  w h i l e  o t h e r s  a r e  much b r o a d e r  i n  
s c o p e ,  and i n  some i n s t a n c e s  e s s e n t i a l l y  a s t a t e m e n t  o f  p h i l o s o p h y .  
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OAK RIDGE NATIONAL LABORATORY 
O P E R A T E D  B Y  

UNION CARBIDE CORPORATION 
NUCLEAR DIVISION 

POST OFFICE BOX X 

OAK RIDGE, TENNESSEE 37830 

May 7, 1902 

M r .  Faust Rosa 
D i v i s i o n  o f  Systems I n t e g r a t i o n  
Of f i ce  o f  Nuclear Reactor Regulat ion 

Nuclear Regulatory Commission 
Washington, DC 20555 

MS P-1030 

Dear Faust: 

I have reviewed the  "rough d r a f t "  o f  the  Sandia Nat iona l  Laboratory (SNL)  r e p o r t  
e n t i t l e d  " I n t e r a c t i o n  of Electromagnetic Pulse (EMP) w i t h  Commercial Nuclear 
Power P lan t  Systems" and have t h e  f o l l o w i n g  comments. 

1. Reference No. 1 should be: 

P. K. Barnes, R. W. Manweiler, and R .  R. Davis, "The E f f e c t s  o f  
Nuclear Electromagnetic Pulse (EMP) on Nuclear Power Plants," ORNL-5029, 
September 1977. 

2. I d i d  no t  f i n d  t h a t  the  grounding systems and p i p i n g  penet ra t ions  were 
addressed i n  any d e t a i l  i n  t he  coup l ing  ana lys is  sec t ion .  The in f l uence  o f  
i n t e r i o r  metal s t ruc tu res  on the  di f fused f i e l d s  were discussed. 

3 .  Figures  6.24 and 6.25 have been cons t ruc ted  w i t h  o n l y  a few data po in ts .  
The t h e o r e t i c a l  bases and references f o r  these f i g u r e s  should be 
discussed. 

4. I n  Sect ion 7, a 1 MHz s igna l  i s  used i n  t h e  ana lys is  o f  th resho ld  
p r e d i c t i o n s  b u t  i n  Sect ion 8 the  EMP induced t r a n s i e n t s  are described as 
damped s inuso ida l  waveforms w i t h  resonant f requencies ramping from 
0.5 - 5 MHz. The s e n s i t i v i t y  o f  th resho ld  l e v e l  t o  resonant f requencies 
over the  above range should be discussed. 

5. Paqe 129. C1, C2, and C3 are  n o t  shown i n  F iq .  7.7a. It appears from t h e  
Appendix t h a t - t h e s e  capacitances are associatGd w i t h  
made c l e a r .  

6. Paragraph 7.5. Def ine  "wire d r i ves "  ( cu r ren t  and vo 
w i r e s ) ?  
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M r .  Faust Rosa -2 - May 7, 1982 

7. Sect ion 9, page 147. 
w i t h  a zero mean i s  conservat ive s ince the  mean u s u a l l y  i s  not zero. 

It should be noted t h a t  t h e  Log-normal d i s t r i b u t i o n  

8. Sect ion 9, t h e  meaning o f  s u r v i v a l  conf idence should be discussed. 

9. The impact o f  d i f f e r e n t  s t a t i s t i c a l  approaches on the  p r o t e c t i o n  
requirements i n  Sect ion 9 should be discussed. 

10. Page 8. EMP t r a n s i e n t s  induced i n  the  power g r i d  t h a t  are important t o  the  
p l a n t  a re  those associated w i t h  the  t ransmiss ion l i n e s  and switchyard 
in terconnect ions.  Currents induced on the  e l e c t r i c a l  d i s t r i b u t i o n  system 
are f a r  away f rom the  p lan t .  

I hope these comments are h e l p f u l .  

Sincerely,  

Paul R. Barnes 
Power Systems Technology Program 

PRB : msn 

cc: P. Bender, NRC 
D. Ericson, SNL 
W. Morr is,  NRC 
T. Reddoch 
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RESPONSE TO COMMENTS OF P. R.  BARNES 

1. The r e f e r e n c e  l i s t  h a s  been  r e v i s e d  t o  i n c l u d e  t h e  more 
c u r r e n t  c i t a t i o n  s u g g e s t e d  by t h e  r e v i e w e r .  

2 .  Grounding  s y s t e m s  and  p i p i n g  p e n e t r a t i o n s  a r e  n o t  " d i s c u s s e d "  
i n  d e t a i l  i n  t h e  r e p o r t  b u t  t h e y  c e r t a i n l y  a r e  c o n s i d e r e d  i n  
t h e  a n a l y s e s .  Our s t u d y  found  t h a t  t h e  i n t e r n a l  g r o u n d i n g  
p h i l o s o p h y  and  p r a c t i c e  a t  t h e  p l a n t  b a s i c a l l y  assure  t h a t  a l l  
metal  c o n d u c t i n g  media s u c h  a s  t r a y s ,  s u p p o r t  s t ruc tu res ,  
equ ipmen t  c h a s s i s  and  m e c h a n i c a l  p i p i n g  a re  c o n n e c t e d  t o g e t h e r  
by t h e  i n t e r n a l  ground sys t em.  T r a n s i e n t  c u r r e n t  t h a t  would 
b e  c o n d u c t e d  i n t o  t h e  p l a n  on m e c h a n i c a l  p i p i n g  would q u i c k l y  
d i s p e r s e  among d i v e r g e n t  c o n d u c t i n g  p a t h s .  W h i l e  t h e  p o s s i -  
b i l i t y  of t h e s e  t r a n s i e n t  c u r r e n t s  c o u p l i n g  t o  c r i t i c a l  
equ ipmen t  c a n n o t  be  c o m p l e t e l y  d i s m i s s e d ,  no  c o n f i g u r a t i o n s  
were o b s e r v e d  d u r i n g  t h e  s u r v e y  o f  t h e  p l a n t  t h a t  would 
s u g g e s t  s u c h  a n  o c c u r r e n c e .  I n  g e n e r a l ,  i n  n u c l e a r  power 
p l a n t s  m e c h a n i c a l  p i p i n g  i s  n o t  r o u t e d  n e a r  s a f e t y - r e l a t e d  
c a b l i n g  b e c a u s e  a p i p i n g  m e c h a n i c a l  f a i l u r e  c o u l d  t h e n  damage 
v i t a l  e l e c t r i c a l  c a b l i n g .  I n  a d d i t i o n ,  i n  t h e  a n a l y s e s  a s  
documented i n  Appendix A ,  a l t h o u g h  no c u r r e n t  l e v e l s  o n  
unde rg round  p i p i n g  a r e  shown, t h e  i n f l u e n c e  o f  b u r i e d  p i p i n g  
on c u r r e n t  s h a r i n g  was c o n s i d e r e d  i n  e s t i m a t i n g  c u r r e n t s  on 
e l e c t r i c a l l y  re la ted  s y s t e m s .  The t e x t  i n  S e c t i o n  5 h a s  been  
r e v i s e d  t o  b e  more e x p l i c i t  r e g a r d i n g  p i p i n g .  Grounding  
s y s t e m s  d o  share  t h e  i n d u c e d  c u r r e n t s  and  t h i s  is  i n d i c a t e d  on 
t h e  mode l ing  d i ag rams .  For  example ,  see F i g u r e s  A - 3  and A-4  
which  show - 6  d B  a t t e n u a t i o n  of  t h e  bu lk  c u r r e n t  due  t o  t h e  
p r e s e n c e  o f  ground c a b l e s  which r e s u l t s  i n  a reduced  t h r e a t  t o  
t h e  s a f e t y - r e l a t e d  cab le s  o f  i n t e r e s t .  

3 .  I t  i s  a g r e e d  t h a t  t h e  c u r v e s  i l l u s t r a t e d  i n  F i g u r e s  6 . 2 3  and  
6 . 2 4 *  h a v e  been  c o n s t r u c t e d  w i t h  o n l y  a few p o i n t s .  However, 
t h e s e  were e x t r a c t e d  from a c o m p l e t e  s e t  o f  s w e p t  CW r e s p o n s e  
measurements o v e r  t h e  f r e q u e n c y  band 1 0  kHz t o  1 0 0  MHz. 
Assessment  o f  these f u n c t i o n s  d o e s  n o t  i n d i c a t e  a n y  s i g n i f i -  
c a n t  d i s c o n t i n u i t y .  (See Appendix 5,  Reference 1 3 ) .  Some 
a d d i t i o n a l  i n f o r m a t i o n  h a s  been  p r o v i d e d  i n  S e c t i o n  6 ,  which  
s h o u l d  c l a r i f y  t h e  b a s i s  f o r  t h e  c u r v e  s h a p e  r e p o r t e d .  
E s s e n t i a l l y ,  a l l  t h a t  i s  shown here is  t h e  a t t e n u a t i o n ,  n o t  
s h i e l d i n g  e f f e c t i v e n e s s ,  f o r  t h e  f i e l d s  a s s o c i a t e d  w i t h  t h e  
monopole ( n o t  plane wave) .  An attempt t o  d e d u c e  p lane  wave 
s h i e l d i n g  e f f e c t i v e n e s s  i s  d e v e l o p e d  i n  S e c t i o n  6 . 5 . 3 .  
Q u a l i f i c a t i o n s  on t h e  c o n c l u s i o n s  a re  a l s o  s t a t e d .  

4 .  The 1 MHz s i g n a l  was selected as  a r e a s o n a b l e  " a v e r a g e "  o r  
"median" v a l u e  w i t h  w h i c h  t o  d o  t h e  t h r e s h o l d  a n a l y s e s .  A 

*These were F i g u r e s  6 . 2 4  and 6 . 2 5  i n  t h e  d r a f t  r e p o r t .  
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single value was used in order to keep the analyses tract- 
able. The coupling data indicate that the center frequency of 
the interaction, or dominant resonances, usually lie in the 
1-2 MHz range so the choice was appropriate. Furthermore, the 
circuit thresholds would increase at higher frequencies due to 
the correspondingly lower impedances of the shunt circuits. 
Individual component thresholds are proportional to the square 
of the frequency. 

The capacitors C1, C2, and C3 are actually discrete capacitors 
in the original circuit, see figure on Page D - 8 .  However, 
they do not need to be identified explicitly here for purposes 
of this discussion. The text has been revised to eliminate 
this reference to C1, C2, and C3. 

In this context, "wire drives" does mean the currents or 
voltages induced as a result of EMP interaction with the 
plant. The text has been revised to make this point more 
precisely. 

The reviewers point is well taken with respect to a zero mean 
being conservative. The comment becomes moot however because 
other concerns about, and constraints on, the threshold analy- 
sis have led to an extensive revision of Section 8 and the 
assessment of vulnerability. 

In the context of the original draft, the reviewers concern is 
understood since the term "confidence" may have several 
meanings, and indeed has a number of standard interpretations 
in statistical treatments. However, as noted above, the 
revision of Section 8 obviates the need to further discuss 
"survival confidence . 
The revised approach to the vulnerability assessment 
eliminates a need for a discussion of various statistical 
approaches in this particular study. It is understood that 
the viability and usefulness of several competing approaches 
are under continuous discussion in the EMP effects research 
community. 

The study team agrees with the reviewers comment, however, 
other reviewers have argued that EMP transients from the grid 
should be considered. The text has been revised somewhat to 
address these other concerns and it is assumed that these 
revisions will adequately meet this reviewer's concerns. 
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

ADVISORY COMMITTEE ON REACTOR SAFEGUARDS 
WASHINGTON, D. C. 20555 

May 25, 1982 

Mr. Faus Rosa, Chief 
Instrumentation and Control Systems Branch 
Division of Systems Integration 
U. S .  Nuclear Regulatory Conunission 
Washington, DC 20555 

Dear Mr. Rosa: 

Subject: COMMENTS ON DRAFT SANDIA REPORT ON EMP 

I have read through the report, along w i t h  the enclosures you sent  out 
fo r  comment. A few rather general observations follow: 

1. I t  appears t o  me t h a t  the  Report - though not ye t  fu l ly  corrplete 
nor through f i n a l  edi t ing -- w i l l  be a very good one. Because of 
its considerable length there may be a need for  an Executive Sum- 
mary. 

2. A t  l e a s t  some of the concerns raised by the commentators should 
(if possible) be c la r i f i ed  i n  the report, or discussed separately. 
I have par t icu lar ly  i n  mind: 

. Barnes' question concerning possible upset effects;  

. Cabayan's concerning validation of the current sharing assump- 
tions; and 

. The question of whether Mensinger's preferred handling of the 
data ( t o  the  extent corrparisons a re  possible) would change 
the general conclusions. 
s ions of some of these matters is planned.) 

(I understand tha t  fur ther  discus- 

3. There is a need (recognized i n  the  Draft) t o  be able  t o  assess the 
extent t o  which the results fo r  Watts Bar may be applicable t o  a few 
other d i f fe ren t ,  but typical,  plants. 

4. As a general matter, I have supposed tha t  the study was t o  assess the 
sens i t i v i ty  of essent ia l  features  of such plants; and t o  c a l l  atten- 
t i on  t o  points which might seem t o  be unduly exposed, w i t h  the possi- 
b i l i t y  of trying t o  remedy such undue sens i t i v i ty  - ra ther  than 
planning t o  'harden" the plant t o  be able t o  withstand a l l  conceivable 
circumstances, including possible "end-of-tail" uncertainties. I f  
this is indeed the  intention, I think the present study w i l l  meet 
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such an objective. 
cerns raised i n  some of the comnents may not go beyond t h i s  limited 
objective, and be mre relevant t o  an objective of achieving an assured 
"hardening" -- as might well be appropriate for  some mili tary system. 
As implied, I f e e l  that that would go rather fur ther  than what I would 
consider appropriate here. 

I wonder i f ,  t o  some extent, some of the con- 

S ince rely, 

J. Carson Mark 
ACRS Member 
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RESPONSE TO COMMENTS OF J. C. MARK 

1. The study team concurs with Dr. Mark's concern over the 
length of  the report and the possible need for an Executive 
Summary. Such a summary is now included as part of this 
report, although it appears as a separate volume. 

2. The question of upset was not addressed in this present 
investigation. That is one of the conditions of the study 
which will be more clearly identified in the early sections 
of the report. It is not being dismissed as unimportant, 
but the investigation of upset will require significantly 
different analytical techniques. Questions regarding the 
current sharing assumptions are addressed elsewhere in direct 
response to Dr. Cabayan's comments. As mentioned in response 
to P. R. Barnes' comments, the revised approach to the 
vulnerability assessment essentially eliminates the disagree- 
ments over the Boeing approach as opposed to the broad based 
probabilistic approach favored by R. W. Mensing of LLNL. 
However, it is noted that in separate correspondence to NRC 
(Memo, EM82-0102, dated April 1, 1982, from R. W. Mensing to 
P. Bender) Mensing states: 

W. Morris suggested I apply the probabilistic 
method to the Watts Bar data. Based on how the 
stress and threshold values were estimated and 
the random variation that could realistically be 
assumed, I do not believe that the overall 
conclusions would be any different. Any proba- 
bility of failure, i.e., P(SM < 0 ) ,  would be 
extremely small. 'I 

3 .  The consideration of other, yet typical, plants is outlined 
in this expanded report. As indicated in Section 9, there 
are strong similarities plant to plant, however, there do 
exist differences in site layouts which can influence the 
interaction and response. 

4 .  Dr. Mark has clearly stated the basic premise of this study. 
It was intended to "scope the problem" and come to some 
conclusions about reasonable actions if problems were 
identified. Several sections of the report have been 
rewritten to better state the objectives and constraints. 
Further, the conclusions have been restated to avoid any 
presumption of overall plant hardness based upon results 
r epor ted her e . 
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UNIVERSITY OF C O L O R A D O  A T  COLORADO S P R I N G S  

C O L O R A D O  S P R I N G S .  C O L O R A D O  eOQ07 

College of Engineering and Applied Science 

April 30, 1982 

John F. Ahearne 
camnissioner 
mclear +tory ccrmnission 
Washhjlmn, D.C. 20555 

Dear John: 

1 have read the Policy Issue you sent m as w e l l  as the Sandia 
reprt. 
Sandia report, but I am recently alarmed by the stream that runs 
through these latter stages of the effort  Athat focus on the fact  
we are on schedule not that we did it right. 

There is a great deal of very @ mrk  described in the 

I call your attention to 
Cabagan of L i v e m r e  to P. Bend= of NRC dated 1 April (attached) . 
Both of these letters raise a nunber of very good pints. 
significant discussed in the Emsing letter which he reamends that 
vulnerability be predicted on a probabilistic rathec than on mrst 
case analysis. 1 agree ccsnpletely, but Boeing resists and I believe 
this important issue w i l l  be ignore3 as the desire to get the final 
reprt caplet& on time beaxnes f i r s t  priority. 

letters fm R. W. bknsing and H. S. 

The mst 

sincerely, " I 

Professor 

m : m  

Attachments  

e 
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0 

0 

0 
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RESPONSE TO COMMENTS OF R. W. BURTON 

Professor Burton expresses concern that more attention is being 
given to arbitrary schedules than to proper conduct of the study. 
The study team does not believe this to be the case although it 
certainly has strived to complete the work in a reasonable length 
of time. 

Professor Burton also believes that the vulnerability assessment 
should be done on a probabilistic basis rather than on a worst 
case basis. The study team would agree that given unlimited, 
or at least extensive, resources the problem could be treated 
probabilistically. However, given the available resources, includ- 
ing data availability, the study uses an engineering approach to 
gain some understanding of the EMP problem as it affects nuclear 
power plants As Dr. Mark has stated, the basic question was not, 
are such plants "hard to EMP" but rather, are there "undue sensi- 
tivities" which should be eliminated. In addition, the revisions 
to the vulnerability analyses which have arisen from other con- 
cerns should put to rest some of  the differences on analytical 
approach. 
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R A E E  

DEFENSE NUCLEAR AGENCY 
WASHINGTON, D.C. 20305 

M r .  F a u s t  Rosa/ICSB 
U.S. N u c l e a r  R e g u l a t o r y  Commission 
Wash ing ton ,  D.C. 20555 

Dear F a u s t :  

I have r e c e n t l y  r e v i e w e d  SANDIA's d r a f t  i n t e r i m  r e p o r t ,  
I n t e r a c t i o n  o f  E l e c t r o m a g n e t i c  P u l s e  w i t h  Commerc ia l  N u c l e a r  
Power P l a n t  Systems, and o f f e r  t h e  f o l l o w i n g  comments. 

1. I n  g e n e r a l ,  t h e  r e p o r t  r e p r e s e n t s  a t h o r o u g h  r e v i e w  o f  
t h e  p rog ram t o  d a t e .  I do b e l i e v e ,  however,  t h a t  t h e  r e p o r t  needs 
more d e t a i l e d  b a c k g r o u n d  i n f o r m a t i o n  c o n c e r n i n g  t h e  EMP t h r e a t  
and sys tem e f f e c t s  ( t y p e s  o f  c a u s e s )  as w e l l  as t h e  n a t i o n a l  con -  
c e r n s  t h a t  l e d  t o  t h i s  s t u d y .  

2. The o b j e c t i v e s  o f  t h e  p rog ram a r e  f a i r l y  w e l l  s t a t e d  - -  
however,  we need t o  make s u r e  t h e  r e a d e r  u n d e r s t a n d s  t h a t  t h e  
work r e p o r t e d  h e r e  o n l y  p a r t i a l l y  s a t i s f i e s  t h e  s t a t e d  o b j e c -  
t i v e s ;  e.g., t h e  r e p o r t  s h o u l d  c l e a r l y  s t a t e  t h e  l i m i t s  o f  t h e  
p r e s e n t  program, and what i t  was not d e s i g n e d  t o  do. 

3. I n  my mind, t h e  p rog ram o b j e c t i v e s  and l i m i t a t i o n s  
be  s t a t e d  as f o l l o w s .  

O b j e c t i v e :  To i d e n t i f y  any f l a g r a n t  p r o b l e m s  w i t h  
f u n c t i o n a l  o D e r a t i o n  and c i r c u i t  d e s i g n  o f  a r e D r e s e n t a t i v  

m i g h t  

t h e  

n u c l e a r  powek p l a n t  t h a t  w o u l d  p r e v e n i  t h e  s a f e ' s h u t d o w n  of t h e  
r e a c t o r  f o l l o w i n g  an e x p o s u r e  t o  t h e  e l e c t r o m a g n e t i c  p u l s e  f rom a 
h i g h  a l t i t u d e  n u c l e a r  d e t o n a t i o n .  

L i m i t a t i o n s :  To d a t e ,  a n a l y s i s  has been c o n s t r a i n e d  t o  
i d e n t i f y i n g  any p o s s i b l e  permanent  damage t o  p l a n t  e l e c t r i c a l  
e q u i p m e n t  n e c e s s a r y  f o r  s a f e  shutdown. We have n o t ,  a s  y e t ,  i n -  
v e s t i g a t e d  p o s s i b l e  t r a n s i e n t  u p s e t  o f  e l e c t r i c a l  equ ipmen t ,  such  
p r o b l e m s  b e i n g  d i f f i c u l t  t o  p r e d i c t  i n  t h e  absence of l a r g e  
s c a l e ,  t h r e a t  l e v e l  t e s t i n g .  I n  a d d i t i o n  t h e  p r e s e n t  s t u d y  has 
been l i m i t e d  t o  l o c a l  p l a n t  e f f e c t s ,  n o t  w i t h  EMP e f f e c t s  on 
o v e r a l l  power g r i d  ( i n c l u d i n g  MHD, r i p p l e  ou tages ,  e t c . ) .  

t h i n k  we can say  t h a t  as a r e s u l t  o f  t h i s  e f f o r t  we do n o t  
b e l i e v e  t h a t  component b u r n o u t  f r o m  d i r e c t  EMP i n d u c e d  c u r r e n t s  

4. The r e p o r t  c o n c l u s i o n s  must  a l s o  be c a r e f u l l y  worded. I 
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RAEE 
Mr. Faust Rosa, U .  S. Yuclear Regulatory Commission 

will occur i n  the plant's safe shutdown equipment. We cannot at 
this time completely rule out shutdown problems that may result 
from temporary upset of critical control equipment because EMP 
signals are in some cases expected to be comparable to normal 
operational signals. 

5. The statement on page 154 that "no EMP protection is required 
for the plant," is not supported by what we've done here. 

I have several other comments I will defer to subsequent 
discussions. I am concerned about the need for and the meaning- 
fulness of the statistical treatment, however, we can take this u p  
as a separate issue. My major concerns are contained i n  this 
letter. 

Sincerely, 

GYORGE H .  B A K E R  
Project Officer 
EMP Effects Division 

CY F U R N :  
OSD (AE) 
B i l l  Morris/CRBRP 
Phil Bender/ICSB 
Dave Ericson/Sandia 
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RESPONSE TO COMMENTS O F  G. H. BAKER 

Mr. B a k e r  s u g g e s t s  t h a t  t h i s  r e p o r t  i n c l u d e  more d e t a i l e d  
background on t h e  EMP. A t  l e a s t  one  o t h e r  r e v i e w e r  h a s  a l s o  
s u g g e s t e d  t h a t  t h e  d e s c r i p t i o n  o f  EMP b e  m o d i f i e d .  Some 
c h a n g e s  h a v e  been  made i n  t h i s  ma te r i a l ,  however ,  i t  i s  
n o t  i n t e n d e d  t h a t  t h i s  r e p o r t  be a primer on  EMP and  i t s  
e f f e c t s .  The re  i s  a w e a l t h  o f  i n f o r m a t i o n  i n  t h e  open 
l i t e r a t u r e  i f  an  i n d i v i d u a l  reader cares t o  pursue i t  f u r t h e r .  

O t h e r  r e v i e w e r s  h a v e  e x p r e s s e d  s imi l a r  c o n c e r n s .  T h a t  i s ,  
t h e y  have  recommended t h a t  o b j e c t i v e s ,  c o n s t r a i n t s ,  l i m i t a -  
t i o n s ,  e t c . ,  be  c l e a r l y  s t a t e d  n o t  o n l y  i n  c o n t e x t ,  b u t  
e x p l i c i t l y  i n  a separa te  s e c t i o n  o f  t h e  r e p o r t .  T h i s  h a s  
been  done  and  t h i s  s h o u l d  enhance  t h e  u s e f u l n e s s  o f  t h e  
ma te r i a l .  

A s  n o t e d ,  a number o f  s u g g e s t i o n s  have  been  made f o r  ways t o  
s t a t e  t h e  o b j e c t i v e s  and  c o n s t r a i n t s .  The wording  s u g g e s t e d  
by Mr. Baker is  s i m i l a r  i n  many respects t o  t h a t  s u g g e s t e d  by 
o t h e r s .  I t  i s  assumed t h a t  t h e  t e x t u a l  r e v i s i o n s  n o t e d  i n  
2 a b o v e ,  a s  w e l l  a s  e l s e w h e r e ,  w i l l  a d e q u a t e l y  address  
M r .  Baker ' s  c o n c e r n s .  

I t  i s  a g r e e d  t h a t  shutdown p rob lems  c a n n o t  b e  c o m p l e t e l y  
r u l e d  o u t .  I t  i s  c e r t a i n l y  n o t  t h e  i n t e n t  o f  t h e  s t u d y  team 
t o  s u g g e s t  t h a t .  Sys tem upse t  h a s  n o t  been  a d d r e s s e d  i n  t h i s  
s t u d y ,  a n d  t h e  c o n c l u s i o n s  o f  t h i s  expanded r e p o r t  have  been  
w r i t t e n  t o  be  a s  precise  a s  p o s s i b l e  a b o u t  t h e  r e s u l t s  and  
t h e i r  a p p l i c a t i o n .  

A l though  the re  is  a s t r o n g  f e e l i n g  on t h e  p a r t  o f  t h e  s t u d y  
team t h a t  no  s p e c i a l  EMP p r o t e c t i o n  is requi red ,  i t  is a g r e e d  
t h a t  t h e  f l a t  s t a t e m e n t ,  "no EMP p r o t e c t i o n  i s  required f o r  
t h e  p l a n t , "  i s  p r o b a b l y  t o o  s t r o n g .  A p p r o p r i a t e  r e v i s i o n s  
h a v e  been  made. 

I n  h i s  f i n a l  p a r a g r a p h  (unnumbered ) ,  Mr. B a k e r  e x p r e s s e s  some 
c o n c e r n  a b o u t  t h e  need  f o r ,  and m e a n i n g f u l n e s s  o f ,  s t a t i s t i -  
c a l  t r e a t m e n t s  i n  t h i s  s t u d y ,  a l t h o u g h  h e  d o e s  n o t  d e f i n e  
them. S i m i l a r  p o i n t s  h a v e  been  r a i sed  by o t h e r s  and  a s  a 
r e s u l t  t h e  t r e a t m e n t  o f  t h e  v u l n e r a b i l i t y  a n a l y s e s  h a s  been  
e x t e n s i v e l y  r e v i s e d .  I t  i s  presumed t h a t  these r e v i s i o n s  
w i l l  a l s o  a l l e v i a t e  Mr. B a k e r ' s  c o n c e r n .  
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1. INTRODUCTION 

A d r a f t  repor t ,  " I n t e r a c t i o n  o f  Electromagnetic Pulse w i t h  

Comnercial Nuclear Power P lan t  Systems," March 1982, by David M. Er icson 
Jr., e t  a l ,  summarizes the  procedures and r e s u l t s  o f  an i n v e s t i g a t i o n  i n t o  

t h e  p o s s i b i l i t y  t h a t  t h e  EMP from high a l t i t u d e  nuclear explosions cou ld  
cause s u f f i c i e n t  damage t o  nuclear power p l a n t s  t o  prevent a safe 

shutdown. A copy o f  t h i s  repo r t  was made a v a i l a b l e  t o  me by t h e  U.S. 

Nuclear Regulatory Commission. Th is  note presents my comments on t h e  

i n v e s t i g a t i o n  and the  conclu$ ions reached by t h e  i nves t i ga to rs .  

2. PERSONAL BACKGROUND 

Since t h e  NRC may be u n f a m i l i a r  w i t h  my background i n  EMP, t h e  

fo l l ow ing  sumnary may he lp  the  NRC decide what weight, i f  any, t o  place on 
my comments. 

My experience i n  nuclear weapons and t h e i r  e f fec ts ,  i n c l u d i n g  

EMP, extends over q u i t e  a few years. From 1949 t o  1969 I worked i n  t h e  
Theore t ica l  D i v i s i o n  a t  Los Alamos, a t  f i r s t  on the  design o f  f i s s i o n  and 

f u s i o n  weapons, l a t e r  on c o n t r o l l e r  thermonuclear react ions,  and i n  t h e  

1960's on EMP and h igh  a l t i t u d e  exp los ion  phenomenology i n  general. I n  
1961 I assisted t h e  planners o f  The Minuteman m i s s i l e  system i n  eva lua t i ng  
p o t e n t i a l  e f fec ts  o f  EMP on t h e i r  system. A t  t h a t  t ime the re  was l i t t l e  
q u a n t i t a t i v e  understanding o f  EMP. I n  a se r ies  o f  l e c t u r e s  a t  AFWL i n  

1963-'64, I developed the  f i r s t  comprehensive theory o f  t he  EMP near 

l o w - a l t i t u d e  burs ts  and from h i g h - a l t i t u d e  b u r s t  (HEMP); these l e c t u r e s  
were w r i t t e n  up i n  Los Alamos repo r t s  LAMS-3072 and -3073. Later,  I and 

my associates developed computational methods f o r  p r e d i c t i n g  t h e  EMP 
environments, based on t h a t  theory. These methods were implemented i n  
computer codes a t  LASL, AFWL, and a t  Mission Research Corporat ion (under 
support from DNA), and environment i n fo rma t ion  c u r r e n t l y  i n  use comes from 
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these codes and the basic theory. A t  RC since 1970, my associates and I 
have provided support t o  DNA, AFWL and other DoD agencies on environments 
and coupl ing o f  EMP i n t o  such systems as Minuteman and MX. 

My connect ion w i t h  t h e  Watts Bar  assessment i s  a l i t t l e  
unusual. Having learned o f  t h i s  study on ly  a f t e r  it was arranged, I 
c a l l e d  both DNA and the NRC, asking how I might pa r t i c i pa te .  DNA agreed 

t o  pay my t r a v e l  expenses, and NRC agreed t h a t  I could at tend meetings o f  

t he  adv isory committee as a p r i v a t e  c i t i z e n .  Gra te fu l  f o r  these 

acconrnodations, I have provided my t ime a t  no cost  t o  the Government. 

3. THE W M P  MEAT 

It should be recognized t h a t  the HEMP t h r e a t  posed f o r  t h i s  
study i s  incomplete, s ince i t  inc luded on ly  the  e a r l y  t ime ( f i r s t  

microsecond) pa r t  d r i ven  by prompt gamma rays i n  t h e i r  f i r s t  i n t e r a c t i o n  

w i t h  the  atmosphere. The EMP due t o  scat tered prompt ganas, t o  gammas 
r e s u l t i n g  from neutron i n t e r a c t i o n s  w i t h  the atmosphere, and t h a t  due t o  

magnetohydrodynamic e f f e c t s  (MHD EMP) were not included. It i s  t r u e  t h a t  
t he  e a r l y  t ime EMP has the  l a r g e s t  amplitude. However, the energy 

developed per u n i t  area o f  ea r th  surface and the  e l e c t r i c  impulse JEdt are 

not bounded by the e a r l y  t ime EMP, but ra the r  by the MHD EMP. Further ,  

coup1 i n g  e f fec t i veness  i s  genera l l y  s t rong ly  dependent on frequency o r  
pu lse length. For example, long power l i n e s  respond especialy we l l  t o  the  
low-frequency content o f  the  MHD EMP. 

It would have been d i f f i c u l t ,  o f  course, t o  consider the whole 

EMP i n  a study w i t h  the l i m i t e d  scope o f  the  present one. However, the 

statement i n  Sect ion 2.3 o f  t he  d r a f t  repor t ,  t o  the e f f e c t  t h a t  MHD EMP 
would not cause problems beyond the  c a p a b i l i t i e s  o f  the sa fe ty  system, 
begs the  question. 
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The explanation of the (ear ly  time) EMP i n  terms of synchrotron 
radiation i n  Section 2.1 is ,  i f  pursued i n  de t a i l ,  more hindrance t h a n  
help. A more apt  analogy, which i s  a l s o  more a k i n  t o  engineering experi- 
ence, i s  tha t  t o  a phased array of transverse current elements. While the 
explanation of the generation of HEMP is not a t  a l l  c r i t i ca l  t o  the 
report, there  are several published papers dealing w i t h  t h a t  subject which 
could have been referenced i f  desired. 

4. BRIEF DESCRIPTION OF STUDY 

We shall not attempt t o  c r i t ique  the repor t  page by page, or 
even section by section. Instead we shall discuss what ,  i n  our view, can 
logical ly  be concluded from the study and what cannot. T h i s  discussion 
requires a brief statement of what  was done. 

( A )  For t h a t  p a r t  of the HEMP t h a t  arrives i n  the f i r s t  microsecond, 
cer ta in  plausible entry points of EMP induced currents i n t o  the main 
reactor building were selected,  namely, some unshielded wires t h a t  run 
(underground) from the main reactor building t o  other parts of the total  
f a c i l i t y .  

(B) Estimates were made of the currents t h a t  would be carried by 
these wires a t  the points of entry. I t  is plausible t h a t ,  on the average, 
the estimated amplitudes are conservatively high. A single plausible 
pulse shape was specified ( 2  MHz damped sine wave), which was l a t e r  
augmented by another shape h a v i n g  the same form as the assumed EMP (double 
exponential ) . 
(C) Some plausible f au l t  t r ee s  were hypothesized, and c r i t i c a l  
safety equipments identified for these fau l t  t rees .  

(D 1 
fied c r i t i c a l  equipments were selected. 

Plausible wire pathways from the points  of entry t o  the identi-  
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( E )  Estimates were made of signal attenuation along the selected 
pathways, using plausible rules-of-thumb for signal division a t  branch 
points .  

(F)  CW measurements a t  many frequencies were made of attenuation 
along selected pathways inside the b u i l d i n g ,  and the results were used t o  
calculate attenuation for the pulse shapes specified. We call these the 
measured attenuations. 

(G) These measured attenuations were compared w i t h  the estimates 
made under ( E ) .  The average error was such t h a t  actual s igna l  amplitude 
arriving a t  test points was 2.6 db higher t h a n  estimated. The largest 
error was 34.8 db i n  the same direction, which occurred a t  a p o i n t  where 
the estimated signal was relatively small . 
(H) Damage thresholds were estimated for a subset of the selected 
critical equipments which could plausibly be expected t o  be most sensi- 
tive. Estimates o f  the damage thresholds of semiconductor devices i n  
these equipments were made theoretically by using known da ta  and theoreti- 
cal models. These damage thresholds were then extrapolated back t h r o u g h  
the circuitry t o  the interface pins of the equipment. 

(1 )  The damage thresholds a t  the interface pins were compared w i t h  
the EMP signal estimated t o  arrive a t  the p ins ,  and found t o  be many tens 
of db higher t h a n  the estimated EMP signals. The smallest excess of 
damage threshold over estimated EMP s igna l  was 45 db for the equipments 
exami ned. 

(J) On the assumption t h a t  errors i n  estimated EMP signals have a 
log-normal distribution w i t h  s tandard  deviation determined from the work 
under ( E ) ,  (F) and ( G ) ,  and t h a t  errors i n  damage threshold estimates have 
a log-normal distribution w i t h  standard deviation based on conclusions 
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from previous equipment assessments, a statistical calculation was carried 
out yielding the result t h a t  all equipment items examined are expected t o  
survive w i t h  confidence values greater t h a n  99.5%. 

( K )  A search for inadvertent penetrations was conducted by moving a 
small CW transmitting antenna around the outside of the main b u i l d i n g  and 
observing the signal a t  5 test points inside. No evidence of inadvertent 
penetrations was found. Sane of the known penetrations showed up in these 
tes ts ,  but the report does not state whether all known penetrations showed 
U P .  

( L )  Tests of the shielding effectiveness of the main b u i l d i n g  walls 
and roof were made by using small electric and magnetic dipole r a d i a t o r s  
just outside the b u i l d i n g  w i t h  sensors inside. Similar tests were also 
made w i t h  a vertical top-loaded radiator located farther away from the 
b u i l d i n g  so as t o  provide excitation somewhat closer t o  the plane wave 
character of H E M P .  Shielding effectiveness was expected t o  be 30 db or 
more. The tests showed values as low as 10 db a t  1 M H z ,  but  i t  was argued 
t h a t  this low value was due t o  excitation of conductor penetrations. In 
a d d i t i o n ,  an anomalous decrease i n  sh i e ld ing  effectiveness a t  higher 
frequency (100 Wz) was attributed t o  apertures (doors) which would not be 
open i n  actual reactor operation. 

5. POSSIBLE GONCLUS IONS 

Lay readers of the report, and possibly some technical readers 
as well, are likely t o  agree w i t h  the conclusions stated i n  Section 10 of 
the report. In fac t ,  such readers are apt t o  extrapolate, from what may 
appear t o  be understated conclusions, t o  the conclusion t h a t  the chance 
t h a t  H E M P  may cause significant problems w i t h  reactors is  negligible. For 
what  appears t o  be highly professional tests and analyses found only wide 
gaps between E M P  excitation levels and damage thresholds. 
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It i s  not t he  q u a l i t y  o f  these t e s t s  and analyses, f o r  the  most 

par t ,  t h a t  I f ee l  i t  necessary t o  chal lenge. Rather, it i s  the long chain 
o f  p laus ib le  but not  provable assumptions t h a t  prov ide on ly  a shaky 

foundat ion f o r  the remaining f i ne - look ing  s t ruc tu re ,  and thus prevents t h e  
conclusions from having confidence l e v e l s  anywhere near 99.5%. I t h i n k  

t h a t  w i t h  a s u f f i c i e n t l y  long  chain o f  p l a u s i b l e  assumptions one could 
reach almost any concl us i  on desi  red  . 

One aspect o f  the  ana lys is  leaves me thoroughly unconvinced. 

This i s  the  model t h a t  has the  EMP-induced cu r ren t  f o l l o w i n g  the w i re  
pathways guessed at ,  d i v i d i n g  down according t o  a rule-of-thumb a t  branch- 

out po ints .  This doubt i s  not r e l i e v e d  by the f a c t  t h a t  one such predic-  
t i o n  was low by 34.8 db. 

These p r e d i c t i o n  e r r o r s  lead us t o  the  l e a s t  p laus ib le  o f  the  

assumptions, in my view. This’ i s  t h a t  the  p r e d i c t i o n  errors ,  i n  db, have 
a normal d i s t r i b u t i o n .  It seems t o  me t h a t  p r e d i c t i o n  e r ro rs  as l a r g e  as 

20 o r  30 db i n d i c a t e  t h a t  some important physics has been missed. I n  t h i s  
case, I doubt t h a t  any r e l i a b l e  statements about e r r o r  d i s t r i b u t i o n  can be 

made. This would deny t h a t  q u a n t i t a t i v e  c a l c u l a t i o n s  of su rv i va l  proba- 

b i l i t y  have nuch meaning. 

I am not saying t h a t  the  t e s t s  and analyses c a r r i e d  out i n  the 

study have no value. They do tend t o  support the  v iew t h a t  the f a c i l i t y  
s tud ied  i s  a t  l eas t  not r i d d l e d  w i t h  s u s c e p t i b i l i t i e s  t o  HEMP, and t h a t  

any s u s c e p t i b i l i t i e s  i t  might have should be easy t o  f i x  i f  one knew where 
they  were. Unfortunately,  t h i s  q u a l i t a t i v e  r e s u l t  f a l l s  shor t  o f  what i s  

des i red. 

I expect t h a t  o thers w i t h  experience i n  analyz ing the  e f f e c t s  o f  
HEMP on systems n w l d  have doubts s i m i l a r  t o  those expressed above. While 

the  assessment methods used i n  the  study have been appl ied by the  same 
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groups for several other types of systems, they have not evoked the confi- 
dence of the EMP comnunity a t  large. I found it surprising that  members 
of this larger  community were not inv i t ed  t o  participate i n  this study. 
I t  could appear t h a t  the gentlest  investigation possible was desired. 

Reports of troubles with reactor control systems due to  l i g h t -  
n i n g  and walkie-talkies tend t o  reinforce concerns over what EMP might  
do. Such incidents, i f  investigated thoroughly, could produce understand- 
i n g  that  would be helpful i n  the analysis of EMP effects.  

6. RECOWENDATIONS 

Without pretending to  have evolved a p lan  guaranteed t o  solve 
the NRC's problem w i t h  respect to  EMP, I l i s t  here some steps t h a t  seem t o  
be necessary for  progress w i t h  t h a t  problem. 

(1) 
the analysis of system response. 

Include the long l ine  coupling, especially of the MHD EMP, i n  

(11) Take a deeper technical approach t o  the coupling of EMP i n t o  the 
w i r i n g  and to  the propagation of the induced currents through the w i r i n g  
system. T h i s  seems necessary t o  reduce prediction errors and to  acquire 
understanding of the bounds on signals arriving a t  c r i t i ca l  points. 

(111) Study the f eas ib i l i t y  of introducing shielding, f i l tering and 
l i m i t i n g  for the elements of the safe-shut-down system suf f ic ien t  t o  
reduce the analysis problem for  EMP respnse t o  a level such that  h i g h -  
confidence concl usi ons can be drawn. 

(IV) Study the f e a s i b i l i t y  of performing threat level t e s t s  on 
reactors w i t h  the maximum degree of real ism possible. 
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( V  1 Pursue vigorously evidence o f  electromagnetic in ter fe rence  wi th  
reactor  control  systems (1 ightning,  wa lk ie - ta lk ies )  f o r  the purpose o f  
understanding as well as f i x i n g .  I n  t h i s ,  fo l low both s c i e n t i f i c  and 

engineering approaches, i .e., use the  highest technical q u a l i t y  a v a i l a b l e .  
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RESPONSE TO COMMENTS OF C. L. LONGMIRE 

Dr. Longmire's comments begin with a review of his credentials in 
the field of EMP analysis. The authors of the report are indeed 
familiar with Dr. Longmire's long and extensive involvement in 
the study of the nuclear electromagnetic pulse (EMP) and its 
effect upon U.S .  weapon systems. His qualifications to review 
and comment on this study are not questioned. However, there are 
a number of comments by Dr. Longmire with which we disagree, these 
are discussed in the following paragraphs. 

1. In Section 3 Dr. Longmire raises the question of magneto- 
hydrodynamic EMP and the description of EMP phenomena. The 
discussion of MHD-EMI? has been changed somewhat in the revised 
text. Although we concede that the very long transmission 
lines can be subjected to a substantial threat, we also 
believe that the signals will be in a time domain such that 
the normally installed protective devices will function and 
provide surge limiting if the signals are large enough. As 
noted in the report, this subject is being actively studied 
under a Department of Defense program. If the results of that 
study indicate that signals significantly exceeding those now 
estimated for the power grid feeds may exist, then the 
question would have to be readdressed. Note, however, that 
MHD-EMP signals would have to be orders of magnitude greater 
than those from the HEMP in order to pose a threat to safety 
system components in so far as permanent damage is concerned. 
Based upon some earlier discussions with Dr. Longmire, the 
HEMP description has been modified and some additional 
references included. We trust that these changes will 
alleviate some of Dr. Longmire's concern. 

2. In Section 4 Dr. Longmire describes what he believes was done 
in the study. The chronology is correct, but there are some 
statements which are incorrect or reflect some 
misunderstanding of what was done. 

a. In paragraph (A) it is stated that, "certain plausible 
entry points of EMP induced currents into the main 
reactor building were selected, namely some unshielded 
wires." The implication left by the comment is that 
some wires were just selected from a cursory examina- 
tion. In fact, the plant was studied extensively to 
understand as well as possible the potential points of 
signal penetration, and based upon the available data 
and on site inspections, the penetrations to signifi- 
cant safety equipment were identified. Furthermore, 
in the limited experimental program conducted at Watts 
Bar no previously unidentified penetrations were found. 

b. In paragraph (B) it is stated that, " A  single plausi- 
ble pulse shape was specified (2 MHz damped sine 
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wave), which was later augmented by another shape having 
the same form as the assumed EMP (double exponential)." 
The reviewer has apparently confused the discussions of 
the confirmatory test program (see Section 6) with the 
prediction effort. In Section 5.2 (page 40 in the draft) 
it is stated, 

"With optimum incidence angles, the response to 
the commonly accepted high-altitude EMP wave form 
used here is a peak bulk current of 1000 to 2000 
amps. The current time history is roughly double 
exponential in character....." 

A l s o  in Section 5.3 where the Verification Test Pre- 
dictions are discussed reference is made to, 'I... a 
spectral content similar to that of the standard EMP 
double exponential pulse . . . . I '  That is, predictions 
were based upon a broad band pulse. 

In the early discussions of the testing program 
(October 7- 8, 1981, meeting at Watts Bar) it was 
argued that a 2 MHz damped sine wave input could be 
used for the direct injection tests because it was 
believed that the interior currents, even with a 
double exponential drive on exterior cables, would be 
a damped sinusoid or sums of damped sinusoids. 
Because of resonances near 2 MHz the test data was 
subsequently reprocessed using the double exponential 
input, and this data was used in the prediction/ 
measurement comparison. As expected, even with the 
double exponential driving function, the interior 
currents do contain a mixture of damped sine waves. 
(See Figure 6.12 and page 101, et seq in Reference 13). 

C. In paragraphs ( A )  through (E) the reviewer refers to 
"plausible entry points, " "plausible fault trees," 
etc., the implication seems to be that our analysis 
was superficial. The authors can only respond that 
many hours were spent reviewing plant systems and 
design, equipment specifications, and layouts and that 
we believe that material goes far beyond "plausible" 
and indeed is very representative of what exists in 
the plant. 

d. In paragraph (G) the errors associated with the pre- 
dictions are discussed. Although the values cited are 
correct (2.6 dB is now 2.3 dB after some corrections) 
it should be recognized that there are two distinct 
data sets, current and voltage. The two groups are 
summarized individually in Tables 6.2 and 6.3. For 
the 27 current predictions versus measurement the 
average "error" is -1.7 dB with a standard deviation 
of 8 . 4  dB. For the 10 voltage predictions versus mea- 
surement the average error is 13.2 dB with a standard 
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d e v i a t i o n  o f  13.1 dB.  I t  is  g e n e r a l l y  accepted t h a t  
t h e  v o l t a g e  measurements  a r e  more d i f f i c u l t  t o  accom- 
p l i s h ,  and  t h e r e f o r e ,  ag reemen t  w i t h  p r e d i c t i o n s  is  
more e l u s i v e .  

e. I n  p a r a g r a p h  (J) D r .  Longmire i n d i c a t e s  t h a t  t h e  
e r r o r s  i n  estimated EMP s i g n a l s  have  a l o g  no rma l  
d i s t r i b u t i o n .  T h a t  s t a t emen t  i s  i n c o r r e c t .  The 
Boeing  p r e d i c t i o n s  a r e  assumed t o  be r e p r e s e n t e d  by 
a Beta d i s t r i b u t i o n  (see S e c t i o n  9 . 1 ,  page  147 i n  
t h e  d r a f t ) .  T h i s  d i s t r i b u t i o n  i s  t h e n  f o l d e d  t o g e t h e r  
w i t h  t h e  assumed l o g  no rma l  d i s t r i b u t i o n  on t h e  
t h r e s h o l d s  t o  g e n e r a t e  t h e  s u r v i v a l  c o n f i d e n c e  
c u r v e s .  ( T h i s  t reatment  d o e s  n o t  a p p e a r  i n  t h e  
f i n a l  R e p o r t  . 

f .  I n  p a r a g r a p h  ( L )  t h e  r e v i e w e r  i n d i c a t e s  t h a t  s h i e l d i n g  
e f f e c t i v e n e s s  t e s t  v a l u e s  were as  low a s  1 0  d B  a t  1 
MHz. Again t he re  a p p e a r s  t o  be some m i s u n d e r s t a n d -  
i n g .  F i g u r e s  6.21, 6.23 and  6.24* show a t t e n u a t i o n ,  
n o t  p l a n e  wave s h i e l d i n g  e f f e c t i v e n e s s ,  o f  a t r a n s -  
m i t t e d  s i g n a l  a s  a f u n c t i o n  o f  f r e q u e n c y .  I n  S e c t i o n  
6.5.3 a r g u m e n t s  a r e  p r e s e n t e d  r e l a t i v e  t o  d e d u c i n g  
some bounds  on t h e  p l a n  wave SE from t h e s e  a t t e n u a t i o n  
measurements. Some r e v i s i o n s  t o  t h e  t e x t  have  been  
made a n d  w e  b e l i e v e  t h a t  t h e y  w i l l  c l a r i f y  t h i s  p o i n t .  

3. I n  s e c t i o n  5 D r .  Longmire d e a l s  w i t h  c o n c l u s i o n s  f rom t h e  
s t u d y .  I n  t h e  f i r s t  p a r a g r a p h  on page  8 h e  r e f e r s  t o ,  
" t h e  l o n g  c h a i n  o f  p l a u s i b l e  a s s u m p t i o n s . "  The a u t h o r s ,  
a s  n o t e d  a b o v e ,  b e l i e v e  t h a t  t h e  a s s u m p t i o n s  a re  more t h a n  
" p l a u s i b l e , "  t h e y  a r e  s o l i d  and  r e a s o n a b l e .  I n  t h e  second  
p a r a g r a p h  h e  r e f e r s  t o ,  "wire pa thways  g u e s s e d  a t ,  d i v i d -  
i n g  down a c c o r d i n g  t o  a r u l e - o f - t h u m b  a t  b r a n c h  o u t  
p o i n t s . "  The pa thways  were n o t  " g u e s s e d  a t , "  b u t  a r r i v e d  
a t  a f t e r  c a r e f u l  c o n s i d e r a t i o n  and  r e v i e w  of t h e  p l a n t  
d e s i g n  and  e x t e n s i v e  o n - s i t e  e x a m i n a t i o n .  U n f o r t u n a t e l y ,  
w e  know o f  no  way t o  r e l i e v e  D r .  Longmi re ' s  c o n c e r n  a t  
t h i s  p o i n t  e x c e p t  t o  n o t e  t h a t  o t h e r  f a c i l i t i e s  a n a l y z e d  
u s i n g  these  t e c h n i q u e s ,  t h e n  m o d i f i e d  when r e q u i r e d  by t h e  
a n a l y s i s  t o  increase  h a r d e n i n g ,  d i d  n o t  f a i l  when 
s u b s e q u e n t l y  t es ted  t o  a p u l s e d  t h r e a t  env i ronmen t .  

Again ,  a s  s t a t e d  i n  2e a b o v e ,  t h e  p r e d i c t i o n  e r r o r s  were 
n o t  assumed t o  have  a normal  d i s t r i b u t i o n  b u t  a Beta  
d i s t r i b u t i o n  b a s e d  upon p r i o r  work. A s  a l s o  s t a t e d  a b o v e ,  
t h o s e  e x p e r i e n c e d  w i t h  s u c h  t e s t i n g  have  i n d i c a t e d  t h a t  
v o l t a g e  measurements  a r e  v e r y  d i f f i c u l t  t o  m a k e  w i t h  t h e  
DNA equ ipmen t  and  t h e  l ack  of ag reemen t  i n  t h e  v o l t a g e  
domain i s  n o t  as  o f  much c o n c e r n  as it would be i n  t h e  

*These were F i g u r e s  6.22, 6.24 and 6.25 i n  t h e  d r a f t  r e p o r t .  

E-26 



current domain. It is difficult to conceive of any 
approach with reasonable resources that could analyze a 
system as complex as a nuclear power plant and predict 
every point "exactly." 

Dr. Longmire acknowledges that the tests and analyses do 
support the view that the facility studied is at least not 
riddled with susceptibilities to HEMP. He further asserts 
that "this qualitative result falls short of what is 
desired." We believe that such a conclusion is completely 
acceptable in the context of this study. This is clearly 
expressed in the alternative statement of the objective in 
Section 1.2. 

"An alternate expression of the objectives is 
that this study assesses the EMP sensitivity of 
essential features of selected safe shutdown 
systems of nuclear power plant in order to 
identify any points which may be unduly exposed 
or sensitive. Then where appropriate proposes 
remedies for such sensitivity. It is not the 
intent of this study to propose "hardening" 
against all conceivable circumstances." 

Dr. Longmire's reluctance to accept such a conclusion may be 
predicated upon his long association with the U . S .  military 
systems in which complete operation under the full spectrum of 
threats is required. 

The authors cannot comment upon the selection and makeup of 
the NRC panel. Certainly we believe that the study team 
(Sandia, Boeing, IRT and Booz-Allen) are qualified to 
participate in this study. 

There is a significant and vast difference between tripping of 
various individual alarms or sensors by a walkie-talkie and 
the failure or even upset of complete systems required for 
safe shutdown of a nuclear power plant. This study was not 
intended to address upset, as has been indicated on several 
occasions in response to other reviewers. 

4 .  Dr. Longmire makes a number of recommendations regarding NRC 
study of EMP. The authors cannot speak for the NRC, but do 
offer the following observations. 

( I) We have not included long line coupling in 
the analyses for the reasons cited. If 
Dr. Longmire has some analyses or data 
which indicate our reasoning is incorrect, 
we would like to consider it. 
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( 11) What " d e e p e r  t e c h n i c a l  a p p r o a c h "  t o  
c o u p l i n g  d o e s  t h e  r e v i e w e r  h a v e  i n  mind. 
The re  a r e  l i t e r a l l y  t h o u s a n d s  of i n d i v i d u a l  
c a b l e s  i n  a n u c l e a r  power p l a n t  a s s o c i a t e d  
w i t h  s a f e t y - r e l a t e d  s y s t e m s .  

(111) I t  is d i f f i c u l t  t o  e n v i s i o n  o n  w h a t  b a s e s  
o n e  c o u l d  j u s t i f y  i n t r o d u c i n g  i n t o  a n  
a l r e a d y  complex and  e x p e n s i v e  s y s t e m ,  
s h i e l d i n g  and  f i l t e r i n g  for  a p o s s i b l e  EMP 
t h r e a t ,  e s p e c i a l l y  when o u r  a n a l y s e s  
s u g g e s t  s i g n a l  l e v e l s  g e n e r a l l y  we l l -be low 
u s u a l  o p e r a t i n g  l e v e l s .  

( I V )  One c o u l d  c e r t a i n l y  examine  t h e  f e a s i b i l i t y  
of t h r e a t  l e v e l  tests a g a i n s t  a n u c l e a r  
power p l a n t .  However, e v e n  i f  o n e  c o u l d  
c o n c e i v e  o f  a s u i t a b l e  s i m u l a t o r ,  t h e r e  a r e  
o t h e r  c o n s i d e r a t i o n s .  Under p r e s e n t  law, 
l i c e n s e e s  are  n o t  r e q u i r e d  t o  cope w i t h  
a c t s  of war. T h e r e f o r e ,  it is h a r d  t o  see 
how a n y  l i c e n s e e  c o u l d  be  asked t o  accept 
t h e  economic  p e n a l t i e s  a s s o c i a t e d  w i t h  
making a p l a n t  a v a i l a b l e  fo r  s u c h  tests. 
O b v i o u s l y ,  p r u d e n c e  would s u g g e s t  t h a t  a n y  
p l a n t  b e i n g  t e s t e d  and  i n s t r u m e n t e d  be "of f  
l i n e . "  Wi th  r e p l a c e m e n t  power costs  
r u n n i n g  $500K t o  $1M per d a y ,  j u s t  s h u t t i n g  
down a p l a n t  would be  e x t r e m e l y  e x p e n s i v e .  

( V )  As n o t e d  a b o v e ,  t h e r e  is c o n s i d e r a b l e  
d i f f e r e n c e  be tween a w a l k i e  t a l k i e  i n  close 
p r o x i m i t y  t o  a s i n g l e  i n s t r u m e n t  t r i p p i n g  
i t  and  c o n t r o l  s y s t e m  f a i l u r e .  However, 
s u c h  c o n s i d e r a t i o n s  c o u l d  w e l l  b e  s t u d i e d  
w i t h  t h e  u p s e t  q u e s t i o n .  Is t h e  r e v i e w e r  
s u g g e s t i n g  i n  h i s  l a s t  s t a t e m e n t  t h a t  t h e  
p r e s e n t  s t u d y  team d o e s  n o t  h a v e  a c c e p t a b l e  
q u a l i t y ?  I f  s o  w e  o b v i o u s l y  take  e x c e p t i o n  
t o  t h e  s t a t e m e n t .  
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Review o f  Report  T i t l e d  " I n t e r a c t i o n  o f  Electromagnet ic Pulse w i t h  
Commercial Nuclear Power P l a n t  Svstems" 

1. 

2. 

3. 

4. 

5. 

Pag 1. Remove f i r s t  sentence i n  second paragraph. I t  does n o t  f i t  i n t o  
t h e  d iscuss ion.  The o n l y  examples f o r  assessment t h a t  a re  p e r t i n e n t  a re  
those f o r  l a r g e  communication f a c i l i t i e s .  The l a s t  sentence i n  t h i s  
paragraph should read, "Based upon these s tud ies,  - some weapons systems 

81 
D... D 

I suggest t h a t  t h e  t h i r d  paragraph read as fo l lows,  " A t  t h e  present t ime, 
no nuc lear  EMP specs have been developed f o r  commercial nuc lear  power 
p lan ts .  Furthermore, none of t h e  e x i s t i n g  p l a n t s  have been designed w i t h  
EMP i n  mind. The present  s tudy was undertaken t o  answer t h e  f o l l o w i n g  
quest ion:  "Could a nuc lear  . . . . ' I .  

Page 2. 
o u t l i n e d  and some o f  t h e  shortcomings a l l uded  t o .  
some c o n t i n u i t y  and enhance t h e  r a t i o n a l e  f o r  having performed the  
present  work. 

I suggest t h a t  t h e  scope o f  t h e  Oak Ridge r e p o r t  be very  b r i e f l y  
Th is  w i l l  he lp  c rea te  

Page 3. 
conf idence i n  these est imates. '  - t h i s  imp l i es  a sub jec t i ve  statement 
about a degree o f  b e l i e f  o r  l e v e l  o f  knowledge which i s  n o t  inherent  i n  
Boeing's statements. Th is  i s  t h e  t ype  of m i s i n t e r p r e t a t i o n s  t h a t  were 
r a i s e d  on severa l  occasions. 

I . . .  we a re  a l s o  able t o  make some statements about our  

- 

Page 10. 
than t h e  50 kV/m c i ted . "  Th is  i s  n o t  q u i t e  t r u e .  Please check w i th  
George Baker t o  see i f  he f u l l y  agrees w i t h  t h e  way t h i s  i s  stated. 

"Likewise, none o f  t h e o t h e r s  suggest peak f i e l d s  (Eo) g rea ter  

Page 38. I n  two occasions, t h e  work exper ience i s  used t o  j u s t i f y  
c e r t a i n  fea tu res  o f  coupl ing:  t h e  fanning and at tenuat ion.  I suggest 
t h a t  a foo tno te  be added t o  a l e r t  t h e  reader, t e s t s  t h a t  w i l l  be 
descr ibed l a t e r  on i n  t h e  r e p o r t  w i l l  t r y  t o  v a l i d a t e  these claims. cd Wifwnh 

E Lawrence Livermore 
National Laboratory 
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6. 

7. 

8. 

9. 

10. 

11. 

12. 

13. 

Page 30. Claims about 30 dB shielding don't quite agree with figures 
6.24 and 6.25 where substantial amounts of energy (as I had previously 
speculated) diffuse inside the building at frequencies below 1 MHz. This 
raises serious concerns not just for NEMP but also as far as MHD-EMP is 
concerned. There is precipitous drop at the higher frequencies. This 
will also pose problems if the threat does include energies above 100 
MHz! I urge the authors to seriously reconsider interpreting the 
shielding data. 
to be high. 
building where the shielding is low which will pick-up the energy and 
conductively carry it into those highly shielded regions. 

I agree that the shielding deep in the building is going 
However, there are cables in the outlying sections of the 

Page 41. The middle paragraph talks about buried cables sharing the 
current. No tests have been done to provide evidence for this claim. 
Reference to previous test data (and possibly reproducing such data) 
should be provided to satisfy the reader. A s  I mentioned in an earlier 
memo, in cable bundles, an individual cable was found to carry twice as 
much current as the bulk cable! 

Page 58. 
sine wave with a dominant frequency in the 1-10 MHz frequency band is 
typical.'' This is weak. The experience may have been gained on other 
totally different facilities. The authors should state that this is just 
an assumption that cannot be supported with valid evidence. 

First paragraph, ' I . . .  prior experience indicated that a damped 

Page 71. "Transfer function from Exterior to Interior'' - the 
sianificance of this data Doint should be discussed. What does it mean 
interms of double exponential type currents outside driving damped 
sinusoids inside. 

Page 97. 
fanning out and attenuation between prediction and test data can be 
obtained and yet peak amplitude predictions can still be off. There is a 
critical initial assumption in all this as to how much gets inside in the 
first place (note 7). 

The authors should point out that certain agreements as far as 

Page 100. 
it is very subjective at this point. 

Can the statement in the last paragraph be supported? I think 

Page 123. Damage thresholds: 
is assumed that the threshold is a constant, i.e. not subject to random 
variation, and there is only an error in the predicted value (error 
sources in Table 7.7) - I believe this is a poor assumption. 
fact, this is the way the analyses is done, i.e. a 'worst case' analyses, 
it should be stated somewhere in the report and not lead the reader to 
believe a probabilistic assessment was done. 

Page 154. The stated 'confidence', 0. 995, is applicable only to a 
single component. There does not seem to be any systems discussions. 

the discussion of errors suggests that it 

If, in 
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The results 
not fail, (i.e. their safety margin is greater than 0) and thus the 
system will not fail. Two shortcomings of this method. 

imply that all the components (i.e. those investigated) will 

o The 'confidence', 0.995, applies to a single component not failing. 
What is the 'confidence' that - all of the components, simultaneously 
subject to stresses from an EMP, will not fail? 
less than 0.995. In Boeing's test of hypothesis language, one must 
consider simultaneous tests of hypotheses, e.g. 

I believe it is 

where SMj refers to the safety margin of the jth component. If 
the tests are independent, and the probability of a Type I error on 
each test is 0.005, then the probability of a Type I error on c at 
least one of the two tests is 

z 
P(at least one Type I error) = l-w[l-P(Type I error on jth test)] 

jzl 
= 1-( .995)2 
= .01 

Consequence: Although ones 'confidence' in the SM>O for any one 
component is 0.995, the 'confidence' in stating SM>O for two 
components is 0.99. As the number of components increases, this 
'confidence' goes down even further. 

Thus, the question - what is the 'confidence' the system does not fail? 
With regard to a systems analysis, in complex systems with many 
components required for operation or safe shutdown, although each 
component may have a small probability of failure but the system 
could have a larger probability of failure. Of course, redundancy 
reduces the system probability. The point here is that Boeing's 
analysis does not take into consideration the effect of the system 
(i.e. interrelationship between components for system operation or 
shutdown) in assessing the risk of an EMP. 

o 

14. Page 102 - Section 7. The analysis for component damage thresholds is 
performed with the use of much experience and judgement gained in post 
military programs. The analysis has been very carefully qualified as to 
restrictions or constraints on what was done. This is highly commendable 
and should be encouraged throughout. 

15. Page 123. Note specifically the statement "It was not possible to 
develop an error factor specifically for this present analysis because no 
test data was available." 

16. Page 124. Note that sources of error are identified (Table 7-7). It is 
not made specifically clear why AABNCP Assessment Program i s  applicable? 
Are Circuits and devices quite similar? 
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17. Page 125. Note p e r t i n e n t  observat ions r e l a t i v e  t o  l i m i t a t i o n s  o f  s tudy 
( a l s o  see page 132). 
were omi t ted  from t h e  ana lys i s  on t h e  assumption t h a t  semiconductor 
devices were most susceptable. Other components may p o s s i b l y  be l o c a t e d  
i n  a much more severe environment f rom EMP, however. 

I t  i s  po in ted  o u t  t h a t  many types of components 

H! S . CABAYAN 
E lec t ron i cs  Engineer ing Department 

rc/5009R 
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1. 

2. 

3 .  

4 .  

5. 

6. 

RESPONSE TO COMMENTS O F  H. S. CABAYAN 

D r .  Cabayan s u g g e s t s  s e v e r a l  c h a n g e s  i n  t h e  i n t r o d u c t o r y  
m a t e r i a l .  The second  p a r a g r a p h  h a s  been r e v i s e d  t o  p l a c e  t h e  
emphas i s  upon t h e  q u e s t i o n s  a c t u a l l y  b e i n g  a d d r e s s e d .  The 
q u a l i f i c a t i o n  "some" w i l l  be used .  R e v i s i o n s  i n  t h e  t h i r d  
p a r a g r a p h  a l s o  r e f l e c t  t h e  a p p r o a c h  s u g g e s t e d  by D r .  Cabayan. 

The t e x t  h a s  been  r e v i s e d  t o  i n c l u d e  a v e r y  b r i e f  d i s c u s s i o n  
o f  t h e  e a r l i e r  O a k  Ridge  s t u d y .  I t  is  a g r e e d  t h a t  p r o v i d i n g  
s u c h  a t i e  t o  t h e  e a r l i e r  e f f o r t s  d o e s  p l a c e  t h e  e n t i r e  
q u e s t i o n  i n t o  b e t t e r  p e r s p e c t i v e .  

The i n t e n t  o f  D r .  Cabayan ' s  comment is n o t  c l e a r .  I f  i t  
is  a s u b j e c t i v e  - s t a t e m e n t  o f  o u r  c o n f i d e n c e  i n  t h e  r e su l t s ,  
i t  is  d i f f i c u l t  t o  u n d e r s t a n d  t h e  a rgument  t h a t  i t  is " n o t  
i n h e r e n t . "  T h i s  s t u d y  used  t e c h n i q u e s  which h a v e  been  
employed e l s e w h e r e  i n  Depar tment  o f  Defense  s p o n s o r e d  
s t u d i e s .  T h e r e  e x i s t s  a d i f f e r e n c e  o f  o p i n i o n  a b o u t  t h e  
use o f  t h i s  a p p r o a c h  a s  opposed  t o  a more g e n e r a l i z e d  
p r o b a b i l i s t i c  t r e a t m e n t .  However, a s  n o t e d  i n  o t h e r  
r e s p o n s e s ,  t h e  l a t t e r  a p p r o a c h  requi res  r e s o u r c e s  t h a t  
were n o t  a v a i l a b l e  a n d ,  even  i f  done ,  i s  u n l i k e l y  t o  change  
t h e  c o n c l u s i o n s .  S i m i l a r l y ,  as n o t e d  i n  o t h e r  r e s p o n s e s ,  
when f a c i l i t i e s  have  been  a n a l y z e d  u s i n g  t h e s e  t e c h n i q u e s ,  
and  a n y  r e q u i r e d  p r o t e c t i o n  ( b a s e d  on t h e  a n a l y s i s )  i n s t a l l -  
ed,  s u b s e q u e n t  t e s t s  have  n o t  p roduced  f a i l u r e s  i n  equ ipmen t  
which t h e  t e c h n i q u e  s a i d  would be sa fe .  F u r t h e r m o r e ,  con- 
c e r n s  a b o u t  t h e  i n t e r p r e t a t i o n  o f  t h e  t h r e s h o l d  d a t a  have  l e d  
t o  a r e v i s i o n  o f  t h e  v u l n e r a b i l i t y  a n a l y s e s  which d o e s  away 
w i t h  t h e  " s u r v i v a l  c o n f i d e n c e "  d i s c u s s i o n .  The r e v i s e d  
t r e a t m e n t  r e l i e s  much more on e n g i n e e r i n g  judgment  and  t h a t  
i s  c l e a r l y  s p e l l e d  o u t .  

- 

The i n f o r m a t i o n  upon which t h i s  c o n c l u s i o n  i s  b a s e d  was i n  
f a c t  p r o v i d e d  by G. B a k e r  o f  t h e  Defense Nuclear Agency a t  
t h e  reques t  o f  NRC. The q u e s t i o n  h a s  been  d i s c u s s e d  w i t h  
B a k e r  a n d  h e  accepts o u r  p o s i t i o n .  

I t  i s  b e l i e v e d  t h a t  t e c h n i q u e s  b e i n g  d i s c u s s e d  i n  S e c t i o n  5 .1  
s t a n d  a l o n e .  However, t h e r e  is no o b j e c t i o n  t o  a d d i n g  a 
f o o t n o t e  t h a t  i n d i c a t e s  t h a t  tests a re  d e s c r i b e d  l a t e r  which 
address  t h e s e  issues f o r  Watts Bar. Such a f o o t n o t e  h a s  been  
added  . 
I t  s h o u l d  b e  n o t e d  t h a t  i n  S e c t i o n  5.2 i t  i s  s t a t e d ,  "S tee l  
r e i n f o r c e d  b u i l d i n g s  o f  t h i s  t y p e  have  e x h i b i t e d  m a g n e t i c  
f i e l d  s h i e l d i n g  e f f e c t i v e n e s s  o f  30 dB o r  more t o  f r e q u e n c i e s  
r a n g i n g  u p  t o  75  MHz." T h a t  is ,  i n  S e c t i o n  5.2 t h e r e  is  
s i m p l y  a s ta tement  o f  h i s t o r i c a l  f a c t  which was used by  t h e  
a n a l y s t  t o  g u i d e  h i s  a p p r o a c h .  (See a l s o  R e f e r e n c e  13 and 
"EMP E n g i n e e r i n g  Practices Handbook," NATO F i l e  #1460-2, 
Oc tobe r  1 9 7 7 . )  I t  m u s t  b e  remembered t h a t  t h e  a n a l y s i s  was 
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completed prior to a x  testing, and indeed, Dr . Cabayan was 
one of those who insisted that the analysis and tests be 
independent operations. 

We believe that the limitations of magnetic and electric 
shielding effectiveness measurements (modified MIL-STD 285) 
are fully discussed in Section 6.5.3 of the report. Some 
rearrangement of the text may make the point clearer. The 
attenuation (not shielding effectiveness) given in Figures 
6.23 and 6.24* are values associated with the monopole (which 
is not plane wave). An attempt to deduce plane wave SE 
numbers is developed in Section 6.5.3 (page 100 of the Draft 
Interim Report) . 
Energy in the EMP spectrum above 100 MHz is normally 
considered to be essentially zero for the standard double 
exponential threat. (See References 2 and 13). The minimal 
values for attenuation quoted, namely 30 dB, are at 100 kHz, 
below which less than 10 percent of the energy in the EMP 
spectrum exists (Reference 13). In general, the cables that 
lie near the exterior walls, are those cables which also run 
outside, so that they will already be "excited." 

7. Testing programs using the TEMPS antenna have measured 
current distributions on buried communications cables at 
AUTOVON Switching Centers. The excursions from mean current 
value measured on the cables are typically bounded within a 
factor of two of the mean current value. The measurement 
quoted by the reviewer concerned aircraft cabling configu- 
rations, where high Q's and extremes of load impedance 
generally occur. The conductor and source topology for such 
cabling is not analogous to the long buried cables under 
consideration here. The effect as noted by the reviewer has 
not been observed in pulse testing of ground based 
communication facilities. 

This paragraph was revised by the study team prior to 
receiving the reviewers comments. 
not contain this reference. 

8. 
The revised text does 

9. Section 6.2.1 hs been rewritten to indicate that the response 
wave forms are expected to be damped sinusoids (or sums of 
several damped sinusoids) with resonant frequencies ranging 
from 500  kHz to 10 MHz. This is supported by the test 
results which show damped sine characteristics at the test 
points when the input wave form is the double exponential. 
(See Figures 6.5, 6.12 and page 101, et seq of Reference 13). 

installations the induced signals are reasonably well 
understood and that the predictions are realistic. 

10. As indicated above (see 7) we believe that in these types of 

*These were Figures 6.24 and 6.25 in the draft report. 
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11 . 

12. 

13. 

14 . 

15. 

16. 

17. 

It is agreed that these comments are subjective. However, 
experience certainly indicates that shielding effectiveness 
is improved when apertures are eliminated. Therefore, the 
study team believes it reasonable to leave the paragraph as 
stated. 

The threshold analysis does produce a single value. In the 
usual approach, testing is then done to establish the bounds 
or uncertainties on the predictions. Because there was no 
component testing in this present program, the experience 
from the AABANCP GFE Assessment Program (Reference 21) was 
used to provide some indication of the potential 
uncertainties in the predictions. 

The question of "confidence" in the results and the con- 
clusions drawn from the results is important in this study. 
The points raised by the reviewer are germane - given the 
approach reported in the Interim Report. However, as has 
been indicated elsewhere, the treatment of the vulnerability 
analyses has been revised extensively in the Final Report. 
This revised approach which relies more heavily upon 
engineering judgment rather than attempting to build a 
statistical case in the absence of adequate data. Such 
an approach does not resolve all the questions regarding 
confidence in results, etc. However, the authors believe 
that given the lack o f  quantitative data which exists 
for these equipments and systems, conclusions based upon 
engineering judgment are the only reasonable way to proceed. 

The comment is noted. Material throughout the report was 
reviewed and some modifications have been made to accurately 
reflect the conditions of the analyses. 

See response to 14 above. 

The results of the AABNCP Assessment Program were used 
precisely because no test data was available here. The 
authors have attempted to indicate that the AABNCP experience 
provides some indication of what confidence might be obtained 
given a test program were conducted. Obviously, the quanti- 
fication of error is required if one is attempting to 
establish the confidence levels numerically. Given the 
revised treatment of the overall vulnerability assessment 
this quantification becomes less critical. 

Dr. Cabayan's concern is recognized. However, we believe 
that the revised treatment wherein the existence of other 
circuit phenomena at levels significantly lower than the 
estimated thresholds is used in the vulnerability assessment 
should resolve this concern. 
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NRC Staff Office Comments. As of 1 July 1982, comments had 
been received from six staff offices including: 

Office of Nuclear Regulatory Research 

Office of the Analysis and Evaluation of Operational Data 

Division of Licensing 

Division of Safety Technology 

Power Systems Branch, Division of Systems Integration 

As noted earlier in introducing the comments of the Research 
Review Panel, there is considerable range in these comments 
from very technical to philosophical. Responses to the 
individual comments follow. 
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D. C. 20555 

May 14, 1982 

MEMORANDUM FOR: P h i l l i p  A. Bender 
Ins t rumenta t ion  & Control Systems Branch 
Of f i ce  o f  Nuclear Reactor Regulat ion 

FROM : Andrew L. M. Hon 
Ins t rumenta t ion  & Control Branch 
D i v i s i o n  o f  F a c i l i t y  Operations 
O f f i c e  o f  Nuclear Regulatory Research 

COMMENTS ON DRAFT INTERIM REPORT: 
INTERACTION OF ELECTROMAGNETIC PULSE (EMP) WITH 
COMMERCIAL NUCLEAR POWER PLANT SYSTEMS 

Enclosed i s  a l i s t  o f  comments, as you requested, on the  sub jec t  
d r a f t  repo r t .  
I f e e l  r e s o l v i n g  them w i l l  increase t h e  e f fec t i veness  o f  t he  repor t .  
I d i d  n o t  t r y  t o  evaluate t h e  methodology and the  approach taken by 
Sandi a. 

These comments a re  from read ing  the  d r a f t  r e p o r t  on ly .  

Andrew L. M. Hon 
I CB/ DFO/ RES 

Enclosure: As stated. 

cc: F. Rosa, NRR 
B i l l  Morr is,  NRR. 
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1.  

2. 

3. 

4. 

5. 

6. 

7. 

COMMENTS ON THE SANDIA EMP DRAFT REPORT 

PP 8 "The HEMP being a broad-based radio frequency signal . . .". 
What i s  the expected range of the  frequency and why lMHz was 
used for  damage analyses? 

PP 80 Table 6.5 When noise level = signal level , one needs t o  
j u s t i f y  va l id i ty  of the 'result. 

P P  98 Section 6.5.2 
undetected penetrations, what i s  the conclusion? I s  the data 
base complete o r  su f f i c i en t?  

From the s ignif icant  l imitat ions of 5 t e s t  p o i n t s  ant 

PP  102 "Only permanent damage fa i lures  were examined." 
the  signal upset? I f  not,  s h o u l d  be s ta ted and ju s t i f i ed .  

The numbffbs presented i n  Table 7.2 seem very h i g h  ( l o 4  volt. 
1.5 x 10 Watt ,  e t c ) .  
capacitors i n  the  c i r cu i t s  were supposed t o  absorb the h i g h  
energy pulse and protect the components. 
think o f  the following concerns as 

How serious i s  

PP 102-132 T h i s  chapter deals w i t h  component damage thresh0 d analysis. 

The t e x t  s ta ted t h a t  the s h u n t i n g  

Intui t ively,  one may 
he sees these large numbers: 

( a )  Capacitor may indeed absorb the h i g h  energy pulse, b u t  
a f t e r  the pulse i s  gone, the capacitor i s  charged u p  ( Q = C V )  
and now i t  can discharge t o  the c i rcu i t ry  w i t h  nearly the 
same amount of voltage and energy. 

(b) Siqply multiply V and I and ca l l  i t  Pt is  questionable. 
10 
(U=0.5CV2) and heat. 

- 10l8 Watt I n  1 millisecond means a l o t  of energy 

( c )  Can the capacitors survive the h i g h  voltage? These may be 
simple-minded concerns, 
reference t o  actual t es t  data and more c la r i f ica t ion  will 
def in i te ly  increase the readers' confidence. 

B u t ,  when such high numbers as claimed, 

PP 133 "Estimate o f  the damage threshold level for electromechanic-type 
devices is  defined t o  be ten times of  the operational voltage . . . It  

How was ten selected? Any data from other studies t o  suppor t  i t ?  

When one compares Chapters 7 and 8, i t  seems s o l i d  s ta te  c 
s ign i f icant ly  higher damage threshold than electromechanic 
This seems t o  be d i f fe ren t  from the common belief t h a t  sol 
are  more susceptible t o  EMP. T h i s  needs t o  be c la r i f ied .  
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RESPONSE TO COMMENTS FROM O F F I C E  OF NUCLEAR REGULATORY RESEARCH 

1. The f r e q u e n c y  c o n t e n t  o f  HEMP e x t e n d s  from e s s e n t i a l l y  DC t o  
a b o u t  1 5 0  MHz. The d i s c u s s i o n  o f  HEMP was r e v i s e d  t o  i n c l u d e  
t h i s  i n f o r m a t i o n .  The 1 MHz l e v e l  was s e l e c t e d  a s  t h e  
f r e q u e n c y  f o r  t h r e s h o l d  a s s e s s m e n t  b e c a u s e  i t  r e p r e s e n t s  a 
" r e a s o n a b l e "  a v e r a g e  f o r  t h e  predicted r e s p o n s e s .  S u b s e q u e n t  
t e s t s  v e r i f y  t h a t  t h i s  was a r e a s o n a b l e  s e l e c t i o n  f o r  t h e  
t h r e s h o l d  p r e d i c t i o n s .  (See a l s o  t h e  r e s p o n s e  t o  Barnes '  
comment 4 )  . Some r e v i s i o n s  t o  t h e  t e x t  were made i n  t h i s  
r e g a r d  i n  r e s p o n s e  t o  i n d i v i d u a l  r e v i e w e r s  comments. 

2. The r e v i e w e r s  c o n c e r n  i s  u n d e r s t o o d  and  t h e  t a b l e  and  
accompanying t e x t  have  been  r e v i s e d  t o  remove t h e  a m b i g u i t y .  
I n  t h i s  t e s t ,  when t h e  s i g n a l  l e v e l  = n o i s e  l e v e l  w h i l e  t h e  
t r a n s m i t t e r  i s  b e i n g  moved a round  t h e  s i t e ,  t h e  c o n c l u s i o n  is  
t h a t  t h e r e  a r e  no  o t h e r  p e n e t r a t i o n s  d r i v i n g  t h e  t e s t  p o i n t .  
The  i n t e n t  o f  t h e  remarks was t o  i n d i c a t e  t h a t  when a s i g n a l  
above  t h e  n o i s e  l e v e l  was o b s e r v e d ,  i t  was b e c a u s e  t h e  t e s t  
p o i n t  was b e i n g  d r i v e n  from a n o t h e r  p o i n t  on a p r e v i o u s l y  
i d e n t i f i e d  s o u r c e .  

3. The a u t h o r s  r e c o g n i z e  t h a t  f i v e  t e s t  p o i n t s  i s  a s i g n i f i c a n t  
l i m i t a t i o n  on t h e  e f f o r t .  These tes ts  a re  t i m e  consuming 
( a p p r o x i m a t e l y  h a l f  a d a y  per t e s t  p o i n t )  and  l i m i t a t i o n s  o f  
c o s t  and  t i m e  p r e c l u d e d  o u r  t a k i n g  a d d i t i o n a l  t e s t  da t a .  
A l s o ,  g i v e n  t h e  n a t u r e  o f  c o n t r o l s  on n u c l e a r  power p l a n t  
d e s i g n ,  t h e  ease w i t h  which e x c i t a t i o n s  a t  p o i n t s  o t h e r  t h a n  
t h e  p r i n c i p a l  p e n e t r a t i o n  were d e t e c t e d ,  and t h e  e x p e r i e n c e  
g a i n e d  j u s t  s t u d y i n g  t h e  s i t e ,  t h e  a u t h o r s  a re  c o n v i n c e d  t h a t  
i n a d v e r t e n t  p e n e t r a t i o n s  do  n o t  e x i s t .  I t  s h o u l d  a l s o  b e  
r e c o g n i z e d  t h a t  these  measurements  a r e  n o t  i n t e n d e d  t o  s t a n d  
a l o n e  a s  a v e r i f i c a t i o n  t h a t  no i n a d v e r t e n t  p e n e t r a t i o n s  
e x i s t ,  b u t  t o  s e r v e  a s  a p a r t i a l  c o n f i r m a t i o n  t h a t  "as  b u i l t "  
d r a w i n g s  have  been c o r r e c t l y  i n t e r p r e t e d .  We b e l i e v e  t h a t  
g o a l  h a s  been  a c h i e v e d .  N e v e r t h e l e s s ,  i t  is  acknowledged 
t h a t  c o m p l e t e n e s s  o r  s u f f i c i e n c y  c a n n o t  be q u a n t i t a t i v e l y  
s p e c i f i e d .  

4 .  T h i s  s t u d y  was i n t e n d e d  t o  examine  damage o n l y .  T h i s  
c o n s t r a i n t ,  a s  w e l l  a s  o t h e r  l i m i t s  on t h e  s t u d y  have  been  
more c l e a r l y  d e f i n e d  i n  a s e p a r a t e  s e c t i o n  o f  t h e  r e p o r t .  A t  
t h i s  p o i n t ,  t h e  a u t h o r s  c a n n o t  m a k e  a n y  s t a t e m e n t  about  
s i g n a l  upset  e x c e p t  t h a t  i t  h a s  n o t  been  s t u d i e d  here. 

5 .  The c o n c e r n s  e x p r e s s e d  h e r e  a b o u t  t h e  h i g h  t h r ' e s h o l d  v a l u e s  
a r e  a c c e p t e d  and  u n d e r s t o o d .  As a r e s u l t  o f  i n t e r n a l  r e v i e w s  
by  t h e  s t u d y  team, t h i s  d i s c u s s i o n  h a s  been r e v i s e d  t o  b e t t e r  
d e f i n e  t h e  c o n c l u s i o n s  which c a n  b e  drawn. C e r t a i n l y  o t h e r  
phenomena, a r c  o v e r ,  breakdown,  e tc . ,  w i l l  o c c u r  b e f o r e  t h e s e  
v e r y  h i g h  l e v e l s  are  r e a c h e d .  What t h e  a n a l y s i s  d o e s  s a y  
however ,  i s  t h a t  t h e  i n h e r e n t  p r o t e c t i o n  t h e  s o l i d  s t a t e  
d e v i c e s  h a v e  by v i r t u e  o f  t h e i r  l o c a t i o n  i n  t h e  c i r c u i t r y  

E-39 



means t h a t  s o l i d  s t a t e  d e v i c e  f a i l u r e  is n o t  t h e  c o n t r o l l i n g  
mechanism and  t h a t  o t h e r  mechanisms m u s t  b e  c o n s i d e r e d .  I n  
a d d i t i o n ,  t h e  f o l l o w i n g  comments are  o f f e r e d  i n  r e s p o n s e  t o  
Mr. HOn'S s p e c i f i c  c o n c e r n s .  The m a j o r i t y  o f  c i r c u i t  p r o -  
t e c t i o n  p r o v i d e d  t h r o u g h  s h u n t i n g  c a p a c i t o r s  e n c o u n t e r e d  i n  
t h i s  s t u d y  is  i n  t h e  form o f  a low pass R C - f i l t e r  (which i s  
r e a s o n a b l e  s ince  w e  a r e  d e a l i n g  w i t h  a 60 Hz s y s t e m ) .  A 
g e n e r a l  p i c t o r i a l  o f  a n  R C - f i l t e r  is: 

I 
Q _L 

TC  
The n a t u r e  o f  t h e  c a p a c i t o r  a t  t h e  h i g h  f r e q u e n c i e s  is  t o  
p r o v i d e  a v e r y  low impedance pa th  t o  r e t u r n / g r o u n d  f o r  t h e  
i n p u t  c u r r e n t .  

( a )  R e g a r d l e s s  o f  whe the r  t h e  c a p a c i t o r  i s  uncha rged  o r  
f u l l y  c h a r g e d  a t  t h e  i n s t a n t  t h e  EMP p u l s e  is i n c i d e n t  
on t h e  i n p u t  p i n ,  t h e r e  w i l l  be  l i t t l e  a d d i t i o n a l  c h a r g e  
( and  t h u s  v o l t a g e  by V = Q/C) p l a c e d  upon t h e  
c a p a c i t o r .  
c h a r g i n g  d u e  t o  EMP c a n  be d e s c r i b e d  by: 

The v o l t a g e  a c r o s s  t h e  c a p a c i t o r  d u r i n g  

where  VC i s  t h e  v o l t a g e  a c r o s s  t h e  c a p a c i t o r ,  VT i s  
t h e  EMP-induced t e r m i n a l  v o l t a g e ,  t p  i s  t h e  EMP p u l s e  
w i d t h ,  and  RC i s  t h e  time c o n s t a n t  o f  t h e  c i r c u i t .  
t h i s  s t u d y  t p  << RC and  t h u s  w e  c a n  a p p r o x i m a t e  
e-tP/RC as  (1 - t p / R C ) .  T h i s  g i v e s  

For 

S i n c e  t p / R C  << 1, t h i s  g i v e s  VC << VT. Thus ,  it is  
t r u e  t h a t  t h e  c a p a c i t o r  w i l l  be  c h a r g e d  s l i g h t l y  due  t o  
EMP, b u t  t h e  v o l t a g e  i n d u c e d  a c r o s s  t h e  c a p a c i t o r  w i l l  
n o t  be equal  t o  t h e  EMP-induced t e r m i n a l  v o l t a g e ,  VT, 
a n d ,  i n  f a c t ,  is  much, much l e s s  t h a n  VT. 

a n g l e  be tween t h e  i n p u t  v o l t a g e  i n t o  t h e  f i l t e r  and  t h e  
o u t p u t  v o l t a g e  o f  t h e  f i l t e r  is d e s c r i b e d  by t h e  
r e l a t i o n :  

( b )  For  t h e  same RC f i l t e r  c o n f i g u r a t i o n  i n  ( a ) ,  t h e  p h a s e  
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-1 1 4 = t a n  -- wRC 

I n  t h i s  s t u d y ,  wRC i s  on t h e  o r d e r  o f  l o 2 .  T h i s  
i m p l i e s  t h a t  $J = t a n ' l  1 /102 = 0,570. 
fo r  a f i r s t  o r d e r  a p p r o x i m a t i o n ,  t h e  v o l t a g e  o u t p u t  o f  
t h e  f i l t e r  i s  i n  p h a s e  w i t h  t h e  v o l t a g e  i n p u t  i n t o  t h e  
f i l t e r .  Because of t h i s ,  t h e  m u l t i p l y i n g  o f  IT a n d  
VT a s  a n  a p p r o x i m a t i o n  o f  PT i s  r e a s o n a b l e  ( i . e . ,  
IT and  VT a r e  r o u g h l y  i n  p h a s e ) .  

T h a t  i s ,  

From t h e  r e s p o n s e  i n  ( a ) ,  s i n c e  V c  i s  " sma l l " ,  U = 1/2 
CV2 i s  l lsmalll l .  A l s o ,  t h e  d u r a t i o n  o f  t h e  pu l se  is  
m i c r o s e c o n d s ,  n o t  m i l l i s e c o n d s .  

( c )  Because of t h e  n a t u r e  o f  t h e  a c t i o n  o f  a low pass f i l t e r ,  
t h e  impedance p r o v i d e d  by t h e  c a p a c i t o r  is v e r y  small  
a t  h i g h  f r e q u e n c i e s .  The e n e r g y  d i s s i p a t e d  across t h a t  
smal l  impedance,  g i v e n  by 1 2 Z ,  is t h e r e f o r e  smal l .  The 
piecepart  t h r e s h o l d s  f o r  damage t o  t h e  e l e c t r o l y t i c  
c a p a c i t o r s  a r e  h i g h  (>lo K W ) .  I t  is u n l i k e l y ,  t h e n ,  
t h a t  t h e s e  components  w i l l  be  damaged. 

A d d i t i o n a l l y ,  f o r  c i r c u i t  ( p i n )  damage t h r e s h o l d s  g r e a t e r  
t h a n  2-3 kV,  o t h e r  phenomena s u c h  a s  a r c i n g  o r  o t h e r  
d i e l e c t r i c  breakdown w i l l  take place; i . e . ,  t h e  f a i l u r e  
o f  t h e  most  s e n s i t i v e  s e m i c o n d u c t o r  component is  n o t  t h e  
p r i m a r y  f a i l u r e  mode o f  t h e  c i r c u i t .  Thus ,  it is  
r e a s o n a b l e  t o  e x p e c t  t h a t  t h e s e  c a p a c i t o r s  w i l l  n o t  b e  
r e q u i r e d  t o  s u r v i v e  e x t r e m e l y  h i g h  v o l t a g e s .  I t  s h o u l d  
be n o t e d  t h a t  a r c i n g  may o r  may n o t  c o n s t i t u t e  a c i r c u i t  
f a i l u r e .  To d e t e r m i n e  a r c i n g  t h r e s h o l d s  a n a l y t i c a l l y  i s  
i n t r a c t a b l e .  The d e t e r m i n a t i o n  o f  t h e s e  t h r e s h o l d s  w i l l  
require  t h e  s u p p o r t  of a n  e n g i n e e r i n g  t e s t  program. 

6. The damage l e v e l  f o r  e l e c t r o m e c h a n i c a l  d e v i c e s  o f  1 O X  
o p e r a t i o n a l  v o l t a g e  was p r e d i c a t e d  upon B o e i n g ' s  e x p e r i e n c e  i n  
o t h e r  f a c i l i t i e s .  We have  c o n f i r m e d  i n  d i s c u s s i o n s  w i t h  o t h e r  
e x p e r t s  i n  i n s u l a t i o n  phenomena t h a t  t h i s  is  a c o n s e r v a t i v e  
a s s u m p t i o n .  

7. S o l i d  s t a t e  d e v i c e s ,  t h a t  is i n d i v i d u a l  t r a n s i s t o r s ,  
i n t e g r a t e d  c i r c u i t s ,  e tc . ,  a re  more s u s c e p t i b l e  t o  EMP t h a n  
e l e c t r o m e c h a n i c a l  d e v i c e s .  What t h e  a n a l y s e s  i n d i c a t e s  is 
t h a t  when i n c o r p o r a t e d  i n t o  a v a r i e t y  o f  c i r c u i t r y ,  t h e  
" e f f e c t i v e "  damage t h r e s h o l d  i s  much h i g h e r .  T h a t  is ,  t h e  
pu l se  a m p l i t u d e  a t  t h e  c o n n e c t o r  m u s t  be  h i g h e r  i n  o r d e r  t o  
d r i v e  t h e  d e v i c e  t o  f a i l u r e .  R e v i s i o n s  t o  t h e  t e x t  have  been  
i n c o r p o r a t e d  which s h o u l d  h e l p  c l a r i f y  t h e  s i t u a t i o n .  
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D. C. 20555 

MAY 1 o 1982 

MEMORANDUM FOR : Roger 3. Mattson , D i  r e c t o r  
D i v i s i o n  o f  Systems I n t e g r a t i o n  
O f f i c e  o f  Nuclear Reactor Regula i o n  

FROM: C a r l y l e  Michel son, D i r e c t o r  
O f f i c e  f o r  Analysis and Evaluat ion 

o f  Operational Data 

SUB J ECT : REVIEW OF DRAFT I N T E R I M  REPORT: INTERACTION OF 
ELECTROMAGNETIC PULSE (EMP) WITH COMMERCIAL NUCLEAR 
POWER PLANT SYSTEMS 

We have reviewed t h e  sub jec t  d r a f t  i n t e r i m  r e p o r t  as requested by your  
memorandum dated A p r i l  12, 1982. The analyses and t e s t i n g  work 
performed f o r  t h e  repo r t ,  w i t h i n  t h e  l i m i t s  o f  t he  scope o f  t he  study, 
i s  commendable. 
comments t o  o f f e r .  

Based on our review, we have t h e  f o l l o w i n g  general 

We b e l i e v e  t h a t  t he  l i m i t a t i o n s  o f  and c o n s t r a i n t s  imposed upon t h e  
study and t h e i r  consequences should be emphasized more i n  t h e  f i na l  
repo r t ,  perhaps even i n  a separate section. 
c o n s t r a i n t s  o f  p a r t i c u l a r  importance are: 

The l i m i t a t i o n s  and 

1. (Page 10 of t he  d r a f t  r e p o r t )  
Magnetic-Hydrodynamic (MHD) EMP i s  no t  considered i n  t h e  study 
because o f  t he  conclusion reached t h a t  p r o t e c t i v e  devices would 
respond t o  i s o l a t e  t h e  p l a n t  and p r o t e c t  i t  from t h e  l a r g e  
cu r ren ts  t h a t  may be developed due t o  (MHD) EMP. 

2. (Page 102 o f  t h e  d r a f t  r e p o r t )  
The t h r e e  e a r l y  decis ions and f o u r  c o n s t r a i n t s  imposed on t h e  
study o f  t h resho ld  damage i n  o rder  t o  keep t h e  th resho ld  e f f o r t  
t r a c t a b l e ,  v i z ;  

a. No attempt was made t o  p r e d i c t  damage thresholds f o r  
r o t a t i n g  machinery ; 

b. Only se lec ted  components, representa t ive  o f  c lasses o f  
equipment used i n  t h e  safe shutdown systems, were analyzed; 

c. The damage th resho ld  e f f o r t  i s  a n a l y t i c a l  only. 

and 

a. Because semiconductor components a re  more suscept ib le  t o  EMP 
induced f a i l u r e  than passive components, t h e  ana lys i s  was 
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r e s t r i  t e d  t o  i c l  ude 

- 2 -  

n l y  semico a t e  
c a l c u l a t i n g  c i r c u i t  damage thresholds f o r  passive device f a i l u r e s ;  

ducto S d t o  e l i m i  

b. The c i r c u i t  ana lys i s  was condu'cted a t  1 mHz, no o the r  f requencies 
were used t o  determine damage threshold;  

c. On t h e  equipment i tems analyzed, o n l y  those p ins  t h a t  serve as i n t e r -  
faces t o  "outside-worl d" connections were considered, a1 1 others,  
i.e., those t h a t  serve as i n t e r f a c e s  i n t e r n a l  t o  t h e  box o r  
equi pment cabinet,  were exc l  uded from analyses ; 

d. Only permanent damage f a i l u r e s  were examined, t h a t  i s ,  s igna l  upset 
was no t  considered i n  t h e  study. 

The consequences o f  t h e  above l i m i t a t i o n s  and c o n s t r a i n t s  should a l s o  be addressed 
i n  t h e  f i n a l  repor t .  For example, i n  not cons ider ing  s igna l  upsets due t o  EMP 
( i t em d), t h e  consequences o f  such upsets causing p l a n t  t r a n s i e n t s  and adverse 
c o n t r o l  system and p r o t e c t i o n  system i n t e r a c t i o n s  w i l l  no t  be inc luded i n  t h e  study. 

I f  you should d e s i r e  a d d i t i o n a l  i n fo rma t ion  o r  assistance, t h e  AEOD contac t  i s  
Matthew Chi ramal. 

C a r l y l e  Michel son, D i r e c t o r  
O f f i c e  f o r  Analysis and Eva lua t ion  

o f  Operational Data 

cc: H. Denton, NRR 
F. Rosa, NRR 
P. Binder, NRR 
B. Morr is,  NRR 
M. Srinivasan, NRR 
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RESPONSE TO COMMENTS OF THE OFFICE FOR 
ANALYSIS AND EVALUATION OF OPERATIONAL DATA 

d 
The need to highlight the limits on the study is a point well 

taken and one with which the study team agrees. The revised report 
contains a separate section which emphasizes the constraints and 
limitations of the study. In addition, these points are reiterated 
within the report when it is germane to the subject being discussed. 

1) 
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D. C. 20555 

MAY 1 9 1982 

MEMORANDUM FOR: Roger 3. Mattson, Director 
Division of Systems Integration 

FROM: Darrell G. Eisenhut, Director 
Division of Licensing 

SUBJECT : REVIEW OF DRAFT INTERIM REPORT: INTERACTION OF 
ELECTROMAGNETIC PULSE ( EMP) WITH COMMERCIAL 
NUCLEAR POWER PLANT SYSTEMS 

In accordance with your memorandum of April 12, 1982, we have reviewed the 
subject report and offer for your consideration the comments presented in 
Enclosure 1. b 

&k!&diLr Darrell G. Eis n ut, Director 

Division of Licensing 

CONTACT : 
J. Calvo, X28563 

Enclosure: 
Comnents 

cc w/encl osure: 
G. Lainas 
F. Rosa 
P. Bender 
B. Morris 
G. Holahan 
3.  Calvo 
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ENCLOSURE 1 

COMMENTS ON 
DRAFT INTERIM REPORT: 

INTERACTION OF ELECTROMAGNETIC PULSE (EMP) 
WITH COMMERCIAL NUCLEAR POWER PLANT SYSTEMS 

This enclosure presents the  comnents from the D i v i s i o n  o f  L icens ing  on t h e  
sub jec t  r e p o r t :  

1. Page 10 o f  t h e  r e p o r t  s t a t e s  t h a t  t he  Deparment o f  Energy and 
Department o f  Defense are now addressing t h e  p o t e n t i a l  e f f e c t s  o f  
EMP on e l e c t r i c  d i s t r i b u t i o n  systems i n  t h e  U.S. 
f rom t h a t  study do n o t  con f i rm our  assumptions, i t  may be necessary 
t o  re-examine the  magnetic-hydrodynamic (MHD)-EMP ques t ion  i n  
r e l a t i o n  t o  safe shutdown systems. 

I f  t h e  r e s u l t s  

I n  view o f  t h e  f a c t  t h a t  t h e  same techniques t h a t  have been 
developed over the  pas t  decade t o  study m i l i t a r y  systems were 
a l s o  used t o  assess the v u l n e r a b i l i t y  o f  components t o  EMP 
i n  commercial nuc lear  power p lan ts ,  i t  would be h i g h l y  b e n e f i c i a l  
i f  cognizant  mehers  o f  t he  Departments o f  Energy and Defense 
and NRC and t h e i r  consu l tan ts  compare notes on the  approach, 
methodology, assumptions and r e s u l t s  o f  t he  two s tud ies  i n  
progress. 
h igh  q u a l i t y  review o f  the r e s u l t s  o f  the EMP program t h a t  i s  
essen t ia l  t o  the  r e s o l u t i o n  o f  t h i s  issue. 

We b e l i e v e  t h a t  t h i s  i s  cons i s ten t  w i t h  p r o v i d i n g  t h e  

2. The sumnary o f  a n a l y t i c a l  p r e d i c t i o n s  i n d i c a t e s  t h a t  t h e  estimated 
thresholds are  w e l l  above a n t i c i p a t e d  EMP induced s igna l  l eve l s .  
No vu1 nerabl e areas, components o r  systems were i d e n t i  f i ed f o r  
t h e  Watts Bar Nuclear P l a n t  which was se lec ted  as the example 
p l a n t  f o r  t h i s  study. 
p r a c t i c e  employed a t  t he  example p l a n t  p rov ide  a g rea t  deal o f  
i nhe ren t  e lect romagnet ic  s h i e l d i n g  t o  the  areas o f  t he  p l a n t  
housing sa fe ty - re la ted  systems. Furthermore, due t o  the cons is ten t  
use o f  con t inuous ly  connected metal condui ts and cable t r a y s  w i t h i n  
t h e  p l a n t ,  i n t e r n a l  cab1 i n g  and t h e  associated e l e c t r i c a l  equip- 
ment w i l l  be l a r g e l y  decoupled from the  at tenuated d i f f u s i o n  f i e l d s .  

We b e l i e v e  t h a t  t h e  aforementioned cons t ruc t i on  p r a c t i c e  and e l e c t r i c a l  
design i n s t a l l a t i o n  are fo l l owed  i n  a l l  nuc lear  power p lan ts .  There- 
fo re ,  unless t h e  c u r r e n t  study i d e n t i f i e s  poss ib le  problem areas as 
a r e s u l t  o f  v a r i a t i o n s  i n  design i n s t a l l a t i o n  o r  con f igu ra t i on ,  we 
b e l i e v e  t h a t  t h e r e  i s  no need t o  evaluate o the r  p l a n t s  p e r t a i n i n g  
t o  EMP-induced f a i l u r e s  as suggested i n  t h e  study. 

I t  was a l s o  i n d i c a t e d  t h a t  t he  cons t ruc t i on  

E-46 



- 3 -  

3. A l t h o u g h  there were no EMP-induced- failures of the equipment selected 
for analyses, the FMP s igna l  may induce currents on existing plant 
control circuits t h a t  may cause several systems t o  behave i n  a 
manner for which they have not been programmed. 
determine i f  this i s  possible and whether the possible consequences 
are acceptable or not. 

The study should 

E-47 



RESPONSE TO COMMENTS OF THE DIVISION OF LICENSING 

1. The study team agrees with the observation that the various 
studies should be in contact, and in fact they are. It was 
not so stated in the report, except as noted in the reference 
list, but the same group from Boeing Aerospace Co. who parti- 
cipated in this study are conducting the DOD program. In 
addition, a number of the review panel members (C. Longmire, 
H. Cabayan, G. Baker) have been and are active participants in 
DOD sponsored research. 

2. The study has already examined several other plants as part of 
the "generic extension" of this effort. That examination has 
indicated that although there are many and strong similarities 
in plant design, there are also differences which can influ- 
ence the interaction/coupling process. Although it is agreed 
that not every plant must be examined, the potential problems 
outlined in Section 9 of the expanded report should not be 
ignored. 

3 .  This reviewer is also addressing the question of signal upset 
and its consequences. As has been discussed elsewhere, upset 
is beyond the scope of this present investigation. This has 
been stated very clearly in the report. 

Ir 

* 

Ir 

I, 

a 

0 

* 
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON. D. C. 20555 

APR 2 8 1982 

MEMORANDUM FOR: Roger J. Mattson, D i r e c t o r  
D i v i s i o n  o f  Systems I n t e g r a t i o n  

FROM : Stephen H. Hanauer, D i r e c t o r  
D i v i s i o n  o f  Safety  Technology 

SUBJECT: REVIEW OF DRAFT INTERIM REPORT: 
INTERACTION OF ELECTROMAGNETIC 

POWER PLANT SYSTEMS 
PULSE ( EMP) w ITH COMMERCIAL NUCLEAR 

I n  your memorandum dated A p r i l  12, 1982, you requested s t a f f  rev iew o f  t he  
sub jec t  study repo r t .  
v u l n e r a b i l i t y  o f  se lected safe shutdown systems o f  a s p e c i f i c  nuclear power 
p l a n t  (Watts Bar) t o  EMP e f f e c t s  r e s u l t i n g  from a h igh  a l t i t u d e  nuclear 
detonat ion.  

The pr imary purpose o f  t he  s tudy was t o  determine t h e  

Based on our  rev iew o f  t he  Sandia study, which i s  t o  be expanded, we found 
the  systemat ic engineer ing approach and r e s u l t s  encouraging. We recommend 
t h a t  t he  f o l l o w i n g  top i cs  be considered i n  the  expanded study. 

1) 
o lde r  p lan ts )  may be l e s s  e f f e c t i v e l y  shielded. 
i s  reduced i n  these p lan ts ,  a re -ana lys i s  o f  t he  e f f e c t  o f  EMP on c r i t i c a l  
systems may be requi red.  

P lants  w i t h  a d i f f e r e n t  type o f  containment s t r u c t u r e  ( i n  p a r t i c u l a r  t h e  
I f  EMP sh ie ld ing  e f fec t i veness  

2) Because s o l i d  s t a t e  devices a re  more suscept ib le  t o  EMP damage, o ther  p lan ts  
t h a t  use more s o l i d  s t a t e  equipment may be more suscept ib le .  
s o l i d  s t a t e  components i n  t h e  reac to r  p r o t e c t i o n  system and the  reac to r  manual 
con t ro l  system, and i s  an example o f  t h e  type o f  p l a n t  t h a t  migh t  be considered 
i n  the  expanded s tud ies .  

The BWR/6 uses 

3)  The study has no t  addressed systems upset, spur ious o r  erroneous i n s t r u -  
mentat ion s ignals ,  o r  computer p r i n t - o u t  e r r o r s  t h a t  might  r e s u l t  from the  EMP. 
Therefore, i t  i s  n o t  c l e a r  t h a t  the  chance o f  operator  e r ro r ,  based on f a l s e  
inst rument  readings o r  induced process computer e r ro rs ,  i n  o v e r r i d i n g  automatic 
equipment opera t ion  would n o t  be increased. 

I f  you have any quest ion concerning our rev iew contac t  Robert Riggs o f  t h e  
Safe ty  Program Evaluat ion Branch. **----- ephen H. Hanauer, D i rec to r  

/ D i v i s i o n  o f  Safe ty  Technology 

cc: E. Case F. Rosa 
M. Erns t  B. Morr is  
W .  Minners R. Riggs E-49 



RESPONSE TO COMMENTS O F  THE D I V I S I O N  OF SAFETY TECHNOLOGY 

1. Based upon e x p e r i e n c e  i n  o t h e r  p rograms ,  i t  is  t h e  o p i n i o n  o f  
t h e  s t u d y  team t h a t  a n y  p l a n t s  i n  which t h e  b u i l d i n g s  have 
d o u b l e  c o u r s e  r e b a r  w i l l  h ave  s i g n i f i c a n t  s h i e l d i n g  a g a i n s t  
d i f f u s e d  f i e l d s .  F u r t h e r m o r e ,  t h e  s t r e n g t h  o f  t h e  d r i v i n g  
s i g n a l  on e x t e r n a l l y  e x c i t e d  c a b l e s  which a r e  d i r e c t l y  t i e d  
t o  s a f e t y  re la ted  equ ipmen t  s u g g e s t s  t h a t  e v e n  i f  d i f f u s e d  
f i e l d  c o u p l i n g  e x i s t s ,  i t  w i l l  be lower  and  t h e r e f o r e  o f  l e s s  
c o n c e r n .  A v a i l a b l e  d a t e  on t h e  SEP p l a n t s  has  been  r ev iewed  
and  

2 .  T h e  more modern d e s i g n s  s u c h  a s  t h o s e  o f  t h e  BWR 6 and  NUPLEX 
80 were examined a s  p a r t  o f  t h e  g e n e r i c  e x t e n s i o n .  Our  
o b s e r v a t i o n s  and  c o n c l u s i o n s  t h e r e f o r e  a r e  r e p o r t e d  i n  
S e c t i o n s  g&10  of t h e  expanded r e p o r t .  

p r e s e n t  s t u d y ,  T h e r e f o r e ,  w e  c a n n o t  comment upon e f f ec t s  o f  
s i g n a l  u p s e t  on o p e r a t o r  e r r o r s .  

3 .  Mr, Hanauer is  c o r r e c t ,  u p s e t  h a s  n o t  been  examined i n  t h i s  
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UNITED STATES 
NUCLEAR R EGU LATORY COMM l SSl ON 

WASHINGTON, D. C. 20555 

MAY 1 2 1982 

MEMORANDUM FOR: Faust Rosa, Ch ie f  
Ins t rumenta t ion  and Control  Systems 

Branch, D S I  

FROM : M. Sr in ivasan, Ch ie f  
Power Systems Branch, D S I  

SUBJECT : COMMENTS ON DRAFT REPORT "INTERACTION OF ELECTROMAGNETIC 
PULSE (EMP) WITH COMMERCIAL NUCLEAR POWER PLANT SYSTEM" 

As requested, we have reviewed t h e  sub jec t  r e p o r t  and make t h e  f o l l o w i n g  
comments : 

1. The electromagnet ic pu lse  (EMP) descr ibed i n  t h e  d r a f t  r e p o r t  e x h i b i t s  
c h a r a c t e r i s t i c s  s i m i l a r  t o  t h e  l i g h t n i n g  wave pulse. The d i f f e rences  
between t h e  two waves a re  t h a t  t h e  EMP has a much s t e e p e r r i s e a n d  an 
o v e r a l l  s h o r t  wave du ra t i on .  Also, t h e  peak e l e c t r i c  f i e l d s  f o r  t h e  
EMP wave a r e  h igher  than t h e  l i g h t n i n g  type  wave. I n  t h e  500 kv 
t ransmission l i n e  model, t h e  EMP vo l tage  wave w i l l  be l i m i t e d  by t h e  
discharge vo l tage  o f  t h e  l i g h t n i n g  a r r e s t o r  l oca ted  on t h e  500 kv s i d e  
o f  t h e  main t rans former .  
impulse cu r ren ts  us ing  a 8 x 20 microsecond c u r r e n t  wave. The EMP 
wave i s  a (5-10)*10-3 x ( .5-1) microsecond wave and i t  i s  quest ionable 
if t h e  l i g h t i n g  a r r e s t o r  can s a f e l y  discharge t h i s  surge c u r r e n t ) .  A 
t y p i c a l  l i g h t i n g  a r r e s t o r  discharge vo l tage  va lue  (kv c r e s t )  a t  15 ka 
surge c u r r e n t  i s  approximately 930 kv. 
wave of s i m i l a r  magnitude) w i l l  be i n j e c t e d  i n t o  t h e  p l a n t  e l e c t r i c a l  
equipment v i a  t h e  main t ransformer.  
t ransformer i s  l i m i t e d  by t h e  expression e-RX/Z. 
small  incomparison t o  Z o f  t h e  t ransformer winding, minimum a t t e n t u a t i o n  
takes p lace  i n  t h e  t ransformer.  Ana lys is  should be prov ided t o  show t h e  
var ious  impulse wave vo l tage  magnitudes encountered a t  c r i t i c a l  l o c a t i o n s  
a s  t h i s  wave propagates i n t o  the  p l a n t  e l e c t r i c  system. 
should a l s o  be inc luded f o r  t h e  161 kv o f f s i t e  power g r i d . )  

The s tudy  does n o t  i nc lude  d iscuss ion  ( o r  ana lys i s )  f o r  EMP wave 
r e f l e c t i o n s  which w i l l  occur a t  t h e  open c i r c u i t  p o i n t s  and cab le  
s p l i c e s  o r  j unc t i ons .  We b e l i e v e  cons idera t ion  should be given t o  
wave r e f l e c t i o n s  t o  ensure t h a t  t o t a l  peak values (due t o  doubl ing 
e f f e c t )  do n o t  exceed assumed vo l tage  damage th resho ld  values f o r  
t h e  p l a n t  c r i t i c a l  equipment. 

(The l i g h t n i n g  a r r e s t o r s  a re  r a t e d  f o r  

Th is  930 kv impulse wave ( o r  

The wave a t t e n t u a t i o n  through t h e  
Since R i s  ve ry  

( S i m i l a r  ana lys i s  

2. 

Contact : 
P. G i l l  
x27773 
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3 .  The failure modes discussed in the study are assumed to be an arc-over 
condition of the electrical equipment or device. However, many 
failures in the electrical system or apparatus are of incipient 
insulation failure due to very high transient overvoltages as a result 
of surge or lightning waves. 
puncture (high resistance fault) in the insulation system of electrical 
equ i pment . 

Usually, these faults are pin-hole type 

4 .  The damage thresholds assumed in the study are 10 times the operating 
voltage for various voltage class equipment. 
voltage (withstand voltage) for short duration pulses are defined 
in  terms of standard Basic Impulse Levels (BIL) for systems rated 
above 1000 volts. 
do not have standard BIL ratings. The maximum power frequency one minute 
voltage withstand rating for systems below 1000 volts is only 2200 volts. 
It would be most appropriate if the assumed voltage threshold cited in 
the study for various system voltages were referenced to an industry 
standard. 

The damage threshold 

The systems below 1000 volts such as 480V and 208V 

5. It would be helpful if the backup data and calculations are included in 
the Appendix A for the 500 kv transmission model for the derivation of 
surge currents as shown in Figure A-2. 

6. The damage threshold predictions for rotating machinery are not included 
in the study. 
evaluate the survivability of the rotating machinery under conditions of 
EMP surge. 

We believe that this data should be included in order to 

7.  The penetration of 161 kv overhead transmission lines to the plant electric 
equipment are not discussed in the study. 
161 kv transmission lines are capable of producing bul k-current threats 
similar to 500 kv transmission lines penetration. 
consideration not included in the study? 

It appears that penetration of 

Why is this penetration 

8. Refer to pages 3, 26, 32, 42 and 49 for typographical errors. 
attached pages as marked for comments. 

Please see 

M. Srinivasan, Chief 
Power Systems Branch 
Division of Systems Integration 

Attachment : 
As stated 

cc: See page 3 
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should be 8ubjected to an EMP. 

in light of the potential interaction mechanisms, and based upon 

the configuration of the plant 8ystems (that is# what loads are 

active, what circuits are open, where are cables routed, etc.) 

This involves examining the plant 

analyzing how signals could be induced and distributed. Concur- 

rently, component damage thresholds were estimated. The components 

of the systems of concern were examined, and based upon circuit 

configurations and piece part characteristics, estimates made of 

the signal level8 at the component fnterconnections which could 

cause failure of the component. These t w o  sets of estimates were 

tha folded together to assess the vulnerability of the selected +w 
components. 

past decade 8tudying military systems, we are also able to make 

some statements about our confidence in these estimates. Because 

nuclear plants, like many military systems are very complex, a 

modest experimental program was conducted to provide some verifi- 

cation of the estimates induced signal levels. 

were not intended to establish whether the example facility is or 

is not hard to EMP. 

conclusions reached about signal distribution and attenuation. 

If vulnerabilities are defined, recommendations will be made for 

eliminating or reducing them, that is recommendations for hardening. 

Finally, the results will be extrapolated to other nuclear plants. 

This interim report describes the initial stages of this study and 

the results obtained for the example plant. 

Using techniques which have been developed over the 

These measurements 

Rather they 8erve to verify (or reject) 
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motor control centers (e.g., the Containment and Auxiliary Building 

Ventilation Board). 

to the battery chargers and inverters and thus to the vital DC and 

The .480 V Shqtdawn Boards also provide power 

AC boards . 
The actual loads associated with each of the ehutdown boards 

and subsequent load centers were established by a detailed examina- 

tion of the one-lines for each board. 

Figure 4.3. 

Such a one-line is shown in 

This permitted us to define the loads, the control 
h 

systems (AC or DC), the location s switches (control room, motor @ 
control center, local). This information was combined with estimates 

of the length of cable runs interconnecting the load and the bus, 

a decision as to load status assuming the plant was a normal full 

power operation (normally energized, normally open, etc.), a decision 

as to load criticality, and the results tabulated as shown in 

Table 4.1. These tables were then used by the analysts to establish 

the points in the system at which predictions of EMP induced signals 

were to be made. 

Table 4.2 . 
The typical prediction points are summarized on 
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compoeed of large numbers of itrdividual cable., are discrete, 

readily identifiable and well controlled. At Watts Bar the 

following penetrations were investigated in detail for coupling 

potential to critical equipment and are depicted in Figure 5.2 by 

a simplified penetration connectivity diagram. 

1) SO0 kV overhead transmission lines to the Turbine 

Building 

2 )  Buried conduit duct bank cables to the Intake Pump,ng 

Station 

3)  Buried conduit duct bank cables to the Diesel Generator 

Building 

4) Buried conduit duct bank cables from the Diesel Generator 

Building to the Auxiliary Building 

5 )  Buried conduit duct bank cables from the Intake Pumping 

Station to Auxiliary Building 

The principal source of EMP energy coupled to critical circuits in 

the plant is current induced on cables in the external buried 

conduit systems which penetrate the buildings. The level of the 

current induced in these conduit systems can be estimated from 

that of the infinitely-long buried wire with an incident EMP in 

the form of a parallel-polarized plane wave of 50 kV/m amplitude. 

With optimum incidence angles, the response to the commonly accepted 

high-altitude EMP waveform used here is a peak bulk current of 

1000 to 2000 amps. 

cxponqntial in character, rising to a peak value in about 500 

nanoseconds, and falling to half-peak value in tens of microseconds. 

Due to the finite length of the buried conduit systems, reflections 

"he current time history is roughly double- 
t 
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conductors attached to the bus. Therefore, as it propagates 

inward from a point of penetration the EMP energy tends to be 

di8persed throughout the interior cabling system, attenuated by 

ohmic loss, and distributed at bus distribution boards. 

In general, only the first or 8econd stages of fan-out distri- 

bution will experience a substantial EMP threat. This is the case 

for the penetration of the 500 kV transmission lines which are 

capable of producing a bulk current threat on the order of lO,OOO 

to 20,000 amperes at the outputs of the plant main transformers. 

While this level of current appears formidable, it is attenuated by 

transformer losses, ohmic and cross-coupling losses, and distribu- 

tion fan-out to the degree that only milliampere levels remain to 

threaten system critical equipment. This analysis appears in more 

detail in the 500 kV Transmission Line model shown in Appendix A. 

5.3 EMP-Induced Siqnal Predictions 

The predictions for the various portions of the safety related 

systems are detailed - on the response model diagrams in Appendix A, 

and in Tab1 . However, it is also convenient to summarize 
these preditions as shown in Figure 5.3. 

been grouped according to the nominal operational levels of the 

equipment involved. It is observed that except for the instru- 

Here the responses have 

mentation the predicted voltages are much less than the nominal 

operating levels. FUrthermore, a significant fraction of the 

hiqher predictions (circled points on Figure 5.3) are observed to 

occur on system in the outlying structures. 

indicates numerous signals less than 1 volt, all such predictions 

have been summarized as one volt and in the subsequent vulnerability 

Although the analysis 
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6.0 Ver i f i ca t ion  Measurements 

Whenever a f a c i l i t y  as complex as a communic 9 i o n s  termi- 

6.1 Introduct ion 

+ 
rial or a nuclear  power p l an t  is analyzed f o r  EN€ w l n e r a b i l i t i e s ,  
the quest ion a r i s e s ,  "How good is t h e  assessment?" Such concerns 
a r e  f r equen t ly  addressed, as l e a s t  i n  p a r t ,  by conducting experi- 
mental measurements. This program is no exception t o  t h a t  prac- 
t i c e .  However, it is imprzc t ica l  t o  subjec t  a f a c i l i t y  as l a r g e  
as a nuc lear  power p l an t  t o  
On the  o the r  hand, it is poss ib le  t o  conduct a program o f  
spec ia l ized  v e r i f i c a t i o n  measurements. Such t e s t s  were conducted 
a t  t h e  Watts B a r  Nuclear P lan t  and those measurements a r e  d i s -  
cussed i n  d e t a i l  i n  t h e  following sec t ions .  

" t h r e a t  l eve l "  s imulat ion s igna l s .  

6.1.1 Direc t  In j ec t ion  Tests.  A t e s t  plan 5 was prepared and 

d i s t r i b u t e d  t o  t h e  KRC staff and t h e  NRC Research Review Panel 
f o r  t h i s  program t o  acquaint them with t h e  t e s t  procedures and 
objec t ives ,  and t o  ou t l i ne  t h e  impact o f  t h e  t e s t s  on t h e  f a c i l i t y  
operations.  Af te r  review and subsequent discussions between 
t h e  study team and t h e  panel t h e  t e s t  ob jec t ive  was f i n a l i z e d  as 
f o l l o w s :  

"The objective of this test is to conduct a series of CW direct 
injection measurements on a selected sample of those points for which 
prrdictions have been made. The results of these measurements will 
then be used to compute the amplitude of the induced signals at the 
selected points. A comparison of the measured and predicted values 
may then be made to check *the assumptions and analytical techniques 
used in the  assessment." 

I t  should be noted that these tests will serve only to check the validity of the internal 
coupling models used and will not serve as a verification of the external to internal, 
Le., incident field to facility penetration coupling mechanism. 
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7.0 Qmponent Damage Threshold Analysis 

7 . 1 Introduction 

The electrical equipment used in a commercial nuclear power 

plant spans the range from large horsepower, heavy duty fluid 

pumping systems to solid state logic devices. In order to keep 

the damage threshold estimate effort tractable, a number of key 

0 

* 

decisions were made early in the study. 8 no attempt was made 
-- 

to predict damage thresholds for rotating machinery. N o ,  only 

selected components, representative of classes of equipment used 

in the safe shutdown systems, were analyzed. Three, the damage 

threshold effort is anlaytical only, there was no test program 

to verify threshold/ estimates. 

I c 

- 

In addition to the three decisionscited above, four additional 

constraints were imposed upon the damage threshold program: 

(1) Because semiconductor components are more susceptible to 

EMP included failure than passive components, the analysis was 

restricted to include only semiconductors and to eliminate 

calculating circuit damage thresholds for passive device failures; 

rn 

c- * 

I) 

a 
(2) The circuit analysis was conducted at 1 mHz, no other frequencies 

were used to determine damage threshold: (3) On the equipment 

items analyzed, only those pins that serve as interfaces to 

'outside-world" connections were considered, all others, i.e., 

those that serve as interfaces internal to the box or equipment 

cabinet, were excluded from analyses: ( 4 )  Only permanent damage 0 

failures were examined, that is, uignal upset was not considered 

here . 
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RESPONSE TO COMMENTS ON THE POWER SYSTEMS BRANCH 

1. 

2. 

3 .  

4 .  

5. 

The analysis reported here does not assume that in the HEMP 
case there is any limiting effect due to surge arrestors 
or similar devices. The analysis does use transformer 
attenuation ( 10 dB) based upon measurements for 25 KVA 
transformers. That is, the transformer provides a capacitive 
coupling with little attenuation and behaves like a band pass 
filter. Similar values were used by Barnes in the study 
reported in Reference 1. 

In this analysis we have not reported voltage values at inter- 
mediate points but have followed the current attenuation as 
the EMP induced signal flows inward. 

The 161 kV system (preferred offsite power) would be a source 
of signals comparable to those from the 500K system (normal 
offsite power). That is, it is an either/or situation because 
only one of these potential sources is connected to the 
safety-related systems at any given time. During normal 
operation the station auxiliary power needs are provided from 
the main generators. During startup and shutdown auxiliary 
power needs are met by the 161 kV system. 

The text in Section 5.1 has been expanded to provide a more 
detailed explanation of the computations performed. 

Although the report uses the term "arc over" in discussing 
equipment failure, in fact this has been interpreted to 
include dielectric breakdown, arc over, and other similar 
phenomena. 

It should be recognized that the phenomena being studied 
here occur at frequencies well above power frequencies. In 
general, the higher the frequency (i.e., the shorter the pulse 
width) the better the insulation withstand capability. For 
those cables carrying power below 1 kV (480 VAC, 120 VAC and 
125 VDC), the revised vulnerability estimates assume failure 
(conservatively) at 3 X  operating voltage. 

As noted in Section 5 of the report, in the "abbreviated 
analysis" technique employed here, there is a strong 
dependence upon the experience and acquired skills of the 
analyst. The modeling diagrams are not intended to be 
detailed records of the analysis, however, the diagrams do 
indicate where and to what extent attenuation occurs. In 
this technique all of the calculational details are not 
documented. 
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6. There is no available data base for the failure of rotating 
machinery of the size found in power plants, nor are there 
any analytical models now available. Some models do exist 
for much smaller motors, etc., but they are not considered 
to be applicable here. In fact, it is usually found that 
manufacturers of such equipment do not know under what 
conditions their product will fail. They can, and do, 
certify as to the conditions under which the equipment 
will operate as designed. It seems that such commercial 
equipment is seldom tested to failure by the vendor, and 
certainly not under EMP threat conditions. 

7. See Response No. 1 above. 
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P a r t  2 ,  F ina l  Report 

Review Panel Comments. A s  of October 31, 1 9 8 2 ,  w r i t t e n  
comments had been received from t h r e e  members of the panel: 

P. R. Barnes 
R. W. Burton 
H. S. Cabayan 

I n  Addition, ve rba l  comments were received from J. C.  Mark, 
most of w h i c h  l e d  t o  rev ised  t reatment  of the  ma te r i a l  i n  
Sect ion 7.0.  Comments were a l s o  received from G.  H .  Baker 
a f t e r  t h e  r e p o r t  had been submitted fo r  publ ica t ion .  The 
l e t t e r s  of comment and s t u d y  team responses follow. 
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OAK RIDGE NATIONAL LABORATORY 
OPERATED B Y  

UNION CARBIDE CORPORATION 
N U C L E A R  DIVISION 

POST OFFICE BOX X 

OAK RIDGE, TEMNESSEE 37830 

August  30, 1982 

Mr. Faust Rosa 
Instrument a t  ion and Control Systems Branch 
D i  vision of Systems Integration 
Nuc 1 ear Regul a t  ory Comni ss ion 
Washington, D.C. 20555 

Dear Faust : 

I have reviewed the d r a f t  report by Sandia  National Laboratories (SNL) 
entitled "Interaction of Electromagnetic Pulse (EMP) w i t h  Comnercial Nuclear 
Power P l a n t  Systems.'' The report has been greatly improved by the changes and 
clarifications made by SNL. Much attention is s t i l l  required t o  correct the 
many typographical errors, missing symbols, mis-spelled words, etc. I have 
made no attempt t o  address these minor problems. I do, however, have a few 
comments on the content of the report. 

1. In the Executive Summary on page 15 and i n  Section 6, the overall 
predicted current responses are shown t o  be conservative by 1.7 dB, 
b u t  i n  Table 6.1 a few predictions were t o o  small by 10 t o  15 dB. 
A 10 dB difference between prediction and measurement is often 
considered t o  be good agreement by most EMP test  analysts. 
t o  the extent possible, the differences should be explained and a 
sensitivity analysis should be performed on those points t h a t  are 
likely t o  be underestimated by 10-15 dB t o  determine how i t  would 
affect the overall conclusion. 

However, 

The disagreement between voltage predictions and measurements is 
much greater; the voltage estimates are underestimated by an average 
o f  13 dB w i t h  a few predictions too  small by about 30 dB. The 
reasons t h a t  voltage measurements are d i f f i cu l t  t o  measure should be 
explained and the importance of the voltage predictions i n  the 
assessment should be discussed. 

I feel t h a t  the lack of discussion on the few large differences 
between predictions and measurements and their significance is the 
major weakness of the report. 
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Mr. Faust Rosa - 2 -  August 30, 1982 

2. 

3. 

5. 

6. 

7. 

The discussion on the shielding effectiveness of the building and the 
demonstration t h a t  penetrations are identifiable is adequate. The 
test demonstrated t h a t  the shielding effectiveness and significant 
penetrations can be determined for nuclear plants with reasonable 
accuracy by the analyst. 
near penetrations which showed up i n  the test. 

There wi l l ,  however, be local "hot spots'' 

On page 3 i n  the Introduction, the Oak Ridge National Laboratory 
(ORNL) study is discussed. 
p lan t  w h i c h  is  similar t o  the Watts Bar p l a n t  was used as a model of 
a "modern" PWR p l a n t .  
c o n d u i t  for underground cables, thus the EMP induced surges on 
underground cables were not significant. 
shielding effectiveness for  the b u i l d i n g  was used i n  the analysis. 
The similarities and differences between the ORNL and SNL studies 
are not made clear. 

In the ORNL study, the Sequoyah Nuclear 

However, the Sequoyah p l a n t  used metal 

Also, a very conservative 

On page 3 of Mr. Baskekas' memorandum, he states t h a t  he believes 
the staff 's  intent was t o  reflect the same conclusion reached by the 
earlier ORNL study. 
quence of the conservative upper-bound approximations used in the  
ORNL study, larger surgers were estimated for the 120 V ac and dc 
power circuits. 
v i t a l  equipment as a precautionary measure and suggested t h a t  
special actions and t r a i n i n g  on the pa r t  of the p l a n t  operator may 
be necessary. The preliminary conclusion of the SNL study is t h a t  
the safety related systems examined will not be damaged. If the SNL 
study had resulted i n  EMP induced surge amplitudes t h a t  were near or 
larger t h a n  the threshold levels, the conclusion would be different. 
I have no reason t o  suspect t h a t  the N R C  staff or SNL dictated the 
results o f  the analysis of threshold levels and EMP induced surges. 

I have seen no evidence of this. As a conse- 

The ORNL study recommended surge protection for the 

On page 99 the Agastat relays on the 480 V boards were assessed. 
The Agastat relays on the  6.9 kV boards may be subjected t o  much 
larger transients. 
for a safe shutdown? 

Are the relays on the 6.9 kV boards necessary 

I n  Section 9 a very rough assessment on three add i t iona l  plants is 
made t o  'Iscope-out" any potential EMP problems. 
were considered. What can be said about older plants? 

Only modern p l a n t s  

I n  Section 10 the conclusions of this report are supported by the 
precedi ng sect ions . I agree w i t h  the recommendat ions . 
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Mr.  Faust Rosa - 3 -  August 30, 1982 

8. I n  general, good responses have been made t o  rev iewers '  comments; 
even "abst ract"  comments have been handled reasonably we1 1. 
Mod i f i ca t ions  and changes made i n  response t o  t h e  comments have 
improved t h e  report .  

Sincerely,  

Paul R. Barnes 
E l e c t r i c a l  Systems Group 
Energy D i v i s i o n  

PRB: ds 

cc: P. Bender, NRC 
D. Ericson, SNL 
W. Morr is,  NRC 
T. Reddoch, ORNL 
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1. 

2. 

3 .  

4 .  

5. 

6. 

7. 

RESPONSE TO COMMENTS OF R. P. BARNES 

We understand Dr. Barnes concern about the differences 
between some of the predictions and test data. A full 
sensitivity analysis is beyond the scope of this program. 
Also, it should be borne in mind that the purpose of these 
tests was only to provide additional confidence in the 
analytical technique. However, we have revised and 
augmented the text in Section 6 (and Section 8) in an 
attempt to better define the effect these uncertainties 
may have on the conclusion. 

No comment required. 

Dr. Barnes makes a good point. We have revised the wording 
in this section to better define the conditions of the Oak 
Ridge study. Similarly in other areas we have attempted to 
highlight the differences in the two plants. 

We appreciate Dr. Barnes' support of the independence of 
this study. SNL and its associated subcontractors have 
exerted considerable effort to insure the objectivity of 
this work. 

These relays are required for 6.9 kV load shedding and for 
sequencing loads back on the bus once the diesel generators 
are running. They were included in the assessment, see 
Table 8.1, Page 8-9. 

This is a pertinent, although difficult, question. The 
older plants probably contain even fewer solid state 
components than the plants examined, and therefore have 
comparable or  larger thresholds. However, as noted in 
Section 9, plant topology can influence induced-signal 
levels. Our opinion is that they will be essentially 
comparable but obviously that is a qualified opinion. 
We have not examined them. 

We appreciate Dr. Barnes' support of this work as noted 
here and in Comment 8. We note that the position expressed 
here is diametrically opposed to that expressed by Mr. 
Basdekas in his comments. 
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UNIVERSITY OF COLORADO A T  COLORADO SPRINGS 

COLORADO S P R I N G S  COLORADO 80907 

College of Engineering and Applied Science 

September 1 , 1982 

Mr. Faust Rosa 
D i v i s i o n  o f  System I n t e g r a t i o n  
O f f i c e  o f  Nuclear Reactor 

Regulat ion 
Nuclear Regulatory Commission 
Washington, D.C. 20555 

Dear Faus t : 

I have reviewed the  Sandia r e p o r t  on EMP and found i t  thorough 
and w e l l  done. 
Execut ive Summary, wherein I t h i n k  t h a t  " u n l i k e l y "  must be quan- 
t i f i e d  i n t o  some p r o b a b i l i t y  use fu l  t o  the  commissioners and the  
pub l ic .  

My o n l y  rese rva t i on  i s  on p 31, i t e m  6 o f  the  

S ince re l y  , 

&xv(LLk ober t  W. Bur on 

Pro f es s or 

RWB : rw 
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RESPONSE TO COMMENTS OF R. W. BURTON 

We recognize Dr. Burton's interest in further quantification. 
However, as we indicated, there is a strong element of engineering 
judgement involved here so that the qualitative expressions are 
more appropriate. 

E-74 



I) 

0 

e 

0 

e 

0 

a 

e 

e 

Interdepartmental letterhead 

Mailstation L- 156 

September 17, 1982 
HS82-0012  

To : P .  A. Bender 

From: H. S. Cabayan 

Subject: Review of Reports on EMP Study 

With the re-write of the introductory section including a good definition of 
the modest aims of the analysis and associated caveats, I am satisfied that 
the claims that are being made can be justified. I have still some minor 
reservations which I will briefly state below. 

The approach used here has the following characteristics: 

1. Only analytical results are in corporated into the assessment (even 
though test data were available). 

2. The assessment performed at the component level may be justified for 
Watts Bar since the safety margins were quite high and no permanent 
damage was estimated at any o f  the components examined. In general, 
things may not work out this way. 
approach would be needed for plants that may be more borderline: 

I should think a more sophisticated 

A. An assessment methodology for both coupling and susceptibility 
incorporating analytical and test results. 

B .  A vulnerability assessment methodology that i s  more system 
oriented and not component oriented. 

I am sure the authors do not want to imply that the methodology used in this 
report is the most suitable under all circumstances; I am concerned that 
casual readers may come to that conclusion. 

I will complete my inputs to you with some concrete suggestions to the 
executive summary. 

1. Page 4, last paragraph: The MHDEMP will induce energy inside the 
plant directly through diffusion. Are they going to pose a problem? 
Are there normally protective devices for such low frequency 
transients inside the plant? Isn't it best just like in the case of 
u set to just say that MHDEMP has not been looked into. 

c d c a / i L n i a  
Nl Lawrence Livermore 

National Laboratory E-75 



P. A. Bender -2 - September 17, 1982 

2. Page 15--Section 6 :  
ratio X for the voltage is probably indicative of a systematic bias 
in the voltage measurement and procedure. Conrad Longmire in his 
comments has indicated that this large ratio may be due to a 
systematic bias in the analysis; i.e., some missing physics in the 
analysis. I believe that with the available data and information it 
is difficult to say which hypotheses is more liekly t o  be true. 

The authors suggest that the large positive 

As it stands, the vulnerability assessment procedure used by the 
authors has made no use of the verification measurements. 
recommendation the authors ought to make is for someone to re-examine 
the data, incorporate the measurement data and observe how that 
impacts the final assessment. 

One 

3. Page 31--Section 10: Two additional recommendations for further 
study should be made: 

A .  A more complete systems analysis of a nuclear power plant should 
be considered so that the vulnerability o f  the system, rather 
than individual components, is assessed. This should consider 
interactions between components as well as the effect o f  other 
phenomena (e.g., arc over) on the operation. 

B. A probabilistic approach to vulnerability assessment should be 
considered. 
randomness of the responses and failure thresholds of the 
equipment as well as the uncertainty in assessing the 
characteristics (e.g., nominal threshold plus its variation) of 
the responses and/or thresholds. 

This analysis should recognize both the inherent 

H . S . CABAYAN 
Electronics Engineering Department 

HSC/mas 

copy to: 
G. Baker, DNA 
D. Ericson, Sandia 
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RESPONSE TO COMMENTS OF H. S. CABAYAN 

We appreciate Dr. Cabayan's support of our efforts. The 
additional revisions made in the text and presentation should 
further that support. Some specific responses to his numbered 
comments follow: 

1. It would be inappropriate to include the test data in the 
vulnerability assessment because the tests were only intended 
to provide added confidence in the Boeing approach. There- 
fore, they were conducted on the plant "as is" and compared 
with predictions made for the same conditions. In contrast, 
the vulnerability assessment examined the plant in a normal 
operating mode. 

2. We are not certain as to what Dr. Cabayan means by a more 
sophisticated approach. If one really believed that an 
EMP-related problem exists, then a more extensive analysis 
might be warranted. But, given the results here, that hardly 
seems appropriate. 

We have reviewed the wording of the text to insure that the 
reader understands that other options exist. 

Our responses to Dr. Cabayan's suggestions for the Executive 
Summary follow: 

1. 

2. 

3 .  

The discussion of MHD-EMP has been revised in the main report 
and the summary, this should resolve the concerns expressed. 

The discussion of the differences between test and prediction 
has been expanded in the main report which may alleviate 
some of the concern. We do not believe that there is "some 
missing physics in the analysis." Again, we would remind 
Dr. Cabayan that the test program was not intended, nor 
designed, to verify hardness, only techniques. Nevertheless, 
the additional comments in Sections 6 and 8 do amplify the 
effects variations could have on the conclusions. In 
general, the safety margins are so large that uncertainties 
of a few tens of dB do not affect the conclusions. 

Given the levels of EMP-induced response predicted for 
nuclear power plants it is not clear what would be accom- 
plished by a "more complete systems analysis." Similarly, 
the available evidence suggests that there is no failure 
of safe shutdown. Therefore, it does not appear that a 
probabilistic approach would add significantly to our 
understanding of potential EMP effects on nuclear power 
plants. 
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RAEE 

DEFENSE NUCLEAR AGENCY 
WASHINGTON, D.C. 20305 

Mr. Faust Rosa 
ATTN: ICSB 
U. S. Nuclear Regulatory Commission 
Washington, D. C. 20555 

Dear Faust: 

This letter transmits my comments on SANDIA's draft report, Interaction of 
Electromagnetic Pulse with Commercial Nuclear Power Plant Systems. 
to first state m m i e f h a t  the effort has b z u s e f u l  first look into the 
EMP susceptibility of safe shutdown equipment in a nuclear power plant subject 
to the limitations and constraints delineated in the executive summary. I do 
suggest some improvements and additions to the report which are outlined below. 
Several of my comments result from my having read concerns expressed by other 
reviewers in the Appendix E. 

I w o T d  like 

a. The report still needs a more complete introductory explanation of the 
national concerns that led to this work. The report states the objectives, but 
not why this particular set of objectives was chosen, and why the investigation 
was limited to certain safe shutdown systems at the outset. NRC should probably 
provide such background in a preface to the report as many important background 
events took place prior to Sandia's being on-board. It would be good to mention 
any previous experience with spurious electromagnetic effects, types and causes 
that added impetus to the need for this effort. 

b. A brief explanation and pictorial layout of the operation of the safe 
shutdown system would be very useful for those unfamiliar with nuclear plants in 
general, or the shutdown process in particular. It's very difficult for the 
uninitiated reader to understand the shutdown process and equipment function 
from equipment lists and fault free logic diagrams. It's also not clear how 
man plays in the loop (if at all) such that human intervention could work around 
equipment malfunction. The human element was the subject of much discussion at 
our review meetings - it needs to be treated. 

c .  A description of the rationale used for screening penetrations and iso- 
lating the most important ones needs to be included. Two reviewers wondered why 
certain penetrations were not considered (Srinivasan and Barnes). 
with Bill Morris subsequent to Sandia's draft interim report, I asked whether 
communication ine pen trations had been considered. Bill thought so but was 

human element s concerned. 
in the report. There should be a stated rationale. 

In a telecon 

going to check The C 5 lines are important penetrations, particularly where the 
1 don't see direct reference to these penetrations 
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RAE E 
Mr. Faust Rosa, U.S. Nuclear Regulatory Commission 

d. In Section 6 I can't follow the reasoning leading to 32dB shielding 
effectiveness for the plant enclosure. 
from Figure 6.23. 

I agree with the conclusion that extrapolation of the Watts Bar results 
to other plants requires caution. 
and penetrations is good, but should be carried one step further. 
most positive and useful things we have learned in this study is the structural 
characteristics of plants that make them more or less transparent to EMP energy. 
These characteristics ought to be discussed in a dedicated section (2-3 pages) 
for the benefit of plant designers. 

Looks as if 17dB is the logical choice 

e. 
The comparative analysis of plant geometry 

One of the 

f. I have attached report pages where I made marginal notes. 

I agree in general with the report's recomnendations for further study. 
effects should be considered in further baseline studies. 
in addressing upset must be carefully considered and the nonpermanent EMP 
effects are somewhat different than permanent failures considered thus far. 

MHD 
The approach we take 

(1) They are less easily detected by operators since equipment con- 
tinues to function. 

(2) They tend to be more widespread since required energy levels are 
1 ower. 

(3) They may lead to self-induced equipment failures if normal pro- 
cesses or fail safe mechanisms are interrupted. 

(4) They are less easily analyzed because their effects are intimately 
tied (particularly with digital equipment) to logic, switching, or operational 
status and interconnectivity of systems. The same extraneous pulse may or may 
not cause serious problems depending upon where it occurs in the operational 
cycle of the affected electronics. 
and probably will require heavy reliance on testing. 

1 apologize for the lateness of this input. 
of the work to date, and to discussion of follow-on efforts to investigate 
possible adverse EMP effects on nuclear power plants. 

llpset presents a formidable modeling problem 

I look forward to the publication 

IV Enclosure: 
as stated d 

Sincerely, 

G- 
GEORGE H. RAKER 
Project Officer 
EMP Effects Division 
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RESPONSES TO COMMENTS OF G. H. BAKER 

As noted above, Mr. Baker's comments were received quite 
late and after the majority of the report had been submitted 
for approval and publication. However, the following limited 
responses are provided in order to be as comprehensive as is 
reasonably possible. 

Mr. Baker suggests that more introductory explanations are 
needed. The study team can only report on what it has done. It 
would be inappropriate for us to comment in the report on earlier 
NRC staff actions and decisions. 

We feel that it would be extremely impractical to provide a 
primer on nuclear power plant systems in this report. We remind 
Mr. Baker that this report is prepared for the nuclear power com- 
munity and in that respect it is not for the "uninitiated reader." 

We have noted in response to several reviewers that we looked 
for all - penetrations which provided a signal path to equipment of 
interest. We do not understand Mr. Baker's statement that C3 
penetrations are important where the human element is concerned. 
Attention is also directed to the discussion of inadvertent 
penetrations in Section 6. 

In response to other comments the discussion of plane wave 
shielding effectiveness, as inferred from insertion loss measure- 
ments, has been revised and expanded. We trust that will also 
resolve the concerns expressed here. 

We believe that an adequate discussion of useful plant 
characteristics for EMP protection would require more than 2 - 3  
pages and that it is more properly the subject of a separate 
effort . 

The report pages with marginal comments have been reviewed. 
The comments there have either been addressed above or through 
revisions made in response to other reviewers. 
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NRC S t a f f  O f f i c e  Comments. As o f  Oc tobe r  31,  1 9 8 2 ,  w r i t t e n  
comments h a d  b e e n  r e c e i v e d  from t h r e e  s t a f f  o f f i c e s  i n c l u d i n g :  

D i v i s i o n  o f  Sys t ems  I n t e g r a t i o n  ( I S C B  and PSB) 
O f f i c e  o f  N u c l e a r  R e g u l a t o r y  R e s e a r c h  

I n  a d d i t i o n ,  w r i t t e n  comments were a l s o  r e c e i v e d  from D .  Basdekas,  
D i v i s i o n  of  F a c i l i t y  O p e r a t i o n s ,  RES. I n d i v i d u a l  comments and  
r e s p o n s e s  t h e r e t o  f o l l o w .  
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D. C. 20555 

OCT 0 4 1982 Mr. David M. Ericson, J r .  
Sandia  National Laboratory 
Nuclear Faci l i ty  Analysis, 
Division 4414 
A1 buquerque, New Mexico 87185 

Dear Mr. Ericson: 

SUBJECT: DSI COMMENTS ON THE SANDIA DRAFT FINAL REPORT, "INTERACTION OF 
ELECTROMAGNETIC PULSE WITH COMMERCIAL NUCLEAR POWER PLANT SYSTEMS, 
SEPTEMBERy 1982" 

The subject d r a f t  report has been reviewed by my staff .  
Instrumentation and Control Systems Branch (ICSB) and the Power Systems 
Branch (PSB) a r e  enclosed. 
directed to  the s taff  reviewer identified i n  the Enclosure. 

Comments from the 

Questions regarding these comments should be 

In general, our comments a re  directed toward (1) a more d i r ec t  correlation 
between the objectives and the r e su l t s  o f  the study, ( 2 )  close coupling 
between conclusions and the analyses performed, ( 3 )  a more lucid descrip- 
t i o n  of systems vulnerabi l i ty ,  and ( 4 )  improved consistency w i t h i n  the re- 
po r t  w i t h  l e s s  re l iance on inference or experience i n  the nuclear or EMP 
areas for  interpretat ion of the resu l t s .  Some o f  our comments a r e  i n  the 
form of recommended specif ic  word changes. They have been framed i n  this 
manner only i n  order t o  effect  an e f f i c i en t  feedback of our understanding 
of your r e su l t s  and t o  c l a r i f y  the report .  They shou ld  n o t  be made i f  
they can n o t  be supported by the r e su l t s  of the study. 

Our comment on the Executive Summary primarily concerns i t s  o r g a n i z a t i o n .  
However, many of the comments on the main report  apply and  should be i n -  
corporated i n  a revised Executive Summary, We request t h a t  a revised d r a f t  
of the Executive Summary be submitted for our review as soon as possible. 

Sincere1 y, 

Q-k+ Roger J.  ttson Director 
Division of Systems Integration 
Off ice  of Nucl ear Reactor Regul a t  ion 

Enclosure : 
As stated 

cc: R. Minogue T. Speis 
D. Eisenhut E. Wenzinger 
S. Hanauer P. Gill 
C .  Michelson F. Rosa 
M. Srinivasan 
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ENCLOSURE 

DSI COMMENTS ON DRAFT REPORT 

"INTERACTION OF ELECTROMAGNETIC PULSE 

WITH COMMERCIAL NUCLEAR POWER PLANTS, 

SEPTEMBER 1982" 

ICSB COMMENTS (CONTACT: F. ROSA) : 

1 .  Section 1.1 (Pg.  3 ) :  The second paragraph s h o u l d  n o t  r e f e r  t o  a 

spec i f ic  postulated nuclear a t tack s i tua t ion .  

g r a p h  be revised t o  read as  follows t o  remove this problem a n d  t o  

add  spec i f ics  i n  regard t o  the present regulations a n d  the overall 

object ive o f  the study: 

We suggest the para- 

A t  the present time, commercial nuclear power plants have n o t  been 

required t o  be provided w i t h  protection against  EMP. 

Regulations (10 CFR 50.13) s t a t e  t h a t  l icense applicants a re  n o t  

required t o  provide design features or other measures for the 

The N R C  

spec i f ic  purpose o f  protection against  the e f fec ts  o f  ( a )  a t tacks 

and  destruct ive a c t s  including sabotage, directed a t  the f a c i l i t y  

by an enemy t o  the United S ta tes ,  whether a foreign government or  

other  person, or ( b )  use or deployment o f  weapons incident t o  

U.S. defense a c t i v i t i e s .  

has been required i n  nuclear power p l a n t  design. 

s i t u a t i o n ,  the  present study was undertaken t o  address the question: 

"Could  the e f f ec t s  of a n  EMP due t o  a h i g h  a l t i t u d e  nuclear weapon 

detonation (which produces no s i g n i f i c a n t  r a d i a t i o n  or physical 

Therefore, no protection a g a i n s t  EMP 

Given t h i s  
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damage a t  ground l eve l )  adversely a f f ec t  the safe  shutdown capabi l i ty  

of commercial nuclear power plants?" A sustained inab i l i t y  t o  shut 

down such plants could lead t o  s ign i f icant  public health e f fec ts  or  

impair our  national recovery capabi l i ty  i n  event of  an actual nuclear 

a t tack.  

Nuclear Regulatory Commission ( N R C )  w i t h  technical insights in to  

the vulnerabi l i ty  of the plants t o  e f f ec t s  of  EMP. 

The limited objective of  this study i s  t o  provide the  

Additionally, the  following paragraph should be added t o  Section 1.1 

t o  address the potential  th rea t  t o  nuclear power plants from land-based 

EMP generators : 

The vulnerabi l i ty  of  nuclear power plants t o  sabotage or t e r r o r i s t  

a c t s  employing 'land-based generators which a re  capable o f  producing 

EMP-like e f fec ts  was considered early i n  the  study. 

cluded t h a t  a serious threa t  of  this type d i d  n o t  exist. 

discussed fur ther  i n  Section 2.4. 

I t  was con- 

This i s  

2. Section 1.2 (Pg. 4 ) :  

attached marked copy of Pg. 4 t o  more c l ea r ly  define the  scope and ob- 

j ec t ives  of the study. 

Section 1.4 (Pg. 6 ) :  

( D N A )  i n  the  program should be c i t ed  a s  shown on the attached marked 

copy of Pg. 6. 

Section 1 . 5  (Pg. 6, 7 ) :  

of t he  study i s  n o t  complete a n d  lacks balance. 

Section 1 .5  be revised t o  read a s  follows: 

T h i s  section should be revised as shown on the 

/ 

3 .  The participation of  the  Defense Nuclear Agency 

4. The presentation of constraints  and assumptions 

We recommend tha t  
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1.5 Study Constraints and  Assumptions 

Certain constraints and assumptions were adoptecl early i n  the work 

t o  keep the problem tractable .  These bound ing  conditions a re  dis- 

cussed i n  more de ta i l  where they appear i n  the report .  However, 

they a re  assembled here because they a f f ec t  the conduct of the study 

and the conclusions drawn, and SO t h a t  they may be more readily 

identified by the reader. 

1.  The study i s  limited t o  those systems required for safe  shut- 

down o f  the  nuclear power p l a n t .  

on particular systems a n d  on components representative o f  classes 

of equipment. Detailed analysis of  t h a t  equipment provides a 

basis for  assessment of the vulnerabili ty of  the overall safe 

shutdown capabili ty.  

As explained i n  Section 2 . 3 ,  the study i s  based on a "worst case'' 

EMP th rea t  s i tuat ion.  

EMP th rea t  embodied a bound ing  peak f ie ld  intensi ty  and an 

orientation r e l a t ive  t o  the plant systems such as t o  op~imal ly  

excite every p o i n t  o f  interaction, even t h o u g h  no single weapon 

could be targeted t o  do  t h a t  t o  even one nuclear power p l a n t .  

The magnetohydrodynamic ( M H D )  EMP was not considered i n  the 

study for  reasons ci ted i n  Section 2 . 3 .  

Permanent damage was the fa i lure  c r i te r ion  used t o  assess system 

vulnerabili ty i n  t h i s  study. T h a t  i s ,  s i g n a l  upset effects  were 

not considered. 

In a d d i t i o n ,  the study focused 

2 .  

T h a t  i s ,  i t  was assumed t h a t  the incident 

3 .  

4. 
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5. No attempt was made t o  estimate damage thresholds for  r o t a t i n g  

machinery. T h i s  was n o t  deemed necessary because of  consider- 

ations ci ted i n  Section 7.1.  

6. The damage threshold calculations were analytical only, i . e .  9 

no supporting component t e s t  program was conducted a s  i s  t rad i -  

t i ona l ly  done by the research community involved w i t h  EMP effects .  

However, the d a t a  base used included experimental d a t a  from pre- 

vious programs, published threshold d a t a ,  and  d a t a  derived using 

empirical models and published e lec t r ica l  parameters. 

Because semiconductor devices generally have been shown t o  be 

more susceptible t o  EMP induced f a i lu re  t h a n  passive components, 

the f a i lu re  threshold analysis focused upon  those devices a n d  

excluded the passive components. 

The f a i lu re  threshold analysis was conducted a t  lMHz, chosen 

as a median value for the predicted dominant responses. 

d a t a  subsequently developed (Figure 6.11 ) indicated t h a t  this 

was a reasonable choice. 

7. 

8. 

C o u p l i n g  

9. Internal interfaces w i t h i n  i n d i v i d u a l  modules or equipment 

cabinets were not included i n  the damage threshold analysis. 

T h a t  i s ,  on equipment items analyzed, only those pins t h a t  serve 

a s  interfaces t o  the "outside world" were considered. More 

specif ical ly ,  the threat  parameter i s  traced from i t s  source i n  

the external c i r cu i t ry  t o  t h e  module interface p i n ,  the i n d i v i d u a  

component damage threshold parameter i s  ref1 ected back from the 

component t h r o u g h  the module c i rcu i t ry  t o  the same interface 

p i n ,  a n d  the parameter values a re  then compared. 
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5 .  Section 2.0 (Pg .  11):  

nuclear generators were addressed and discussed. To r e f l e c t  t h i s ,  the 

follcwing new subsection 2.4 should be added t o  Section 2.0: 

The EMP t h rea t  due t o  the use of  land-based non-  

2.4 EMP Generators 

Land based generators capable of being transported by truck have 

been developed i n  connection w i t h  EMP vulnerabili ty tes t ing of 

mi l i ta ry  systems. 

local ized EMP-1 ike e f fec ts .  Concerns have been expressed regarding 

the vulnerabi l i ty  o f  commercial nuclear power p l a n t s  t o  sabotage or 

t e r r o r i s t  ac t s  employing such generators. 

was considered early i n  t h e  study by the government a n d  industry 

participants involved, including the Research Review Panel established 

to  monitor the study and provide peer review o f  i t s  resu l t s .  

concluded t h a t  a threat  d i d  n o t  exis t  because o f  the d i f f i cu l ty  of  

deploying and  operating such equipment i n  the v ic in i ty  of a plant 

without being detected, a n d  because the effects  o f  t h i s  type of  

equipment a re  low level and  h i g h l y  localized. 

analysis o f  this type of  EMP t h rea t  was included i n  t h i s  study. 

6. Sectton 4.1 ( P g .  2 3 ) :  Readability wou ld  be improved i f  the three essential 

These generators a r e  capable of producing 

This type of EMP t h rea t  

I t  was 

Therefore, no further 

functions were presented i n  t a b u l a r  form ( w i t h  no change i n  w o r d i n g )  

ra ther  t h a n  incorporated i n  the paragraph.  

quired for safe  shutdown i n  the second paragraph. 

Likewise for the systems re- 
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7. Section 5;1 (Pg. 35): Items 4 and 5 should be expanded t o  c lear ly  

def ine t h e  ca l cu la t ions  described. 

i nc l  ude an explanation of why "the open c i r c u i t  voltage is  a doubled 

vol tage"  when i t  is computed u s i n g  the source impedence and short 

c i rcui t  current, a s  c i t ed  i n  the response t o  comment 2 o f  the 

Power Systems Branch on Pg. E66. Additionally, i f  this doubl ing  

of v o l t a g e  i s  a s ign i f i can t  conservatism i n  the analysis ,  this 

s h o u l d  be c l e a r l y  s t a t e d ;  and consideration should  be given t o  

including i t  i n  Section 1 . 5  (see coment 4 above). 

The expanded treatment should 

8. Sect ion 5.1 (Pg.  3 6 ) :  In the t h i r d  f u l l  paragraph, the parenthetical  

expression should be completed o r  corrected as appropriate,  and one 

of the  limits i m e d i a t e l y  following s h o u l d  be I/Noo5 not  I/N. 
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9. Section 5.2 (Pg. 39): I t  is  noted from Figure 4.2 tha t  there is  one 

l e s s  transformer i n  series between the transmission g r i d  and  the 

shutdown buses when they are  connected t o  the 161 KV system t h a n  

when they a re  connected t o  the 500 KV system. Therefore, there is 

10 dB less at tenuat ion of the th rea t  pulse originating on the trans- 

mission grid.  A paragraph should be added t o  Section 5.2 t o  exp l i c i t l y  

address this point and its e f f e c t  on the r e su l t s  o f  the analysis,  which 

was performed assuming the buses were connected to  the 500 KV system. 

The percentage of the time the 161 KV connection is expected to  

be i n  e f f e c t  should a l so  be stated. 

10. Section 5.2 and Appendix A (Pg.  38, 39, Figs. 5.1 and A-2):  The 

f irst  paragraph on 49. 38 s t a t e s  t h a t  the peak bulk current threat  i s  

bounded between 1000 and 2000 amps. However, Figure 5.1 indicates a 

peak b u l k  current t h rea t  of 1000 amps. I t  i s  assumed t h a t  this value 

was used i n  the analysis .  What is the basis  for select ing 1000 amps? 

I t  is noted t h a t  i n  Fig.  A-2  f o r  the similar s i tua t ion  of the 500 KV 

transmission l i n e s  the bulk current t h rea t  is 15K amps and this value 

i s  the geometric mean of the bound ing  values of 10K t o  20K amps given 

on Pg. 39. 

be revised t o  c l a r i f y  t h i s  point and f o r  consistency. 

Section 5.2, Appendix A and the figures c i t ed  s h o u l d  

11. Section 6.5.2 and Table  6.8 (Pg. 90, 91):  The l a s t  paragraph in Section 

6.5.2 and/or Table 6.8 should be expanded t o  indicate  how the induced 

current var ies  w i t h  cable length and w i t h  the number of cables buried 

i n  para l le l .  

they should  be defined. 

Also, i f  there are conservatisms i n  the LOSSYIV code, 
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12 .  Section 7.3.2 (Pg .  104, 106, Table 7.3): The f i r s t  sentence, 

which states t h a t  the equipment analyzed "--consists of  29 different  

p a r t  types a s  shown i n  Table 7 .3 ,"  i s  not consistent w i t h  Table 7.3 

w h i c h  is t i t l ed , "Pa r t  Types Considered for Damage Thresholds">and 

l i s t s  e i t h e r  23 o r  27 items depending on how you define " p a r t  types." 

Also, one o f  these items i s  ''motors" which were n o t  analyzed (as s ta ted 

i n  Section 7.1 and other prior sec t ions) ,  although they obviously were 

considered. 

appropriate for c l a r i t y  and consistency. 

Section 7.3.2 and/or Table 7.3 shou ld  be revised as 

13. Section 7.4.1 (Pg. 123,124): The paragraph which begins a t  the bot tom 

of  Pg. 124 w i t h  "The MUX assemblies---" and ends on Pg. 125 i s  very 

d i f f i c u l t  t o  understand. I recornend t h a t  i t  be subdivided into three 

paragraphs w i t h  the t h i r d  of these s t a r t i ng  w i t h  the sentence on Pg. 

125 which begins w i t h  "Even greater  thresholds a re  determined---". 

Additionally,  a c i r c u i t  sketch should be provided (similar t o  t ha t  on 

Pg. 123) t o  provide a bet ter  understanding of the c i rcu i t ry  involved. 

14 .  Section 8.0 (Pg. 126-140): This  section is t i t l e d  "Vulnerability 

Analysis For the Example Plant." Although this section very 

e f f ec t ive ly  presents the f a i lu re  analyses performed and t h e i r  

r e s u l t s  a t  the component level,  i t  does n o t  exp l i c i t l y  address 

the vu1 nerabil  i t y  of  the plant safe  shutdown systems, par t icular ly  

the e l e c t r i c a l ,  instrumentation and control systems. In our judge- 

ment, t h e  r e s u l t s  of  the analyses performed as reported i n  Table 8.1 

f u l  l y  s u p p o r t  expl i ci  t assessments regarding the survi vabi 1 i ty of 

these systems. 

to  address these systems, and  t h u s  cor re la te  d i rec t ly  with Section 

4.0 v:hich jden t i f i e s  the c r i t i c a l  szfe shutdoim sys tem and functions. 

\.le recommend t h a t  Section 8.0 be revised as  follows 
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a )  The t e x t  should be divided i n t o  the following subsections: 

8.1 Equipment Damage Threshold Analysis 

( T h i s  section could be comprised o f  a l l  except the l a s t  

paragraph of the present Section 8.0.) 

8.2 Electr ical  Power Systems Vu1 nerabil i ty 

( T h i s  sect ion shou ld  provide an assessment o f  the 

surv ivabi l i ty  o f  the following systems: (1 )  the  

AC power d i s t r i b u t i o n  systems from the swi tchyard 

down t o  the  120V level and w i t h  the 500 KV and the 161 

KV sources both be ing  addressed (see comment 9 ); ( 2 )  

the 6.9 KV AC emrgency power system including the 

diesel generators;  (3)  the 125V v i t a l  DC power 

system; and ( 4 )  the 120V AC v i t a l  instrumentation power 

system which is ident i f ied as the Uninterruptable Power 

System i n  Figure 7.2. The da ta  i n  Figure 5.3, Table 8.1 

and Appendix A indicate t h a t  the t h r e a t  voltage peak 

a t  each voltage level 6.9KV and below i n  the AC and DC 

power systems does n o t  exceed the operating voltage by 

a subs tan t ia l  margin. If  t h i s  is the case, a positive 

statement of survivabi l i ty  is appropriate and should be 

made .) 

8.3  Reactor T r i p  and Engineered Safeguards Actuation Systems 

Vulnerabili ty 

(The data i n  Table 8.1 support a posi t ive statement of 

su rv ivab i l i t y ) .  
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8.4 Process Instrumentation Vulnerability 

(The data i n  Table 8.1 support a p o s i t i v e  statement 

o f  surv ivabi l i ty ) .  

8.5 Val ve a n d  Motor ContrDl s Vu1 ne rab i  1 i ty  

(The d a t a  i n  Table 8.1 support a posi t ive s t a t e w n t  

of survivabi 1 i ty )  . 

8.6 Overall Safe Shutdown Vulnerability 

( T h i s  section s h o u l d  integrate  the assessments 

made above t o  a r r ive  a t  an assessment of  the 

overall safe  shutdown capabi 1 i ty) . 

b) The f i rs t  paragraph on Pg. 127 of the present Section 8.0 

s h o u l d  be expanded t o  provide the basis  and/or references 

t o  suppor t  the  statement t h a t  "a conservative estimate of 

the damage threshold level for electromechanical -type 

devices was defined t o  be ten times the operational voltage 

of the device interface.' ' Additionally, the da ta  i n  Table 8.1 

indicate  t h a t  the threat  voltages a t  the device interfaces for 

this type o f  equipment  are substant ia l ly  lower than the i r  

operational voltage; therefore,  a posit ive statement of sur- 

vivabil i t y  appears warranted. 

c )  The l a s t  paragraph i n  the present Section 8.0 (Pg. 128) should 

be revised t o  remove the implication conveyed by i t s  f i r s t  

sentence t h a t  the analyses performed d i d  n o t  provide any basis 

for  an assessment of systems survivabi l i ty .  I t  s h o u l d  then be 

incorporated i n  the  above proposed Section 8.6. 
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d )  Table  8.1 shou ld  be expanded t o  include the transformers 

(500/22.5 K V ,  161/6.9 KV, 6.9 KV/480V, 480/120V) and the 

switchgear or d is t r ibu t ion  boards a t  each vol tage level .  

I t  appears from Appendix A a n d  from the ex is t ing  data 

i n  Table 8.1 t h a t  this information i s  already available 

o r  can be readi ly  calculated.  

o f  this information can be inferred from what i s  already 

i n  the t a b l e ,  however, e x p l i c i t  inclusion is preferable.  

I t  i s  recognized tha t  some 

e)  Table 8.2 should be expanded t o  i n c l u d e  the operating level 

voltages.  T h i s  information should  a l s o  be avai lable  and 

w o u l d  provide a b a s i s  for assessing the vulnerabi l i ty  o f  

th is  equipment. 

15. Section 9.0 (Pg. 141): The use of the modifier "abbreviated" i n  

the f i r s t  sentence w i t h  reference t o  the analyses performed con- 

veys a connotation of inadequacy. I t  i s  true t h a t  the  analyses 

were 1 imited i n  scope b u t  they were a l s o  bounding and some con- 

firmatory testing was performed. These a t t r i b u t e s  of  the study 

a r e  f u l l y  described i n  other sec t ions  o f  t h e  report .  

it is recow-nded t h a t  the word "abbreviated" be eliminated. 

Section 9.0 (Pg. 164, 166, 170, 172, 173), Section 10.3 (item 3 on pg* 185) 

and Section 10.4.3 (Pg .  186): The following statement (Or a s imilar  s t a t e -  

ment) appears i n  each of the above c i t ed  pages: 

Therefore, 

16. 

" I t  is c lear  from 

the h i g h  magni tude  o f  t he  calculated values t h a t  th is  i s  n o t  

the  case; i . e . ,  o the r  phenoxna such as arcing or other  d i e l e c t r i c  

brezkdovrn wi l l  occur before these  levels  a r e  reached." 

s t a t e n e n t  i s  t rue ,  however, i t  i s  subject t o  misinterpretation 

because i t  does ~ o t  clear ly  cor re la te  the probcble occurrence 

This 
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17. 

18. 

19. 

20. 

21. 

of these phenomena t o  a threat  level approaching the calculated 

threshold leve l .  We recornend t h a t  this statement, wherever i t  

appears, be revised t o  c l a r i fy  th i s  point. 

Section 9.3.2 (Pg. 173): The ."(from Reference 1 ) "  a t  the end o f  the 

second paragraph appears to be i n  e r ror  and should be checked. 

Table  10.1 (Pg. 183): The 70V lower bound predicted damage threshold 

f o r  the 125VDC/120 VAC equipment i s  less than the corresponding 100 V 

upper bound predicted EMP s igna l .  We were unable to  correlate  this w i t h  

any d a t a  on  t he  example p l a n t  presented i n  Table 8.1 or elsewhere i n  

the report .  T h i s  item should b e  checked and corrected i f  necessary. 

Section 10.3 (Pg. 184): We assume the use of the  term "preliminary" 

i n  the  second paragraph w i t h  reference t o  the conclusions reached is  

a carryover from the interim d r a f t .  

report  and should be eliminated. 

I t  is not warranted i n  the f inal  

Section 10: 

which d i r e c t l y  cor re la tes  the conclusions of the example plant analysis 

of Section 10.2, and the conclusions of the additional p lan t  

analysis  of Section 10.3, t o  the objectives of the study ci ted i n  

Section 1 .2  (see comnent 2). 

A new subsection should be added following Section 10.3 

Executive Summary: 

moved in to  Section 1.1, and t h a t  the entire Executive Summary be 

revised as necessary t o  accurately r e f l e c t  the main  repor t ,  including 

the changes which r e s u l t  from review comments. 

We recorrnnend that the conclusions of the study be 
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22. We noted typographica l  and o t h e r  e r r o r s  o r  omissions w h i c h  should be 

c o r r e c t e d  on the fo l lowing  pages: 

107, 118, 122, 125,  126,  128, 147, 154, 161, 163, 164 and 181. 

9 ,  31, 65,  68, 76, 89, 90, 92, 106, 

PSB COMMENTS (CONTACT: M. SRINIVASAN/P. GILL) :  

1. To c l a r i f y  the scope  o f  the s tudy ,  we sugges t  t h a t  page 8, item 2 be 

r e v i s e d  t o  i n d i c a t e  t h a t  no a t t empt  has been made t o  p r e d i c t  EMP 

damage t h r e s h o l d  f o r  cab1 es, power and d i s t r i b u t i o n  t ransformers  and 

other e lectr ical  appa ra tus  and t h e  b a s i s  f o r  their exc lus ion .  

2. The normal p r o t e c t i v e  dev ices ,  a s  mentioned on page 1 1 ,  second 

paragraph,  should be c l a r i f i e d  a s  t o  whether these a r e  overvol tage ,  

o v e r c u r r e n t  o r  o t h e r  type .  

3. The express ion  I i q n  on page 36, t h i r d  paragraph ,  l ine  7 should be 

c o r r e c t e d  t o  read  Ii+. 

4. The  e s t i m a t e  o f  the damage th re sho ld  level f o r  e lec t romechanica l - type  

dev ices  i s  assumed t o  be ten times the ope ra t iona l  v o l t a g e  i n  the 

s tudy .  

levels f o r  sho r t -du ra t ion  pu l ses  i s  def ined  i n  t h e  American National 

S tandards  I n s t i t u t e s  (C92.1-1971 and C37.20-1974) i n  terms o f  Basic  

Impulse l e v e l s  (BIL) f o r  vo l t age  systems above 1000 v o l t s .  

b e l i e v e  the damage t h r e s h o l d  l e v e l s  should be r e l a t e d  t o  BIL 

so t h a t  the  informed r e a d e r  can e a s i l y  make the  t r a n s p o s i t i o n .  

We f i n d  this assumption t o  be a r b i t r a r y .  The  damage th re sho ld  

We 
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5. In F i g u r e  4.2  (page  31), the 6.9 kV N/O secondary  c i rcu i t  b reake r  

o f  CSSTlA t r a n s f o r m e r  f eed ing  6.9 kV, RCP s t a r t ,  Bus "A" should  be 

shown as  N/C. 

6. The a n a l y s i s  i n  t h e  study used a 10 dB loss th rough t h e  va r ious  

t r a n s f o r m e r s  for EMP s i g n a l  p ropaga t ion  v i a  the 500 kV t r a n s m i s s i o n  

l i n e  connec t ion  p o i n t .  As stated i n  your c o m e n t s ,  this 10 dB 

loss was based  upon measurements d a t a  o b t a i n e d  on a 25 KVA 

t r a n s f o r m e r .  However, t h e  t r a n s f o r m e r s  i n  the p a t h  o f  the  R4P 

s i g n a l  v i a  t h e  500 kV connec t ion  p o i n t  a r e  s i g n i f i c a n t l y  l a r g e r  t h a n  

t h e  25 KVA. The r e s i s t a n c e  v a l u e s  f o r  t he  t r a n s f o r m e r s  above 6.9 kV 

is less t h a n  0.5 p e r c e n t  and for t r a n s f o r m e r  above 480 v o l t s ,  i t  is  

less t h a n  0.7 p e r c e n t .  

t r a n s f o r m e r s  a r e  s i g n i f i c a n t l y  less t h a n  they a r e  i n  a 25 KVA 

t r a n s f o r m e r .  The assumed v a l u e  o f  10  dB loss shou ld  be r e v i s e d  t o  

re f lec t  a more r e a l i s t i c  v a l u e  of E34P s i g n a l  a t t e n t u a t i o n  through 

t h e s e  l a r g e  t r a n s f o r m e r s  as t h e  EMP s i g n a l  p ropaga te s  v i a  the  

500 kV [or 16i kV) connec t ion  po in t .  

The s i g n a l  a t t e n t u a t i o n  l o s s e s  i n  these l a r g e  
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7. I t  is not c l e a r  how the various EMP signal  values have been determined 

i n  the modeling diagrams, such as the 500 kV connection poin t ,  w i t h o u t  

de ta i l  ca lcu la t ions .  I f  these signal values a r e  es t imates  based on the 

experience and acquired s k i l l s  of the ana lys t  (as  s t a t e d  i n  your 

comment no. 5 ) ,  then this should be s t a t e d  c l ea r ly  i n  the study. 
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Because t h e  oak Ridge  s t u d y  d i d  n o t  a t t e m p t  t o  a n a l y z e  any p a r t i c -  
u l a r  p l a n t  i n  d e p t h ,  some q u e s t i o n s  p e r s i s t  as t o  t h e  a p p l i c a b i l i t y  
of t h e  c o n c l u s i o n s ,  and  as t o  whether  o r  n o t  n u c l e a r  p l a n t s  c a n  be 
s a f e l y  shutdown s u b s e q u e n t  t o  a n  EMP i n t e r a c t i o n .  
newer o p e r a t i n g  p l a n t s  and p l an t s  u n d e r  c o n s t r u c t i o n  use more 
e l e c t r o n i c  devices ( s e m i c o n d u c t o r s ,  t r a n s i s t o r s ,  i n t e g r a t e d  c i r -  
c u i t s ,  e tc . )  c o n s i d e r e d  t o  be p a r t i c u l a r l y  suscep t ib l e  t o  t h e  cur- 
r e n t s  and  v o l t a g e s  which can  be induced  by a n  EMP i n t e r a c t i o n  t h a n  
do t h e  o l d e r  p l a n t s .  
e f fects  on commercial  n u c l e a r  power p l a n t  shutdown c a p a b i l i t y ,  t h i s  
s t u d y  was unde r t aken .  

1.2 O b j e c t i v e s  

Also, some of t h e  

Because of t h e  resul tant  u n c e r t a i n t y  abou t  EMP 

1. Dete rmine  t h e  v u l n e r a b i l i t y  ofh- s a f e  shutdown e- of a s p e c i f i c  n u c l e a r  p l a n t  t o  

E s t a b l i s h  how any  s a f e  shutdown s y s t e m s  v u l n e r a b l e  t o  EMP 
may bes t  be hardened  a g a i n s t  it. 

e f f e c t s p o f  EflP, 
L i h e  

2. 

3 .  C h a r a c t e r i z e  t o  t h e  e x t e n t  p o s s i b l e ,  t h e  e f f ec t s  o f  EMP on 
n u c l e a r  p l a n t s  i n  g e n e r a l  based  upon t h e  resu l t s  f o r  
s y s t e m s  i n  t h e  example plant .  

An a l t e r n a t e  e x p r e s s i o n  o f  t h e  o b j e c t i v e s  is t h a t  t h i s  s t u d y  
assesses t h e  EMP s e n s i t i v i t y  of  e s s e n t i a l  f e a t u r e s  of selected s a f e  
shutdown systems on  n u c l e a r  power p l a n t s  i n  o r d e r  t o  i d e n t i f y  any 
p o i n t s  w h i c h  may be undu ly  exposed  o r  s e n s i t i v e .  

4 i & 3 z u m s t a ~  

Then ,  where appro-  

1.3 S t u d y  Approach 

To a c c o m p l i s h  t h e s e  ob jec t ives ,  t h e  program was s t ruc tu red  a s  
F i r s t  t h e  s y s t e m s  of c o n c e r n  were i d e n t i f i e d  shown on F i g u r e  1.1. 

a n d  d e f i n e d .  
w h i c h  migh t  e x i s t  a t  key p o i n t s  ( s y s t e m s  of c o n c e r n )  i f  t h e  p l a n t  
s h o u l d  be sub jec t ed  t o  a n  EMP. T h i s  i n v o l v e s  examining  t h e  p l a n t  i n  
l i g h t  of t h e  p o t e n t i a l  i n t e r a c t i o n  mechanisms, and based  upon t h e  
c o n f i g u r a t i o n  of t h e  p l a n t  s y s t e m s  ( t h a t  is, w h a t  l o a d s  a r e  a c t i v e ,  
w h a t  c i r c u i t s  are  open,  where a re  c a b l e s  routed, e t c . )  a n a l y z i n g  how 
s i g n a l s  c o u l d  be induced  and  d i s t r i b u t e d .  
damage t h r e s h o l d s  were e s t i m a t e d .  ?he  components o f  t h e  sys t ems  of  
c o n c e r n  were examined, a n d  based upon c i r c u i t  c o n f i g u r a t i o n s  a n d  
p i e c e p a r t  cha rac t e r i s t i c s ,  es t imates  made of t h e  s i g n a l  l e v e l s  a t  

Then es t imates  were made of t h e  c u r r e n t s  and v o l t a g e s  

C o n c u r r e n t l y ,  conponent  
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T h e  & f i n r e  /Gt/t*r A s f v < y  (DNA) ~f fht DOD ~ 4 r t t i l i Q Q S  
,h t h e  p l a w l i ?  of t h e  p a g r a m  a n d  I'J represented LH f h e  @emw?4 /Qev;en/ hnc / r r ) t c J  d r u e ,  

5 

t h e  component interconne i c h  could cause f a i l u r e  of t h e  
component. T h e s e  two se  imates were t h e n  compared t o  a s ses s  
t h e  v u l n e r a b i l i t y  of t h e  components. Because nuclear 
p l a n t s ,  l i k e  many m i l i t a  s, a r e  very coinplex, a modest 
experimental  prograin was t o  provide some v e r i f i c a t i o n  or 
t h e  es t imated induced  si s. T h e s e  measurements were not 
i n t e n d e d  t o  e s t a b l i s h  wh example f a c i l i t y  i s  o r  is  not hard 
t o  EMP. Rather t h e y  s e r  f y  ( o r  r e j e c t )  conclusions reached 
about s i g n a l  d i s t r i b u t i o  nuation. I f  v u l n e r a b i l i t i e s  a r e  
p red ic t ed ,  recommendatio e f o r  e l imina t ing  or reducing 
them:  t h a t  is, recommend made f o r  hardening. F ina l ly ,  the  
r e s u l t s  a r e  ex t rapola ted  t o  other p l an t s .  T h i s  report  
d e s c r i b e s  t h e  study and r e p o r t s  and conclusions.  

Any i n v e s t i g a t i o n  of t h e  of EMP on commercial 
nuc lear  power p l a n t s  r equ i r e s  e x p e r t i s e  i n  nuclear 
p l a n t  s y s t e m s  and nuclear  t h i s  reason, a 
number of government and a r e  involved a s  
shown i n  Figure 1.2.  is t h e  responsi-  
b i l i t y  of the NRC The program 
t e c h n i c a l  monitor NRC s t a f f  and 
a Research Rev iew on 
nuc lear  systems 

I n  t h i s  

1.4 S t u d y  Organization 

m e n t s  were made by IRT Corporation, again using techniques, equip- 
ment, and e x p e r t i s e  developed i n  var ious DOD programs. T h e  damage 
threshold  e s t ima tes  were developed by Booz-Allen & Hamilton. 
Although s i m i l a r  work has been sponsored by t h e  DOD, t h e  equipment 
used i n  nuclear  power p l a n t s  conta ins  components which a r e  not 
included i n  cu r ren t  damage threshold da ta  bases .  T h i s  required 
Booz-Allen t o  do some ext rapola t ion .  

t i o n s  and c o n s t r a i n t s ,  t h e  implementation of t h e  approach, described 
above, and t h e  results of t h e  study. 

Subsequent s e c t i o n s  of t h i s  repor t  o u t l i n e  t h e  boundary assump- 

1.5 S t u d y  Cons t ra in ts  and Assumptions 

As w i t h  any a n a l y t i c a l  s t u d y  c e r t a i n  c o n s t r a i n t s  and assumptions 
were adopted e a r l y  i n  t h e  work t o  keep t h e  problem t r a c t a b l e .  These 
bounding condi t ions  a r e  discussed i n  more d e t a i l  where' t h e y  appear 
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RESPONSES TO COMMENTS FROM D I V I S I O N  OF SYSTEMS I N T E G R A T I O N  

I C S B  Comments (F.  Rosa)  

1. 

2 .  

3 .  

4 .  

5. 

6. 

7. 

8. 

9. 

10 . 

11 . 

A f t e r  r e v i e w  w e  a g r e e  w i t h  t h e  comment and  S e c t i o n  1.1 h a s  
been  r e v i s e d  t o  r e f l e c t  t h e  s u g g e s t i o n s  o f  t h e  r e v i e w e r .  The 
a d d i t i o n a l  p a r a g r a p h  h a s  been  added  t o  S e c t i o n  1.1. 

Some r e v i s i o n s  t o  S e c t i o n  1 .2  have  been made which w e  b e l i e v e  
w i l l  s a t i s f y  t h e  e x p r e s s e d  c o n c e r n s .  

T h e  p a r t i c i p a t i o n  by t h e  D e f e n s e  Nuclear Agency h a s  been  
e x p l i c i t l y  i n c l u d e d  i n  S e c t i o n  1 . 4 .  

W e  a g r e e  t h a t  some reword ing  and r e o r d e r i n g  o f  t h e  con-  
s t r a i n t s  and  a s s u m p t i o n s  i n  S e c t i o n  1 .5  i s  a p p r o p r i a t e .  The 
r e v i s i o n s  s u g g e s t e d  have  been  i n c l u d e d  w i t h  minor wording  
c h a n g e s  prompted by o t h e r  comments and o u r  own v iew o f  t h e  
s t u d y .  

M r .  Rosa i s  c o r r e c t .  The  o r i g i n a l  S t a t e m e n t  o f  Work on t h i s  
program c a l l e d  f o r  c o n s i d e r a t i o n  o f  t h i s  s u b j e c t ,  which was 
i n d e e d  h a n d l e d  p r e c i s e l y  a s  d e s c r i b e d  i n  t h e  comment. 
S e c t i o n  2.4 h a s  been  added  t o  t h e  r e p o r t .  

The requested r e v i s i o n  i n  f o r m a t  h a s  been  a c c o m p l i s h e d .  

The t e x t  h a s  been  expanded t o  p r o v i d e  a more d e t a i l e d  
e x p l a n a t i o n  o f  t h e  c o m p u t a t i o n s  i n v o l v e d .  The comment on 
Page E66 h a s  been  r e v i s e d  t o  r e f l e c t  t h i s  change .  

Noted.  C o r r e c t i o n  was made d u r i n g  in -house  r e v i e w s .  

A d d i t i o n a l  ma te r i a l  h a s  been  i n s e r t e d  i n  S e c t i o n  5.2 r e l a t i n g  
t o  t h e  c o n n e c t i o n  t o  t h e  1 6 1  kV sys t em.  A p p r o p r i a t e  c h a n g e s  
have  a l s o  been  i n c l u d e d  i n  S e c t i o n  8 and Appendix A .  

T h e r e  was no i n t e n t i o n  t o  imp ly  t h a t  a 1 5 , 0 0 0  ampere t h r e a t  
was d e r i v e d  from t h e  r a n g e  s p e c i f i e d .  E x p e r i e n c e  i n d i c a t e s  
t h a t  t h e  t h r e a t s  t o  o v e r h e a d  l i n e s  a r e  i n  t h i s  r a n g e ,  a f t e r  
t h e  a n a l y s t s  h a d  t o u r e d  t h e  s i t e  and examined t h e  t o p o l o g y ,  a 
s i g n a l  o f  1 5 0 0 0  amperes  was se lec ted  a s  a r e a s o n a b l e  es t imate  
f o r  t h i s  a n a l y s i s .  The t e s t  has  been r e v i s e d  t o  remove t h e  
r e f e r e n c e  t o  a r a n g e  o f  v a l u e s .  

Table  6.8 h a s  been  r e v i s e d  and e x t e n d e d  t o  show t h e  v a r i a t i o n  
o f  i n d u c e d  c u r r e n t  w i t h  d e p t h  o f  b u r i a l .  A c a b l e  l e n g t h  o f  
a p p r o x i m a t e l y  200 m i s  s u f f i c i e n t  t o  reach a maximum v a l u e  o f  
t h e  EMP-induced s i g n a l .  Cable  r u n s  o f  c o n c e r n  e x c e e d  t h i s  
l e n g t h .  
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12 . 

1 3 .  

14 . 

15. 

16. 

17. 

18. 

19 . 
20. 

Other reviewers have had difficulty with the organization of 
Section 7. As a result, some rewrite and consolidation were 
performed and the points raised by Mr. Rosa were addressed at 
that time. The revised Section 7 should alleviate these 
concerns. 

Section 7.4.1 has been revised to remove references to 
specific circuits/assemblies and reorganized to be more 
readable . 
After careful review of these comments and reexamination of 
the results of the assessment, we agree with the need to 
reorganize Section 8.0. This was done and we believe that 
the revised version more adequately addresses the major 
results from the example plant. Information on the nominal 
power distribution system (Comment 14d) is also included. 

It should be noted that the approach used by Boeing is 
officially titled "Abbreviated Coupling Analyses" because it 
does not rely upon large computer codes and analyses but 
draws more upon the skills of the analyst. Experience has 
shown that this is an effective and reasonable approach. 
However, to avoid any misunderstanding, the word 
"abbreviated" is deleted in this instance. 

Other reviewers have made similar comments. Section 9 
has been extensively reworked and revised and we believe 
Mr. Rosa's concerns have been adequately addressed. 

Noted and corrected. 

The 70V damage threshold appears in the output of the Basler 
15V-10A power supply which supplies relays in the Solid State 
Protection System. This output cannot ''see" a directly 
coupled EMP-induced signal from a penetration, therefore it 
is not tabulated in Table 8.1. To be consistent, the values 
reported in Table 10.1 should be 360 volts (3X nominal). 
Table 7.2 will still carry the 76 volt value because it is 
specifically labeled output. It should be noted that in 
Table 10.1 the ranges of threshold values and the range of 
EMP values are reported. There is no intent to imply that 
the limits correspond. For example, the 2 volt signal (VR) 
may well appear in a circuit in which the threshold (VT) is 
kilovolts. 

Agreed. The qualifier "preliminary" has been eliminated. 

Agreed. Based upon this comment and other discussions, the 
material in Section 10 has been reorganized. We believe this 
will resolve any concerns. 
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2 1  . The E x e c u t i v e  Summary h a s  been  r e v i s e d  t o  r e f l e c t  t h e  re-  
v i s i o n s  made i n  t h e  m a i n  r e p o r t .  However, t h e  o r i g i n a l  o r d e r  
h a s  been  r e t a i n e d .  Because  t h i s  p a r t i c u l a r  i n v e s t i g a t i o n  h a s  
e n g e n d e r e d  c o n s i d e r a b l e  comment and i n t e r e s t ,  t h e  a u t h o r s  
b e l i e v e  i t  i m p e r a t i v e  t h a t  t h e  " f u l l  f l a v o r "  o f  t h e  r e p o r t ,  
e s p e c i a l l y  t h e  E x e c u t i v e  Summary, b e  u n d e r s t o o d  b e f o r e  t h e  
c o n c l u s i o n s  a r e  a s s i m i l a t e d .  P l a c i n g  t h e  c o n c l u s i o n s  a t  t h e  
f r o n t  o f  t h e  s t u d y  w o u l d  g u a r a n t e e  t h a t  many readers would 
n o t  c o n s i d e r  c a r e f u l l y  t h e  o b j e c t i v e s  and  c o n s t r a i n t s  o f  t h e  
work . 

2 2 .  Noted.  These  and o t h e r  grammatical/typographical e r r o r s  h a v e  
been  r e c t i f i e d  d u r i n g  our i n t e r n a l  r e v i e w s .  

PSB Comments ( M .  Sr inwasan/P.  G i l l )  

1. 

2 .  

3 .  

4 .  

T h e  l i s t  o f  a s s u m p t i o n s  and c o n s t r a i n t s  h a s  been  reworded  and  
r e s t r u c t u r e d  i n  r e s p o n s e  t o  comments o f  o t h e r  r e v i e w e r s .  I t  
is i n d i c a t e d  t h a t  damage t h r e s h o l d s  f o r  equipment  c i t e d  were 
n o t  c a l c u l a t e d ;  however ,  i t  is  a l s o  s t a t e d  t h a t  estimates of 
t h e s e  t h r e s h o l d s ,  based  upon o t h e r  c o n s i d e r a t i o n s ,  e .g . ,  
Bas ic  Impulse L e v e l s ,  a re  u s e d  i n  t h e  v u l n e r a b i l i t y  a n a l y s e s .  

The d i s c u s s i o n  o f  MHD-EMP h a s  been  r e v i s e d  and  expanded.  W e  
b e l i e v e  t h a t  t h i s  r e s o l v e s  (by  e l i m i n a t i o n )  t h e  q u e s t i o n  a s  
t o  t h e  s p e c i f i c  t y p e  o f  p r o t e c t i v e  d e v i c e s  employed. I t  i s  
p r o b a b l e  o f  c o u r s e  t h a t  b o t h  o v e r v o l t a g e  and o v e r c u r r e n t  
p r o t e c t i o n  a r e  p r o v i d e d .  

Noted.  C o r r e c t i o n  was made d u r i n g  in -house  r e v i e w s .  

I t  was i n d i c a t e d  i n  t h e  r e p o r t  t h a t  t h e  a s s u m p t i o n  o f  damage 
t h r e s h o l d s  was based upon e x p e r i e n c e  i n  o t h e r  a n a l y s e s ;  
t h e r e f o r e ,  w e  do  n o t  b e l i e v e  t h a t  i t  is  a r b i t r a r y .  An e x t e n -  
s i v e  r e v i e w  o f  t h e  a v a i l a b l e  s t a n d a r d s  f o r  t r a n s f o r m e r s  and  
s w i t c h  g e a r  s u g g e s t s  t h a t  a c o n s e r v a t i v e  es t imate  o f  Basic 
Impu l se  L e v e l s  ( B I L )  f o r  equ ipmen t  o p e r a t i n g  i n  t h e  4 t o  8 kV 
r a n g e  i s  60  kV. T h i s  v a l u e  h a s  been  used  i n  t h e  v u l n e r -  
a b i l i t y  a n a l y s i s  ( S e c t i o n  8 ,  T a b l e  8.1) t o  es t imate  s a f e t y  
m a r g i n s .  U s e  o f  a 60  k V  t h r e s h o l d  i n  l i e u  o f  1OX t h e  
o p e r a t i o n a l  v o l t a g e  r e s u l t s  i n  o n l y  a s l i g h t  r e d u c t i o n  i n  
p r e d i c t e d  s a f e t y  margin .  Damage t h r e s h o l d s  f o r  s y s t e m  
v o l t a g e s  480  V and below have  been r e v i s e d  t o  3X o p e r a t i n g  
v o l t a g e .  A l l  r e f e r e n c e s  t o  1OX have  been d e l e t e d  i n  Table  
8.1 and t h e  accompanying t e x t .  W e  have n o t e d  i n  p u r s u i n g  
t h i s  q u e s t i o n  o f  damage t h r e s h o l d s  on major  components  
( t r a n s f o r m e r s ,  s w i t c h g e a r ,  etc.)  t h a t  t h e  s t a n d a r d s  do  n o t  
s p e c i f y  ( a t  l e a s t  as  w e  read them) what Basic I m p u l s e  L e v e l s  
s h o u l d  be i n  a g i v e n  a p p l i c a t i o n .  R a t h e r ,  t h e y  i n d i c a t e  
r a n g e s  which a re  a c c e p t a b l e .  A l s o ,  i t  m u s t  b e  r e c o g n i z e d  
t h a t  t h e  B I L  i s  p r o p e r l y  a s u r v i v a l  v a l u e .  T h a t  is ,  t h e  
t r a n s f o r m e r  o r  s w i t c h g e a r  c a n  e x p e r i e n c e  a s u r g e  o f  t h a t  
magn i tude  and  s t i l l  f u n c t i o n  p r o p e r l y .  
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5. Noted. Correction has been made. 

6. There seems to be some misunderstanding of the signal 
coupling mechanisms involved at the frequencies associated 
with the EMP-induced signals. Certainly the transformer 
inductive reactance will be large and as a result the 
transformer can be "modelled" as a network as illustrated 
below in which the signal couples capacitively. That is: 

where CWW is the winding to winding capacitance 

CSG is the secondary (500 kV side) of main XFMR) 
to ground capacitance 

CPG is the primary (23 kV side) to ground capacitance 

The amount of attenuation is thus a function of the actual 
values of C w ,  C ~ G ,  and CSG. Barnes (Reference 1) in 
his earlier study assumed current ratios of 5 (about 13 dB of 
attenuation) across the transformers. Based upon these 
considerations we believe 10 dB loss is a reasonable estimate. 

7. We believe it is rather straightforwardly stated in Section 5 
that signals following points of distribution can be esti- 
mated (bounded) by 1/N or l/N0*5 where N is the number of 
conductors leaving the distribution point. Thus, if one 
examines Figure A - 2 ,  500 kV Transmission Line Model, a O.llA 
signal into the 6.9 kV Shutdown Board results in a 0.018A 
lowerbound signal out for six loads. For the upper limit, 
0.98/G yields a value of 0.40 ampere out. Section 5 also 
states explicitly that cable attenuation due to ohmic losses 
and cross-coupling effects are based upon experience and that 
5-6 dB of attenuation per 100 feet of cable can be expected. 
This attenuation is shown on the model diagrams and was 
verified in the test program. 

-- 
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MEMORANDUM FOR: 

FROM : 

S UB J E CT : 

Reference : 

UNITED STATES 

NUCLEAR REGULATORY COMMISSION 
WASHINGTON, D. C. 20555 

SEP 2 4 1982 

H. R. Denton, Director 
Office of Nuclear Reactor Regulation 

Robert B. Minogue, Director 
Office of Nuclear Regulatory Research 

RES COMMENTS ON FINAL SANDIA DRAFT REPORT: 
INTERACTION OF ELECTROMAGNETIC PULSE (EMP) 
WITH COMMERCIAL NUCLEAR POWER PLANT SYSTEMS 

Memorandum from Faust Rosa t o  Robert B. Minogue 
dated Augus t  11, 1982, "Review of Draft Final Report" 

As requested i n  the referenced memo, we have reviewed the subject report. 
Based on our review, we believe that  the results reported are too 
preliminary i n  nature to  provide conclusive resul ts  and t h a t  additional 
research i s  required. 

For example, a l imitation of this study, as stated on page 3 of the 
Executive Summary, and page 8 of the main report ,  i s  that  the study does 
n o t  evaluate upsets as a resu l t  of EMP. 
result i n  multiple malfunctions i n  systems important t o  safety and cause 
events which may jeopardize safety. 
necessary t o  determine the e f fec ts  of EMP-induced upsets. 
for  additional research are  discussed i n  the attached comments. 

These upsets could possibly 

Therefore , additional research i s  
Other needs 

Regarding the specif ic  conclusions s ta ted i n  the report ,  our concerns 
are as follows: 

(a) " (4 )  Damage thresholds for the components containing s o l i d  s t a t e  
devices examined are  substantial. 
enough tha t  other phenomena (arc-overs for example) will 
occur before device fai  1 ure. I' 

These thresholds are h i g h  

T h i s  conclusion does n o t  address the e f fec ts  of arc-overs, w h i c h  
could themselves consti tute a safety problem. 

(b) " ( 5 )  Predicted EMP-induced signals a t  the c r i t i ca l  equipment i n  the 

B u t  plant topology and cabling practice have a strong 
example plant are generally much less than nominal operating 
levels. 
influence upon EMP-induced response. 
can only be extrapolated t o  other plants w i t h  caution. 

failed i s  small. 
will f a i l  suff ic ient  equipment so as t o  prevent safe shutdown." 

Example p l a n t  resu l t s  

"(6)  The likelihood t h a t  i n d i v i d u a l  components examined will be 
Therefore, i t  i s  unlikely that  an EMP event 
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To H. R. Denton 2 

These conclusions are  premature i f  they are  based on the work 
reported by Sandia alone. 
i n  the enclosed comments. 

The basis for this belief are  provided 

We recommend tha t  the N R C  n o t  reach a g&neral conclusion on the inter-  
action o f  EMP w i t h  nuclear power plants systems u n t i l  the comments from 
a l l  reviewers are sa t i s f ac to r i ly  resolved, including completing any 
additional research needed t o  resolve these comments. 

We will be happy t o  provide further assistance or discuss our  comments 
w i t h  you or your s t a f f  as needed. 

A 

Robert B. Minogue, Director 
Office of Nuclear Regulatory Research 

Enclosure: As stated 

Contact: A. Hon, ~35966. 

30 

B. Morris, NRR/CRBRP 
J. Vora, R E S / E E B / D E T  
D. Basdekas , R E S / I C B  
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1. 

2. 

ENCLOSURE 

RES COMMENTS ON THE FINAL DRAFT SANDIA REPORT: INTERACTION OF 

ELECTROMAGNET1 C PULSE (EMP) WITH COMMERCIAL NUCLEEAR POWER PLANT SYSTEMS 

The Object ive and Scope o f  t h i s  Study 

(a) The quest ion t h i s  s tudy addressed was s ta ted  as "Could EMP 
cause f a i l u r e  o f  c r i t i c a l  systems i n  nuc lear  p l a n t s  and i s  
f u r t h e r  study warranted ?" 

By l o o k i n g  a t  the  cons t ra in ts  and assumptions o f  t h i s  study, 
e s p e c i a l l y  i n  t h e  s ta ted  cont rac t  t h a t  "on ly  permanent damage 
f a i l u r e s  were examined, s igna l  upset ef fects were n o t  considered 
i n  t h i s  study," it seems t h a t  the  quest ion was n o t  f u l l y  
answered. 
due t o  upset w i thout  themselves being permanently damaged, an 
unacceptable r e s u l t  o f  an EMP event may occur. 
should be i n v e s t i g a t e d  and t h e i r  e f f e c t s  determined before the  
quest ion can be answered. 

Since many systems and components can mal f u n c t i o n  

Such events 

(b) The second o b j e c t i v e  s t a t e d  on both page 1 o f  t h e  Executive 
Summary and page 4 o f  the  main repor t ,  i s  s ta ted  as "Es tab l i sh  
how any safe shutdown systems vu lnerable t o  EMP may best be 
hardened against  it." The paragraph f o l l o w i n g  r e s t a t e s  t h e  
o b j e c t i v e s  i n  another way by saying "It i s  n o t  t h e  i n t e n t  o f  
t h i s  s tudy t o  propose 'hardening' aga ins t  any and a l l  conceivable 
circumstances .I' 

This  apparent inconsis tency needs t o  be resolved. 

(c)  The l i s t i n g  o f  "cons t ra in ts  and assumptions" on pages 1 and 2 
o f  t h e  Execut ive Summary and page 8 of  t h e  main r e p o r t  i s  
q u i t e  appropr iate.  It would a l s o  be he lp fu l  t o  t h e  reader t o  
have a d iscuss ion i n  the  Executive Summary o f  t h e  p o t e n t i a l  
s i g n i f i c a n c e  o f  those "cons t ra in ts  and assumptions." 

MFD-EMP Effects and Low-Frequency Response 

The r e p o r t  (page 11 o f  the  Executive Summary) assumed t h a t  normal' 
p r o t e c t i v e  devices would respond t o  i s o l a t e  and p r o t e c t  t h e  p l a n t  
from Magneto-hydrodynamic (FIHD). 
c l e a r l y  substant ia ted by t h i s  study o r  any o f  t h e  references c i t e d  
i n  t h e  repor t .  We have some concern about t h i s  because: 

(a) The p r o t e c t i o n  devices f o r  normal t ransmission g r i d s  and 
substat ions are designed f o r  low frequency (50-60 Hz) over-  
vo l tage t r a n s i e n t s  up t o  h igher  frequency l i g h t e n i n g  surges. 
The designs and the  opera t ing  performance c h a r a c t e r i s t i c s  o f  
surge a r r e s t e r s  and power c i r c u i t  breakers are opt imized 
accord ing ly .  
s p e c i f i c a l l y  t o  p r o t e c t  against  very  low frequency 9 much l e s s  
than 50 Hz) MHD t rans ien ts .  Therefore, they should n o t  be 

This  conclusion has n o t  been 

These p r o t e c t i o n  devices are n o t  des i  ned 
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given credi t  for MHD protection before any evaluations. 

( b )  The voltage-time character is t ic  of an MHD signal should be 
included t o  help the reader t o  understand the significance of 
this very low frequency and whether i t  f a l l s  w i t h i n  the 
capabi l i ty  of  low frequency (50-60Hz) protection devices. 

The report  (page 11 of Executive Summary) implies that  the 
system may n o t  be vulnerable t o  very low frequency (approaching 
DC) signals.  We feel that  this conclusion may be premature. 
T h i s  nearly DC signal (which l a s t s  up  t o  hundreds of seconds) 
can a l t e r  the magnetic character is t ics  of the iron core of 
transformers, motors, relays,  e tc .  
the iron core so t h a t  the normal AC may operate into the 
saturation region. ) T h i s  may resul t  i n  undesirable phenomena 
such as overheating and harmonic interference. 

(The MHD induced DC biases 

( d )  The report indicated tha t  DOE and DOD are currently studying 
the MHD problem. 

The contractor should take this into account i n  drawing conclusions 
on the effectiveness of these devices or  a t  l ea s t  indicate the 
a s so c i a t  ed un cer t a i n t i es . 

3. Nuclear System Analysis 

(a)  The Abbreviated Analysis Technique used i n  this study ( a s  we 
understand i t )  ident i f ies  and traces the cables between the 
c r i t i c a l  equipments and the penetration of EMF energy. 

However, when "non-critical" equipment is between the c r i t i c a  
equipment and the penetration, i t  may not i so la te  the EMP. 
T h i s  indirect  p a t h  s h o u l d  be evaluated as well. The event 
t r e e  method can be a useful tool t o  identify a l l  the possible 
paths .  

(b) On page 10, f i r s t  paragraph of the Executive Summary, and page 
35, first paragraph of the main report ,  it is stated tha t  
"Cabling attached to  c r i t i cd l  equipment i s  traced t o  the most 
severe penetration of EMP energy which can drive it." 

The words "most severe" appear only i n  the main report ,  not 
the Executive Summary. 
o r  the difference explained. If  only the most severe penetration 
is  traced, then the contractor should j u s t i f y  t h a t  the comulative 
e f f ec t  of multiple paths of t h r o u g h  ''less severe" penetrations 
i s  no t  significant.  

The two versions should be made consistent 
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(c) On page 36 of the main report, i t  is stated tha t  the i n p u t  
surge current i s  distributed among the individual conductors. 
Each conductor will only carr  1/N of the t o t a l  i n p u t  current 
for  identical  loads and l / N ' *  7 
T h i s  approximation is true for  D.C.. 
for  h i g h  frequency EMP signal. 
different AC impedances and time constants, they may respond 
d i f fe ren t ly  t o  h i g h  frequency AC i n p u t s .  

for  unidentical loads. 
B u t  this may not be t rue 

Because various loads may have 

(d) On page 10, l as t  ful l  paragraph of the Executive Summary, it 
i s  s ta ted tha t  "diffused field strengths i n  the central regions 
of  the plant are expected to  be 50 dB or  more below external 
incident fields." However, i t  i s  indicated i n  the f irst  fu l l  
paragraph on page 92 of the main report that  the attenuation, 
depending on frequency and location, may be as low as 5 dB. 
The complete range of attenuation should be stated i n  the 
Executive Summary. 
m i n i m u m  as  well as expected attenuations should also be s ta ted 
i n  the Executive Summary and be supported by the main report. 

(e) The discussion of grounding and ground cables presented on 
pages 37 and 38 of the main report does n o t  include any 
mention of the fac t  tha t  ground cables and other grounded 
metal structures and components can act  as an antenna for  h i g h  
frequency EMP induced disturbances. 
additional source of disturbance s h o u l d  be evaluated. 

The conclusions based on maximum and 

The effects  of this 

4. Verification Measurements 

(a) In the summary of the comparison of measured and predicted 
responses, the s t a t i s t i c a l  treatment of different  t e s t  points 
seems unusual. 
standard deviation of data from unrelated t e s t  points i s  not 
c lear .  These test points were measured a t  different  locations 
of the plant. 
largest  e r ror  should be used t o  define the uncertainty. 

In table  6.3 of the main report, the actually measured response 
i s  frequently larger  than the predicted response by the model. 
B u t  page 16 of the Executive Summary, l a s t  paragraph, says-the 
analysis i s  concervative. 

In figure 6.21 of the main report, three points of magnetic 
and one point of e l e c t r i c  f ie ld  attenuation measurements are 
presented together. 

The usefulness of estimating the mean and 

In this  type of bounding calculations, the 

(b) 

T h i s  discrepancy needs t o  be resolved. 

(c) 

I t  is n o t  c lear  how the one point of e l ec t r i c  field contributes 
t o  the overall conclusion of magnetic f ie ld  attenuation. 
4s also not c lear  how any conclusion can be drawn from one 
point of e l e c t r i c  f i e ld  measurement. 

I t  
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5. Component Damage Threshold Analysis - Section 7.0 

(a) From the system's point of view, the performance of rotat ing 
machines, i n  conjunction w i t h  the transmission g r i d  system, 
must be considered i n  t o t a l i t y  and evaluated together while 
studying an EMP response. For example, is  i t  possible t h a t  an 
EMP event could i so la te  a transmission network (while carrying 
full load)  a t  multiple locations simultaneously? I f  so, w h a t  
would be the consequences and interactions between the power 
plant generators and the g r i d  network? Should we be concerned 
w i t h  sub-synchronous and long-term dynamic voltage and frequency 
osci 11 a t  ions where voltages and frequencies are  not under 
control ? 

( b )  The analysis and measurement a t  Watts Bar were performed for 
non-operating p l a n t  a t  the end of i t s  construction. How will 
the e f f ec t s  o f  typical temperature and humidity i n  operating 
reactors a f fec t  the damage thresholds? 

(c) The damage threshold level for electromechanical devices such 
as transformers and rotating machines is defined rather 
a r b i t r a r i l y  as 10 times the operational voltage of the device 
interface.  The basis for the 10 times estimate should be 
s ta ted,  such as the equipment specification, manufacturer's 
warranties, etc.  

In the Circuit Damage Threshold Analysis, as indicated on page 
29 o f  the Executive Summary and other places of both the 
Executive Summary and the main report, the report suggests 
t ha t  "Other phenomena can, and probably will, occur i n  the 
c i r cu i t ry  before these thresholds are reached. 
occurrence of such phenomena, arc-over, for  example, does not 
necessarily mean tha t  the component has  been failed." 

Of course, the 

However, the report does not go on and s t a t e  the possible 
e f fec ts  of arc-over (a form of d i e l ec t r i c  breakdown) on the 
system. 
leakage, depending on where the arc-over occurs, other serious 
problems on the system can be created. 
longer casually say the component does not f a i l  simply becailse 
arc-over occurs. 

Since arc-over can cause short c i r cu i t  o r  current 

Therefore, one can no 

(e) Just i f icat ion for the phrase i n  page 119 of the main report 
t h a t  "Component threshold will increase as  the square of the 
frequency" should be provi ded. 

(f) The conclusion on page 23 of the Executive Summary on Component 
Damage Threshold Analysis i s  based on the assumption tha t  "al l  
other c i r cu i t  elements perform as designed." 

The imp1 ication of this assumption should be explained. What 
i f  some of the other c i rcu i t  elements do not perform as designed 
b u t  are  also affected by the EMP ( i .e . ,  common cause fa i lure)?  
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6. Vulnerability Analysis for the Example Plant 

(a) The conclusion of Vulnerability Analysis i n  page 24 of the 
Executive Summary says - 
" T h i s  analysis has only examined individual components of safe 
shutdown systems, not complete systems. However, i f  no component 
fa i l s ,  the system does n o t  f a i l .  Conversely, i f  an i n d i v i d u a l  
component should f a i l ,  i t  does n o t  follow tha t  the system 
fa i l s  because o f  the redundancy w i t h i n  systems. 
safe shutdown i n  nuclear power plants is  assured by a redundancy 
o f  safety related systems. T h u s ,  the  fa i lure  of a single 
component, or even several components, w i t h i n  one safety t r a in  
does not preclude safe shutdown." 

Furthermore, 

I t  seems i n  EMP analysis,  the usual redundancy of safety 
systems should not receive credit .  Because of identical  
designs i n  the redundant systems, the potential of common 
cause and common mode fa i lure  is l ike ly  t o  be quite h i g h .  
Hence, no credi t  should be given for redundancy. 

(b) The same concern on S a n d i a ' s  treatment of arc-over as we 
s ta ted  i n  5(d) applies t o  the Vulnerability Analysis. 

7. Analysis o f  Additional Nuclear Power Plants for Vulnerability t o  EMP 

(a )  In the Palo Verde Analysis, some of  the safety margins (SM) i n  
Table 9.2 are negative. 
hardening? 

Does this mean this plant needs 

(b) The basis for  concluding tha t  fa i lures  are  n o t  anticipated i n  
the other plant designs evaluated is not convincing. Because 
there are many differences between Watts Bar and other plants,  
further analysis should be performed before conclusions can be 
made. 
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1. 

2. 

3 .  

RESPONSE TO COW ENTS FRO F F I C E  OF REGUL TOR RESE RC H 

( a )  The r e v i e w e r  a p p e a r s  t o  equa te  " f a i l u r e "  a n d  
" m a l f u n c t i o n . "  A s  n o t e d ,  t h i s  s t u d y  a d d r e s s e d  
t h e  q u e s t i o n  o f  f a i l u r e  of c r i t i c a l  s y s t e m s  d u e  
t o  damage. W e  do  n o t  t h i n k  t h a t  " f a i l u r e "  s h o u l d  
be equated t o  " m a l f u n c t i o n . "  W e  b e l i e v e ,  based 
upon o u r  a n a l y s i s ,  t h a t  EMP-induced s i g n a l s  w i l l  
n o t  f a i l  s y s t e m s  r e q u i r e d  f o r  s a f e  shutdown.  
F u r t h e r ,  a l t h o u g h  w e  have  n o t  a d d r e s s e d  t h e  ques- 
t i o n  s p e c i f i c a l l y ,  g i v e n  t h e  predicted l e v e l  o f  
EMP-induced s i g n a l s ,  t h e i r  time domain c h a r a c t e r -  
i s t i cs ,  and  t h e  r e s p o n s e  c h a r a c t e r i s t i c s  of t h e  
i n s t r u m e n t a t i o n  w e  have  examined ,  w e  q u e s t i o n  
whe the r  t h e s e  s y s t e m s  w i l l  even  "see" t h e  i n d u c e d  
t r a n s i e n t s .  

( b )  W e  d o n ' t  b e l i e v e  t h e s e  two s t a t e m e n t s  a r e  
c o n t r a d i c t o r y ,  however ,  b e c a u s e  s e v e r a l  o t h e r  
r e v i e w e r s  e x p r e s s e d  a s imi la r  c o n c e r n ,  t h e  s e c o n d  
s ta tement  h a s  been  d e l e t e d .  

( c )  We b e l i e v e  t h a t  i t  would undu ly  expand t h e  
E x e c u t i v e  Summary o f  s u c h  a d i s c u s s i o n  were 
i n c l u d e d .  T h i s  l e v e l  of  d e t a i l  s h o u l d  r ema in  
i n  t h e  Main R e p o r t .  

The t r e a t m e n t  o f  MHD-EMP h a s  been  r e v i s e d  and  expanded.  W e  - 
b e l i e v e  t h i s  a d d i t i o n a l  i n f o r m a t i o n  w i l l  r e s o l v e  t h e  c o n c e r n s  
e x p r e s s e d  i n  these  comments. I t  s h o u l d  a l s o  b e  n o t e d  t h a t  
t h e  DC component w i l l  n o t  be p r o p a g a t e d  p a s t  t h e  f i r s t  t r a n s -  
f o r m e r ,  t h e r e f o r e ,  m o t o r s  and  r e l a y s  w i t h i n  t h e  p l a n t  w i l l  
n o t  e x p e r i e n c e  s a t u r a t i o n  e f f e c t s .  

( a )  When cab le  p a t h s  a r e  t raced  i n  t h i s  a n a l y s i s ,  
a l l  cab les  i n  t h e  p e n e t r a t i o n  a re  a c c o u n t e d  f o r  
and  t h e i r  share  o f  t h e  i n d u c e d  s i g n a l s  t a k e n  
i n t o  a c c o u n t .  Whenever d i s t r i b u t i o n  p o i n t s  a r e  
reached, a l l  p o t e n t i a l  p a t h s  f o r  c u r r e n t  f l o w  
a r e  examined.  The  r e v i e w e r s  c o n c e r n  a b o u t  
i n d i r e c t  p a t h s  is n o t  c lear .  I f  s i g n a l s  on  
t h e  most  d i r e c t  pa th  a r e  n o t  l a r g e  enough t o  
cause p rob lems ,  t h o s e  on i n d i r e c t  p a t h s ,  w i t h  
i n c r e a s e d  n u m b e r s  o f  d i s t r i b u t i o n  p o i n t s  and  
l o n g e r  r u n s  o v e r  which a t t e n u a t i o n  c a n  o c c u r  
a r e  u n l i k e l y  t o  cause p rob lems .  

( b )  I t  s h o u l d  be  r e c a l l e d  t h a t  i n  t h i s  a n a l y s i s ,  
w h i c h  i s  " w o r s t  case" f rom t h e  EMP t h r e a t  s t a n d -  
p o i n t ,  i t  was assumed t h a t  e v e r y  p e n e t r a t i o n  was 
o p t i m a l l y  d r i v e n ,  t h a t  is ,  t h e  maximum c o u p l i n g  
was presumed.  Because some p o i n t s  o f  i n t e r e s t  
c o u l d  r e c e i v e  a n  EMP-induced s i g n a l  f rom s e v e r a l  
p o s s i b l e  s o u r c e s ,  o n l y  t h e  l a r g e s t  d i s t u r b a n c e  
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was used in the vulnerability assessment. Bear 
in mind that in any actual encounter it would be 
impossible to provide optimum coupling at all 
penetrations. In fact', it is unlikely that the 
penetrations will be excited simultaneously. 
Furthermore, because of differing propagation 
paths, peak signals from multiple locations are 
very unlikely to arrive at the critical equipment 
at the same time. Two peak of 1.0 volt each out 
of phase by a few tens of microseconds will not 
produce as much stress as a single 2.0 volt 
pulse. Nevertheless, these two passages have 
been revised to remove any ambiguities. 

On Page 36 of the draft (now Page 5-2) it is 
stated that the EMP-induced signal on cables with 
non-identical loads is bounded by 1 / N  and l/fi, 
with the experience in EMP analysis supported by 
test data indicating that a reasonable value for 
the average peak value is 1/~3/4. It is agreed 
that varying AC loads may respond differently, 
but experience gained over many analyses indi- 
cates that the bounds, as cited, are acceptable 
for the EMP induced signals. This is further 
verified by the test results cited in Section 6.0. 

(d) There appears to be some confusion here over 
insertion losses as measured with antenna systems 
and plane wave shielding effectiveness as deduced 
from these measurements. Section 6.5.3 has been 
revised and Section 6.5.4 added which should 
eliminate this confusion. 

(e) The bulk current (approximately 1000 amperes) 
is induced on the entire duct bank including the 
associated ground cables. The sharing of the 
induced currents between signal and power cables 
and ground wires is discussed in Section 5. The 
ground system is not an additional, independent 
source. 

4. (a,b) It should be recalled that the purpose of the 
verification tests was to provide additional 
confirmation of the Boeing analytical approach. 
Therefore, it is reasonable and appropriate to 
ask the question, "On the average, does the 
approach provide conservative estimates?" 
Therefore, even though the data comes from 
various locations, it is appropriate to find a 
mean value. Some individual predictions will be 
conservative some will not; but again, it is the 
overall result that is of interest. This 
approach has been used in numerous prior EMP 
vulnerability assessments. 
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( c )  O t h e r  r e v i e w  comments have  i n d i c a t e d ,  as n o t e d  
above  ( 3 d ) ,  t h a t  some m i s u n d e r s t a n d i n g s  e x i s t  
r e l a t i v e  t o  p l a n e  wave s h i e l d i n g  e f f e c t i v e n e s s  and  
i n s e r t i o n  l o s s  measurements .  S e c t i o n  6.5.3 h a s  
been  r e v i s e d  a n  S e c t i o n  6.5.4 added which s h o u l d  
e l i m i n a t e  t h e  c o n f u s i o n .  

5. ( a )  T h i s  program was n o t  s t r u c t u r e d  t o  examine e f f e c t s  
o f  EMP on t h e  e n t i r e  g r i d .  Some c o n s i d e r a t i o n  o f  
t h i s  q u e s t i o n  i s  c o n t a i n e d  i n  a s t u d y  by O a k  Ridge 
N a t i o n a l  L a b o r a t o r y  (ORNL- 4958, Power Sys tem EMP 
P r o t e c t i o n ,  - March 1 9 7 5 ) .  I n  a d d i t i o n ,  t h e  Defense  
Nuclear Agency now h a s  a n  a c t i v e  program i n  t h i s  
a r e a  ( R e f e r e n c e  7 )  and  i t  is our  u n d e r s t a n d i n g  
t h a t  ORNL may be p u r s u i n g  t h i s  q u e s t i o n  f u r t h e r  i n  
t h e  n e a r  f u t u r e .  

( b )  I t  is  i m p o s s i b l e  t o  s t a t e  c o n c l u s i v e l y  what  t h e  
e f f e c t s  o f  t y p i c a l  o p e r a t i n g  c o n d i t i o n s  w i l l  be .  
However, t h e  s e m i c o n d u c t o r  d e v i c e s  a r e  sea l ed  and  
e x p e r i e n c e  s u g g e s t s  t h a t  t he re  w i l l  be l i t t l e  o r  
no e f f e c t  from normal  c o n d i t i o n s .  O b v i o u s l y ,  
h u m i d i t y  w i l l  a f f e c t  t h e  l i k e l i h o o d  o f  a r c o v e r  o r  
breakdown, a l t h o u g h  t h e  e x t e n t  o f  t h a t  e f f e c t  
c a n ' t  b e  s t a t e d  "a p r i o r i . "  

( c )  The 1 0  times o p e r a t i n g  v o l t a g e  f a i l u r e  l e v e l  was 
b a s e d  upon e x p e r i e n c e  i n  o t h e r  a n a l y s e s  because 
the re  was no d a t a  a v a i l a b l e .  As n o t e d  i n  r e s p o n -  
ses t o  o t h e r  comments, t h i s  approach  h a s  been 
r e v i s e d  t o  m a k e  t h e  r e s u l t s  r e p o r t e d  i n  S e c t i o n  8 
e v e n  more c o n s e r v a t i v e .  

( d )  Arcover  and breakdown phenomena a r e  n o t  amenable 
t o  a n a l y s e s .  However, i f  EMP-induced c u r r e n t s  
a r e  s h o r t i n g  t o  ground a t  terminals  and  e x t e r n a l  
c o n n e c t i o n s  i t  i s  d i f f i c u l t  t o  p o s t u l a t e  f a i l -  
ures.  I f  arcs  p e r s i s t  l o n g  enough (more t h a n  1 / 2  
c y c l e )  ;?;;a i f  t h e  normal  c u r r e n t s  a r e  l a r g e  enough 
t o  cause power f o l l o w  t h e r e  may be a s s o c i a t e d  
damage. W e  b e l i e v e  t h a t  t h e  r e q u i r e d  c o n d i t i o n s  
d o  n o t  e x i s t  f o r  t h e  components  a n a l y z e d .  

( e )  T h e r e  was a t y p o g r a p h i c a l  e r r o r  i n  t h e  d r a f t  
r e p o r t .  O b v i o u s l y ,  b a s e d  upon t h e  r e l a t i o n s h i p s  
d i s c u s s e d  i n  S e c t i o n  7 ,  t h e  e m p i r i c a l  e v i d e n c e  i s  
t h a t  t h e  damage t h r e s h o l d  i n c r e a s e s  as l / t 1 / 2  
where  t is  t h e  p u l s e  w i d t h .  T h e r e f o r e ,  t h e  
t h r e s h o l d  i n c r e a s e s  a s  t h e  square r o o t  of  t h e  
f r e q u e n c y .  
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6. 

7. 

(f) Analysis indicates that circuit damage thresholds 
for the passive components (resistors, capacitors, 
etc.) are on the same order as those for the solid 
state devices. Therefore, the damage thresholds 
would be comparable. 

We recognize the reservations expressed regarding 
redundancy. However, we believe that it is reasonable 
to take credit for redundancy for the following rea- 
sons. One, in an actual attack scenario it would be 
impossible to optimally excite all penetrations simul- 
taneously. In fact, some penetrations might only 
receive minimal excitation due to orientation. 

Because the analysis at Palo Verde was not as 
complete as that at Watts Bar, the existence 
of some negative safety margins does not neces- 
sarily argue for hardening. As noted elsewhere, 
experience with EMP vulnerability analyses indi- 
cates that as more of the design detail is brought 
into play it tends to lower the estimates of 
EMP-induced signals. 

We agree that the analysis does not prove in 
a rigorous manner that failures are unlikely. 
However, as stated in the revised Section 10, 
it is the technical judgement of the study team, 
considering the analyses, the systems involved, 
and experience in other studies that failures are 
unlikely. 
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON. D. C. 20555 

SEP 1 6  1982 

MEMORANDUM FOR: Roger J. Mattson, D i r e c t o r  
D i v i s i o n  o f  Systems - In teg ra t i on  

FROM: D a r r e l l  G. Eisenhut, D i r e c t o r  

SUBJECT : REVIEW OF DRAFT FINAL REPORT: INTERACTION OF 

NUCLEAR POWER PLANT SYSTEMS 

D i v i s i o n  o f  L icens ing  

ELECTROMAGNETIC PULSE (EMP) WITH COMMERCIAL 

As requested i n  Faust Rosa's memorandum o f  August 11, 1982, we have 

reviewed the  sub jec t  mat te r  and acknowledged t h a t  t he  d r a f t  f i n a l  r e p o r t  

was responsive t o  our comments submit ted t o  you on May 19, 1982. We have 

no a d d i t i o n a l  comments t o  o f f e r  on $ i s  subject .  

. ,  

D i v i s i o n  o f  L icens ing  

Contact: 
3. Calvo, X28563 

cc: F. Rosa 
P. Bender 
B. Mor r i s  
G. Holahan 
J. Calvo 
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UNITED STATES 
NUCLEAR REG U LATOR Y COMM l SSl ON 

WASHINGTON. D. C. 20555 

SCP 0 8  1982 

NE;.;ORARDiJl.l FOR: P h i l i p  A. Bender, Pro jec t  iflanager 
Instrumentation and Control Systems Branch 
Division of Systems Integrat ion,  t4RR 

F ROI.1 : Karl V .  S e y f r i t ,  Chief 
Reactor Operations Analysis Branch 
Off ice  f o r  Analysis and Evaluation 

o f  Operational Data 

SUBJECT: DRAFT FINAL REPORT:  INTERACTION OF ELECTROMAGNETIC 
PULSE ( EMP) WITH NUCLEAR COMII1ERCIAL NUCLEAR POHEK 
PLANT SYSTEMS 

He have reviewed the subject  d r a f t  f i n a l  report  a s  requested by your 
memorandum dated A u g u s t  11, 1982. 
d r a f t  interim repor t  have been addressed and incorporated i n  the f i n a l  
report .  

I f  you should des i re  additional information, the AEOD contact  i s  Matthew 
Chiramal o r  Karl V .  S e y f r i t .  

\le note t h a t  our coinnents on the 

Based on our review, we have no fur ther  corninents t o  of fe r .  

Reactor Operations Analysis Branch 
Office f o r  Analysis and Evaluation 

o f  Operational Data 

cc: R. t-iattson, NRR 
B. Florris, CRB P F. Rosa, NRR 2 
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UNITED STATES 
N U C L E AI? R E G U LATO R Y CO h'. 7.1 1 SS ION 

WASHINGTON, D. C.  20555 

SEP 9 1982 

MEMORANDUM FOR: P h i l  Bender 
I n s  t rumentat  i on & -  Cont ro l  Sys tems Branch 
D i v i s i o n  o f  Systems I n t e g r a t i o n ,  NRR 

FROM: Demetrios L. Basdekas 
Ins t rumenta t ion  & Contro l  Branch 
D i v i s i o n  o f  F a c i l i t y  Operations, RES 

SUBJECT: REVIEW OF DRAFT FINAL REPORT: INTERACTION OF 
ELECTROMAGNETIC PULSE (EMP) WITH COMMERCIAL 
NUCLEAR POWER PLANT SYSTEMS 

I have been requested'') t o  rev iew and comment on the  sub jec t  repo r t .  
personal  views on t h e  issue o f  EMP v u l n e r a b i l i t y  o f  nuc lear  power p l a n t s  and 
r e l a t e d  agency a c t i v i t i e s  f o r  addressing it, i n c l u d i n g  an e a r l i e r  d r a f t  o f  t he  
sub jec t  r e p o r t  ,(2ye conta ined i n  a memorandum I prepared f o r  the  Commissioners 
on May 24, 1982 . The comments conta ined i n  t h i s  memorandum a r e  personal  and 
n o t  necessar i ly .  those o f  t h e  O f f i c e  o f  Nuclear Regulatory Research. 

My 

The sub jec t  r e p o r t  was prepared by Sandia Laborator ies and i t s  subcontractors  
as p a r t  of t h e i r  f u l f i l l m e n t  o f  con t rac tua l  o b l i g a t i o n s  i n  connect ion w i th  a 
program p l a n  and statement o f  work developed by the O f f i c e  o f  Nuclear Reactor 
Regulat ion (NRR). 
Sandia team, and therefore,  I be l ieve  t h a t  they should be made p a r t  o f  t h e  
f i n a l  r e p o r t ,  p o s s i b l y  as an Appendix. 
program p l a n  apply  d i r e c t l y  t o  the work repor ted  i n  the  sub jec t  r e p o r t ,  
assuming t h a t  the  work was i n  compliance w i t h  the  NRR program plan.  

These two documents a re  key t o  the  work performed by the  

Hence, comments r e l a t i n g  t o  the  NRR 

I wish t o  take  t h i s  oppor tun i t y  t o  r e i t e r a t e  the  copp jn ts  conta ined i n  my 
memorandum t o  the  Commissioners dated May 24, 1982. 
c u r r e n t  ve rs ion  o f  t h e  sub jec t  r e p o r t  and NRR program p l a n  and r e l a t e d  p o l i c y  
issues. 
I consider  t o  be o f  immediate and general a p p l i c a b i l i t y .  
i ng: 

They do app ly  t o  t h e  

Because o f  t ime l i m i t a t i o n s  I w i l l  on l y  h i g h l i g h t  those p o i n t s  t h a t  
They a r e  the  f o l l o w -  

1. There are  i n c o n s i s t e n t  statements i n  the  r e p o r t  regard ing  t h e  ob jec t i ves  
o f  t h e  study. For  example, t h e  t h r e e  ob jec t i ves  s t a t e d  on page 1 o f  t h e  
Execut ive Summary and page 4 o f  t h e  main r e p o r t  a re  apparent ly  reneged 
i n  t h e  paragraph t h a t  f o l l o w s  by hav ing them "s ta ted  another way". What 
i s  "undue s e n s i t i v i t y " ?  I f  the  s tudy i s  n o t  in tended t o  propose harden- 
i n g  measures aga ins t  "any and a l l  conceivalbe circumstances" i s  i t  
intended t o  propose hardening f o r  some? I f  so, which ones and why those? 
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P. Bender 2 SEP 9 1982 

2. 

3. 

4. 

5 .  

6. 

The l i s t i n g  o f  " cons t ra in t s  and assumptions" on pages 1 and 2 o f  
t h e  Execut ive Summary and page 8 o f  t he  main r e p o r t  i s  most appropr ia te.  
It would a l s o  be appropr ia te,  and I be l ieve ,  necessary t o  have a d iscuss ion  
o f  t h e  s i g n i f i c a n c e  o f  those " c o n s t r a i n t s  and assumptions'' regard ing  the  
v a l i d i t y  o f  t h e  conclusions reached i n  t h i s  study. For example, "Signal  
upset  e f fec ts , "  n o t  considered i n  t h i s  s tudy can induce permanent damage 
by  amp l i f y i ng  t h e  e f f e c t s  o f  p r imary  EMP induced disturbances (cascade 
e f f e c t s ) .  Hence, t h e i r  exc lus ion  leaves t h e i r  s tudy w i t h  very  l i t t l e  
meaning. 
s i g n i f i c a n c e  been o f f e r e d  by the  Sandia team a t  t he  ou tse t  o f  t h e  program, 
t h e  agency would have been i n  a b e t t e r  p o s i t i o n  t o  decide t o  e i t h e r  modify 
t h e  program o r  n o t  undertake it. 

As a mat te r  o f  f a c t ,  I b e l i e v e  t h a t  had such statement o f  

On page 3 ,  second paragraph o f  t h e  Execut ive Summary, i t  i s  s ta ted  t h a t  
"The systems o f  concern i n  an example p l a n t  were i d e n t i f i e d  and def ined."  
Consider ing t h a t  t h i s  i s  a key element i n  t h e  program i t  would be 
appropr ia te  t o  c i t e  the  r a t i o n a l e  on which t h i s  " i d e n t i f i c a t i o n  and 
d e f i n i t i o n "  was based. 

On page 4 ,  t h i r d  paragraph o f  t h e  Execut ive Summary, i t  i s  s t a t e d  t h a t  
" t h i s  study uses a 'wo rs t  case' approach." I f  t h e  i n t e n t  o f  t h i s  statement 
i s  t o  suggest t h a t  t h e  t h r e a t  de f ined by t h e  double exponent ia l  i s  the  
"worst  case" one, i t  should be so s t a t e d  c l e a r l y .  Even i f  one were t o  
accept t h i s  assumption, t he  word "approach" used i n  t h i s  statement imp l i es  
t h a t  t h e  "worst  case" approach was taken throughout  the  study. Cer ta in l y ,  
t h i s  i s  n o t  t h e  case. 

On page 4,  l a s t  paragraph o f  t h e  Execut ive Summary and page 11, second 
paragraph o f  t h e  main r e p o r t  i t  i s  s t a t e d  t h a t  because MHD-EMP has 
s i g n i f i c a n t  low frequency components i t  was concluded t h a t  normal 
p r o t e c t i v e  devices would respond t o  i s o l a t e  and p r o t e c t  the p lan t .  It 
would be appropr ia te  t o  rep lace  o r  spec i fy  "normal p r o t e c t i v e  devices" 
w i t h  an i d e n t i f i c a t i o n  o f  t he  s p e c i f i c  devices r e f e r r e d  t o  here. I n  any 
event, i f  the DOE and DOD are  c u r r e n t l y  s tudy ing  the  problem, shou ldn ' t  
we n o t  take t h i s  i n t o  account i n  drawing conclus ions on the  e f fec t i veness  
o f  these devices? 

On page 8 ,  second paragraph of t h e  Execut ive Summary, t h e  Reactor 
P r o t e c t i o n  System i s  l i s t e d  as one o f  t h e  "se lec ted  systems requ i red  f o r  
sa fe  shutdown of a nuc lear  power p lan t . "  It would be appropr ia te  t o  
q u a l i f y  t h e  l i s t i n g  of t h e  Reactor P r o t e c t i o n  System by s t a t i n g  t h a t  
o n l y  i t s  manual scram f u n c t i o n  was considered i n  the  study, as i t  i s  
a l l u d e d  on page 23, second paragraph of t h e  main r e p o r t  
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On page 10, f i r s t  paragraph o f  t h e  Execut ive Summary, and page 35, f i r s t  
paragraph of t h e  main r e p o r t ,  i t  i s  s ta ted  t h a t  "Cabl ing a t tached t o  
c r i t i c a l  equipment i s  t raced  t o  t h e  most severe pene t ra t i on  o f  EMP energy 
which can d r i v e  it." 
r e p o r t ,  n o t  t h e  Execut ive Summary. 
cons is ten t .  
may i n v o l v e  paths t h a t  cannot p o s s i b l y  be i d e n t i f i e d  by the  methods o f  
t h i s  study. 
" i n t e g r a l  system" approach discussed i n  Reference 2, page 4, i t e m  3. 
a l so  Sec t ion  6.5.2 on page 90 o f  t he  main repo r t .  

The words [most severe] appear on l y  i n  t h e  main 
The two vers ions should be made 

But,  i n  any event, t h e  t r a c i n g  o f  cab l i ng  t o  a pene t ra t i on  

Th is  i s  a ser ious  d e f i c i e n c y  stemming from the  ' ' i s land"  vs. 
See 

On page 10, second paragraph o f  t he  Execut ive Summary, and page 36, f u l l  
paragraphs 2-4 of t h e  main r e p o r t ,  i t 3 j a  s ta ted  t h a t  t he  average cable 
c u r r e n t  was est imated by In/N o r  In/N 
i d e n t i c a l  loads respec t i ve l y .  Taking the  average o f  cu r ren ts  tends t o  
smear t h e  c a l c u l a t e d  induced st resses on the  respec t ive  components, and 
c e r t a i n l y  n o t  p rov ide  f o r  a "worst  case" approach i n  t h i s  respect .  
D r .  Longmire's comments on t h i s  assumption are  o f  spec ia l  i n t e r e s t .  

assuming i d e n t i c a l  o r  non- 

On page 10, l a s t  f u l l  paragraph o f  t h e  Execut ive Summary, i t  i s  s ta ted  
t h a t  " d i f f u s e d  f i e l d  s t rengths  i n  the  c e n t r a l  reg ions o f  t h e  p l a n t  a re  
expected t o  be 50 dB o r  more below ex te rna l  i n c i d e n t  f i e l d s . "  
t h a t  t h i s  statement i s  t r u e  i t  i s  n o t  complete and i t  c e r t a i n l y  does n o t  
represent  "worst  case" cond i t ions .  It i s  i n d i c a t e d  i n  the  f i r s t  f u l l  
paragraph on page 92 o f  t h e  main r e p o r t  t h a t  t he  a t tenuat ion ,  depending 
on frequency and loca t i on ,  may be as low as 5dB. 
statement i n  t h e  Execut ive Summary would be appropr ia te.  

Assuming 

A complete and r e a l i s t i c  

The d iscuss ion  o f  grounding and ground cables presented on pages 37 and 
38 o f  t h e  main r e p o r t  does n o t  i nc lude  any mention o f  the  f a c t  t h a t  
ground cables and o the r  grounded metal s t ruc tu res  and components can a c t  
as EMP induced disturbances. 
f o r  an EMP-like d is turbance w i t h  a very wide frequency spectrum. 

T h e i r  s i g n i f i c a n c e  cannot be overs ta ted  

The l a s t  paragraph beginning on page 39 and con t inu ing  on page 40 o f  t he  
main r e p o r t ,  con ta ins  a p o r t i o n  s t a r t i n g  w i th :  
It i s  i nsc ru tab le .  

"However, f o r  t h e  . . . . ' I  

Rewr i t i ng  t h i s  p o r t i o n  appears necessary. 

The d i a t r i b e  on t h e  a n a l y t i c a l  t reatment  o f  " th rea t "  and " t h r e a t  f i l e "  
f unc t i ons  us ing  fewer t ransforms presented i n  chapter 6.0 i s  pedagogi- 
c a l l y  i n t e r e s t i n g ,  b u t  what i s  t h e  s ign i f i cance ,  f o r  example, o f  average 
values o f  a t t e n u a t i o n  tabu la ted  on page 78, Table 6.6 o f  t h e  main repo r t?  
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13. O n  page 15, f i r s t  paragraph of the Executive Summary and page 46, f i r s t  
paragraph of t he  main report ,  i t  i s  s t a t ed  t h a t  " I t  is  impractical t o  
subject a f a c i l i t y  as  large as  a nuclear power plant  t o  ' t h r e a t  level '  
simulation s ignals ."  I do n o t  dispute the large magnitude of the problem 
involved here, b u t  the  important question here i s  whether i t  is  necessary. 
I agree w i t h  Dr. Longmire t h a t  as  large sca le  t e s t ing  as  possible approach- 
ing " th rea t  level"  environments should be devised and performed a t  
f a c i l i t i e s  t h a t  may be available fo r  such tes t ing .  
augmented w i t h  "s ta te-of- the-ar t"  components and systems o f fe r  an a t t r a c t i v e  
vehicle f o r  accomplishing t h i s .  

Decommissioned plants  

14. On page 16,  l a s t  paragraph of the Executive Summary i t  i s  s t a t ed  tha t  "In 
Summary, t he  t e s t  program s u p p o r t s  the  EMP coupling analysis  indicating 
t h a t  i t  is  consis tent  and generally conservative." I agree t h a t  analysis 
and t e s t i n g  a r e  consis tent  with one another. I t  should be pointed o u t ,  
however, t h a t  they a r e  consis tent ly  inadequate t o  reach the conclusions 
reached i n  t he  report .  They b o t h  represent a miniscule and pa r t i a l  analog 
of t he  actual th rea t .  
ac t ive  character  of EMP and i t s  e f f ec t s ,  i n  conjunction with upset 
conditions,  w h i c h  a r e  the  primary damage mode of EMP induced disturbances. 

They are  very def ic ien t  i n  representing the in te r -  

15. I t  i s  not c l ea r  how applicable the data presented i n  Section 7.3.4 on 
page 119 of the  main report  a re  i n  t h i s  study. 
be given f o r  using them 

Some j u s t i f i c a t i o n  should 

16. I n  Section 7.4, page 119 o f  the main report  i t  i s  s t a t ed  t h a t  "c i rcu i t "  
parameters were evaluated a t  only one frequency (1 MHz)." 
discussion i s  not convincing t h a t  the attendant l imitat ions of the r e su l t s  
may be safe ly  discounted. 

The ensuing 

17. T h e  conclusion on page 23 of the  Executive Summary on Component Damage 
Threshold Analysis i s  based on the assumption t h a t  " a l l  o t h e r  curcui t  elements 
perform as  designed." 
t h i s  assumption is. The conclusion was a l so  based on the assumption t h a t  "only 
those  pins t h a t  serve as  interfaces  t o  "outside world" connections have been 
iden t i f i ed  and considered. I believe i t  would be appropriate t o  define 
'I outs  i de wor 1 d" . 

I t  i s  n o t  c l ea r  what the  exact meaning and scope of 

18. On page 24, fourth paragraph of the Executive Summary and page 128, f i r s t  
f u l l  paragraph of the main report  i t  is s t a t ed  t h a t  " T h i s  analysis  has only 
examined individual components of sa fe  shutdown systems, not complete 
systems". 
component, o r  even several components, w i t h i n  one safe ty  t r a i n  does n o t  
preclude sa fe  shutdown.'' I believe t h a t  t he  following p o i n t s  should  be 
made respecting these statements: 

The discussion goes on t o  s t a t e  t h a t  "the f a i l u r e  of a s ingle  
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(a) f a i l u r e s  of many components (assuming common mode/common cause 
f a i l u r e s )  cannot be r e s t r i c t e d  i n  one sa fe ty  t r a i n .  

(b) t h e  above statements, as w e l l  as the e n t i r e  program, are based 
on t h e  suppos i t ion  t h a t ,  by i g n o r i n g  upset cond i t i ons  o f  s igna ls  
and power on one hand, and process r e l a t e d  d is turbances 
(neutron ic ,  thermohydrodynamic, e tc . ) ,  on the other ,  t he  task  
i s  t o  "sa fe ly  shutdown" the  p l a n t .  Shut i t  down from where? 
What a re  the  i n i t i a l  cond i t fons? Are they  those o f  steady 
s t a t e  opera t ion  a t  a g iven power l e v e l ?  Is t h i s  a r e a l i s t i c  
expectat ion? How can "systems no t - requ i red  f o r  sa fe ty "  such 
as c o n t r o l  systems and t h e i r  support  systems be expected t o  
behave? They may very w e l l  be ou ts ide  "The i s land"  de f ined 
by  the  program as "Safe Shutdown Systems" b u t  t h e i r  i n t e r -  
ac t i ons  w i t h  o the r  p l a n t  systems bo th  through e l e c t r i c a l  
conductors, as w e l l  as through the  p l a n t  processes they "share" 
should be expected t o  be subs tan t i a l .  

(c) Simultaneous s t r e s s i n g  o r  damaging o f  i n d i v i d u a l  components 
would l i k e l y  have d i f f e r e n t  e f f e c t s  on t h e i r  respec t i ve  
systems, than i f  considered i n d i v i d u a l l y .  

The above comments a l so  apply  t o  the  l a s t  sentence o f  Chapter 9.0, page 181 
o f  t h e  main repo r t ,  t h a t ,  respec t ing  the a d d i t i o n a l  p l a n t s  surveyed i n  the  
s tudy " the  poss ib le  l oss  o f  i n d i v i d u a l  components i n  redundant systems does 
n o t  p rec lude sa fe  shutdown. I' 

79. I agree w i t h  t h e  statement made on page 27, t h i r d  paragraph o f  t he  Execut ive 
Summary t h a t  "The EMP suscept i  b i  1 i ty  o f  nuc lear  p l  an t  equipment i n  general 
cannot be determined from the  data gathered du r ing  t h i s  study". I do n o t  
agree w i t h  the  statement, however, t h a t  " the  methods presented do prov ide  
a reasonable veh ic le  w i t h  which i t  may be determined whether very d e t a i l e d  
in -depth  s tud ies  should be conducted o f  each i n d i v i d u a l  p lan t . "  I be l i eve  
t h a t  t h e  focus of f u t u r e  e f f o r t s  should be the  o b j e c t i v e  recommended i n  
comment No. 9 above, namely, l a r g e  scale,  t h r e a t  l e v e l  t e s t i n g .  I do n o t  
agree w i t h  suggested con t inua t ion  o f  e f f o r t  a long the  same l i n e s  o f  approach 
i n  t h i s  s tudy as o u t l i n e d  i n  Sect ion 10.4 o f  t h e  main repo r t .  

20. The s i x  conclusions s ta ted  on page 31 of the Execut ive Summary cannot be 
supported by t he  study performed. Although some words have been changed 
t o  accommodate comments rece ived as p a r t  o f  t h e  p r e l i m i n a r y  d r a f t  repo r t ,  
t h e  essence of t he  bottom l i n e  conclus ion (No. 6) t h a t  "it i s  u n l i k e l y  
t h a t  an EMP event w i l l  f a i l  s u f f i c i e n t  equipment so as t o  p revent  safe 
shutdown" remains the  same as t h a t  s ta ted  i n  t h e  p r e l i m i n a r y  d r a f t  o f  
t h e  r e p o r t  t h a t  "no EMP p r o t e c t i o n  i s  requ i red  f o r  t he  p lan t " .  These 
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statements a re  n o t  supported by t h e  study. 
evidence s t r o n g l y  suggest ing t h a t  i f  nuc lear  power p l a n t  hardness t o  EMP 
e f f e c t s  i s  needed as a mat te r  o f  na t i ona l  p o l i c y ,  hardening measures w i l l  
be needed t o  achieve t h i s  even f o r  a s i n g l e  h i g h - a l t i t u d e  exp los ion  o f  t he  
megaton c l a s s  s t r a t e g i c a l l y  placed. 
ope ra t i ona l  experience w i t h  l i g h t n i n g  and thunderstorm a c t i v i t y ,  use o f  
" w a l k i e - t a l k i e s "  i n s i d e  nuc lear  power p lan ts ,  and data from defense 
programs on o the r  systems. 

To the  con t ra ry  the re  i s  

Examples o f  t h i s  evidence inc lude 

21. I found no mention i n  the  Execut ive Summary nor  the  main r e p o r t  o f  t he  
r e l a t e d  problem o f  EMP-like and EM1 i n  general d is turbances t h a t  may be 
generated by non-weapon sources. I n  SECY-81-641, November 5, 1981, the  
s t a f f  repo r ted  t o  the Commission t h a t  "Our p r e l i m i n a r y  conclus ion i s  t h a t  
a s i g n i f i c a n t  t h r e a t  does no t  e x i s t  from non-nuclear generators because o f  
the d i f f i c u l t y  o f  deploy ing and opera t ing  such equipment i n  t h e  v i c i n i t y  o f  
a p l a n t  w i t h o u t  be ing detected, and because t h e  e f f e c t s  o f  t h i s  type o f  
equipment a re  l o w  l e v e l  and h i g h l y  l oca l i zed . "  
addressed i n  t h e  repo r t ,  and the  s t a f f ' s  f i n a l  conclusion, i f  any, on t h i s  
ma t te r  should be s ta ted  i n  the  Execut ive Summary and the  main r e p o r t  a long 
w i t h  i t s  bases. 
g iven  above a re  not convincing. 
s t a t e - o f - t h e - a r t  methods o f  generat ing and d i r e c t i n g  EM r a d i a t i o n  of 
s u f f i c i e n t  l e v e l  t o  cause upset o r  damage t o  e l e c t r o n i c / e l e c t r i c a l  systems 
and components used i n  nuc lear  power p lan ts .  
on the bas i s  o f  t he  s t a f f ' s  above statement. 

Th is  mat te r  should be 

The c i t e d  reasons f o r  t h e  s t a f f ' s  p r e l i m i n a r y  conclus ion 
Also, they  a re  n o t  cons i s ten t  w i t h  c u r r e n t  

The issue cannot be dismissed 

22. I concur w i t h  D r .  Longmire's comments conta ined i n  Appendix E ,  pages E-15-E23, 
dated June 1982. 

Since EMP r e l a t e d  technology invo lves  h i g h l y  spec ia l i zed  d i s c i p l i n e s  and NRC does 
n o t  have a l l  t h e  r e q u i s i t e  exper t i se  in-house f o r  an in -depth  eva lua t i on  o f  t h i s  
issue, i n c l u d i n g  the  Sandia Study, we should u t i l i z e  the  exper t i se  i n  o ther  
Government agencies, p a r t i c u l a r l y  the  Department o f  Defense. I n  order  t o  assure 
t h e  techn ica l  bas i s  be soundly es tab l i shed f o r  t h e  Commission's p o l i c y  dec is ion,  
I recommend we proceed as fo l lows:  

1. O f f i c i a l l y  request t h e  Nat ional  Academy of Sciences and Nat ional  
Research Council t o  rev iew the  Sandia d r a f t  r e p o r t  on hand and a l l  
comments received, and r e p o r t  t o  t he  Commission as soon as p r a c t i c a l .  
See a l s o  Enclosure 1 t o  Reference 2. 

2. Request a s i m i l a r  rev iew and comment f rom DOD, DOE, FEMA, and NASA. 

3. Postpone the  p u b l i c a t i o n  o f  t he  f i n a l  Sandia r e p o r t  u n t i l  i tems 1 
and 2 above are completed, and r e v i s e  t h e  d r a f t  as needed, based 
on t h e  r e s o l u t i o n s  o f  a l l  comments received.  
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4. The NRC should coord ina te  t h e  establ ishment  o f  an Inter-Agency Task 
Force c o n s i s t i n g  of NRC, DOD, DOE and FEMA t o  formulate and recommend 
t o  t h e  Commission a fede ra l  program under the  pr imary  f i n a n c i a l  
sponsorship o f  N R C  and DOD t o  study t h i s  i ssue and r e p o r t  on the  
r e s u l t s  w i t h  recommendation as t o  how t o  deal w i t h  the  EMP 
v u l n e r a b i l i t y  o f  nuc lear  power p lan ts .  Th is  key task  i s  expected 
t o  take  considerable e f f o r t ,  b u t  w i t h  a l ead ing  a c t i v e  p a r t i c i p a t i o n  
o f  DOD, i t  whould be completed exped i t ious ly .  

5. I n t e g r a t e  t h e  EMP/lightning p r o t e c t i o n  and Electromagnet ic I n t e r f e r e n c e  
( E M I )  p r o t e c t i o n  requirements so t h a t  f u tu re  regu la to ry  upgrading impact 
on t h e  l icensees can be minimized. 

6. Organize techn ica l  seminars on EMP, l i g h t n i n g  and EMI. 

7. Arrange the  exchange o f  t echn ica l  personnel between DOD and NRC f o r  
t r a i n i n g  i n  nuc lear  r e a c t o r  technology, and EMP technology respec t i ve l y .  

I f  I can be o f  any ass is tance,  p lease contac t  me. 

L A L . - A  
Demetrios L. Basdekas 
Ins t rumenta t ion  & Contro l  Branch 
D i v i s i o n  o f  F a c i l i t y  Operat ions,  RES 

References: 
1. Memorandum from E. C. Wenzinger 

t o  D. L. Basdekas, August 16, 1982 

2. Memorandum from D. L. Basdekas t o  
t h e  Commissioners on the  EMP 
Vu1 nerabi  1 i ty  o f  Nuclear Power 
P lan ts ,  May 24, 1982 

cc: F. Rosa, NRR 
B. Morr is ,  NRR 
A. Hon, RES 
D. Ericson, SNL 
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RESPONSE TO COMMENTS OF DEMETRIOS L. BASDEKAS 

Several general comments are in order in response to 
Mr. Basdekas prior to addressing each of his more specific 
concerns. In other communications Mr. Basdekas has taken some 
rather strong positions regarding potential EMP vulnerabilities 
and the merit of the research program reported here. These 
prior positions are reflected in the tone of these comments. 
Mr. Basdekas also makes recommendations for actions which are 
clearly not the responsibility of the study team, these will be 
noted. 

Our responses to Mr. Basdekas' comments, where appropriate 
follow below: 

1. The study team does not agree that the objectives of the 
study are "reneged" by stating them another way. However, 
because of comments from several reviewers, the wording of 
the objectives has been carefully reviewed to eliminate any 
ambiguities. 

2 .  Mr. Basdekas asserts, without support or an example, that 
upset can induce permanent damage by amplifying the effects 
of primary EMP disturbances, and to exclude upset leaves the 
study with little meaning. Obviously, we disagree, individual 
members of the study team (and the Research Review Panel) 
have considerable experience in the assessment of the EMP 
vulnerability of a variety of systems. In our opinion the 
conditions required for upset to induce permanent damage (for 
example, power follow) do not exist in the systems studied. 
It is implied here that Sandia "sold" this program to the 
staff and omitted key issues. In fact, the program was deve- 
loped jointly by Sandia and NRR and the bounding conditions of 
the study have been continually emphasized. 

3 .  Section 1 of the Executive Summary (Page 3 )  is an overview of 
the activities undertaken in the study, Section 4 describes 
the systems selected. Because a safe shutdown capability is a 
licensing condition, each Safety Analysis Report contains an 
identification of these systems for the particular plant. 
Therefore, it was not deemed necessary to discuss the 
rationale for these selections in any great detail. 

4 .  Because this section is discussing the EMP phenomena, we did 
not believe there would be any confusion about the meaning of 
"worst case." However, to insure a clear understanding, some 
additional text has been added in the Executive Summary. 

5. Several reviewers commented on the discussion of MHD-EMP. As 
a result both the Executive Summary and the Main Report have 
been revised with more discussion added to the latter. See 
also Response Number 2 to comments from the Office of Nuclear 
Regulatory Research (.RES) . 
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6. W e  a g r e e  and  t h e  E x e c u t i v e  Summary h a s  been m o d i f i e d  t o  
a g r e e  w i t h  S e c t i o n  4 . 1  o f  t h e  Main Repor t .  

7. Some s i m i l a r  c o n c e r n s  were r a i sed  i n  Comment Number 3 ( b )  
f rom RES and r e v i s i o n s  were made t o  t h e  t e x t .  See a l s o  
Response  3 ( b )  t o  t h e  comments f rom RES. 

8. The r e p o r t  s t a t e s  t h a t  t h e  c a b l e  c u r r e n t s  a r e  bounded by 
In/N and  In/* and t h a t  1 n / ~ 3 / 4  i s  a r e a s o n a b l e  es t imate  
o f  t h e  a v e r a g e  peak v a l u e .  W e  r e c o g n i z e  t h a t  D r .  Longmire 
and  Mr. Basdekas do  n o t  accept t h i s  approach .  However, 
a s  n o t e d  i n  o u r  e a r l i e r  r e s p o n s e  t o  D r .  Longmire,  t h e  t e c h -  
n i q u e  has been  used s u c c e s s f u l l y  i n  many a n a l y s e s  and is a n  
e f f e c t i v e  e n g i n e e r i n g  t o o l .  See a l s o  o u r  r e s p o n s e  t o  RES 
Comment 3 (c )  . 

9. As n o t e d  i n  o u r  r e s p o n s e  t o  RES Comment 3 ( d ) ,  t h e  wording  
used a p p a r e n t l y  l e d  t o  some c o n f u s i o n  o v e r  i n s e r t i o n  l o s s e s  
as  measured w i t h  a n  a n t e n n a  s y s t e m  and  p l a n e  wave s h i e l d i n g  
e f f e c t i v e n e s s  as deduced  from t h o s e  measurements .  We 
b e l i e v e  t h e  r e v i s i o n s  t o  S e c t i o n  6 w i l l  a l l e v i a t e  t h i s  
problem.  S e e  a l s o  Response  3 ( d )  t o  RES comments. 

1 0 .  T h i s  comment was a d d r e s s e d  i n  o u r  r e s p o n s e  t o  RES Comment 
3 ( e ) .  The ground c a b l e s  i n  t h e  v i c i n i t y  of t h e  d u c t  banks  
share  t h e  induced  b u l k  c u r r e n t .  They a re  n o t  a n  
a d d i t i o n a l ,  i n d e p e n d e n t  s o u r c e .  

11. T h i s  p a r a g r a p h  s i m p l y  s t a t e s  t h a t  i t  was n e c e s s a r y  t o  m a k e  
some a d d i t i o n a l  p r e d i c t i o n s  o f  s i g n a l  a t t e n u a t i o n  f o r  t h e  
p l a n t  "as is" b e c a u s e  t h a t  is t h e  c o n d i t i o n  unde r  which 
v e r i f i c a t i o n  tes ts  were c o n d u c t e d .  Some wording  h a s  been 
reworked  t o  a l l e v i a t e  M r .  Basdekas '  c o n c e r n ,  a l t h o u g h  no  
o t h e r  r e v i e w e r  i n d i c a t e d  any  problem w i t h  t h i s  p a s s a g e .  

12.  The p r i n c i p a l  a u t h o r  takes  s t r o n g  e x c e p t i o n  t o  S e c t i o n  6 
b e i n g  c h a r a c t e r i z e d  as  a " d i a t r i b e , "  p a r t i c u l a r l y  by Mr. 
Basdekas, g i v e n  t h e  volume of c o r r e s p o n d e n c e  h e  h a s  
g e n e r a t e d  c o n c e r n i n g  t h i s  program. The re  may be more 
i n f o r m a t i o n  p r o v i d e d  t h a n  is a b s o l u t e l y  n e c e s s a r y ,  however ,  
i t  p r o v i d e s  t h e  r e a d e r  w i t h  a more c o m p l e t e  p i c tu re  o f  t h e  
t es t  t e c h n i q u e s .  The s i g n i f i c a n c e  o f  t h e  a v e r a g e  
a t t e n u a t i o n  v a l u e s  is d i s c u s s e d  i n  S e c t i o n  6.5. T h i s  
s e c t i o n  h a s  been r e v i s e d  i n  some aspects t o  c l a r i f y  t h a t  
d i s c u s s i o n .  

1 3 .  The a u t h o r s  c e r t a i n l y  r e c o g n i z e  t h a t  there  i s  a s c h o o l  o f  
t h o u g h t  w i t h i n  t h e  EMP r e s e a r c h  community which a r g u e s  t h a t  
o n l y  f u l l  scale  tests p r o v i d e  t h e  answers .  O b v i o u s l y ,  w e  
d o  n o t  a g r e e ,  as l a r g e  scale t e s t i n g  would make s e n s e  o n l y  
i f  a n a l y s e s  i n d i c a t e d  t h a t  EMP was l i k e l y  t o  cause s i g n i f i -  
c a n t  damage. F u r t h e r m o r e ,  M r .  Basdekas  appears t o  d i s c o u n t  
t h e  v e r y  r ea l  t e c h n i c a l  (and economic)  p rob lems  a s s o c i a t e d  
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14. 

15. 

16. 

17. 

18. 

with such tests on a facility as large as a nuclear power 
plant, based upon his conviction that EMP is a problem, 
The authors simply cannot accept the suggestion that the 
"hybrid" that would result from augmenting a decommissioned 
plant with modern components is somehow representative of 
current generation nuclear power plants. On the contrary, 
it would truly be one of a kind. 

The authors are at a loss as to how to respond to this 
comment. Again, Mr. Basdekas asserts, without support by 
example or analysis, that the work is inadequate to reach 
the conclusions. No other reviewers (many of whom have 
long experience in EMP research) have taken this position. 
It appears that because we did not examine upset, nothing 
we report will be acceptable to Mr. Basdekas; he believes 
there is a problem. We have conducted a detailed study, 
the results of which lead us to the judgement that damage 
is unlikely and that safe shutdown can be accomplished. 

As noted, the data are not used directly because we do not 
have the appropriate uncertainty information from the 
coupling analysis to combine with it. However, it was 
included to provide additional indication of the generally 
conservative nature of the study. 

Damage thresholds are not strong functions of frequency 
(threshold is proportional to f i )  therefore the exact 
value is not critical so long as one reasonably models the 
situation which may exist. Based upon the data in Section 
6, a 1 MHz signal is a reasonable representation of the 
damped sine which would exist as a result of EMP excitation. 

This concern was also addressed in RES Comment 5(f) and our 
response thereto. 

Some similar concerns were addressed in the RES 
comments [6(a) and 7 (b) in particular] . The common 
mode (common cause) concern is not unreasonable, if 
EMP-induced signals are. large enough to stress the 
system. The evidence to date indicates they are not. 
Also, it must be reiterated that an actual single 
nuclear burst cannot achieve the excitation levels 
nor the simultaneity at all points as postulated in 
this study, 

As noted in the study, three basic functions must be 
accomplished regardless of the initial conditions. 
The reactor must be maintained in a subcritical 
condition, coolant inventory must be maintained, and 
decay heat must be removed. We have identified the 
systems required to accomplish those functions and 
examined the components of those systems for possible 
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19 . 

20 . 

21 . 

22. 

EMP effects. No damage is anticipated for the compo- 
nents in the example plant because all had substantial 
positive safety margins. The less detailed look at 
Palo Verde gave some negative safety margins on less 
critical portions of the systems. However, the over- 
whelming weight of evidence indicates that it is 
unlikely that EMP will cause any damage. We stand by 
our conclusions. 

(c) The analyses indicate that the components will not be 
"stressed. EMP-induced signals are less than operat- 
ing levels. 

Again the full-scale test versus analysis and partial test 
philosophies are highlighted. The evidence does not 
support the need for large scale testing. The study team 
can only stand on its position, based upon this and other 
studies and the support it has received from the other 
reviewers. 

The study team has no comment to Mr. Basdekas' position 
other than that we believe the conclusions are supported by 
the analyses. Mr. Basdekas seems to be suggesting that EMP 
would produce responses similar to those induced by light- 
ning and hand-held radio transmissions. The frequency and 
energy characteristics of these signals are different and 
system response cannot be inferred from the "operational 
experience" cited. It should be noted that Mr. Basdekas 
appears to be alone in this flat rejection of the study. 

The information on nonweapon sources has been reworked to 
some extent, however, the conclusion to eliminate it as a 
concern remains based upon the collective judgement of the 
study team - and the Research Review Group. Mr. Basdekas 
frequently equates this report with NRC staff positions. 
It should be noted that the report documents and reflects 
the study team position, which may or may not be the NRR 
staff position. 

Our response to Dr. Longmire's comments appear in Part 1 of 
this appendix. 

Mr. Basdekas concludes his comments with a set of 
recommendations which are not the responsbility of the study 
team. However, there are several observations which are 
appropriate. 

1. This study has had extensive peer review, in-house at the 
respective participants organizations, the Research Review 
Panel, interested participants, and the Nuclear Regulatory 
Commission. 
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2. 

3 .  

The study team participants, Boeing Aerospace Company, IRT 
Corporation, and Booz-Allen & Hamilton in particular have a 
long history of involvement in DOD-sponsored EMP research, 
as do many of the Review Panel members. This is an 
excellent and more than adequate cross section of expertise 
in this area. 

If a review were conducted by the National Academy of 
Sciences or the National Research Council, they would draw 
upon the same body of expertise available to Sandia to 
conduct the study. Neither organization has "resident" 
groups of experts. Representatives of the National Academy 
of Sciences have participated in the review meetings and 
have received copies of the draft reports. 

Also, we note, with passing interest, that most of these 
recommendations are predicated upon the assumption that EMP is a 
problem. The evidence available supports the study team 
position that damage is unlikely to result from EMP. The 
recommendations put forth by Mr. Basdekas are not supported by 
the technical evidence and weight of technical judgement 
generated to date on this topic. 
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