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ELECTROMAGNETIC PULSE (EMP): SHOULD
THIS BE A PROBLEM OF NATIONAL CON-
CERN TO PRIVATE ENTERPRISE, BUSI-
NESSES SMALL AND LARGE, AS WELL AS
GOVERNMENT?

TUESDAY, JUNE 1, 1999

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON GOVERNMENT
PROGRAMS AND OVERSIGHT,
COMMITTEE ON SMALL BUSINESS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 12:05 p.m., in the
Parsons Auditorium, Applied Physics Laboratory, The Johns Hop-
kins University, 11100 Johns Hopkins Road, Laurel, Maryland,
Hon. Roscoe Bartlett, (chairman of the subcommittee) presiding.

Chairman BARTLETT. Let me call our Subcommittee to order.

Good morning. It is a pleasure to welcome you to this hearing of
the Subcommittee on Government Programs and Oversight of the
House Small Business Committee. I would especially like to thank
those of you who have traveled some distance to participate in this
hearing.

This hearing is being held because the damage to our economy,
businesses large and small—not to mention national security—
from electromagnetic pulse (EMP) could dwarf anything associated
with the well-known Y2K problem. Yet the EMP threat is virtually
ignored by our government and is practically unknown to the gen-
eral public.

Concerns about the proliferation of nuclear weapons and the pos-
session of such weapons by rogue nations makes a discussion of
problems associated with EMP and the magnitude of those prob-
lems a most timely topic. However, few congressional hearings
have been devoted to this topic, and there is little, if any, public
awareness of EMP.

As a matter of fact, I think that, previously, in 1997, we had the
first ever full hearing on EMP effects in the R&D Subcommittee of
our then National Security Committee. So this will be the second
full hearing devoted to the problem of EMP effects.

When I was recently in Vienna, Austria, a member of the Rus-
sian Duma, Vladimir Lukin, who was the ambassador to the
United States at the end of the Bush administration and the begin-
ning of the Clinton administration—he is now chairman of their
Foreign Affairs Committee in the Duma—he was one of three mem-
bers of the Russian Duma that met with 11 members of the U.S.
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Congress in Vienna about five weeks ago, now, to discuss a frame-
work agreement for ending the conflict in Kosovo. He made two
comments during those discussions which, I felt, were significant.

One was he said that “You are bombing Yugoslavia and your
president says that it is not war. Could we drop an atomic bomb
on you and say that it was not war?”

And then, of particular relevance to our hearing today, he said
in the hearing, “If we really wanted to hurt you”—and Congress-
man Curt Weldon, who was leading our delegation, is somewhat
fluent in Russian, at least he can understand it, and he knew what
Vladimir Lukin was saying before the translation, and he pointed
to him and said, “Do you hear what he’s saying?”

What Lukin said was, “If we really wanted to hurt you, we would
launch an ICBM from the sea with little chance of retaliation”—
because, if it comes from the sea, how do you know who did it in
today’s world?—“and we would detonate the weapon at high alti-
tude, creating an EMP effect which would shut down your country
for a month or two,” he said.

I am not sure if he appreciates how vulnerable we may be to that
type of an EMP lay-down.

Well, I felt that that comment was a significant one, coming from
a ({)erson of that stature, in particular relevance to our hearing
today.

This statement did not surprise me, but, unfortunately, it would
come as a surprise to most Americans. I believe it is imperative
that our government take steps to defend against EMP. As with
Y2K, the public and businesses need to be informed about what
steps they could take to prevent or minimize damage from EMP.

It would appear that the number of contracts awarded to small
businesses by the federal government for EMP research has dimin-
ished significantly in the last five years. Is the federal government
placing the correct priority on the problems associated with EMP
and with the possibility or probability that they may occur? Is the
public being correctly informed by the federal government as to
what EMP is, the magnitude of the threat and the problems associ-
ated with it?

It is hoped that the testimony today will answer some, if not all,
of these questions. Also, it is hoped that the hearing and the per-
manent record available to the public after the hearing, both in
hard copy and in abridged form on the Internet, will provide
heightened awareness of what EMP is and the problems it could
create.

Again, thank you all for participating in this hearing. And thank
you, in the audience, for attending this hearing.

[Mr. Bartlett’s statement may be found in the appendix.]

Chairman BARTLETT. Let me welcome our witnesses.

Mr. Ron Wiltsie, Program Manager, Strategic Systems, Applied
Physics Laboratory, Johns Hopkins University, thank you, sir.

Dr. Gordon Soper, Group Vice President, Defense Group, Incor-
porated.

And Dr. Lowell Wood, senior staff member, Lawrence Livermore
National Laboratory.

I have the testimony of you three and I have read it, and thank
you very much.
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And Col. Richard Skinner, Principal Director, C3ISR and Space
Systems, Department of Defense.

Thank you all very much for being with us. Let me stipulate
that, without objection, your full testimony will be made a part of
the public record. If there is additional information you would like
to add, we will hold the record open for several days so that you
will have an opportunity to do that.

We would encourage you to, perhaps, summarize your written
testimony. There will be ample opportunity during the question
and answer period which follows to amplify on your testimony.

We will begin with Ron Wiltsie.

STATEMENT OF RONALD J. WILTSIE, PROGRAM MANAGER,
STRATEGIC SYSTEMS, APPLIED PHYSICS LABORATORY,
JOHNS HOPKINS UNIVERSITY

Mr. WILTSIE. Good afternoon, Congressman. Thank you for the
opportunity to testify before the Small Business Subcommittee on
Government Programs and Oversight.

In this statement, I will consider the phenomenology of electro-
magnetic pulse, or EMP as it is called, and identify specific EMP-
related vulnerabilities of ground system components of the civilian
infrastructure.

My full testimony discusses protection against EMP, as well as
nuclear threats to space-based elements of the infrastructure. It
specifically reviews threat environments and the effects of prompt
and delayed radiation exposure on satellite systems. Due to the
limitations of time this afternoon, I will not address those aspects
in these remarks.

This view graph shows the basic phenomenology of an EMP
event. The detonation of a nuclear weapon produces high-energy
gamma radiation that travels radially away from the burst center.

When the detonation occurs at high altitudes, greater than 40
kilometers, the gamma rays directed toward the earth encounter
the atmosphere, where they interact with air molecules to produce
positive ions and recoil electrons, called Compton electrons after
the man who discovered the effect.

The gamma radiation interacting with the air molecules produces
charge separation as the Compton recoil electrons are ejected and
leave behind the more positive ions.

The earth’s magnetic field interaction with the Compton recoil
electrons causes charge acceleration, which further radiates an
electromagnetic field.

EMP is produced by these charge separation and charge accelera-
tion phenomena, which occur in the atmosphere in a layer about
20 kilometers thick and about 30 kilometers above the earth’s sur-
face.

The area of the earth’s surface directly illuminated by EMP is
determined entirely by the height of the burst. All points on the
earth’s surface within the horizon, as seen from the burst point,
will experience EMP effects, as depicted in this view graph.

Note that a burst on the order of 500 kilometers can cover the
entire continental United States. The amplitude, duration, and po-
larization of the wave depend on the location of the burst, the type
of weapon, the yield, and the relative position of the observer.
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The electric field resulting from a high-altitude nuclear detona-
tion can be on the order of 50 kilovolts per meter with a rise time
on the order of ten nanoseconds and a decay time to half-maximum
of 200 nanoseconds.

A localized lightning strike, by comparison, 10 meters away, has
a higher peak amplitude, but it occurs later than the EMP, and,
therefore, protection may be available.

It is important to point out that the peak amplitude, signal rise
rate, and duration are not uniform over the illuminated area. The
largest peak intensities of the EMP signal occur in that region of
the illuminated area where the line of sight to the burst is perpen-
dicular to the earth’s magnetic field.

At the edge of the illuminated area, farthest toward the horizon
as seen from the burst, the peak field intensity will be lower and
the EMP fields will be somewhat longer-lasting than in the areas
where the peak intensities are largest, but even there, the levels
can be very significant.

The EMP threat is unique in two respects. First, its peak field
amplitude and rise rate are high. These features of EMP will in-
duce potentially damaging voltages and currents in unprotected
electronic circuits and components.

Second, the area covered by an EMP signal can be immense. As
a consequence, large portions of extended power and communica-
tions networks, for example, can be simultaneously put at risk.
Such far-reaching effects are peculiar to EMP. Neither natural phe-
nomena nor any other nuclear weapon effects are so widespread.

In summary, we have found that the phenomena are very real
and well understood by the nuclear weapons effects community.
Our strategic systems and our command and control and commu-
nications infrastructure have been designed and built to survive
and operate effectively in such an environment. However, there
would likely be pronounced effects on the civilian infrastructure
from such a pulse.

The magnitude and extent of these effects is difficult even to esti-
mate, and, therefore, it is probably not feasible to completely pro-
tect the entire infrastructure from the effects of such a pulse.

This concludes my statement. I hope that I have been able to
give you an idea of the phenomenology associated with EMP. I sin-
cerely thank you for the opportunity to address the Committee.

[Mr. Wiltsie’s statement may be found in the appendix.]

Chairman BARTLETT. Thank you very much.

Dr. Soper.

STATEMENT OF MR. GORDON K. SOPER, GROUP VICE
PRESIDENT, DEFENSE GROUP, INC.

Dr. SoPER. Thank you. Good afternoon, Mr. Chairman, ladies
and gentlemen. I am Gordon Soper. I am the Group Vice President
of a small research company called Defense Group, Inc.

I certainly appreciate the opportunity to speak today, first, as a
representative of small business and as a recent graduate of 34
years of federal service with the Department of Defense.

As you noted, our formal written testimony has been inserted in
the record. I will confine my brief oral remarks to a summarization
of that and, obviously, be prepared to respond to your questions.



5

You mentioned, Mr. Chairman, that almost two years ago, the
Chairman of the President’s Commission on what was called the
Critical Infrastructure Protection Program testified before the R&D
Subcommittee of the, then, House National Security Committee,
and I quote, “the threat of a major debilitating EMP attack gen-
erated by a nuclear weapon is remote at this time.”

In the same testimony, the Chairman said, and I quote again,
“Such an event is so unlikely and difficult to achieve that I do not
believe it warrants serious consideration at this time.”

I believe we are here this afternoon to keep the debate on this
important issue open, and I thank you for that opportunity.

Granted, an EMP attack is not very likely and it is most cer-
tainly difficult to achieve. But the major potential consequences for
our national infrastructure call for a more considered response.

I do not believe that EMP is being considered in the ongoing in-
frastructure protection program. And, except for hearings such as
this, the government is devoting relatively little attention to this
problem, in my judgment.

I know, as you do, that there are many tough choices facing our
country today. We are at war. There are many and important de-
mands on our taxpayers’ dollars. In the face of these demands, is
it prudent to spend some, if any, of these precious resources on a
threat that, to many people, seems far too remote?

I personally believe, however remote, that an EMP attack would
result in unacceptable disruption and damage to our commercial
electronic infrastructure. We thus are faced with an obvious di-
lemma. It is without question that “unprotected” electronic systems
must be considered at risk when exposed to the environments and
effects of nuclear weapon detonations. Unfortunately, the level of
risk and the consequences of continental-wide exposure of our elec-
tronic infrastructure are simply not calculable to any degree of cer-
tainty.

Arguments have been put forth that our electronics infrastruc-
ture is of itself so complex, so vast, and so redundant that we can
be confident that not all systems will fail simultaneously when ex-
posed to a nuclear explosion environment, particularly a high-alti-
tude nuclear detonation.

It is fair, on the other hand, to assume that upset and damage
will occur, but it is impossible on this scale to predict precisely how
extensive the damage will be or to predict confidently beforehand
whether the system will operate adequately after being exposed to
this threat.

Perhaps as a starting point at trying to quantify a “protection”
plan for a typical commercial electronics infrastructure, govern-
ment and industry, working as partners, could begin with a three-
point approach.

First, we must focus on protecting those elements that we cannot
afford to lose. Next, we should develop a procedure for restarting
those systems after distributed, wide-area system failures. Finally,
we must be prepared to accept a certain degree of risk for those
elements that we simply cannot afford to adequately protect. But
we must know which is which.

I have worked on this problem my entire professional career. As
my colleague Ron Wiltsie has said, EMP is real. EMP will be gen-
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erated if nuclear weapons go off. EMP energy, with certainty, will
be transmitted into our microelectronics-based society. There truly
could be a serious, and, in my opinion, perhaps unacceptable, im-
pact on our civilian infrastructure.

I believe that this matter deserves greater attention than it is
being given today. We, as a nation, need a balanced, a rational, and
a careful review of this issue to better understand the potential ef-
fects on our increasingly sophisticated and, perhaps, increasingly
fragile electronics and the aggregate effects on the fast-growing,
interconnected, and interrelated networks of systems that make up
our civilian and military infrastructure.

One final word or caution, if I may. Look at us. We are getting
old. Well, let me speak for myself, at least. The intellectual founda-
tion that underpins this esoteric science is atrophying. I do not see
it being replaced. This is not a growth industry for businesses,
large or small.

We need your support, Mr. Chairman. You and your colleagues
must help to ensure stable budgets for the limited research that is
being sponsored by organizations such as the Defense Threat Re-
duction Agency and the work that is being done at our national
laboratories. Without this support, small businesses like mine, like
DGI, will not be able to hire and to train the young scientists that
will carry on this effort. The threat is not going to go away.

Thank you for the opportunity to be here today. I enjoyed talking
to you.

[Dr. Soper’s statement may be found in the appendix.]

Chairman BARTLETT. Thank you very much for your testimony.

Tom Clancy may not know all of you, and if he knew all of you,
he may not have introduced me to Dr. Lowell Wood the way he did,
because he indicated to me that Dr. Wood was the smartest man
hired by the U.S. Government, so I was anxious to meet Dr. Wood,
and I will say that, after meeting him, I am not sure that I would
argue with Tom Clancy. So, I am really pleased to have Dr. Lowell
Wood here today.

Dr. Wood.

STATEMENT OF MR. LOWELL WOOD, SENIOR STAFF MEMBER,
LAWRENCE LIVERMORE NATIONAL LABORATORY

Dr. Woob. Thank you very much, Mr. Chairman. Both you and
our mutual friend, Tom Clancy, are much too kind.

Electromagnetic pulses, EMP, generated by high-altitude nuclear
explosions have riveted the attention of the military nuclear tech-
nical community for three-and-a-half decades, since the first com-
paratively modest one very unexpectedly and abruptly turned off
the lights over a few million square miles of the mid-Pacific.

This EMP also shut down radio stations and street lighting sys-
tems, turned off cars, burned out telephone systems, and wreaked
other mischief throughout the Hawaiian Islands, nearly 1000 miles
distant from ground zero.

The potential for even a single high-altitude explosion of a more
deliberate nature to impose continental-scale devastation of much
of the equipment of modern civilization and of modern warfare soon
became clear. EMP became a technological substrate of the black
humor of the times: suppose they gave a war and nobody came?
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It was EMP-imposed wreckage, at least as much as that due to
blast, fire, and fallout, which sobered detailed studies of the post-
nuclear attack recovery process during the 1970s, when essentially
nothing electrical or electronic could be relied upon to work, even
in rural areas far from nuclear blasts.

It was surprisingly difficult to bootstrap national recovery and
post-attack America, in these studies, remains stuck in the very
early 20th century until electrical equipment and electronic compo-
nents began to trickle in to a Jeffersonian America from abroad.

For obvious reasons, the entire topic of EMP was highly classi-
fied in those times and congressional oversight was generally cir-
cumspect and conducted in closed session. Indeed, this is the first
oversight hearing of which I am aware which has taken place out-
side the rather cloistered confines of the Armed Services Commit-
tees and only the second open one held by any committee.

And I congratulate you, Mr. Chairman, for the extraordinary vi-
sion and dedication to bedrock, albeit less fashionable aspects of
the nation’s security and well being, which are evidenced by today’s
hearing.

The third decade following the high-altitude tests of the early
sixties saw the expenditure of roughly five billion present-day dol-
lars by the Defense Special Weapons Agency, now part of the De-
fense Threat Reduction Agency, and its predecessors, the Defense
Atomic Support Agency and the Defense Nuclear Agency, to de-
velop a detailed, working-level understanding of EMP and related
nuclear effects phenomena and the consequences for both our own
and our adversaries’ military hardware systems.

Substantially larger sums were expended by other components of
the DOD in order to express this understanding as force and being,
primarily to defend especially vital military equipment against
EMP’s destructive effects.

Regrettably, these defensive efforts directed towards strategic
military capabilities were not perfectly fruitful. To be sure, there
were some outstanding success stories. However, a number of im-
portant military systems were quite incompletely defended and
some were defended only on paper.

Even more regrettable was the fact that much military hardware
and systems, especially those not considered vital to the conduct of
strategic war, were not hardened against the EMP very much at
all.

As a result, at the present time, our national profile of vulner-
ability to EMP attack is highly uneven, with large parts of our
military machine and virtually all of the equipment undergirding
modern American civilization being EMP-vulnerable.

Through the end of the cold war, our national posture, though
unfortunate, arguably could be tolerated. Only one nation, the So-
viet Union, could mount EMP attacks on the U.S. and likely only
as the first major punch of a fight to the death conducted with
EMP-hardened means.

Indicated responses to any EMP attack then were clear. To be
sure, the maximum Soviet capability to impose such attacks still
exists today, as you noted, in your opening statement, Mr. Chair-
man, in the strategic forces of the Russian federation.
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And I unhesitatingly predict that it will continue to exist for
many decades to come. Russian rulers, even the Russian version of
liberal democratic leaders, if we ever see such, will not readily for-
sake such a whip hand over the entire planet.

Today, we watch the ongoing diffusion by purchase and perhaps
by illicit routes, at least as much as by indigenous development, of
nuclear weapons technologies throughout the third world. At the
same time, we are compelled to acknowledge the unique opportuni-
ties for defeating both advanced U.S. forces abroad and the Amer-
ican nation itself, which are offered to our adversaries by EMP-cen-
tered attacks.

You have heard about the revolution in military affairs and the
promise which it extends for far greater effectiveness of a post-rev-
olutionary American military. You have likely heard far less about
the classic Achilles heel which EMP poses to any information-in-
tensive military force completely dependent for its electronic data
flows on EMP-fragile integrated circuits.

There arises the regrettably real prospect that EMP weaponry,
assuredly if nuclear and, perhaps, even if non-nuclear, could
abruptly transform a future Desert Storm-type operation from an-
other historic victory to a memorable American defeat.

Such EMP weaponry could also be deployed with only slightly
more advanced means from space to rip up the electrical and elec-
tronic infrastructure of the American homeland. Thus, the de facto
national policy of nakedness to all of our potentially EMP-armed
enemies takes on ever more the character of national scale mas-
ochism. It is perverse and irrational and is assuredly not necessary
or foreordained.

Relative to the two years since any committee of the House last
held a hearing on this subject, it is useful to ask what has changed
and what has not.

The natural laws governing EMP have not changed, nor has the
EMP-oriented Russian strategic nuclear war machine. American
preparedness against EMP has not improved. Rather, the operation
of Moore’s Law continues to endow our national infrastructure with
ever higher performance and thus more innately fragile electronics.

Notably, third world nuclear weaponry capabilities and long-
range rocketry both continue to advance rapidly. Specifically North
Korea, a nation which has elected to lose perhaps as much as a
tenth of its population to starvation over the past few years and
which is still formally at war with the United Nations and with the
United States, nonetheless has been allowed to gain nuclear weap-
ons capabilities and is, even now, on the threshold of interconti-
nental ballistic missile ownership.

I am sure that if my colleague, Robert Walpole, could be with us
today, he would emphasize those points, as he has in recent brief-
ings, both public and private.

In short, our previously low to mediocre national position vis-a-
vis EMP attacks has deteriorated remarkably over the past two
years, and it is not exaggerating to forecast major peril. It is there-
fore heartening to see the Congress remain apprised of the EMP
threat, for too much of the executive branch has seemingly re-
signed itself or, worse by far, is actively diluting itself, as my col-
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league, Dr. Soper, just quoted regarding the nature and severity of
EMP.

The executive branch is currently struggling to prepare in a
timely manner to cope with the so-called Y2K problem. You should
be devoting far more concern to the issue of EMP effects on the na-
tion’s infrastructure, for the former, Y2K problem, now is a matter
of possible inconvenience, here and there, for a duration of a few
days, while the latter, the EMP threat, is truly a life-and-death
issue for the nation.

In my prepared statement, I offer a sketch of a plan for a con-
gressional initiative to harden the civilian aspects of the national
infrastructure. I believe that such a plan could be implemented
quickly and with modest cost and could confer major benefits to the
nation’s security against this most asymmetrical and unconven-
tional of foreign threats on a few-year time scale.

This plan leverages the substantial and praiseworthy progress
being made by the services in quickly and inexpensively hardening
COTS, commercial off-the-shelf, hardware of many types for tac-
tical use in EMP-shadowed circumstances.

Such progress may be made with very modest means indeed. In-
deed, means such as these, the sort of means that you can pick up
at the neighborhood corner electronics shop, what has kind of re-
placed the dime store in modern America.

I look forward to responding to any questions or comments which
you and your colleagues might have regarding this plan.

For the sake of America’s future in a nuclear, multi-polar world,
one in which diffusion of nuclear weaponry and the means of deliv-
ering it at high altitude presently take place more rapidly than at
any other time in history, I appeal most earnestly to you and your
colleagues to remain seized of this vital issue, for it is one of the
few which in and of itself carries the potential of military victory
or defeat, perhaps even of national well being with the devastation
of American civilization.

Thank you, Mr. Chairman. I will be grateful if my prepared
statement can be included in the hearing record as you indicated.

[Dr. Wood’s statement may be found in the appendix.]

Chairman BARTLETT. Thank you. Thank you very much.

Col. Skinner.

STATEMENT OF COL. RICHARD W. SKINNER, PRINCIPAL DI-
RECTOR, COMMAND, CONTROL, COMMUNICATIONS, INTEL-
LIGENCE, SURVEILLANCE, RECONNAISSANCE AND SPACE,
OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE

Col. SKINNER. Thank you, Mr. Chairman. I am Rick Skinner. I
currently serve as the Principal Director, Command, Control, Com-
munications, Intelligence, Surveillance, Reconnaissance and Space
Systems in the Office of the Secretary of Defense.

And thank you for the opportunity to address the community on
an issue that is of some importance to the Department of Defense,
that is, electromagnetic pulse and, similarly, radio frequency weap-
ons. I have submitted a statement for the record, but I would like
to summarize a few key points for the Committee.

We know the detonation of a nuclear weapon above the earth’s
atmosphere will produce electromagnetic pulse that can, under cer-
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tain circumstances, damage electronic equipment. If the equipment
was built and maintained to EMP-hardened specification, the en-
ergy will be safely dissipated.

But, in the case of commercial equipment, we do not know what
margins or tolerances have been built into this equipment, so it is
difficult to predict the extent to which temporary or permanent dis-
ruption to the equipment’s normal operation will be experienced.
When we put this equipment into a complex network, it is difficult
to predict how the network will respond to an EMP event.

While EMP is a threat, it is not considered a highly probable
threat in today’s world. The President’s Commission on Critical In-
frastructure Protection, led by retired General Tom Marsh, recently
assessed threats and vulnerabilities to the national interest and
the national infrastructure.

The commission’s review included telecommunications, electrical
power grids, oil and gas systems, banking and financial systems,
emergency services and the continuity of government.

The commission reported that an EMP event would potentially
devastate portions of the national infrastructure. At the same time,
the commission found EMP is one of the least likely threats. The
commission also considered radio frequency weapons. The commis-
sion concluded that our adversaries could find easier ways to do
more damage than by either use of EMP or RF weapons and that,
because of this, the potential for such an event was unlikely.

While an unlikely threat, EMP and RF weapons would have seri-
ous impact in military command and control systems, so we have
programmed a study and developed responses to this threat. We
spend approximately $25 million a year on these activities.

We have a defense technology objective, that is, a science and
technology priority, for balanced electromagnetic hardening tech-
nology. The goal of this effort is to develop and demonstrate inno-
vative and affordable methods for integrated hardening of systems
and testing of military applications against high-power microwave
and high-altitude electromagnetic pulse effects.

Some of the efforts underway within this technology objective are
the development of a personal computer-based EMP environment
and coupling software model, a generic, simple-to-install hardware
kit for hardening commercial off-the-shelf computers, and a radio
frequency attack detector we call a witness chip. There are other
activities within this technology objective, but I thought these three
may be of most interest to you.

Based on DOD-sponsored research and other studies from the
government and private sector, we have found several things you
may find useful. In general, consumer electronics may be upset, but
often are not permanently damaged by low to moderate levels of
EMP. There are more detailed summaries of our findings in this
area in my statement for the record.

Number two, the move from copper communications cable to fiber
optics will create a more resilient infrastructure. Fiber optics do
not act as an antenna to collect electromagnetic energy and there-
fore reduce EMP vulnerabilities.

Three, the widespread use of automated systems and factories
and medical systems has resulted in the design and manufacture
of commercial equipment which is highly immune to noisy elec-
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trical environments which are similar to EMP. These design con-
cepts are being employed in other consumer electronics as well. In
fact, as Lowell showed, you can go to Radio Shack and find a RF
surge protector which, in many ways, represents some of the tech-
niques we would use to protect a system against EMP.

Number four, and most important, perhaps, is that the life cycle
maintenance of EMP protection must be addressed if EMP is a con-
cern. This means that modifications, inspections, repair actions,
and operations must take into account the EMP integrity of the
equipment. This additional operations and maintenance burden
must be addressed whenever a decision is made to protect against
EMP vulnerabilities.

You may also be interested in another effort which is now just
getting underway because it is a small business innovative re-
search activity which the U.S. army is soliciting contracts for. The
effort has the title Mitigation of Magnetohydrodynamic Electro-
magnetic Pulse Effects on Long Lines for Missile Defense Systems
and Infrastructure Protection.

The objective of the program is to identify, develop, and dem-
onstrate low-cost techniques to protect military and critical infra-
structure systems with long power and communications lines from
the effects of EMP.

We would hope that the results of this and similar efforts will
assist in our understanding of how best to address the potential
EMP threat to our military capability and our national infrastruc-
ture.

In summary, we know that while an unlikely event EMP could
inflict damage to the national infrastructure. We have taken meas-
ures to ensure the critical military command and control structures
the nation depends on to respond to such an event are resilient to
these threats.

There is concern that a combination of the commercial power
grid, telecommunications networks in the private sector, and com-
puting systems remains vulnerable to widespread outages and up-
sets due to EMP.

Detailed analysis of critical civilian systems would be useful to
better understand the magnitude of the problem. We look to the
government’s critical infrastructure protection program to address
these concerns.

Mr. Chairman, on behalf of the Office of the Secretary of De-
fense, I appreciate the opportunity to present these comments on
EMP-related programs and look forward to your questions.

[Col. Skinner’s statement may be found in the appendix.]

Chairman BARTLETT. Thank you very much.

What I would like to do first is to get on the record the recent
references to EMP and such public things as what “Nuclear Train,”
I think, was a recent two-part series on television——

Dr. SOPER. “Atomic Train,” I think.

Chairman BARTLETT. What was it?

Dr. SOPER. “Atomic Train.”

Chairman BARTLETT. “Atomic Train?” “Atomic Train.”

How many such references to EMP can the members of the panel
remember so that we can get it on the record?
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What I want to do is to substantiate that we are not giving away
national secrets in talking about EMP, that it is out there in the
public.

What other references can you remember? One of you had a list
of these in your testimony, I remember.

Dr. SOPER. I referred to at least three. I think the first one, I re-
member, was a made-for-T.V. movie called “The Day After.” The
reference to EMP in the “Atomic Train,” and a reference in a
James Bond Movie, “Golden Eye,” and at least one other, “Pan-
dora’s Box,” I think. And there have been a number of articles in
Popular Mechanics-like publications that talk about EMP.

I have written a few articles for publications like Defense Elec-
tronics in an effort to, at least, demystify EMP and make the public
aware of this relatively esoteric subject.

But, at any rate, attempts have been made at bringing this issue
to the public. There are no formal programs that are sponsored by
the government. FEMA, the Federal Emergency Management
Agency, for example, might be one that you would expect. I just do
not know. But those few that I have mentioned are the ones that
I remember where EMP was mentioned.

And as I think I said in my written testimony, and my colleague
Dr. Wood would appreciate this, some severe liberties were taken
with the physics and the description of EMP in some of these mov-
ies and publications. So one needs to be careful. While they may
be describing EMP, the underlying physics would perhaps not pass
a graduate exam at the University of Tennessee, my alma mater.

Chairman BARTLETT. Dr. Wood?

Dr. Woobn. Mr. Chairman, I also was concerned that, since this
was an open hearing, that matters be traceable to public docu-
ments of the government, and the one that I would particularly
commend to the Committee’s attention is a book, actually a series,
that were sponsored for many years by the old United States Atom-
ic Energy Commission, edited by Samuel Glastone and Philip
Dolan, entitled “The Effects of Nuclear Weapons.”

This is a volume of most of a thousand pages which discusses nu-
clear weaponry effects from the standpoint, if you will, of a military
officer or a senior policy-oriented civilian to tell them, basically,
how nuclear weapons perform and what their effects in the envi-
ronment are.

There is a quite extensive discussion of EMP there, including
some of its quantitative features, and so it is certainly feasible to
speak in public rather extensively and in fair detail of what the ef-
fects of EMP are.

The matters which the government still considers classified are
the details in respect to how nuclear weaponry, particularly spe-
cially designed nuclear weaponry, might produce particularly large
bursts of EMP or bursts of EMP that have very unusual character-
istics that could defeat defensive means. Those are the things, and
the only things, which are still withheld in any public debate.

Chairman BARTLETT. Recently in the news was an indication
that among those things which the Chinese have been able to se-
cure from our national labs was the design of an EMP-enhanced
weapon. That is correct? Are any of you familiar with that?
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Dr. WooD. I am not able to speak to that, Mr. Chairman. I am
sorry.

Chairman BARTLETT. Okay. This was in the public press that
this was one of the several things that they, presumably, had been
able to get from our national laboratories.

Two other public references——

Dr. Woob. I will be happy to speak to you about that privately.

Chairman BARTLETT. Yes. All I am referencing is what was in
the public press, that that was one of the things which they were
able to get from our national laboratories.

I first contacted Tom Clancy because in one of his books, he had
an EMP scenario, and when I first began an exploration of this, I
knew Tom Clancy did good research, and so that is how I got intro-
duced to Dr. Wood, when I called Tom. He suggested he knew little
more than was in his book but that I could learn a great deal more
from Dr. Wood.

A number of years ago, there was a series on television called
“Amerika,” spelled with a K. You may remember this series. It was
a made-for-television series. It was several episodes, several dif-
ferent evenings were spent with the whole scenario. And some
bombs were dropped on Central America and one of the things that
happened was that cars quit running, obvious reference to EMP ef-
fect. So you can also find it there.

I just wanted to, at the beginning, indicate that this was in the
public knowledge if one chose to look. Although most people are not
aware of it, it is there, it is out there. We are not talking about
something that the world does not know.

Mr. Wiltsie, I wonder if you could show for us again your EMP
ground coverage slide. Could you do that? Would that be feasible
to show that?

Mr. WiLTSIE. Can I have the third slide, please?

Chairman BARTLETT. This is the one. The Rumsfeld Report indi-
cated that they had determined that third world countries were
now taking everyday surface ships and modifying them so that you
could put missile launchers, like a Scud launcher, on one of those
ships. As I understand it, the common Scud gets an apogee of
about 180 miles, is that correct?

Dr. WooD. The extended range Scuds at maximum range, sir,
the ones that we saw in Desert Storm, got to about 150 kilometers.
The M—9s that the Chinese have been selling into the third world
will, indeed, get to above 200 kilometers altitude when you are fir-
ing at maximum range. So, yes, 150 to 250 kilometers are the peak
altitudes.

Chairman BARTLETT. Which of those circles there would indicate
the range for the coverage for a Scud?

Mr. WILTSIE. The tan circle is the height of burst of about 100
kilometers, Congressman, and so it is somewhere between the in-
side of this and about the middle of it, so you get some significant
coverage over the continental United States with that type of weap-
on.
Chairman BARTLETT. But launched from the sea, it could not get
that far inland? How far inland could it get, at apogee?

Mr. WILTSIE. Well, it depends on the launch platform and how
close you bring it to the continental United States and what the
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capability of the launch system is that you have on board that mer-
chant ship.

I would point out that, early in the U.S. ballistic missile pro-
gram, the sea-launched ballistic missiles, we fired some from mer-
chant-type ships for test purposes prior to going to sea.

Dr. Woob. Basically, Mr. Chairman, if you move that surface
zero from where it is over Kansas or Nebraska, you move that back
to Washington D.C., it would be feasible for a ship on the high seas
launching a Desert Storm-type Iraqi Scud to put that surface zero
anywhere in the Virginia-West Virginia area, as I said, firing out-
side American territorial waters.

Chairman BARTLETT. So if the center of that circle is now the
West Virginia area, it would cover most of the eastern United
States.

Mr. WILTSIE. Yes.

Chairman BARTLETT. Perhaps excluding south Florida and
Maine?

Dr. Woob. Well, we used to refer in cold war days to a blue-pre-
ferred red attack, Mr. Chairman, and that is the West-Coasters
preferred anti-American attack. You drop it on the East Coast.

Chairman BARTLETT. The point that I am trying to make here is
that the capability exists for a third world power with a commer-
cial ship modified to put a launcher on it, Scud launchers, essen-
tially every third world nation has a Scud launcher, and if they do
not have an atomic weapon, they perhaps can get one from a Rus-
sian who has not been paid for the past six months. They are be-
coming more widely available. Several countries have them now.

The point I was trying to get was that this is not a potential for
20 years from now. It is a potential for here and now, is it not?

Dr. WoobD. The Rumsfeld Commission last summer, Mr. Chair-
man, specifically raised that possibility. Since that time, you have
been able to read in the newspapers, that the Iranians are testing
just such a missile in the Caspian Sea, that is to say a sea-
launched Scud-type missile.

We are also aware of the fact, sir, that last summer, the Iranians
tested the Shahap III missile, which had a range of 800 kilometers,
which is greater than that of the Iraqi missiles in Desert Storm.

So there is a specific example of a nation which the current ad-
ministration repeatedly has cited as a leading state supporter of
international terrorism which the administration does not credit
with currently owning nuclear weapons, but does own nuclear-ca-
pable missiles which have a range greater than the Iraqis dem-
onstrated in Desert Storm and which missile classes are being test-
ed in barge launches in the Caspian Sea, and it is very difficult to
believe that they intend to deploy those missiles in the Caspian
Sea.

Chairman BARTLETT. Thank you.

Mr. Wiltsie, if you were to hypothesize a launch from the sea—
and, by the way, Vladimir Lukin indicated that there would be lit-
tle risk of retaliation if the launch occurred from the sea simply be-
cause you would not know which of the dozen countries capable of
the launch had actually done it, so who are you going to incinerate
if there is a launch from the sea—but if you are going to
hypothesize——
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Dr. Woob. That is a classic example, Mr. Chairman.

Chairman BARTLETT. Yes, sir.

Dr. Woop. Chairman Lukin, of course, as you indicated in your
statement, has a very extended background with respect to Soviet,
and now Russian, national security matters. And that is a prospect
which was very extensively considered in times past.

It is difficult to take his statements as anything other than com-
ing from a very knowledgeable expert on the other side.

Chairman BARTLETT. Thank you. Yes, he was the ambassador, as
I mentioned, at the end of the Bush administration, the beginning
of this administration. He is now chairman of foreign affairs.

Dr. Woob. He is generally considered to be one of the most capa-
ble Soviet ambassadors in recent decades.

Chairman BARTLETT. Thank you.

Dr. Woobp. If I might mention one other item referring to the
Duma debate. In the Duma debate a few years ago, I believe less
than three years ago, with respect to whether the Russian federa-
tions should ratify the comprehensive test ban treaty, one of the
statements which was offered, first to Mr. Lukin’s defense com-
mittee of the Duma, and then in open debate in the Duma, from
the Russian defense minister was a statement that the comprehen-
sive test ban should not be ratified by the Russian confederation
because it would cut off the vital phases of development of en-
hanced EMP weaponry by the Russian federation, and this was
cited by the Russian defense minister as, from his standpoint, one
of the primary reasons why the CTBT should not be ratified by
Russia.

Chairman BARTLETT. Thank you.

I would like to return for just a moment to the coverage slide and
ask Mr. Wiltsie

Mr. WiLTSIE. Can we dim the lights again, please?

Chairman BARTLETT. If we were to hypothesize four launches,
northeast, southeast, northwest, and southwest, with a Scud, which
is now available to a lot of different powers, would that blanket all
of the United States? It would appear to me that it would, with
considerable overlap.

Mr. WILTSIE. There is a good possibility that it could. You would
have to be careful where you placed your launch platforms.

You would have to, perhaps, get a launch platform into the Gulf
of Mexico area and up off the northwest coast of the United States,
but I think if you are using merchant ships with Scud-like missiles,
yes, you can largely cover the continental United States with four
simultaneous launches and you will probably have some increased
effect in some areas by the multiple nature of the launches. More
than one launch causes you more severe problems.

Chairman BARTLETT. Dr. Soper, what sort of intensity of lay-
down would you expect from that kind of a scenario?

Dr. SoOPER. If I remember correctly, some work was done by the
Defense Nuclear Agency, now part of the Defense Threat Reduction
Agency, that posed the question of how many high-altitude detona-
tions would it take to essentially blanket the United States with
EMP in the tens of kilovolts per meter range?
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And I know the answer to that, and the reason I am not stating
it is because I do not remember whether it is classified or not and
I will be glad to address that with you off line.

Chairman BARTLETT. I have seen, Dr. Wood, public statements to
the effect that a single large—that is a megaton or more—weapon
detonated at 300 miles high over Nebraska would produce at the
margins of our country 10 to 20 kilovolts. Is that not correct?

Dr. Woob. It is certainly the case, sir, that megaton-class weap-
onry is capable of doing that. However, it should be realized that
it is also possible to do that with specially designed weapons whose
yield would be much, much, much less than a megaton.

Chairman BARTLETT. It might be worth noting that the weapons
that the Chinese have on 18 of their Long March missiles which,
presumably, are capable of reaching our country, are 4.4 megatons,
correct?

Dr. WoobD. That is the approximate yield which is publicly attrib-
uted to them, sir, but the point is that the EMP yield of a nuclear
weapon is not at all well correlated necessarily with its explosive
yield. You can get much larger yields with a specially designed 10
kiloton device, you can get much larger electromagnetic pulses with
a specially designed kiloton device than you can with a crudely de-
signed 10 megaton device. The EMP output of a device, its EMP
consequences, are very poorly related to its total explosive yield.

Chairman BARTLETT. But for the record, is it not true that EMP
is an unavoidable consequence of every nuclear explosion?

Dr. WoobD. Indeed.

Chairman BARTLETT. So whether you are aiming for it or not,
you get an EMP——

Dr. Woob. Oh yes. You kind of get the base output, no matter
what you do. If you wish to maximize the EMP consequences of a
nuclear explosion, you can make those consequences be very, very
severe or quite modest yield. But, in general, for a given class of
device, as you increase the yield, the EMP consequences of it will
increase, but the point that I am trying to make is that if you hop
from class to class of nuclear weaponry, you can find classes in
which the EMP yield can be very, very large, even though the ex-
plosive yield is very modest indeed.

Dr. SOPER. One aspect that we should remember is, for the most
part, we are focusing on what is generally called high-altitude
EMP. The unique aspect of a high altitude nuclear detonation is
that it can be “see” horizon-to-horizon and places at risk, simulta-
neously, many electronic systems.

Bursts on or near the ground produce localized, but very intense,
electromagnetic environments as well that can couple into elec-
trical conductors, antennas and the like. It does not have the great
expanse, of course, that a high-altitude nuclear detonation does.

Dr. Woob. That is a very good point of Dr. Soper’s. My remarks
with respect to different classes of nuclear explosives and their
EMP consequences were concerned with high-altitude bursts that
have very large area coverage.

Mr. WILTSIE. I would point out, Mr. Congressman, that DTRA,
in their old days, it was DNA and so forth, did some calculations
that gave you 20 kilovolts per meter for a burst at about 300 kilo-
meters over the large area of the United States and the only thing
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I am not sure of is what the yield was that they used on that weap-
on. Those calculations have been done.

Chairman BARTLETT. What kind of damage would you expect
from 10 to 20 thousand volts, that is 10 to 20 kilovolts? What
would you expect in microelectronic equipment?

Dr. WoobD. I know of no microelectronic equipment, per se, that
could stand anything like that type of electric field. As I com-
mented in my opening statement and also in my prepared state-
ment, modern microelectronics are becoming ever more fragile with
the passage of time, as far as their intrinsic hardness is concerned,
because the elementary devices, the individual transistors, become
ever smaller and, thus, it takes a smaller and smaller amount of
EMP-imposed power to destroy those devices.

Now, it is indeed the case that, because of the very high fre-
quency and that ever higher frequency at which such devices oper-
ate these days, that it has become highly desirable to wrap them
in metallic wrappers, if you will, to keep one device from gener-
ating electromagnetic interference which would impair the proper
operation of the neighboring device.

The Federal Communications Commission, for instance, requires
certain types of decoupling and of wrappers, conductive wrappers,
for such equipment. And so you have two countervailing effects: the
devices themselves, modern integrated circuits, are ever more frag-
ile, but, because of their high frequency of operation, they are
wrapped in things which make them ever more robust.

And so the product of a very large number and a very small
number is what gives you the net EMP hardness for a system.
That number, frankly, can wander all over the map. Some systems
can be amazingly tough, even though they are composed of exceed-
ingly fragile components inside them. Some systems which, on the
other hand, are not extremely well decoupled from the environment
may be very fragile, indeed, even though they have rather old com-
ponents that are intrinsically fairly robust.

So you really have to test individual pieces of equipment and you
have to test systems and, very, very crucially, Mr. Chairman, you
have to test them in realistic circumstances. Some of the testing I
have seen done is kind of comically bad in that they will take a
piece of computer gear and they will take all the cables off of it and
they will set it in the test environment and they will not plug it
in to a power line and they will test it and then say, “My goodness,
look how robust it is.”

But if you bothered to plug in an a modem or you bothered to
plug in a power line or, particularly, if you bothered to turn the
power on so that the computer was running at the time, you would
discover a very, very different EMP vulnerability and it would be
a much more severe vulnerability.

So it is important to look at systems and it is important to look
at them in realistic operating conditions, not contrived testing con-
ditions. And some of the contrived ones are remarkably misleading.
But in realistic testing conditions, you have to look at them and the
good news is it is pretty easy to do that.

Chairman BARTLETT. Dr. Soper.

Dr. SopPER. I think Dr. Wood hit on a very important comment
that I would like to amplify a little bit. Namely, it is engineeringly
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simple to design an EMP-protected enclosure. Volumes the size of
this room are not difficult to protect and at a not-exorbitant cost.
But the one thing that Dr. Wood pointed out, and I think needs
mentioning, is that we must have the ability to test the improve-
ments that we have made, in order to demonstrate that the protec-
tion that you have provided do, indeed, provide that protection.

When we were doing underground nuclear testing—at least the
Department of Defense nuclear testing on effects—not one time did
we put a system underground that we had tested before or had de-
signed as well as we could, that we did not find a problem. Not one
single time.

And analysis allows you to learn more and more about what you
know about and absolutely nothing about what you do not know
about. It is the unknown unknowns that, quite often, create the
large problem.

And as I scan the audience, I see a few people here, today, that
helped in the very basic EMP protection designs that, if used and
if tested—and there are ways to test those designs so I do not
mean to imply that EMP needs to be tested in an underground en-
vironment—that if it is realistically tested, you can, with some de-
gree of certainty, know that the equipment inside will survive.

It is obviously unrealistic to test at one time an entire continent-
wide electronics-based infrastructure. You could do it with a high-
altitude nuclear test, but I suspect that that is environmentally not
wise.

Dr. Woob. You will get to do the environmental impacts state-
ment on that.

Dr. SOPER. So I think what Dr. Wood is pointing out is that there
are ways to approach the problem with EMP and there are ways
to protect against it, realistically and cost-effectively and with some
surety, but it needs to be done carefully and it, in general, is cheap-
er if you do it at the very beginning than if you do it later in its
life cycle when you decide, “Oh, there is a problem here and I need
to go back and protect.”

Dr. WoobD. As a specific example, Mr. Chairman, the type of
EMP robustness that is associated with power line surges is fea-
sible to gain for the cost of two or three dollars worth of parts. Lit-
erally, you can protect a computer system—a personal computer
system, for instance, may cost two or three thousand dollars—for
a tenth of a percent if you design it in from the beginning. The
total cost might be has high as 1 percent.

This is discovered not only by people who are working commer-
cially but even those folks in the armed forces that trying to take
commercial equipment and adapt it for military purposes, hard-
ening against EMP, discovering that very modest changes, things
that can be done quickly and easily even after the equipment is
manufactured and is sold to the DOD, discovering that costs of the
order of 1 percent, 2 percent, 3 percent, are not at all atypical as
far as gaining the EMP hardening is concerned.

It is the doing of it and the testing and the certification of it
which is the really important thing. Dr. Soper made a very crucial
point and that is when military systems over the last few decades
were hauled into specially engineered environments so they could
be realistically tested for EMP, in spite of intensive endeavor be-
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forehand to make sure that those systems would be robust, they
never passed. They always failed.

They had to be fixed and sometimes fixed again and sometimes
even fixed a third time before they would pass that type of rigorous
full-op system scale examination, you know, with Mother Nature
conducting the exam and DNA coming in afterwards and issuing
the score sheet.

So it is important to not only view as modern technology—and
some of these components here did not exist 20 years, these very
high-tech lightning arresters, these little green objects—it is impor-
tant to exercise prudence by designing them and putting them into
your equipment, but it is also crucial to test to make sure that you
did the right things and that you did the right things right as you
have done it.

Small errors in attempting to secure EMP hardness can have
ruinously large consequences. Good intentions do not quite do the
job with respect to EMP robustness.

Chairman BARTLETT. I would like to spend just a moment on
looking at this hardening.

It is my understanding that the rise time of an EMP pulse is
measured in nanoseconds, which is very, very much faster than
lightning, for instance, that usual lightening arrestor probably
won’t work, the surge protectors for lightning will not work as a
surge protector for EMP. That is correct?

Dr. WooD. The fast component of EMP is, indeed, just as you
have described it. It rises much, much faster, many orders of mag-
nitude faster, than does the electric field associated with a stand-
ard lightning bolt. Yes, sir.

And so standard lightning protective means have little, if any, ef-
ficacy as far as EMP defenses are concerned. They are just too slow
and, indeed, in many of our military systems that are designed to
exploit EMP effects, a lot of attention is given to making the rise
time be exceedingly brief because you can step around many types
of EMP defenses by having as high a frequency a pulse, as fast a
rise time as you possibly can generate.

Chairman BARTLETT. But are there surge protectors that will re-
spond quickly enough to protect from EMP?

Dr. WoobD. Very definitely.

Dr. SOPER. Yes.

Chairman BARTLETT. But they are generally not used, is what
you are saying?

Dr. Woob. They were very difficult to lay hands on a quarter
century ago. They were expensive, they were finicky, they were not
terribly robust, and so forth.

General advance of the technological base and, specifically, re-
quirements for protecting very delicate electronic equipment have
made those components available, not only readily available these
days, but exceedingly cheaply available.

As I said, components such as these, very fast surge clippers, you
simply could not buy a quarter century ago, almost for love nor
money, DOD could buy them, but that was about all. Nowadays,
everybody walks down and buys them for a buck nineteen at retail
in single quantities. And they are remarkably effective as far as
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f)lip}}l)ing the pulses associated with EMP on power and signal lines
oth.

Chairman BARTLETT. One of the reasons that we are paying little
attention to this as a nation is that, in the view of many people,
the probability is very low and, therefore, it is not worth the effort.

I remember that Tom Marsh, in our hearing just less than two
years ago now indicated that—and he was chair of the Presidential
Commission on Critical Infrastructure—he indicated that they had
looked at EMP but decided it was not a high probability and, there-
fore, they did not look at it any further.

I suggested at that hearing that, if he had not done so already,
that I was sure when he went home that evening, he was going to
cancel the fire insurance on his home because it was not much
probability that his home was going to burn and therefore why
would he commit these resources to buy an insurance policy on the
home?

I want to come back to the coverage and the Scud launchers and
so forth, because I have the feeling that if we had an enemy that
had only four nuclear weapons, that he could probably do us great-
er harm by exploding them at altitude than he could by dropping
them on any four places in the country. Would that not be correct?

Dr. Woob. Of course. That is self-evident.

Chairman BARTLETT. Now, if that is self-evident and since more
and more of our potential enemies are

Dr. Woob. You do not have to take my word for it. You could
ask Mr. Lukin, Chairman Lukin.

Chairman BARTLETT. Yes, I am sure he understands that. But if
more and more of our enemies

Dr. Woob. Everybody understands that who has looked seriously
at the matter, and those that dismiss it and say that it is a neg-
ligible threat and so forth are simply whistling past the graveyard,
Mr. Chairman.

Chairman BARTLETT. My concern is that this is not a really un-
likely occurrence. If we have enemies that are bent on doing us
harm, all of them now have Scud launchers. Several of them have
nuclear weapons. Those who do not have them will be able to ac-
quire them within the foreseeable future. And if, in fact, we are as
vulnerable as many people think we are to an EMP lay-down, why
would that not be the attack of choice? This is, I would think, the
ultimate, asymmetric terrorist weapon, is it not?

Dr. WoobD. There are, as I said—you know, from the cold war
days—the blue preferred red attacks and an EMP attack is the
blue unpreferred red attack. It is the thing which the defender
least wants to face and so the defender is very strongly inclined to
say let us just pretend it will never happen.

The fact of the matter is that in every war game, every strategic
war game that I ever either was present at or read about, the So-
viet attack on the United States always commenced with an EMP
lay-down. It did not do it because it was traditional. It did it be-
cause it was so insanely effective.

You know, what do you do with your first few bombs at the very
beginning of a major attack? You do the EMP lay-down—frankly,
you use them in any way that most strongly damages your oppo-
nent, the guy that you are attacking. And the way that they always
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went was EMP lay-down. They did not use them to attack SAC
headquarters in Omaha. They certainly did not waste them on
Washington, DC. They always went for the EMP lay-down, and it
was because it was a much more effective way to expend the first
half-dozen or dozen major explosions than any other way there
was. And that persists to the present time.

The laws of nature have not changed. The United States vulner-
ability to EMP has not changed. Nothing has changed. But this is
such an unpreferred red attack—and I am speaking of generic red,
here, against generic blue—it is so strongly unpreferred that the
way that is becoming fashionable to cope with it simply to deny it,
to say, “Surely this cannot be. Mommy, make this not to happen.”

Chairman BARTLETT. Let us go back in history to our first high-
altitude burst where we learned about EMP. One of them was at
the Johnston Island, the Starfish, was it, in 19627

Dr. SOPER. Yes.

Chairman BARTLETT. Was there one at Kwajalein Atoll, too?

Dr. SoOPER. I do not think so.

Chairman BARTLETT. How many of these high-altitude bursts
have we real experience with?

Dr. SoPER. We had four in 1962 and two in 1958. Teak and Or-
ange in 1958 and four in 1962, Starfish being the highest, and it
was a 1.4 megaton burst at 400 kilometers. Checkmate, Kingfish—
and what was the other one—Checkmate, Kingfish, Starfish and—
at any rate, there were four at different altitudes.

Chairman BARTLETT. And it was roughly 800 to 1000 miles from
Hawaii?

Dr. SOPER. Eight hundred.

Chairman BARTLETT. Eight hundred miles from Hawaii?

Dr. SOPER. Starfish was off Johnston Atoll. Yes.

Chairman BARTLETT. And what were the effects on Hawaii of
that burst?

Dr. Woob. As I said in my opening statement, sir, they shut
down radio stations, street lighting systems, they stopped cars,
burned out telephone systems. Those are the effects which are doc-
umented in public and referred to in “The Effects of Nuclear Weap-
ons” by Glastone.

Chairman BARTLETT. We did not have very much in microelec-
tronics, then, and I know of no computers in cars. Were that to be
repeated today, what would the effects be?

Dr. Woob. It clearly would be much more severe, because the
electronics that would be subjected to that electromagnetic pulse
are much more vulnerable to them.

Dr. SOPER. And I am not sure this is useful, but remember, the
same nuclear detonation at high altitude that creates EMP on the
ground also affects satellites within line of sight of the burst as
well as—we know from those high altitude tests—disrupts the com-
munication channels that link the ground station to the satellite.

So one should not limit your consideration—if you are going to
do a balanced study of this—from EMP as the only damaging effect
from high-altitude nuclear detonations, but rather recognize that
other bad things happen as well, if that gives you any comfort.

Chairman BARTLETT. Let us turn for a moment to the satellite
picture. How much more intense is the radiation, the effects from
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this high-altitude nuclear explosion, than the worst solar storms
that we see that disrupt our communications?

Dr. WooD. On the ground or in space, sir?

Chairman BARTLETT. In space.

Dr. WoobD. In space, the flavor of damage that comes at you that
is like EMP is really of a rather different sort. There is no atmos-
phere to generate the electromagnetic pulse, but there is the space-
craft itself, and what you will realize there is called system-gen-
erated EMP. It is the consequence of having matter around in the
immediate vicinity of the electronics that you are concerned about
and the effect, as I said, is different in kind as well as different in
magnitude.

It generally imposes a much more severe threat, as far as elec-
tronic survival is concerned, at a reference distance from a ref-
erence explosion, because, as I said, you are kind of in the radi-
ating region itself. The spacecraft is intercepting the radiation from
the device, it is converting it into radio frequency and microwave
frequency electrical energy within the spacecraft and, unless you
are extremely careful, major chunks of your electronic plant tend
to die on the spot, die instantly.

Chairman BARTLETT. These, as I understand, are called prompt
effects?

Dr. WooD. These are the prompt effects, sir. There are also the
delayed effects associated with the radioactive debris from the nu-
clear device remaining in the magnetosphere of the earth, and that
radioactive debris “pumps up,” is the popular term, and it is a fair-
ly accurate description—it greatly augments the flux particles in
the Van Allen belts of the earth, and these enhanced populations
l(;f high-energy particles tend to destroy spacecraft on a continuing

asis.

Anything from minutes to weeks of damage are done before the
electronics will actually fail. Instead of failing on time scales of 10
or 20 years, they fail on time scales of tens of minutes to, typically,
a few tens of days.

Dr. SOPER. I call your attention to an article in “Defense Elec-
tronics”. It is not all that old. It was written in 1995. “Satellite Sur-
vivability in Space: Don’t Count on It.” It is, I think, one of the
early attempts at describing the phenomena that Dr. Wood just
mentioned; not only are there prompt effects but delayed effects, as
the satellites continually pass through these pumped up Van Allen
belts, and lists in here the degradation of many of the well-known
satellites. It, perhaps, is an interesting article to read and it is sci-
entifically correct.

Chairman BARTLETT. Without objection, we will include that as
a part of this record, because I think that it is relative to what we
are talking about.

[The information may be found in the appendix.]

Dr. Woob. It is relevant, sir, both with respect to civilian and
military satellites, and, of course, there is a wealth of both of those.
The very large majority of satellites in earth orbit that are func-
tioning these days are civilian, and they carry everything from your
TV programs to a good chunk of the traffic on the Internet. They
provide environmental monitoring and, of course, there are the sci-
entific research satellites.
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All of these are potentially vulnerable to both the prompt and the
delayed effects of nuclear explosions at high altitude and, as Dr.
Soper has pointed out, the links on the ground, the so-called
ground stations with which one gives commands to satellites, sends
data up to satellites, and receives data from satellites—those
ground stations are exceedingly sensitive, necessarily, because the
satellites do not have the ability to transmit or receive power read-
ily because of the small antennas they must necessarily deploy.

Ground stations are exceedingly sensitive and they are among
the ones which can be expected to die most readily from the effects
of electromagnetic pulse on the ground.

And so when we speak of civilian infrastructure, we should be re-
minded that key portions of civilian infrastructure exist in space
these days, and those portions, both because of their fragile ground
links and because the satellites themselves are fragile, can be ex-
pected to be highly vulnerable to even a single high-altitude nu-
clear explosion.

Chairman BARTLETT. How many satellites do we have that are
hardened to EMP?

Dr. WooD. We have the military satellites, sir.

Chairman BARTLETT. How many of those are there? Two? Is that
correct? The two MILSTAR satellites?

Col. SKINNER. Certainly, the two MILSTAR satellites have been
hardened specifically against this kind of threat, but that is not to
say that the other defense satellites are not hardened as well. For
example, our early warning satellite systems must be hardened
against the eventuality that an adversary would try to preempt our
ability to detect their attack on the United States.

So every satellite system has its own set of requirements that re-
spond to the perceived threat against that kind of system, but I
certainly do agree with the rest of the witnesses on this panel that
s}(ime commercial systems have completely ignored the potential
threat.

I will say that the most systems operating geosynchronous are
because of the long lives expected of satellites operating at that lo-
cation do take the long duration dose quite well and are built to
quite high standard, but the promptness, which Dr. Wood has ex-
plained, will take out satellites, and particularly those operating in
the new emerging low earth orbiting communications satellites un-
less they are hardened against that threat will succumb to radi-
ation very, very quickly and shorten their lives very substantially.

Dr. WooD. On the time scale of most of two decades ago, Mr.
Chairman, satellites whose survivability in wartime was considered
crucial were actually taken and tested by the Defense Nuclear
Agency against nuclear EMP, and these tests were formidable.
They were remarkable, as far as their engineering features were
concerned.

They were also remarkably expensive, and yet the tests were
done because it was considered important in the 1960s and 1970s
and in the early 1980s to understand and to have, at a certifiable
level, confidence that some subset of satellites would actually sur-
vive.

Regrettably enough, that practice has ceased in recent times and,
now, with all respect to not only the colonel but the department
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which he represents, the Department of Defense simply is not in
a position to certify objectively that any of its satellites are EMP
robust. They simply cannot do that anymore.

Chairman BARTLETT. Including the two MILSTAR?

Dr. WoobD. Yes, sir. Including the two MILSTAR. They simply
can not certify that they are robust, objectively. The can tell you
they believe they are. They can submit stacks of documents with
people’s signatures on them as high as the sky saying that all these
people think they are, but they can no longer tell you that they are
known to be robust.

Chairman BARTLETT. It is my understanding that some 85 to 90
percent of all military communications traffic now moves over com-
mercial sources. Is that correct?

Col. SKINNER. That is the kind of number that we see on a day-
to-day basis. Yes, sir.

Chairman BARTLETT. Which means that after a high-altitude
burst, within a relatively short period of time, the military would
be denied 85 to 90 percent of its present communication capability?

Col. SKINNER. Well, keeping in mind, now, that the high-altitude
bursts that we are talking about are in the 300 kilometer range
and our geosynchronous satellites are 40,000 kilometers above the
earth, we have some advantage in a reduction of field strength at
that longer distance from the burst. But certainly we do not expect
our survivable communications command and control system to be
supported on commercial satellites except via good luck, and be-
cause of that our essential emergency communications network is
based on EMP-protected communication systems.

Dr. Woobp. And MEECN, by and large, does not count on sat-
ellites surviving. The Minimum Essential Emergency Communica-
tions Network has features which do not involve satellites exten-
sively for just the reasons that you have been exploring, Mr. Chair-
man. It is not just civilian satellites, but a number of military sat-
ellites whose survivability in an EMP-intensive environment could
be considered to be very much in doubt.

Chairman BARTLETT. If we were to presume an EMP lay-down
producing 10 to 20 kilovolts, how much of our national infrastruc-
ture would be disrupted and how much of it would be damaged by
that kind of voltage?

Dr. Woob. It has never been tested, sir, and so, objectively, no
man can say. Estimates can be made, the basis, for instance, of
what happens to long-distance electrical transmissions systems and
long-distance telephone systems during severe solar storms, which
generate very low frequency, low amplitude electromagnetic pulse
light phenomena.

In other words, of the three basic flavors of nuclear electro-
magnetic pulse, there is a very low frequency, low amplitude por-
tion of it that is mimicked by severe solar storms and when we look
at the consequences for telephony and power systems of those
storms and we look and see what the pulses are that are measured
and calculated to be generated by nuclear explosions, we say,
“Hmm. Those systems are not going to survive the low frequency
portions of nuclear EMP, now are they?”
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Chairman BARTLETT. Is it conceivable that our power grid and
our communications network would be shut down by such an EMP
attack?

Dr. Woobp. Ten to 20 kilovolts, in my considered not completely
ignorant professional opinion, would shut down the power grid in
this country if it saw a 10 to 20 kilovolt nuclear EMP and the low
frequency correlates of that. Yes, sir.

Chairman BARTLETT. Yes, sir?

Dr. SOPER. I tend to be on Lowell’s side on this, but you should
understand there is a ongoing, and I would use the word “raging”
debate over just that issue. I think EPRI—and I am not sure I re-
member what that acronym stands for

Dr. WoobD. The Electrical Power Research Institute.

Dr. SoPER. The Electrical Power Research Institute. And some of
their people looked into this issue, as did the Department of En-
ergy, and I do not have at my fingertips the results of that. But
there are well-meaning people who have looked at this in some sci-
entific detail that suggest that there would not be a catastrophic
shutdown of the power grid. So there is a debate on that issue as
well as the telecommunications infrastructure.

Dr. Woob. I appreciate Dr. Soper’s comment on that, because it
needs to be clear that this is a matter of opinion. I gave you only
my personal opinion. Other professional opinions may differ. The
fact of the matter is that the tests have not been done.

Dr. SOPER. That is correct.

Dr. Woobp. It is certainly feasible to do the tests and those who
say that it is feasible to do the test, very simply, fall short of a nu-
clear explosion. You inject current and voltage into power systems
and see how they perform. The very fact that these tests have
never been done, I suggest, says that the optimists know what the
answer will be, and it will not support their position. If they are
so confident that there will be no consequences, I challenge them
to do the tests.

Chairman BARTLETT. And the test is doable?

Dr. Woob. Oh, yes.

Dr. SOPER. Oh, yes.

Dr. Woob. Very simply, in a straightforward manner, with en-
tirely non-nuclear means. You just take high-power pulse gener-
ating equipment and inject pulses into electric power systems and
say, “Now, how do they perform?”

And having looked in some detail over the past 35 years with re-
spect to how civilian power systems do perform and why they un-
dergo large-scale outages, I can assure you they do not degrade
gracefully.

They degrade anti-gracefully, if you will, Mr. Chairman, some-
thing like a high-tech house of cards. You pull out a key card and
the whole structure crumbles on a time scale of tens of seconds to
a few minutes. They are not built to be stressed. They are built to
stand up to lightning stroke in worst case, an isolated lightning
stroke. If you put down lightning strokes all over the system, they
fail, and they fail in a quite readily predictable fashion, and the
terrible thing about them, Mr. Chairman, is, once having failed,
they do not get back up.
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The power system is built to run in stay state. It is not build to
come up when it has a great deal of load connected to it and gen-
eration arrives in a hit-and-miss sort of fashion. And it is not fea-
sible, as people have discovered—everything from the northeast
blackout of 1965 on to the more recent smaller scale spectacular
blackouts that have occurred at various places around the coun-
try—it is not feasible to put a power system back together auto-
matically.

It is put together by people using telephones and walkie talkies
and so forth, and they basically paste the system back together on
a time scale of tens of minutes to many hours.

And if those systems, if the telephone systems and the walkie
talkies and so on, do not work as well, and there are not neigh-
boring power systems that are intact that can provide generation,
that can serve as power sinks as necessary and so forth, the system
just simply does not come back up. And it is not a matter of, “Well,
is it going to take a day or is it going to take a week?” or whatever
the answer is. It just does not come back up ever.

Chairman BARTLETT. But can we not go to the warehouse and
get the spare parts that were zapped and put them back in?

Dr. WoobD. If your test equipment happens to be working, then
you will slowly be able to repair the systems that burned out, but,
of course, the test equipment died too.

When a large power system’s transformer gives out, when the in-
sulation fails internal to a transformer on a large power system,
what you do is you ship in a new transformer, typically on a time
scale of three to twelve months and you ship it in by barge and
huge trucks and so forth and you install it in place. It is a major
operation. It is massive surgery at that particular switching station
or main interconnection substation.

When big power system components fail, they have failed perma-
nently and you repair them on time scales, literally, sir, of months.
That is to have a single component fail.

When you have a hundred components failed all over an inter-
connection—it has never happened before and nobody has any idea
how long it would take to rebuild it, but I confidently predict it
would take well in excess of a year and that is if all the rest of
the national technical infrastructure, economic infrastructure, and
so forth were working.

Chairman BARTLETT. Will it be working?

Dr. Woob. Of course not. It will all have failed. That is the na-
ture of a large-scale EMP attack. Everything fails. Not every single
component everywhere fails, but the pattern is that of a shotgun
blast. You may get hit here, you may get there, or whatever, but
most all of it will have got hit somewhere with at least one pellet
and that is the same sense in which EMP failure will occur.

Some things—by happenstance, by good luck, by robust construc-
tion, by being in a sheltered environment, in a tin warehouse or
something like that—some components will survive. Most will fail.

And because they fail at random points, they will be, first of all,
difficult to determine that they truly have failed, and, secondly,
there will not be nearly enough spare parts to replace them, even
if all the power equipment and the derricks and the cranes and the
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barges and the trains and so forth—even if those were all working,
which, of course, they will not be.

Chairman BARTLETT. The picture you are painting is a pretty
grim one. If it took a year to get our power grid back operational,
what happens in the meantime?

Dr. WoobD. My loose, informal characterization of it sir, is it is
a continental-scale time machine. We essentially pick up the con-
tinent and move it back in time by about one century and you live
like our grandfather and great-grandfathers and so on did in the
1890s until you rebuild. You do without telephones. You do without
television, and you do without electric power, mostly, except in a
few fortunate locations.

You just live, as I said, in a Jeffersonian America, a pastoral
America. And if it happens that there is not enough fuel to heat
with in the winter time and there is not enough food to go around
because agriculture has become so inefficient and so on, the popu-
lation simply shrinks to meet the carrying capacity of the system.

Chairman BARTLETT. But, demographically, we are very different
than our Jeffersonian beginnings, are we not?

Dr. Woob. Within a factor of ten. There would be tens of millions
of Americans left.

Chairman BARTLETT. I appreciate this characterization because
what we want to accomplish by this hearing is two things, one to
indicate that small business needs to be better utilized. There is
lots of capability in small business to address this problem. It is
not being addressed. And the other intent of our hearing is to raise
the public consciousness.

This is an eventuality which we cannot risk, in my view, which
is why I have fire insurance on my home because, were that to
burn, that would be a catastrophic event for me, so I insulate my-
self against that by buying an insurance policy.

Dr. WooD. And yet, Mr. Chairman, the likelihood that your home
will burn in any given year is, perhaps, one chance in 300 to one
chance in 500. That is why your fire insurance has the mag-
nitude—your premium, the annual premium, has the magnitude
that it does. Several centuries will go by, on the average, before
your home will burn.

And what you have to ask the people who come before this Com-
mittee and before the armed services committees, before the intel-
ligence committees, and so forth, is, “Can you give me a certifi-
cation of likelihood of an EMP attack of one part in 300 per year?
Otherwise, where is the national fire insurance?”

Chairman BARTLETT. Which is a very good way of characterizing
it.

Dr. Soper, you had a comment?

Dr. SoPER. If I may, Mr. Chairman, might I ask you a question?
Is that all right?

Chairman BARTLETT. Yes, sir.

Dr. SOPER. We have all stated our appreciation that you are
holding this hearing and are willing to ask the kinds of questions
that you are.

Are you the single voice in Congress thinking and asking ques-
tions about this? I know that I have spoken before to Congressman
Weldon and others, but it seems to me that, before this issue gets
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fully debated and all sides are heard and the issues are clearly de-
fined and programs for small business, and large as well, put into
place to help answer those questions, you have to get more of your
fellow Congresspersons involved and energized and perhaps more
hearings in different committees need to be held.

It is a difficult problem, as Dr. Wood has pointed out. It is a po-
tentially devastating problem, as all of us, I think, would agree,
and it 1s more than, I think, one person in Congress, perhaps, can
take on by him or herself.

So my suggestion, or my request, would be to encourage your fel-
low Congressmen and Congresswomen to pick up the mantle and
ask these same questions or work on this problem.

Chairman BARTLETT. Thank you. We are in a lot better shape
than when we started. When we started, two-thirds of the members
of our National Security Committee, now the Armed Forces Com-
mittee, did not even know what EMP was. Now, I think, they all
know what it is. We certainly have the attention of Curt Weldon
and his Subcommittee on R&D.

They held the first ever full hearing. This is the second in the
life of the Congress. The third will be held this summer and it will
be focused almost exclusively on the effects of EMP on the national
infrastructure, because we are very concerned that we need a
study, that we need a concerted effort to look at what those effects
would be and what we can now do to ameliorate those effects and
what we can do after the event to recover from it. I think we need
to look at it in both of those veins.

So it is getting more attention in the Congress and each of us
in the Congress tends to focus on issues where we think we can
make a difference. This is one of the areas that has kind of been
ceded to me.

I have the recognition now of a number of the members of our
National Security, our Armed Forces committee, and we are focus-
ing on this and hoping to raise the public consciousness so that
something will happen.

After all, it will not happen until the public consciousness is
raised. We have a representative government and the people we
represent need to demand that their government focus on issues of
importance to them and I think this is one of those.

Dr. SOPER. This is true, that chemical and biological agents and
their weaponry is also part of weapons of mass destruction portfolio
and chemical and biological issues did not receive that much atten-
tion until, I am told—I do not know this for sure, I am told that
President Clinton read Mr. Preston’s Book “The Cobra Event” or
“The Cobra Affair” where this was discussed and literally within a
few days, briefings were put together by the Department of Defense
and briefed into the Oval Office.

I am not suggesting that you go bang on his door to talk about
the EMP issue, but it goes without question that that high-level at-
tention, in general, begets high-level attention. I am not sure how
useful that comment was, but——

Chairman BARTLETT. I appreciate that. Thank you very much.

Dr. Wood, you had a comment?

Dr. Woob. I would suggest, in the context of the general matter
of informing the Congress and the public and the hearings that
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have been held and that you contemplate holding that you have al-
ready made a remarkable degree of progress, Mr. Chairman. That
is, there does not seem to be very much debate with respect to not
only what EMP is—I mean, that, after all, is a technical matter—
but what its consequences would be.

There just does not seem to be a lot of argument about that, at
least that I have heard. The argument is simply over how likely is
it. And I would suggest that you and your like-minded colleagues
are well over halfway to the finish line because you have got the
{:echélical basis, the factual basis, fairly well nailed down and stipu-
ated to.

You know, at the present time, everybody says, “Yes, if it hap-
pened, it could be remarkably severe. The consequences could be
grave, that we might be knocked out as a modern nation.”

You know, this, I think, is a remarkable amount of progress, con-
sidering that the matter really has not been publicly debated for
more than two or three years.

The people—and I would suggest that the issue before the Con-
gress at the present time is a very clear cut one relative to other
issues of comparable gravity and complexity—namely, you simply
have to ask the folks who say it can happen for the bases of their
belief. Where are the analyses?

Gen. Marsh, for instance, where are the analyses that support
your belief that this, in spite of its devastating potential, that it is
so unlikely that nothing need be done?

I recall to you the, perhaps applicable, perhaps not applicable,
circumstances around the Challenger disaster 13 years ago that,
when the Rogers Commission commenced inquiring of NASA as to
why they had done the things that they had done and not done
other things and so forth, they said that the shuttle had one chance
in 100,000 of crashing and losing the shuttle and the crew on any
given mission. One chance in 100,000, so they never worried about
it.

Now, the fact of the matter is they had one chance in 24, which
is quite a bit different than a chance in 100,000. At least that was
the objective record.

And so when the Rogers Commission went back and said, “Well,
where did that one chance in a hundred thousand per flight come
from?” They discovered it was represented many places in the
record, but they could find no analysis whatsoever that supported
the number. None.

It was literally a free-floating established article of faith in the
NASA church that it was a chance in 100,000, but no basis for it
whatsoever. Not one guy had ever sat down and written a three-
page or a ten-page or a thirty-page analysis saying that we have
only ten parts per million of likelihood of failure per mission. There
is nothing there.

Nowadays, the established likelihood, the documented likelihood
and so forth, is one launch in 40 will crash. And that is what hap-
pens when not only NASA but their independent contractors and
so forth went back and did the study of the same system that was
believed to have a chance in 100,000. It now has lots and lots of
analysis. Instead, it is one chance in 40. And that difference of a
factor of 2500 is remarkably large.
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And so I say to the folks that are on the record as saying, “Ignore
this. It can not possibly happen. It would be terrible if it did, but
it will not happen,” is where is your analyses? Where are the num-
bers that say what the likelihood is of the U.S. getting hit with an
EMP lay-down, not just from Mr. Lukin and his friends in the
former Soviet Union, but from the North Koreans, the Iraqis, the
Iranians, the South Asians, the whatever? Where is the analysis
that says that?

And, by the way, we sure hope that there will not be a Rumsfeld
Commission that comes along six weeks after the CIA, the Director
of Central Intelligence last May testified that there was 10 to 15
years of margin before the North Koreans would have an ICBM; six
weeks later comes the Rumsfeld Commission that says, “It might
happen in a matter of five years or less,” and six weeks after that,
sir, they did it. They launched a prototype ICBM. You know, three
months after the DCI said, “Do not worry, you got 10 to 15 years.”

And so you ask, “Well, where was the analysis that supported
that 10 to 15 year estimate?” and, by and large, it did not exist.

So there is a lot of free-floating, very widely subscribed to, highly
established superstition, sir, with respect to national security
issues, and it does not much matter whether it is North Korean
ICBMs or EMP or biological warfare attacks coming out of the Mid-
dle East. These are free-floating, sir. They have no basis in anal-
ysis, let alone a basis in fact.

Chairman BARTLETT. I do not know how one arrives at the prob-
ability, but I would just like to, for a moment, reiterate some of the
things that we have gone over in our question-and-answer period
here.

The first is that a number of nations now have the capability,
with modifying commercial ships and a Scud launcher, to place a
missile over our continent.

Secondly, you would not know

Dr. Woob. If I might interject, sir?

Chairman BARTLETT. Sir?

Dr. Woob. To do so in a fashion that might be exceedingly dif-
ficult to trace or to attribute. That is to say, it is a Lukin-type at-
tack, if I can adapt your quotation. It not only happens, but it hap-
pens in a fashion and in a manner that is basically impossible to
respond to. There is no basis for retaliation because the United
States government could not establish, to American standards of
proof, as to where the attack came from.

Chairman BARTLETT. Now, would that not immeasurably in-
crease the probability that it would occur? If they had the capa-
bility, if the effect on us would be devastating and if we did not
even know who did it so that we would not know to whom to re-
spond, would not that increase the probability that it might hap-
pen.

Dr. Woobp. When I was a kid growing up, this was called “lean-
ing with your glass chin.” You know, you provide an exceedingly at-
tractive opportunity for your opponent and then you do nothing to
defend against it.

Yes, sir. That is seemingly exactly what it is, and I think the rea-
son that I would disagree so strongly with Gen. Marsh’s testimony
of July of 1997 is simply that, in a world in which people did not
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respond to incentives, his assessment might have considerable va-
lidity. But when you have people that dislike the United States and
dislike everything that it does and stands for and this, that, or
whatever, dislike it rather intensely, they have the method, motive
and opportunity to do something about that dislike because we
have left ourselves wide open to EMP attack and they have the po-
tential of attacking without it being known as to where the attack
came from, you have created an enormous incentive. You know, in
terms of human motivation and human behavior, you have created
an enormous incentive for just that type of attack.

Chairman BARTLETT. Talking about people disliking us, a recent
member of the Duma came to our country the week before last and
he said that our president had been able to accomplish in 45 days,
at that time, what the Soviet Communists had failed to accomplish
in 70 years; that was to get the Russian people to hate Americans.

For the first time since the cold war began, Russians were in the
streets demonstrating against America. The Soviet Communists
had failed to do that in 70 years. He said our president accom-
plished that in 45 days of bombing of Kosovo.

Dr. Woob. Not to worry, Mr. Chairman. You know, do not get
too excited. It is still six months before Duma elections and it is
a fu%ll year until they select another president. Not to worry too
much.

Chairman BARTLETT. I want to ask members of the panel if they
have any observations they have not had an opportunity to make
before we adjourn our meeting.

Dr. SOPER. The only comment that I would like to make is that
I am disappointed that one chair is empty, because I think one of
the important—albeit difficult to discuss in open session—impor-
tant issue is, at least as a government impression of the threat, of
the probabilities that Dr. Wood is talking about, it would have been
nice to at least have had that on the record to understand.

Chairman BARTLETT. From classified and non-classified discus-
sions with Bob Walpole, I can tell you that his position—I believe
the position of the CIA is very much closer to the position of Dr.
Soper and Dr. Wood than it is to the position of DOD.

Is that a fair assessment, Dr. Wood?

Dr. Woobp. That is my impression from a number of classified
discussions and briefings that I have done in the company of Mr.
Walpole.

I, of course, do not want to put words in his mouth, and I would
like to clarify, Mr. Chairman, in this context that I summarized the
statements of DCI 13 months ago on the subject of the North Ko-
rean and Iranian missile threats as saying that the analysis turned
out to be remarkably thin and thoroughly mistaken.

I would like to clarify that as saying that I think that Mr. Wal-
pole and his colleagues supported the DCI within the parameters
that they were given to work within. It is just that they never
thought, and Mr. Walpole has said this publicly, that the North Ko-
reans would jump so rapidly to a three-stage rocket.

You know, three stages is kind of the number that you need if
you are a fledgling, missile only power if you want ICBM capa-
bility, and it was believed that that would be a long time coming.
Well, it turned out to be an incredibly short time coming.



32

So within the parameters that they worked and the way that the
job that they were given to do, they, I think, performed credibly.
The problem was simply that they were wrong by 10 to 15 years.
I know that Mr. Walpole has clarified very substantially subse-
quently, the parameters within which they worked and, as I said,
I think they did a very professional job within those parameters,
but the institutional parameters were simply wildly wrong.

Chairman BARTLETT. The religious world is very familiar with
the miracle of conversion. The CIA has recently had that experi-
ence relative to these kinds of threats, I think.

Mr. Wiltsie, the Applied Physics Laboratory has been for our
military an honest broker for a number of years now. There are ob-
viously different opinions relative to the probability of an EMP lay-
down, different opinions relative to the effect of an EMP lay-down,
different opinions relative to what we ought to be doing in anticipa-
tion of that kind of an eventuality.

Is this the kind of thing that the Applied Physics Laboratory
could be an honest broker for or would there be others who would
be more appropriately fitted for this role?

Mr. WiLTSIE. Well, I think the Applied Physics Laboratory cer-
tainly could be an honest broker for this. I mean, I am not qualified
to say if there are others that are more qualified than APL to do
such a task, but we have looked at it at your behest since early
1997 and I think we have a feeling for the technology involved and
probably could serve a useful purpose in that role.

Chairman BARTLETT. I thank you very much. We certainly need
someone to look at the national picture, not the military, the civil-
ian part of it. What would be the likely consequences, immediate
consequences? What would be the long-term consequences? What
could we do to ameliorate those effects and what would we do after
the event occurred?

And I do not think that either of these have been given very
much attention and I think that, considering the devastating ef-
fects that this might very well have on our country, that this would
be a very inviting opportunity for enemies, and I think that it is
somewhat irresponsible of us not to be looking at what we could
do to ameliorate the effects and what we might do after the event
occurred.

And the analogy of the insurance policy—that is all that I would
ask, is that a prudent nation should invest in an adequate insur-
ance premium the way you do for your home and the liability on
your automobile and that sort of thing. We have not done that, I
think, in any way relative to this. It has been ignored.

Perhaps it is too hard, Dr. Wood, and if it is too hard to deal
with, you just ignore it. Do you think that has been something of
a factor in our response?

Dr. Woob. Yes. That and the intellectual tenor of the times is
in the direction of kind of a comprehensive denuclearization of
Afmerican military thought and, thus, of the civilian consequences
of it.

I would just invite your consideration, Mr. Chairman, and that
of your colleagues in Congress, to the qualitative difference be-
tween the situation that obtained after a rather junior—I think he
was a deputy foreign minister or assistant foreign minister of
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China made the remark a few years ago that we would not inter-
fere with the Chinese dealing with the Taiwan issue because we
cared more about Los Angeles than we cared about Taipei. Well,
that caused the Washington establishment, at least from my per-
spective, to run off screaming into the night.

You come back with a statement that you and a number of your
colleagues, including Mr. Weldon, heard from the chairman of the
defense committee of the state Duma of Russia and a gentleman
who is very highly placed in the Russian national security estab-
lishment, by saying, “If we really wanted to hurt you, here is what
we would do,” and describe a very credible threat and you can hear
a pin drop in response.

There is not only nobody running off screaming in the night, they
are not even murmuring in the daytime about it. You know, it is
a remarkable difference.

You know, the Chinese can barely extend a credible threat. They
could blow up a dozen and a half American cities and that is the
end of it. The Russians can incinerate the North American con-
tinent, and yet they say, “You know, if we really wanted to hurt
you, this is what we would do.”

I am very struck by the difference in reaction to it.

Chairman BARTLETT. And he said that without fear of reprisal.

Dr. WooD. Sure.

Chairman BARTLETT. Because it would be done from the sea and
because we would not know who did it.

Dr. Woob. The Russians and, very frankly, most everybody else,
but the Russians in their sleep know how to attack from the sea
so that we would never see the attack coming. Never ever. Very re-
liably. Certifiably, if you will, how to attack so that it was
unattributable.

Chairman BARTLETT. Well, I want to thank all of you very much
for coming. You have helped immeasurably in our goal of raising
the public consciousness of this.

We will hold the record open for questions from our colleagues,
if they wish to ask them, and we will hold the record open for addi-
tional inputs that all of you would like to make.

I want to thank the Applied Physics Laboratory for hosting us
an(izl I want to really thank all of you for coming and testifying
today.

Our hearing will be in adjournment.

[Whereupon, at 2:05 p.m., the Subcommittee was adjourned.]
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OPENING STATEMENT

CHATRMAN ROSCOE G. BARTLETT
SUBCOMMITTEE ON GOVERNMENT PROGRAMS
AND OVERSIGHT
HOQUSE COMMITTEE ON SMALL BUSINESS

Good morning. Let me call the Subcommittee to order. Itis a
pleasure to welcome you to this hearing of the Sobeommittee on
Goverament Programs and Oversight of the House Small Business
Committee, 1 would especially like to thank those of you that have
traveled some distance to participate in this hearing.

This hearing is being held because the damage to our economy -
businesses large and small - not to mention national security from
Eiectro-Magnetic pulse (EMP) could dwarf anyiking associated with
the weli known V2K problem. Yet, the EMP threat is virtually ignored
by our government and is practically unknown to the public.

Concerns about the proliferation of nuclear weapons and the possession
of such weapons by rogue nations, make the discussion of problems
associated with EMP and the magnitude of those problems a most
timely topic. However, few Congressional hearings have been devoted
to this topic, and there is little, if any, public awareness of EMP.
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When I was recently in Vienna, Austria, a member of the Russian
Duma candidly told me, “you know if we really wanted to hurt you, we
would set off an atomic weapon at high altitude above your country snd
produce an EMP that would destroy your entire electrical power grid,
computer, and telecomnrunications infrastructure,”

This statement did not surprise me, but unfortunately it would come as
a surprise to most Americans. I believe it is imperative that our
government {ake sieps to defend against EMP. As with Y2K, the public
and businesses need to be informed about what steps they could take to
prevent or minimize damage from EMP,

[t would appear that the number of contracts awarded to small
businesses by the federal government for EMP research has diminished
in the iast five years. Is the federal government placing the correct
priority on the problems associated with EMP and with the possibility
or probability that they may oceur? Is the public being correctly
informed by the federal government as to what EMP is, the magnitude
of the threat and the problems associated with #t?

It is hoped that the testimony today will answer some, if not all of these
guestions. Also, it is hoped that the hearing and the permagzent record
available to the public after the hearing, both in hard copy and in an
abridged form on the infernet, will provide heightened awareness of
what EMP is and the problems it could create

Again thank you all for participatiog in this hearing. And thank you in
the nudience for attending this hearing.



37

STATEMENT
MR. RONALD J. WILTSIE
PROGRAM MANAGER
STRATEGIC SYSTEMS

THE JOHNS HOPKINS UNIVERSITY
APPLIED PHYSICS LABORATORY

SUBCOMMITYEE ON GOVERNMENT PROGRAMS AND
OVERSIGHT

HEARING ON ELECTROMAGNETIC PULSE

HOUSE SMALL BUSINESS COMMITTEE

June i, 1999



38

OUTLINE

OVERYIEW OF HIGH ALTITUDE NUCLEAR EFFECTS
*ELECTRONICS AND SYSTEM SUSCEPTIBILITY

*GROUND SYSTEMS

*SPACE SYSTEMS
*HARDENING CONSIDERATIONS
“SUMMARY

Good Aftetnoon. Thank you for the opportunity to testify before the Senall Business
Subcommirtee on Government Programs and Qversight. 1am Ron Wilisie, The Program Manager
for Strategic Systems at the Johns Hopkins University Applied Physics Laboratery, located in
Howard County, Maryland.

In July 1997 Congressman Baxtlett asked the Applied Physics Laboratory to advise him on the
subject of this hearing, the Electyomagnetic Pulss (EMP) produced by 2 high altitude, nuclear
explosion and the implications for defense systems and capebilities, and civilian infrastmcture. On
July 16, 1997 the former Directot of the Labogstocy, Dr. Ge—y Smith, testified before the House
National Security Subcommittes on Military Research and Development.

My lestimony today will cover the following topics: an overview of the nuclear effects caused by a
high ahtitude burst including the basic physics of EMP generation; the susceptibility of ground and
space systems 10 EMP anack with emphasis on the vulnerability of the installed electronics; and

the protection or hardening of poteetially vulnerable sysiem elements from the effects of EMP.
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NUCLEAR EFFECTS
OVERVIEW

Disenssion of the £fects of 2 muclear attack on Lhe United States has, for the most part, focused on the affects
such attacks would have on cur defense capabilities, on our ability to function militarily in such a situation and
to prevail on favorable terms, Mutual understanding by the United States and ite adversarics of the widespread
and cataclysmiz domage that hundreds of megatons of nuclear explosimns would cause te our society and ils
infrastructure, and the correspanding damape a like response would couse an adversary, was the centerpiece of
the philosophy that underlay the Cold Warr Mutual Assured Bestruction. The Coid War is over, bat the threat
from nuclear explosions remains. These could result from a conrdinated attack wsing substantial numbers of
modem weapons or an attack of at most a few crude weapons in the hands of teronists or rogee nations. The
Jatter scenario is of particular concem in the post-Cold War era.
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BURST ALTITUDE EFFECT
* SURFACE, NEAR SURFACE BURST BLAST, SHOCK,
THERMAL, LOCALIZED EMP
»  MEDIUM ALTITUDE/ATMOSPHERIC BLACKOUT, EMP
LIMAITED AREA

» HIGH ALTITUDE BURST (100's OF KMs) EMF WIDE
AREA, X RAYS, GAMMAS NEUTRONS, (SPACE
SYSTEMS THREAT)

The inmense amoimt of energy liberated by & muclear explosion, principally in the form of X-rays,
gamma rayg and high-¢nergy neutrons, can produce a wide range of effects. The well-lmown effects
of 3 near-surface or ground burst, which including Hast, ground shock and thermal radéation, are
achually indirect: they result firom conversion of the bomb®s energy into thermal and kinetic forms.
Effects of 2 nuclesr detonation at high altitude on satellites and missiles in Might, on the other hand, are
direct: the energy from the detonation interacts in its origined form with the target system to induce
malfunciion or damage. A nuctear detonzition also changes the surrounding environment, causing radio
and optical propagation disturbances which adversely affect communications over an extremely wide
range of frequencies. An additionad, and very important, ¢ffect of a kigh-altitude detonation,
particularly for airborne and ground systems, is the clectromagnetic pulse (EMP) that results from the
conversion in the Eanth's jonosphere of weapon gamma-ray energy to radio-frequency energy which
propapates toward the Earth's surface.
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AMARLA, LY
BERSR®

The detonation of a nuclear weapon procduces hngh-energy garmna radiation ithw travels radially awey from the burst
center. When the detonation accurs at kigh altitudes where the mean fiee path of the gantma photons s very loag,
these photors travel long distances before they interact with other particles. Gamna ravs directed toward the ezrth
encounter the stmexphere where they interact with ir molecules w produce positive ions znd recoi! electrons which
are called Comgpton electrons after the man who discovered the effsct. The Compten recoil electrons dhso travel away
from the detonation point bt are deflected by the canb’s magnetic field. The figure sbove depicts this situation.

The gamma radiation interacting with the air moleciles produces charge separation 2s the Compion recoil electrons
are ejected and beave behind the more massive, positive fons. The eanth's mapnetic fietd interaction with fhe
Compion re¢0d) £lectrons cagses charge aceekeration, which further radistes an electromagoetic fietd. High Altimde
EMP {HEMPY} i praduced by these charge separation and charge acceleration pheromens, which ocear in the
wmosphere in a layer about 20 kilometers {km) thick and 30 km above the earth's surface. The effactive source
region covers the earth within the sotid angle subtended by rays from the detonation pomnt that are tangznl to the
atmosphere.

5
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EMP
+ LARGE AREA COVERED (1004’ OF KMs)

+  INSTANTANEOUS

+  SIMULTANEOUS
» EXTREMELY HIGH ELECTRIC FIELDS (1060 KV/M}
» BROADBAND SPECTRUM COVERAGE

The EMP threst is wrtiqne in bwo respects. First, ity peak field amplitade and rise rate are high. These features
of EMP will induce potentiaily demaging voltapes and curenis in unprolecied electronic cirenits and
components. Second, the aren covered by an EMP sigaal can be immense. As 8 consequence, large portions of
extended power and comunanications networks, for example, can be simuttaneously put atrisk, Such far-
reaching effects are peculiar 1o EMP. Neither natural pbenomena nor any other suclear weapon ¢ffects are so

The electromagnesic pulsc praduced by = nuclear detotstion 2t high altitde (ic., between roughly 40 and 100
kilomeiers) as been the subject of a great deal of theotetical and experimental research for nesdy 40 years. The theary
is pow well andarstood and sophisticated computer programs that moded the physical procesees invelved in EMP
gencration are now routinety used to predict EMP environments. The peak Belds of this braad-band electromagnetic
signal can reach many tens of kilovolts per meter with frequencies raging from oear DC 1o severn] hundeed MHz. The
high-frequency, high-amplitade pection of the EMP can couple well into antennes and other stractures whose frequency
responses lie in this region. The lower amplitude, lower frequency pertion of the EMP signat couples welf to stuetures
whose characteristic dimensions ans tens of kiloroeters such as telephone or power lines, an which the EMP can
genetate crments of several kiloamperes. Finally, 2 very low amplitade fiekd lesting for hundreds of seconds it
gencraled by magnetohydvodynamic phenomena ssxociabed with the dynamics of the explosion’s fireball, 1ts amplitude
i only a few tens of velts per kilometer, bul becwuse of ite low frequency content, this componerd of the EMP can
penetrate the Ezrth or sea water to great depths and can couple cfficiently to very long, deeply boried cables such as
targe power grids on: knd,



S — HOB » HEGHT OF BURST

The ares of the Earth’s surface direcdy ilinninated by EMP ix determined entirely by the
teight of the twrst: all points on the Earth’s susface within the horizon as seen from the burst
point will expericnce EMP effects. It is important {0 point out, however, that the peak
amplitude, signal rise rate and duration sre not uniform over the illumingted arez. The largest
peak intensities of the EMP signal occur in that region of the illuminated area where the line
of sight to the burst is perpendicular to the Earth’s magnetic field. At the edpe of the
illuminated arca {farthest toward the horizon as secn from the burst), the peak fisld intensity
will be lower and the EMP fields will be somewhat longer-lasting than in the areas where the
peak antensiiies are larpest.



44

SYSTEM SUSCEPTIBILITY

An electromagnetic field interacts with metallic conductors by inducing currents to flow through them. A
television antenna, for example, is a collection of metal conductors arvanged to facilitate the induced
current flow in the frequency range allocated for television broadcasting and vo transfer the signal to the
receiver. Other conducting structures such as aircrafl, ships, avtomobiles, railroad packs, power lines,
and communication lines connected 10 ground facilities also effeciively serve 25 antennas for EMP
coupling. [fthe resulting induced curents and voltages--which can be large—are allowed to interact with
sensitive electronic circuils and components, they can induce upset in digital logic circuits or cause
damage 10 the components themse!ves.

Ground facilities, for axample those housing the large computers centmal fo the functionmng of our
financial system, are typically nodes in a larger network and are connected to overhead or buried cables
for power and cormmunication. They are also connecled to buried pipes for water supply and waste
dispasal, and are typically equipped with corumunication anteanas of various types. All of these fealures
can direct EMP energy into the facility. Analyses and simwlated EMP 1esting have shown that cuments
carried o o facility by long overhead or buried conductors can reach thousands of amperes. Shorter
penetrahing conductors can carry hundeesis of amperes into a facility. Direct EMP penetration through the
walls and witdows of an unshiclded building can induce currents of tens of amperes on illuminated
interior comduciors.
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SYSTEM SUSCEPTIBILITY
*  GREATLY INCREASES PROBABILITY OF UPSET/BURNOUT, IN
ELECTRICAL/ELECTRONIC CIRCUITS

+  NOTHING LIKE EMP OCCURS IN A NON-NUCLEAR ENVIRONMENT
+  ELECTRONIC SYSTEMS ARE MORE VULNERABLE TODAY

+ SOLID STATE DEVICES

+ DIGITAL VICE ANALOG CIRCUITS

+ DESIGN EMPHASIS ON PERFORMANCE/SCOST, NOT ROBUSTNESS
»  SPECIFIC SYSTEM SURVIVABILITY NOT CLEAR

When EMP energy enlers the interior of a potentially vulnerable systern, it can cause a variety of adverse
effects, These effects include transient, reseitable, or permanem wpset of digital logic cireuits, and
performance degradation or bumaout of electronic components. The collected EMP energy ilself can cause
matfunction or device failure directly or it can trigger the system™s micrmal power sources in unintended ways,
causing damage 1o be done by the power sources within the systern itself

EMP introduces two collectively unique features to the overall picture of system susceptibility 1o muchear
effects. These features, taken together, distinguish EMP from 41} other forms, both natural and manmade, of
chectrical sress and response,

I.  Stresses induced by EMP can significantly exceed those ordinarily encountered in syatem circuits and
components and can thereby increase the probability of upset and bumout occurring in electrical and
¢electronic systems.

2. EMP can cause this increase 10 occur nearly simultaneously over a large areq: about one million squars
kiiometers for 4 igh altitude burst.

EMP simulation testing has shown thal unprofected sysiems frequently experience both permanent damage and
rensient upset whea subjecied to EMP-like stresses. Temporary sysiem outages, circui? upsets and permanent
faitures of semiconductor devicrs have all been observed. In view of our inability to predict the occurmence of
damage or upset in sy which were not specifically designed to be “hard” to EMP, reliable conclusions
concerning the EMP survivability of a specific systern cannot be drawn in The absence of a detailed fest and
evaluation of that system. The general patlem, however, is clear. Protection from EMP effects 15 necessary for
critical systems, and high confidence in sysiem hardness can be gained only (hrough testing under condisions
that closely approximale the threat. 2
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General Sensilivity of
ardaned Electronics to HEMP

RFLAYS
VAL RES

Eletironic sysiermthave tended w becoms mare suseeptinle to FMP aver the pears, largely as a rewh of 1he advarces in
clertronics bechoolvgy made since The devclopment of the ransistor  The coment and voltage kevels agsociated with the nonmal
aperation of eketconic devites, and the power or emeryy $evels & which failwre can oceur, have all fafien sieadily 35 3o hd-siae
an mtegrawd civcuit eechnobogics have placed ever-i 4y mambers of dovices and coeuits o stvmconducior chips. Tn
addition, the, increxsing e of digital circuitry to perform ever more comples function his added to the risk and the seviousess
af the consoquences nf digital Ingic apsel. As anyone who has experienced 2 ry power i om whilc using 2
prersonal complter widl plsest, such upsets.can readily occur with gnpredictable, and usaally unk results.

FASSEUAES 100w PLLSE, 1A AVERAGE UOUPLED AT M k¥im: 18 ciim IMPEDANCE 10
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Litmdted Third World Nuclear
Threat Contayutates
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| HARDENING

Protection or hardening of potentially vulnerable system elements from the effects of EMP requires that these
tlements be shielded from the EMP field and from potenually dangerous EMP-induced cumrertts and voltages. To
put the problem in perspective. consider that the high-atitude EMP can induce open-aircun voltages of the order
of megavolis or short-circuit cwments of the order of ten kiloamperes on overhead conduclors such as power lines,
Small-signal elecironic circuils Lypically vperale al levels ul'a few volis or a few tens of milliamperes. To prevent
EMP-induced transtenss on power lines from producing upset in these circuits, sufficient protection must be
peavided Lo Teduce by at least seven orders of magmtuds the transient peaks mduced on the power lincs to levels
which can be tolerated by (e smail-signal circuils operated from these lines. Lerdain senstiive circuils such as
magnetic disk read-hezd amplifiers, require even more isolation.

All approaches 10 the protection problem are based on the idea thal a hamer must be erected between the stresses
induced by the EMP and the systsm elements that these stresses can adversely affect. The various approaches
differ principally in the choice of barrier location.
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EMP PROTECTION

+ INIEGRAL SHIELIHNG
- COMPLETELY Q0.0SED
PERFECTLY CONDUCTING
+ MODIFEDFORSYSTEM FUNCTIONALITY
= VALIDATION AND MAINTENANCE EASY
COSTLY FOR MOST APHLICATIONS
+  ELEMENT SHIRLEANG
TNDIVINUALLY HARDENED PIECE PARTS
- NUMBER OF LLEMENTS CAN BF. LARGE
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TESTIMONY
Gordon K. Soper, PhD
Subcommitiee on Govenment Programs and Oversight
Hearing on Electromagnetic Pulse
House Smali Business Committee

June 1, 1999

Mr, Chairman, ! am Gordon K. Soper, Group Vice President of Defense Group Inc.
{DG). PG s a high technology services and hardware company providing research,
develspmerx, analysis, integration management and marketing support to a wide yange of
government and commercial customers. | appreciate the opportunity to appear before you today
in order to belp this Committee develop a better understanding of the magnitude of the problems
that an electromagnetic pulse—-or EMP--generated by the detonation of a nuclear weapon over the
US could cause (o both the civilizn and military infrastruciure of our country. In 1997, testimony
before the Subcommitiee or Rescarch and Development ol the House National Security
Committes helped to open this important problem to public debate. Using that information as
background and building on the complementary testimony of my colleague Mr. Wiltsic of the
Applied Physics Laboratory, § will focus my remarks today on those problems that conbd oceur
as a result of one or mote nuclear detonations at altimdes of 60 kilometers or higher above the
earth. Such a detonalion is ofien referred to as a high-altitude, or exoatmospheric, nuclear
detonation.

Obwvicusly, placiag the nuclear weapan at an sltitude such that high altitude EMP effects

woukd be significant will require a ballistic rissile, thus narrowing the candidate sources for the
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threat. [ will leave to the intelligence community any effort to define who might be able to
detonate such a weapon over US temitory and the plausible scenarios one should consider.

While you have specifically concentrated your concems on the effects of the nuclear
electromagnetic pulse, | would like to point out that a niclear detonation above the atmosphere
also produces severa] other effects that would add ©© pessible infrastructure degradation. A brief
review of these other effects is in order. You are likely aware that copious amounts of x-rays,
gamma 1ays, neutrons, electrons, and radioactive debris material are released in a nuclear
detonation. Al of these forms of radiation can inrpinge on satellites in their orbits within
thousands of kilometers of the detonation along a direct line of sight to the burst. Depending on
a number of factors, some satellites could receive severe enough radiation exposure ta destroy
their critical electronics subsystems (if they are not radistion-hardened). In addition, the
naturally occuming Van Aflen radiation belis that surround the earth would be enhanced by the
nuclear detonation, trapping some of the ionizing particles for many months. This would result
in satellites accumulating substantially higher levels of radiation than normal as their aebits
periodically pass through the enhanced or “pumped-up” radiation belts. The resulting dramatic
increase in the total accumulated dosage would significantly reduce the useful lifsvime of a
number of our satellites. The resuhs of a Defense Nuclear Agency study severa! years ago
showed that “the explosion of a single high-ahtitude low-yield nuclear weapon could destroy $14
billion worth of low-¢arth-orbit satellites that would transit through the enhanced radiation belts
produced by such a nuclesr event.” That figure has doubllessly increased today. Two examples
given in the DNA work cite the expected decreased lifetime of {ridivm sarcllites from 72 months
to 24 months and of the Globalstar satelfite from 90 months 10 only ane month! The Defense

Threat Reduction Agency (the successor to the former Defense Special Weapons Agency that, in
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turn, ded the Defense Nuclear Agency) has directed a study by the RAND Corporation 1o

consider the worldwide economic impact of such Josses. Tt isevident that a complete discussion
of the effects of high altitude nuclear detonations on the civilian infrastructure would include
consideration of the damaging radiation effects on our commercial and military satellites, and the
degradation t¢ communication and data links connecting the satellites to the ground networke, as
well as the effocts of EMP on terrestriai-based systems.

With this as a preamble, let me turn to a bricf discussion of the possible consequences of
high altitude EMP on the civilian infrastructure,

[ said possible consequences becavse there are a multitude of vnknowns and uncertaintics
surrounding the potential effects. First, let me tell you what we know with some degree of
certainty. We know how nuclear weapon detonations generatc EMP. We also know how this
pulse would electromagnetically couple to antennas and electrical cables and how it would
penstrate various clectronic systems, down to the individual compenents. Finally, electrical
enginecrs have learmed how 10 effectively shield equipment and facilities from such a pulse, and
they know the proper protective devices 1o apply to electrical or mechanical penetrations imio a
facility. Based on expericnce gained from Do) sponsored research to better understand the cost
to radistion-harden strategic systems, we have even gotten a senge of the cosis associated with
EMP protection. In general, nuclear hardening costs (including electromagnetic hardening)
represent a small percentage of total system costs. For example, satellite system hardening
costs, driven by strawegic X-ray hardening requirements, are on the order of 5% of ihe toal cost,
and hardening = satellite 1o the natural eovironmrent typically costs less than about 1% of the Loial
system life cycle cost.  Rerent studies have also shown the cost for EMP hardening of ground

systems to be about 2% or less of a hardencd ground-based system’s totsl cost. These minirnal
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cost hardening delias depend upon defining the threat carly in the system design, designing
radiation hardness into the systern {tom the beginning and, most importantly, making use of an
available domestic radiation-hardening technology infeastructure.

What is less welt known is the effect of EMP on modemn, unprotected, commercial-off-
the-shelf electronic systems and subsystems such as computers on a network. Even modern
aulomobiles, which have an increasing number of operational functions dependent upon
microprocessors, could be affected by an EMP signal. Some test datz cxist to support this.
Furthermore, even the word “unprotected™ is difficult to define. This is troe since clectronics
with no infentional hardening against EMP still may have some inherent level of protection
because the basic design of the equipmetit ofien takes into account the existence of
clectromagnetic interference (EMT), the noed for electromagnetic compatibitity (EMC), and the
possibility of expesure to tightning. It is interesting to note that equipment built to European
standards should be harder becanse of the tougher EMIZEMC specifications that are being
applied within the EU. These specifications now include EMP envirenments as well.

Even though quantitative data are missing, based on my expetience with testing of older
clectronics, 1 can suggest some likely results, 1 will address briefly some of the components of
the US infrastructure and then touch upon industry, individuals, and the government, The US
infrastruciure consists of many components, inchaling the electrical power grid,
telecommunications networks, the Intemet, transportalion, other public utilities (water, sewer,
aind natural gas systems), and medical and emergency services, all of which today depend on
increasingly sophisticated, and perhaps increasingly fragile, electronic systems, subsystems and

individual components.
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It is difficult to generalize abowt EMP effects on the civilian infrastructure as a whole. |
is perhaps ntore useful 1o focus on two of the most critical infrastructure components, the
telecommunications network and the commercial power grid, as 8 way of describing the
probliems that our country might face as a result of an EMP atiack.

Because of its obvious importance, the robustness of the U.S. iclecommunications
systers to an EMP threat has been the object of a great deal of attention. The civil
telecommunications networks would be very difficult and expensive to protect with high

confidence, because of their great spatial extent and the diversity of their efements. The

Depaniment of Def P ] several s of EMP vulnerability of leased portions of
the commercial telecommunications network, begirning in the late 19603, Even though the Bell
Telephone Laboratories developed an excellent understanding of the EMP problem and applied
that knowledge to the design and protection of parts of their network that wese used by the
government for special communications, o conclusive evidence was found that the system
would-—or would not--fail catastraphically under EMP-induced stress. There is simply no way
thal such an expansive snd diverse system can be realistically tested. This is of course one of the
unigue aspects of an EMP threat; large portions of extended temestrial networks can be
simultapeovsty pu at risk. Such far-reaching ¢ffects are pecatiar to EMP. Thus we cannot be
confident that the network would function refisbly after exposure to one o1 more high-altitude
nuclear bursts. While the conversion to Jess susceptible optical fibers as a transmission medium
rontinues, 2 large percentage of our cormmunications is still caried on overhead copper
ransmission cables to which EMP enetgy can conple very well. Various protection devices for
lightning and ciber interference mechanisms have been installed, but they were not designed 1o

provide EMP protection per se. Thus, there remains a debare within the technieal community on
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the effectiveness of lightming protection as applied to EMP.  Good engineering design and EMP
awareness may improve the robustness of parts of the telecommunications network, 1 would
anticipate that the 2imost ubiguitous cellular iechnology has vulnerabilities to EMP as well, but 1
am ot awere of any EMP-related electromagnetic testing that may have teken place for this
techrology.

In general, the same unceainties pertain to the valnerability of the electrical power grid,
although there are obvious differences. While meuch of this grid comprises aboveground cables,
it is designed to operate at higher currents and voltages than telecommunications equipment, and
it is also designed to shift power flow around the grid and thereby isolate problem areas. The
need for resilience against lightning strikes again peovides the incentive for much of this
protection. As with televommenications, it s the compurers and controdling electronics that are
potestially vulnerable and whase degradation or failure could disrept service. This general
statement applies to the other components of the infrastructure as well. 1t is the modemn
electronics that are cnucial to, and at the hean of, most of the infrastructurs elements that are
potentially vulnerable. For example, waier, sewage, and fucl distribution systems include
elctrical pumgps controlied by microprocessors and both pumps and microprocessors have
varying susceptibilities to EMP, Emergency fire, police, and medical response teams arc all
heavily reliznt upen potentially vulnerable commusications equipment. The medical community
is replete with diagnostic and treatment equipment controlled by microelectronics that is
sensitive 1o very small EM fields. Without careful attention, ihe pervasiveness of electronics that
has led us into the Information Age coutd alss hecome our Achilles® Heel.

Industry, large and small, faces similar valnerabilities. Inaddition to infrastructure-

related disvuptions, their own electrical equipment would be susceptible to likely upset or

6
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interference and o possible damage. Of course, the degree of potential damage to various
businesses is related to their dependence on vulnerable electronics. Data stored on pennanent
magnetic storage devices would likely suffer only minor losses; data on dynamic storage in
semiconductor memﬁry might not fare as well. Operations that rely upon a steady flow of
petwotked information {much of our blossoming E-commerce, for example) would likely find
this capability disrupted for an ¢xtended petiod. Again, there is simply a void in our knowledge
a8 tw the expected effects on the multitude of tlectronics throughout the commcrcial sector.
While not necessarily a national security issue, the same is true on the individual jevel. Home
eiectronics including garage door openers, VCRs, siereos, television, telephones, computers, and
even Sony Play Stations and Nintendo 64°s (1) are vulnerable, with varylng impacts on our lives.

Experts are often criticized for the uncertamty with which they describe EMP effects on
the civilian infrastrociure. Unlike many of our military systems on which extensive EMP testing
has been accomplished, most compenents of the most modem commercial equipment sitply
have not been tested in an EMP-like environmert. Even with testing of individual pieces of
equipment, the anaiysis of the aggregate effects on entire inlerrelated networks of equipment
becomes a formidable task. Variables such as the degradation of the induced EMP signal by a
varying number of barriers such as building walls smd the type of equipment case material, the
variaticn of field levels within a building, the almost infinite assoriment of cabling types and
pathways conpecting equipment, variation in clectrical components' susceptibilities to EMP, and
even the type of ongoing operation (transferring data internally or o an output device, processing
data, in a wait state, ¢tc.) make significant differences in the EMP effects that could ocour.

Extensive testing which varies these pararneters could help to bound the problem, bt predicting
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system-wide effects based on testing of individual pieces of equipment is extremely difficali.
Therefore, my answer of necessity lacks detailed quaniitative data.

Thankfully, the Cold War is over, and the hreat of a massive nuclear exchange is greatly
diminished. The end of the Cold War resubted in an appropriate shift of priorities away from
tiuchear weapons matters, including & decline in support for rescarch ont EMP jssuss and for
testing of electronic equipment. This is wae, not only for the military, but also especially for the
civilian sector, Based on my government experience and my continuing invelvement in the
field, 1 agree with your assertion that the number of coniracts and their dollar valoe awarded to
small businesses by the federal government for EMP research has diminished in {he last five
yeaes, [ have been unable 1o track down the exact numbers. Some anecdotal evidence from
discussions with industry, however, suggests 2 decrease in the number of involved companies by
otwe-half or maore, and up to a tenfold decrease in funding for EMPrelated R&D and testing.

Your analogy with the Y2K problem i¢ an appropriate one, but, as with most analogies,
it has its limjtations. EMP and Y2K are related in that both are primarily based on the
burgeoning presence of electronics in om Lives and the comumensurate impact that disreption of
those electromics counld cauge. It is also toupgh 1o get & balanced view for either case. Y2K and
EMP have always included both doubters and doomsday prognosticators. However, we must
remetiber that EMP is both bardware and sofiware oriented; momentary system upset of achal
physical damage may occur. The biggest difference between EMP and V2K is the fact that while
January ), 2000 will arrive with a precise degree of certainty and predictability, an EMP event
has a high probability of never occurring. This simple fact leads to part of the difference in our

responses to these igsues,
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The Commission on Infrastructure Protection and Presidential Decision Directives (PDD)
62 and 63 were initiated to address some of the issues rclated to potential threats from terrorists
and hackers working against the US infrastructure. However, the report does ot address the
possible implications of an electromagnetic pulse event. The reason is summed up in testimony
presented by General Robent T. Marsh, U.S, Air Force, Retired, and Chairman, President's
Commission On Critical Infrastructure Protection, on the THREAT POSED BY
ELECTROMAGNETIC PULSE (EMP) TO US. MILITARY SYSTEMS AND CIVIL
TNFRASTRUCTURE, presented to the Housz of Representatives, Commitiee on National
Security, Military Research and Development Subcommittee, in Washington, DC, on

Wednesday, July 16, 1997. [n his slatement General Marsh testified that:

The EMP effacts af nuclear weapons, as was noted earicr, were tharoughly studied and well understood
during the cold war. At greal cosi, we hardened our strategic puchear forces and our critical cotmmyatyd and
contyol systems against such effects. Wo bullt exiensive speoial test facilities and tesved these systems to
assure their continued operstion under attack.

Obviously, the nuclear threat from hostile nations cannot be dismissed today, bat we
consider it a remote possibility. Likewise, we consider a terrorist acquiring a nuclear
weapon and positioning it at the high altitude necessary for the generation of an EMP
burst that would debilitate our infrastructures to be a very remote possibility.
Consequently, we dre not considering any special measures 10 counter such a threat,
though a high-altitude EMP attack could devastate the telecommunications and other
critical infragtmctares.

The present likelihood of a terrorist obtaining a nuclear weapon is unceriain. it even if
it happened, generating the high-altitade explosion required to produce a devastating
EMP attack would be exiremely challenging. There are many easier, kess costly, and more
dramatic ways for tetrorists to use nuclear weapons than delivery to a high altitude. Such
an event is o unlikely and difficult to achieve that 1 do not believe it warrants serious
concern at this time. The administration's poticy is to prevent proliferation and
unauthorized access.

In conclusion, Mr, Chairman, | believe the threat of a major debilitating EMP attack
generated by a nuclear weapon is remote at this ime. This is also true of the more
localized ¢ffects of RF weapons, although this area needs 1o be kept under surveillance
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and may warrant the development of countermeasures in the future.

While | would agree with most of the General’s staterent, I believe that this unchallenged
view in the group's report resulted in Jittle attention being paid to EMP in the ongoing
Infrastructure Prolection Program. However, [ am happy to report that some work is still being
ditected at this problem. Whille I do not have many details, there exists a nascent program at the
Defense Thrcat Reduction Ageney that is starting to examine the electromagnetic aspects of
Infrastructure Protection. (3t is interesting to note the changing emphasis on nuclear matters
reftected in the evolution of that agency from the Defense Nuclear Agency to the Defense
Special Weapons Agency o the current Defense Threat Reduction Agency.)

One of your questions asked, “Is the federal government placing the comect priority on the
infrastructure problems associated with EMP and with the possibility ot probability that they
may occw?” You have probably guessed already that my response to this question is that in my
judgment the govermnment is devoting few, if any, resources and relatively litde attention to this
issue. Granted, an EMP attack is not very likely, but the major potential consequences call foran
appropriate response. Perhaps a first step would be the fonmation of a similar Cormmission on
Infrastructure Protection Lhat would address this specific problem.

Similarly the question was asked, “Ts the public being correctly informed by the federal
government as 1o what EMP is, the magnitude of the threat, and the problems associated with
it™ 1am unaware of any government effort 1o provide this type of information to the public.
Perhaps such a question should be addressed o the Federal Emergency Management Agency.
There have been a number of “Popular Mechanics™ like articks that have atiempied to demystify
the EMP threat and present 2 pedestrian view of its effects. The public is also being exposed (no

pun intended) to EMP from popular novels such as The Day After and movies such ax Atomic

10
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Train and Pandora’s Box, and the James Bond movie, GoldenEye. While it might make for good
box office, these media descriptions often take liberties with the scicntific cotrectness of EMP
and its effects. This situation leaves the general public with, at best, a comic hook understanding
of EMP and, a1 worst, a dangerous misperception of the threat such an event coutd have on our
socisty,

I Bave worked on this problern for my entire professional career. EMP is real. EMF will
be generated if nuclear weapons go off, EMP energy, with certainty, would be transmitted into
our microelectronics-based society. There tnuly could be 2 serious impact on our civilian
infrastructure. I believe that this matter descrves greater atiention than it is being given today. |
am not advocating a crash program, nor do 1 support large expenditures of our limited resources
to address this issue. 1 #ls0 am not a doomsdey advocate suggesting that EMP will plunge the
world into electronic durkness. However, we s a nation do need a balanced, rational and careful
teview ofthis issue to understand better the potential effects on late-1990s vintage electronics
and the aggregate effects on the fast-growing, interconnected and interrelated nefworks of
systems that make wp owr civilian and military infrastrucwre.

Thanl(youﬁorﬂmoppmmnitytobcheretodaytopmvidemycommemsmﬂﬁswry

important problem. Twould be pleased o respond to your questions.

i1
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“If you would have peace, prepare for war.”
- Benjamin Franklin

1 am grateful for the Committee’s kind invitation to offer testimony today on
electromagnetic pulse (EMP) and its implications for our Nation's military and
civilian infrastructures and, indeed, for the continuation of American civilization.

BACEGROUND, I have been an interested observer of both American and foreign
capabilities with respect to electromagnetic pulse (EMP) phenomena for three -
decades, and [ have been actively involved with both offensive and defensive aspects of
electromagnetic pulse weaponry for the past quarter-century. During the 70, I
served on the Defense Nuclear Agency's Scientific Advisory Group on Eifects
{SAGE), the DoD's senior technical review group concerned with nuclear
electromagnetic pulse, as well as all other military nuclear issues having a technical
character. In the late '70e and early ‘80s, I worked on "Third Genetation” nuclear
weaponry, 4 major component of which was nuclear explosive-driven generators of
elactromagnetic pulses of potentially greatly incrensed efficiency and military
effectiveness; spinoffs involving non-nuclear means of generating potent EMP slso
engaged my attention. Later in the '80s and early ‘90s when strategic defense was
emphasized, I worked on the development of defensive technologies of very high
efficacy against nuclear EMP, with particular reference to military space systems.
With the fall of the Soviet Union, my atiention in these respeets has turned to the
implications of EMP in a nuclear-multipolar world, while remaining mindful of the
EMP implications of the enduring Russian strategic nuclear force structure,

* Visiting Fallow, Hoover Institution sn War, Revolution and Peace, Stanford Univereity, Stanford
CA 943056010, and Member, Director's Technical Stalf, University of California Lawrence

Li National Lab v, Livermore, CA 54550, Opinions expreseed herein are these of the
author only. House Rule XI, Clause 2(g) dated information is appended
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I have been privileged to appear on a number of occasions before the Subcommittees
of the Armed Services Committee of the House of Representatives during the past
quarter-century, testifying on a variety of national security topics; I last testified
there on the subject of nuclear EMP in July 1997. I have also served that Committee
in a technical advisory capacity, initially under Cheirman Les Aspin nearly a
decade ago, and more recently under the leadership of Chairmen Floyd Spence and
Duncan Hunter. However, this ia my first appearance before the Committee on
Small Business.

SOME HISTORICAL PERSPECTIVE, More than a third-century ago, due both to
commentary from our British allies and to some truly striking experimental
results, military technologists in the United Statea became generally aware that
high-altitude nuclear explosions often generated electromagnetic effecta of
completely unprecedented magnitudes, phyaical and tamporal seales — and effects
on both the physical environment and human handiwork. (It had been appreciated
in a rather qualitative manner for some time previously by American workers that
electromagnetic phenomena of singularly large magnitudes and quite exotic
natures securred in the immediate vicinity of nuclear fireballs created near the
Earth's surface, but these effects were largely ignored against the background of
the nuclear explosion-unique blast and heat effecta.)

The first American high-altitude nuclear weaponry experiments after the Soviet
breaking of the nudear test moratorium of '58-'61 revealed a wealth of
phenomenoclogy of cornpletely unprecedented — and largely completely unanticipated
- character. Moe? fortunalely, these tests took plave over Johnston Ikdand in the mid-
PMWMWNMMS«% "electromagnetic pulve” would still be
indelibly imprinted in the minds of the citizenry of ihe weslern U8, as well asin the
history books. Ag it was, significant damage was done to both civilian and military
electrical systems throughout the Hawsiian Islands, over $00 miles away from
ground zero. The origin and nature of this damage was guccessfully obscured at the
time — aided by its mysterious character and the ezsentially incredible truth.

Intengive effects commenced to understand what had happened — and what might
happen in the event of hostilities involving high-altitude nuclear weaponry usage.
These efforts were spurred by the knowledge that the Soviets had experimented
extensively with high-altitude nuclear weaponry, including some uniquely high-
yield explosions, during their ‘6162 test series, and presumably understood the
implications of these at least as well as we did. American efforts were complicated
by the cessation of high-altitude testing asaociated with implementation of the
Atmospheri¢ Test Ban Treaty in '63, so that acceas to experimental truth was greatly
complicated and, in some crucial respects, entirely precluded.

Attluspomt.theSovxetUmonmdt.heUmted States commenced to engage the
nuclear EMP issue somewhat analogously to two men fencing with very sharp blades
in utter derkness: both knew that the weapenry which they wielded was extremely
potent, but neither knew the other’s time-varying posture, let alone the precise
Jocation of either valnerable spots or especially well-armored ones. This deadly duel
continued for three decades, through the collapse of the Soviet Undon. It continues
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Electromagnetic pulee is sufficiently alien to ordinary

JTHE NATURE OF EMP,

human experience that it seerns to many te be either magic or illusion. Such
entirely understandable human reactions have not facilitated the development or
implementation of apt responses to the profound threats which it poses, either by
pohﬁbczl ?r military leaders, Thus, a few operationally-oriented fondamentals
may be of use:

EMP is really severe static electricity, everywhers, all ot once. Without needing to
understand the undeniably esoteric means by which EMP arises in various mikitary
circumstances, it suffices to recall that it presents iteelf as something clesely akin to
static electricity, extremely intense but exceedingly brief, everywhere within line-of-
sight to a high-aititude nuoclear explosion, "all at once.” (This "static electricity”
pulse is carried on radio-frequency electromagnetic waves of uniquely high intensity,
The bomb's extraordinarily intenese prompt radiations essentially transform the
entire atmosphere underneath it into a gigantic radie transmitter-antenna radiating
at marimum-poesible intensity ~ for & very brief interval, The bomb's fireball,
expanding rapidly in the presence of the Earth's magnetic field, gives rise to a second
manifestation of EMP which is of particular significance for long metallic fines,
suth as electrical and telephone systems.)

Extended metallic structures within line-of-sight of the explosion — telephone and
electrical lines, radic and TV antennae, fence wires, ete. — then serve 1o gather up
the broadeast energy of EMP and deliver it into whatever they tonnect to, often with
locally ruinous resalis which appear retrospectively to be basically similar to those
resulting from a lightning-strike, However, since the damage ocours thousands of
times more swifily than does that of a lightning-strike, most types of lightning-
protective devices ars essentially useless. Since it travele at the speed-of-light, EMP
arrives exsentinlly instantaneonsly, from the general direction of the explosion.

EMP can blanket an entire U.S.-sized continent from o single souwrce. EMP
originates primarily in the interaction of gamma-radiation from a nuclear explosion
with the Earth's atmosphere at altitudes of a few dozen kilometers and propagates
predominantly toward the Earth's surface. (The low-frequency, long-time

eom] it of EMP arises from fireball interactions with the Earth’s magnetic field,
as ady noted.) Thus, since you can readily se¢ a bomb explosion a few hundred
kilometers above the central U.S. from enywhere in the "lower 48", the EMP arising
from that explosion's interactions with the Earth's atmosphere can also "see” you.

To ba sure, at greater distances, the intensity of the pulse will be amaller, but usually
not ga indicated by the familinr inverse-squere-of-the-distance law. Likewise, its
severity is generally not well-relatod to the yield, or total energy production, of the
bomb. (The initial sharpness of the EMP actually depends rather sensitively on
esoteric aspects of the bomb's design and operstion. Low-yield specially-designed

bs may pose as lazge - or ever larger — EMP threats, st both low and high
electromagnetic frequencies, az do high-yield “ordinary” ones.}
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EMP doesn't linger, Since it arises from a nuclear explosion’s promptly-emitted
gamma radiation interacting with the Earth's atmosphere, nuclear EMP goes away
very quickly. itis a phenvmenon of compelling interest only for time-scales of the
order of microseconda ~ millionths of & second, although itz Jong-time component
may be nt for milliseconds — thousandths of a second. {Within these time-
frames, er, it can be quite dramintic in its effects.) It has none of the lingering
characteristica of nuclear radioactivity or fallout.

EMP isn't sensed by people, and it doesn’t damage the human body. The nervous
system and asaociated sensory faculties of people are essentially totally insensitive to
electromagnetic radiation of the frequency, intensity and the time-duration of EMP.
We dont't sense it in any way. Because it arices and then goes away so exceedingly
quickly, electrical currents due to it do not really begin to flow within our bodies, and
no physiological damage of any kind takes place. EMP really "speaka” only to
metallic cbjects, and to things connected to them which are sensitive to high-
frequency currents.

EMP is much more threatening to big elecirical systems than o small ones. Because
metallic objects of many different shapes can effectively gather up and then
concentrate the energy associated with EMP, physically large systems comprised of
metal — lines, cables, wire and dish antennae — often manifest exceptionally great
vulnerability to EMP damage. Their spatially extended componenta "harvest” the
EMP energy broadcast by the bomb-atmosphere interaction, which falls fairly
uniformly over wide areas, and bring it to wherever the system's "barn” may be

— the often-centrally located componenta of the extended system which may be quite
sensitive to electrical overload conditions. Physically srmall systems usually don't
get EMP “itlumination” so well-collected or -focused within themselves, and thus
tend to be more durable to its effects. An obvious exception to thig smaller-is-safer
rule-of-thumb are communications systems, whose antennae and high-sensitivity
"front ends" almost unavoidably make them highly vulnerable.

EMP is much more threatening to modern electronics than to old-fashioned oner
Older electrical and electronic aystems are generally built out of massive
componente, which are innately much more toterant of the effacts of EMP. Vacuum
tubes, for example, are extremely EMP-rugged, while the ever-tinier transistors
which have almost totally replaced them in the U.S. military machine - as well as in
.S, civilian electricalielectrenic systems of all types — are ever-more-vulnerable to
EMP destruction. (Moore's Law ~ which states that leading-edge integrated-circuit
electronics shrink in area by two-fol@ every year-and-a-hali — assares that this
vulnerability will become ever more severe, into the foreseeable future.) The Soviet
technological lag behind the Americans has constituted a substantial ~ and
vigorously exploited — advantage in this somewhal perverse respect,

EMP in space is different from EMP near the ground, and Is typically nastier. EMP
arising in spacecraft due to exposure to nuclear hard-x-ray and gamma radiations —
even from great distances — is often extremely tedious to eliminate effectively and
with adequately great assurance. (It is assuredly possible to accomplish, however,
aven againat the most severe threats, although it is often quite costly to do s0.)
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Nuclear EMP thus poses an extremely serious threat te the assured functional
survivability of space assets, both military and civilian, the more s0 as the essential
system-level testing always was expensive and currently is effectively impossible.

EMP defenses are simple, and traditionally hove added ~10% tomilitary system
costs, For typical militery systems which de not operate in space, the rule-of-thumb
has been that robust hardening against EMP eﬂ'ects adds 3-10% to the total system
Life-cyele cost — “the cost to the Nation to own” - if such herdening is engineered-in
from the outset. For systems which are mass-produced, the EMP hardening cost
may be as low as 1%, while few-of-a-kind items such as the MILSTAR spacecraft
may have a fractional cost attributed to wartime survivability of a few tens of percent.
(To be sure, cost attribution in DoD often is a political art, not an economic science.)

Such hardening consists primarily of Aigh-integrity albeit Lh.m leg, tmfo)l -like)
metallic shielding to keep the EMP radiation out of encl
vulnerable systems componente gud of special electrical devices — e. g hsgh-tech
analoga of lightning arresters — for protecting absolutely egaential penetrations of
such geamless metallic enclosures from inadvertently admitting significant
amounts of EMP energy into the interior "sanctuary,” The major fractions of the
added-cost for EMP hardening have traditionally heen spent in engineering design,
pmwtmng, performance-testing and life-cycle maintenance of EMP-robustness, not

ass-production of the “sanctuary” itself, Indeed, significant economies
nnght be ized in these cost-dominating areas in future efforts by intelligent use of
more medern technologies, particularly commercial ones which have been very
effectively employed in the past several years. If, on the other hand, EMP hardening
is back-fitted to an existing militery system, costs have generally been in the
neighborhood of 10% of total system cost-to-the-nation-to-owr.

Quite notably, substantia) EMP hardening of a wide variety of COTS — commercial
off-the-shelf - equ.lpment (e.g., g::] onal computers and communications gear)
currently being acguired ces has been demonstrated to be attainable with

a few dollars’ worth of pnrta-and -labor.

umral fund vl differ in the techmcal and mllltary approaches which
the Soviet Union and the United States took toward EMP. These differsnces are
reflected in the postures of the two nations’ militery machines today, and likely
will be enduring ones.

The Soviets basically decided that EMP represented not only an exceptionsily
severe threat to the integrity of their military apparatus and their civilian
infrastructure, but also offered extraordinary opportunities to their strategic
offenssive forces. Relatively deficient in supercomputer-based computational
modeling tools with which to understand the quantitative detaile of EMP
generation and interaction with a wide variety of particular structures and
aystems, they took a generic. highly empirical "belt and suspenders” approach to
protection of both military and cvilian systems against EMP, deploymg protective
hardware quite lavishly (as compared t¢ the U.B.) and pm\ndmg extensive
counter-EMP training to both civilian and military personnel involved in the
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operation and maintenance of these systems. This preparative excellence
continues virtually undiminished through the present time,

Soviet strategic strike forces characteristically have featured weaponry well-
suited to efficient EMP generation over exceptionally wide areas, That EMP strike
companent exisls today in the Russian strategic orderof-battle, moreover likely at
its maximum Cold War strength. [ very confidently predict that it will be one of
the last features of Soviet strategic nuclear weaponry to be retired from the
Russian strategic force structure, It has long been considered highly likely by
U.S. sirategic war planners that a Soviet first-strike would commence with a
multi-explosion "laydown” of high-intenesity EMP all over the continental U.S.,
significantly before any target on the ground is brought under attack, simply
because the cost of such an attack-commencement is low and the benefits gained
are great. Indeed, recollections of strategic war games long past have as a major
common feature the beginning of the game with a massive Soviet EMP laydown
all over the U.S,, fullowed immediately by an extended "time-out” while the
game's referees rip up huge handfuls of U.5. rmhtary capability of all types and
throw it away as likely EMP-ruined.

We Americane, in contrast, collectively saw EMP as a major nuisance which
could be rather precisely understood, defended against "well enough” — and
thereafter largely ignored. The Defense Atomic¢ Support Agency (DASA),
succeeded by the Defense Nuclear Agency (DNA) and then by the Defense Special
Weapons Agency (DSWA) and currently buried somewhere in the Defense Threat
Reduction Agency (DTRA), working in exceptionally fruitful long-term
collaboration with dedicated componentis of American industry (of which the

Corporation Physics Department, later re-organized as R&D Associates,
and the Mission Research Corporation were particularly distinguished leaders),
developed a really outstanding technical appreciation of EMP, how to model and
simulate it with high fidelity, and how to effectively defend major military systems
against it. Indeed, ] eatimate that half of DASA/DNA/DSWA's third-billion dollar
(38 $) time-averaged annual budget was expended for purposes of defense against
EMP and related nuclear effects, over an interval of three decades,

Programs then came into existence to express and embed this evolving
understanding — excellent albeit imperfect — of EMP in major American strategic
watfare systems, primarily the offensive ones but also the defensive components.
However, because neither supercrats nor senior commanders really understood —
or, in some cases, believed in the existegee of — EMP and its effects, these EMP
hardening programs too ¢ften followed uncertain trumpets, and their average
effectiveness was not exceedingly high. (At that, U.S. strategic military systems
were much better EMP-protected, on the average, than were our tactical ones.)

Some CINCs stand out in my memory as exceptionally diligent in their efforts, the
results of which were especially praiseworthy. (A few senier Navy admirals,
enjoying unusually great tenure and discretion over the resources of their large
commands, did very well by the enduring National interest in these respects.) All
too often, though, protecting against a poorly-understood, deemed-unlikely threat
of a semi-magical character logt out in the unceasing battles-for-resources, and
was deferred, largely or completely, to "next year” — a well-known point-in-time
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which is never quite attained in DoD-Land. In some notable EMP- hardenmg
programs, sustained and strenuous efforts were made without securing desired
results, outcornes which were sometimes obscured to the present day by lack-of-
candor leveraged with high security classifications. Case histories abound, but
are not appropriate for open discussion.

As a result, the present-day U.S. strategic force structure is a veritable "patchwork
qm]t with respect toits EMP duralnhty The bottom lme is that..lmmllx.had
\ on I

Tfns ssma.twn is mdoubtedly known, emm in mzmy of s demds, :a our pofennal
near-peer gnd sub-peer adversams ard it presumably mcennmzes :he;r

Howwer. I commend to your favorable attentmn the substant.tai ongomg
efforts of the Services 1o attain improved EMP hardness levels of tactical military
equipments of many kinds, dubious recent coordination efforts from the Joint Staff
notwithstanding.

The EMP robustness of the civilian infrastructure of the United States can be
summarized far less equivocally: it is entirely non-existent, Qur civilian
telephony, electricity, broadband communications and electronics plants are all
naked to our nuclear-armed enemies. They were neither designed, nor
engineered, nor canstructed nor are they operated gp as to survive nuclear
explosion effects, even at very great distances — for the 'invisible hand' of the
marketplace provides no incentives for EMP robustness, nor penaities for failing
to so prepare. Large electric power and telephony systems are known to fail
under the effects of solar storms, whith impose far smaller electromagnetic
etregzes than are lmown to arise from In -altal.ude nuclear explosnons of even
modeatscales Consequenti ‘ 5 : pn KM k ony the

-PECULIAR ASPECTS. OF EME ATTACKS, Indeed, a nuclear EMP attack on a
nation ig, in the large, the obverse of what the neutron bomb was asserted {atterly
falsely by anti-deployment-directed Communiet propagands, but nonetheleas with
great political effect) to be in the smeall: an arch-capitaliat weapon which killed
people but didn't destroy the capital plant in which the people were located. EMP
weaponry (potentinily even in single copy), in aeute contrast to this now-ancient
canard, potentially destroys in a highly effective manner the high techrology
elecirical felectronic plant of any advanced nation ~ the heartiand of modern
civilization = while not directly harining people at all.

It is profoundly unsetiling thai the electricalielectronic infrastructure of a large
modern nation ~which may be valued at more than ten thousand dollors per
capifa, or a fae irillions of dollars for a nation such as the U.S. —con be so
threatened from afar by a single nuclear explosion, whose marginal
coet may be o few million dollars, or o million-fold less. That this can be done
without harming pecple - potentially even invisibly, if done in broad daylight —
glves rea.l pause for thought, in a still- troubled nuclear-mulnpolar world,
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ASPECTS OF THE INTERNATIONAL STATE-OF-PLAY, Severa! aspects of the
current and likely-future geopolitical state-of-play seem impacted by such
considerations.

Through the end of the Cold War, we Americans could "atiribute” any EMP attack
on us with exceedingly high confidence to procisely one source: the Soviet Union.
Moreover, we usually anticipated that such an attack would merely comprise the
precursor of a “mass reid on North America” and, as euch, “will be met with a
full retaliatory response.” Toward the end of the Cold War, American strategic
war planners worried about more nuanced Soviet attacks, possibly EMP-intensive
ones involving quite limited damage-on-the-ground, and puzzled as to how to most
appropriately respond to such damage-intensive but "casualty-poor” attacks, Such
perplexities seemed to many observers to be largely obviated by the end of the Cold
War and the cessation of such “virtual hostilities” with the Sovieta.

But were they really? It is wideiy-known that we Americans contemplated, briefly
and in a non-pervasive fashion, a nuclear EMP laydown on Iraq (a Non-
Proliferation Treaty signatory legally entitled to immunity from all nuelear
attacks) as an exceptionally high-effectiveness commencement to Operation
Desert Storm — gud that two-thirds of the American people polled on the subject in
that season explicitly supported the use of nuclear weaponry ta proteet the lives of
American treops. i certainty should not be surprising if ether nueclear-eapable
nations were thereby stimulated — if indeed any such external stimulus was
needed — to contemplate employment of a similar tactic against their various
politicomilitary adversaries, of which the U.8. may well be one.

What would the U.S, response be fo o nuclear EMP "boli from the blue’ —or even
one from o geopolitically overcast sky? What if such an attack, e.g., executed with
a gingle rather modest Earth-orbiting bomb, arguatly could have been mounted
not anly by Russia, but also by China or India or Pakistan or Iran — or North
Korea? Particularly if none of our fellow citizens died as a direct-and-immediate
resuit of such an attack, what degree of certitude of attack attribution would we
require of ourselves before an American President would order a retaliatory strike
imposing condign punishment on the suspect nation? Paralyzed as a modern
nation, thrown back decades in time in industrial capabilities but still retaining a
reasonably full set of nuclear teeth in our national mouih, just how would we
Americans then choose whom io bite — if anyone?

That scenarios of this general flavor are currently considered "within the pale" is
illustrated by the “Army 2020" war game conducted at Carlisle Barracks two
years ago. Especially notable for its openness, this exercise postulated a U.8.
expediticnary force in the Ukraine clashing with an invading Rusgian force, two
decades henoe. When the Russian force fared poorly in ground combat
operations, the Russian General Staff used a set of nuclear explosions ia space to
effectively destroy the “high eyes and ears” of the U.S, military — and most
civilian comsats and Russian space systems, as well — in order to express
“national resolve.” In addition to the far-diztant Russian nuclear explosions
giving American decision-mnakers real pause for thought, the entirely
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unexpected, abrupt and total loss of the "high ground” conferred by U.S. space
assets nearly cost the American expeditionary force its colleciive skin. Just as
this game was ending in a Russian-American armistice, the Chinese, noting

America's unprecedented military jucapacity, commenced to make their long-
expected moves in the Far East . . ..

At that, waRling out of thig unusually thought-provoking exercise was a faint
aroma of "Blue-preferred Red responses,” a well-known key ingredient of
politicomilitary folly. The Army's game-designers were willing to postulate
nuclear explosions in space of a flavor which acted over time-scales of hours to days
to dramatically “burn down” American space assets largely vwned-or-operated by
the Air Force. However, these game-designers didn't care to consider an arguably
equally plausible Russian nuclear EMP laydown over the Ulrainian territory
within which the American expeditionary force was operating — which, without
inflicting casualties directly, may well have devastated the electrical/electronic

- sinews of American tactical militery assets — ones incidentally almost entirely

~.owned-and-operated by the Army ir this particular scenario.

Indeed, EMP laydewns constitute a generically atiractive response on the part of
any regional nuclear power — not just Russia — to virtually any American power:
projection attempt. They exemplify what is termed a "techneiogically
agymmetric response” to the impending Revolation in Military Affairs, one in
which cur adversary acts purpesefully to leverage his set-of-strengths and exploit
our set-of-weaknesses. {Saddam Hussein fought us entirely on our terms in
Desert Sterm; we must assume that we will not be gified with a similarly inept
adversary for sotne long time.) Beeause a very small murnber — potentially just
ore - nuclear weapon exploded od high altitude over an American expeditionary
enfry

weaponry — quite contrary to the goals of ongoing nuclear nonproliferation efforts
ang to the objectives of the Revalution in Military Affairs. It might be noted in this
context that there are over 10,000 ballistic missiles presently owned by over 30
couniries which are potentially capable of tofting a nuclear weapon to high
altitudes aver proximate [1.8. forces — and that kore of the ballistic missile
defense programs of the current Adminisgtration aim ot military "products”
which could defend against suck “pre-cpogee” nuclear EMP attacks thrown by
ballistic missiles against U.S. forces.

Both as a demonstration.of-military capability and a show-of-national resolve,
exploding a nuclear weapon continues to have no peer. (The South African
example naturally comes to mind in the current context, both with respect to its
motivations and ite successful covertness.) If exploded so as to also cripple
opposing military forces without alse inflicting mass casualties, the potential
attractiveness of such weaponry likely becomes quite compelling. A few nuclear
weapons and unstoppable delivery systems (e.g., attacking ballistic miseiles
facing only Clintonesque miesile defenses) which can throw them into space, one
at a time, over an invader's forces thus naturally rize to the top of the "wish list”
of many types of national leader. North Korean options of these types relative to
American forces deploved in South Korea and Japan come unbidden to mind
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and ant.mpated future geopohtac.n} hackgrounds, then, what are the major EMP-
related issue-gets facing the constellation of American ermeall businesses?

First, when a Government-sponsored enterprise such as the Dol with its huge
annual budget is still struggling to attain a reasonable lavel of EMP hardness,
moreover after literally decades of large-scale effort, how is it at all reasonable to
expect America's small businesses to even begin to cope with such a mysterious
and seemingly unlikely threat?

Second, America’'s small businesses currently have to economically battle
competition frem all over the world, while operating in an already-very-high-cost
business environment featuring some of the most extensive regulation found
anywhere on Earth. How is it even remotely feasible for a typical smnall business
to take steps toward greater EMP hardness when its foreign competition won't be
burdened with the coste of any such steps?

Third, even if an American small business were somehow motivated to seek
greater EMP hardness for its operations and, as pertinent, for its products, how
could it possibly do 20 in a practical manner, since it has no expertise in this
arcane area and no spare resources to go out and purchase this in a marketplace
inhabited only by the relatively very well-rescurced DoD and its captive suppliers?

At the bottom line, it's difficult to understand how America's small businesses can
possibly be expected to respond meaningfully to the EMP threat which the United
States will face into the foreseeable future. They are simply not resourced,
intellectually, materially or in any other way to cope with this problem. Indeed, one
might ask why America's buginegses should even be expected to respond — after all,
isn't providing for the common defense one of the primal reasons why Americans
established a Federal government, and why they fund it every year with their taxes?
Why should the Government expect America's citizens-small businesspeople to
shoulder the same burden twice?
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EMP ISSUES FACING THE CONGRESS, With all due respect, the only
fundamental issue facing the Congress in this area is determining the degree of its
awn concern regarding the EMP threat to the at-risk portions of the Nation's
infrastructure.

Onece the degree of this concern ie determined, the Congress is then in a position
to determine what's appropriate to do in the way of leading, guiding, intellectually
capitalizing and materially incentivizing America's small businesses to defend
capably their respective portions of the privately-owned part of the American
infrastructure froro EMP threats.

It's of fundamental importance for all such Congressional consideration to
realize that the toays-and-means for defending against EMP threats are far more
rendily available, less expensive and more effective today than they were even a
decade ago. This neariy-qualitative change in EMP-defensive capabilities has
arisen as a direct consequence of the profiferation of very high-performance
elactronics throughout American civilization, i.e, personal computers and
telecommunications devices. An unavoidable consequence of the ever-higher
performance of these devices is that they continuously generate very low-level
EMP-like signals; also, due to their very small size, they are exceptionally
sensitive to interference in their operations from EMP-like signals.

These considerations have motivated manufacturers of these systems to provide
passive defensive means against interference with their normal operation by EMP-
like signals coming from outside of them; also, the manufacturers, on their own
and due to Government regulations, have constructed these systems so that they
emit very little of the EMP-Jike signals which they generate in normail operation.
Together, these passive defenses not only make a substantial fraction - indeed, the
most modern fraction — of the American infrastructure more robust against EMP
threats, but they also provide the ways-and-means, both technological and
intellectual, for extending this relative robustness into many other EMP-
vulnerable portions of our Nation's electrical and electronic infrastructure.

These defenses have two basic forms. The first consists of enclesing elecironits in
high-performance metallic shells, since even quite thin layers of metal essentially
campletely stop both the most threatening aspects of EMP and the low-level
electromagnetic interference resulting from high-performance equipment
operation. The second defensive step consists of simple, very low-cost means for
suppressing electrical surges on consumer-level electrical power and signal
lines, so that feeding electrical power to equipment or connecting telephone or
cable signals ints it don't also provide pathways for ruinous EMP te damage or
destroy its circuitry.

The fundamental reason that significant portions of the American infrastructure
are much more robust today than a decade ago against EMP threats is simply due
to the now-pervasive uss of these two technology-sets in the modern portions of the
computing and telecommunicstions plants of the United States. This conetitutes
an applicable track and an exceilent exampie for enhancing the robustness of
much of the currently unprotected infrastructure of our country.

~11-



Ctmgress chooses to initiate an EMP defenswe program for t.he non-Govemmemal
portions of the American infrastructure, particularly thoge involving small
businesses, I respectfully recommend that any such initiative should include the
following features:

Mandated Public Information Program. A reasonably informed American
public is the surest and likely-most-effective single means of defense against the
EMP threat. A statutory mandate to, for instance, the Small Business
Administration and/or the Federal Emergency Management Administration to
comprehensively inform —in clear and readily-comprehended language
— America's small businesspeople about EMP protection, its significance in
National emergencies gnd ite many tangible peacetime benefits, is surely long
overdue. If effectively done, such Government-to-citizenry communication would
lay a broad and sound foundation for all subsequent corrective actions. It certainly
would provide the motivation for a follow-on Government program to incentivize ang
guide EMP-defensive actions.

Design-To-Cost Focus and Government-Sponsored Prototyping. All
BIK ful busi are hottom-line-oriented, and no Government program
which aims to enfist the participation of American businesspecpie in the late 19908
can hope for suecess if it's not got effective-and-visible caps on the costs which will
be involved - even if the Government underwrites much of the expense of
tmplementing EMP defenses of the American inirastructure. Typical
“government goid-plating” must be eschewed in creating "gocd enough”
solutions to EMP threat-issues of very high cost-efficiency and general
applicability. 1 suggest that it's the Government's responsibility to set standards,
o resource entirely the development of prototypes which comply with these
standards, to test and certify these prototypes in a representively wide variety of
civilian equipments and circumstances, and to underwrite cormencement of a
mass-production program which maintains certifiable guality.

Only after all this is aocnmpllshed at Govemment risk-and-expense should
American small b be Ider any s:gmﬁcant portion of the
cost-at-the-margin of "providing for the commaon defense” against the EMP
threat. [After all, businesses already pay for the Government ta “provide for the
common defense” via their taxes; if the Government were truly efficient-and-
reliable in discharging this arguably-most-fundamental of its responsibilities,
there would be essentially no need for Joe Businessman to pay a second time for
EMP defenses.]

Tax Incentives For Widespread Adoption. In the "real world" in which
American busibess operates, incentives matier, and incentives-at-the-margin
matter most of all, Any Government program aimed at defending the American
infrastructure from the EMP threat should be based squarely on minimizing the
cost-at-the-margin for business la who must decide to whether, when and how
rauch EMP defense to erect in their portions of the infrastructure, whether it be
their plants, their stores or their product-lines. One of the most efficient means
for deing this is to provide for tax rebates for a large portion of the total cost of
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purchasing and installing EMP-pratective gear. 1 suggest that equal burden-
sharing between Government and business is roughly equitable in most cases, for
the Government's responsibility is defense against the common enemy while the
businessperson’s interest is high-reliability performance-in-peacetime, in spite of
electromagnetic interference (EMI), power-line surges, lightning-strike effects,
ete. Well-designed EMP-protective gear will provide hoth peacetime and National
emergency benefits of substantial megnitudes.

Credible Performance Certifications, Several large-and-venerable
investment houses have sustained titanic losses in the past few years by allowing
their high-rolling traders to run their own back-offices, with the result that losses
were effectively concealed until they ran into ten figures. Government programs
that are allowed to monitor, review and appraise their own performance often run
into similar difficulties — with the notable difference that these failures are
typically entombed discreetly in classified document repositories. Certification of
EMP hardness of National infeastructure-protective equipment and systems in
transparently-operated UL-type test facilitics is a sine qua non for programmatic
integrity.

Independent Periodic Assesements. For nearly three thousand years, the
applicable maxim of Western jurisprudence has been "No man ie an apt judge of
his own canse.” Particularly in its oversight of any Congressional initiative — one
in which Exeeutive co-ownership might be somewhat lacking - the Congress
would be well-advised to commission independent reviews and assessmeats of
programmatic progress made and problems encountered. No honest program
will object to a single swiftly-executed annual review by competent-and-objective
folks whe can be "brought up to speed” without undue effort or delay. For the
present purposes, a National Academy of Engineering review group within which
pertinent DoD expertise was well-represented might be most appropriate.

Mandated Government Contractor Compliance. One of the most frequently
exercised Government tools for introducing change into the civilian
infrastructure is to require that Federal contractors of one or another types "shall
comply” with Government-specified standards. While I personally find most
such requirements to be excessively burdensome and borderline-tyrannical as
well as often outright silly, assuring National survival against EMP threats while
securing robustness against peacetime electromagnetic mishaps is clearly &
“good cause” - and so are they all, all good canses justifying coercion by an
enlightened Government!

Executive Managerial Accountability and Stability. Most Gevernument
programs perform as abysmally as they do, relative to the closely comparable people-
sets working in American industry, primarily because menagerial stability is
distinguished by its absence and managerial accountability is correspondingly non-
existent. “State property is nobody's property” as the old Boviet saying went, and the
U.S. Government's interest in programmatic success of its endeavors is almost
invariably “co-owned” by precisely no one, civilian or military, Even a superficial
comparison of Soviet and American experience over the past few decades indicates
clearly that, witheut some &ype of proprietorship, no "property” will be decently
loukeg after, and the long-term consequences of the resulting neglect likely will be
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tolling ones, The Congress would be well-advised to aet accordingly with vespect to
creation of infrastructurs EMP defenses: the program’s senior managers should be
“laghed to the mast” until the programmatic ship weathers the inevitable storms
and is safoly in the specifiad port. This is remarkedly difficult to accomplish, as a
wealth of regrettiably pertinent Dob) experience shaws, but it's extremely important.

ipetent, Empowered, Dedicaled, Single-Purpose Congressional Staff
Nothing more clearly-and-convincingly indicates Congressional sericusness
regarding any issue as the commitment to its oversight of highty capable
Congressional staff. Staff of this rare-but-crucial flavor is dedicated to following
Executive performance on statutory specifications, undistracted by other unrelated
respongibilities, and manifestly has the confidence of cognizant senior Membere.
If the Congress should hecome really serious about protection of the National
infrastrocture from the enduring EMP threat, it will so commit such staffl

Coatinuing Congressional Engagement. Accompanying all of the above is
a need for continuing Cengressional engagement with the Executive’s best.
thinking and analysis, of the general character which is traditionally associated
with Congressional oversight proceedings which review mandated annual
veporting and ad hoc certifications. Indeed, and again with all due respect, the
Congressional follow-up with respect to the gxisting statatory demand on the
SecDef and the DCI for an EMP posture statement will ba quite prognostic.

Congressional oversight with which I'm familiar in the overall National security
area has been highly commendable in its pesk intensity, its intellegtral pecumen
and its cogency but, again with all due respect, has been less-than-perfect in its
regularity and follow-through. Constency and perseverance will be crucial in
seeing Congressional mandates faithfully and efficiently translated into Execuiive
Branch programs and National infrastruciure EMP defenses-in-being, as
cognizant Government officials-and-officers come and go with remarkably high
frequency. As just noted, commitment of highly capable, single-task Cengressional

members to such functions would have both symbelic and practical
significance,

Electromagnetic pulse (EMP) is 2 "weapen of mass hardiare
destruction”, even pne instance of which could not only cripple much of the U.S,
wmilitary machine but which also can lay waste to most of modern American
civilization - without directly harming a single American. Technical means of
defenee againgt EMF exist which are of unguestioned technical feasibility and
effectiveness; such means already passively defend much of the mast modern
portions of America’s electronies infrastructure.

Whether such passive EMP defenses are exiended to the rest of the elecérical and

electronics infrastruciure of the Uniled States is for the Congress fo determine,
This matter is ripe for decision now,

1 thank the Committea once again for this opportunity to appear and comment on
these matters of enduring significance for our Nation's common defense.
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1 undersiand the intercst this Comimittee would bave in an Intelligence Community
perspective of the EMP issucs outlined in Congressman Bartiett”s 13 May 1999 letter to
mie. Although the questions outtined in his letter focus more on other invitees, | can say a
few things in an open .I'orum about proliferation, the emerging missile threats around the
world, and the nuclear thieat that will likely face the United States in the future.

However, T am limited about what | can say regarding various countrics’ nuclear weapons
and missile programs and theiv concepts for using them in the future. Obviously, you
would want us to be able to continue to gain intelligence imsight into foreign
developments and intentions, so 1 cannot divelge too much lest countries increase their

denial mcasures.

The United States has faced a significant nuclear threut for severat decades from the
former Soviet Union and China. 'We coutinue to face that threat today, albeit with
considerably reduced 1ension than during the Cold war. Generally, the nuclear threat has
been viewed from the perspective of direct strikes, but the potential for electromagnetic
pulse (EMP) effects has been part of it as well. I will leave to others more expert than
mysell to describe EMP and the potential damage its effects could have on US military
and civilian equipment. Instead, I will focus my statement on the proliferation of nuclear

and missile capabilities and some developments that could affect the EMP threat.

The proliferation of weapons of mass destruction and the missiles that can deliver them
has continued Lo evolve. We saw nuclear testing in India and Pakistan bust year,

indicating both are positioned to build nuclear arsenals; Iran seems to be pushing its
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nuclear weapons program forwurd; and we are concerned that North Korea has a
continsing program. Morcover, societal end economic stress in Russia seems likely to

grow, raising more concems about the security of nuclear weapons and fissile materdal.

The capabilitics of the missiles in the countries secking to acquire them are growing, a
fact underscored by North Korea's launch of the Taepo Dong-1 space launch vehicle last
Aungust. The number of missiles in these countries is alse increasing. Medium- and
short-range ballistic mussile systems already pose a signilicant theeat to US interests,
military forces, and allies, particularly if armed with weapons of mass destruction, We
have scen mcreased trade and cooperation among counwics that traditionally have been
recipients of missile iechnologies from others.  Fimally, some countries continue 1 move

toward fonger-range systems, inciuding intercontinental ballistic missiics (ICBMs).

We expect the threat to the United States and its interests 1o increase over the next 15
yeuars. However, projeciing political and economic developments that could alter the
nature of the missile threat many years into the future is virtually impossible. The threat
facing the United States in the year 2015 will depend on our changing relations with
foreign countries, the political situation within those countries, cconomic factors, and
numerous other factors that we cannot predict that far into the future with confidence. A

glance fifteen years into the past is illustrative:

= Fifteen years ago the United States and the Sovict Union were superpower adversaries
in the midst of the Cold War, with military forces facing off in central Europe and

compeling for global power. Today, by contrast. the ideological differences that
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separated us have been repiaced by differences expected between modern nation

states.

* liag is another example; 15 years ago it shared common interests with the United
States while it was at war with Iran.  Sinee Iraq’s invasion of Kuwait in 1990,

Washingten and Baghdad have been in numerous military and diplomatic conflicts.

+  As afinal example, we do not know whether some of the countries of concern in 15
years will continue to cxist in their curent states or as suppliers of missiles and

technotogy.

Recognizing these uncertuinties, the Intelligence Community projects loreign ballistic
missile capakilitics into the fulure largely based on technical capabilities and with a
generul premise that relutions with the United States will not change significantly enough
to alter the intentions of these states pursving bailistic missile capabilitics. By
Congressional direction, we make annual assessments of the (hreat and will be able to

take account of any contemporary information that alters our projections.

The new missile threats confroniing the United States are far different from the Cold War
threat during the last three decades. During that period, the ballistic missile threat tp the
United States involved relatively accurate, survivahle, and reliable missiles deployed in
Jarge numbers. Sovier.-and to 1 much lesser extent Chinese--strategic forces threatened,
as they still do, the potential for catastrophic, nation-killing damage. By contrast, the new

missite threats involve states with considerably fewer missiles with less accuracy, yieki.
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survivability, reliabilily, und range-payload capability than the hostile strategic forces we

have faced for 30 years. Even so, the new systems are threatening, but in different ways.

First, although the majority of systems being developed and produced today are shott- or
medium-range ballistic missiles, North Korea's three-stage Tacpo Dong-1 space launch
vehicle (SLV) demonsirated Pyongyang's potential 1o cross the 5,500-km 1CBM
threshold if they develop a survivable weapon for the system. Qther potentially hostile
nations could cross that breshold during the next fifteen years. While it remains
extremely untikely that any potential adversary could inflict damage to the United States
or its forces comparable 1o the dzmage that Russian or Chingse forees coutd inflict.
cmerging systems could potentizlly kil many Americans, depending on the type of

warhead, the accuracy, and the intended target.

Second, many of the countries that are developing longer-range missiles probably assess
that the #hrear of their ase would complicate American decision-making during crises.
Over the last decade, the wortd has obscrved that missiles less capable than the ICBMs
the United States and others have deployed can affect another nation's decision-making
process. Although our potential adversaries recognize American military superiority, they
probably assess that their growing missilc capabilities would enable them 1o increase the

cost of a US victory and potentiatly deter Washington from pursuing certain objectives.

Third, the probability that a missile armed with a weapon of mass destruction (WMD)

will be used against US forces or interests is higher today than during most of the Cold
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War. Ballistic missiles, for example, have already been vsed against US forces during the
Gulf war. More nations now have Fonger-range missiles and WMD warheads. We have
seen missiles used in several conflicts over the past two decades, although not with WMD
warheads; nevertheless, some of the regimes controlling 1hese missiles have exhibited a

willingness to use WMD.

Thus, acyuiring long-range hallistic missiles armed with WMD will enable weaker
countrics ta do three things that they mighi not otherwise be uble to do: deter, constrain,
and harm the Uniled States. To achieve these objectives, these WMD-armed weapons
need not be depleyed in [erge numbers; with even 2 few such weapons, these countries
would judge that they had the capability to threaten at leust politically significunt demage
io the United States or its allies. They need nat be highly accurate: the ability to target a
Jarge urban area is sufficient. They need not be highly rchiable; their sirategic valueis
derived primanily from the threat (implicit or explicit) of their use, not the near certain
outcome of such use. In many ways, such weapons are not envisioned at the outsel as
operationul weapons of war, but primarily as strategic weapons of deterrence and coercive

diplomacy.

The progress of countties in Asia and the Middle East toward scquining fenger-range

ballistic missites has been dramatically demonstrated the past 12 months:

= Most notably, North Korea's three-stuge Taepo Dong- ! space launch vehicle has
inherent, atbeit limited capabilities to deliver small payloads to ICBM ranges.

Although the Tacpe Dong-1 satellite attempt last August finled, North Korea
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demonstrsted scveral of the key technologics required for an ICBM. However, as a
space faunch vehicie 1t dicd not demenstrate a payload capable of surviving
atmospheric reentry at ICBM ranges. We assess that North Korea would be unlikely

. 0 pursue weaponizing 3 three-stige Teepo Dong-1 as an ICBM, preferting inttead o
pursue the much more capable Teepo Dong-2, which we expect will be flight tested in

the near term.

* Pakistan has flight-tested its 1,300 ke range Ghaurd missile, which it made with

North Korean assistance,

& lran has flight-tested 11s L, 300 km runge Shahab-3—an improved version of North

Korea’s No Dong, which Eran has preduced with foreign assistance.

# [ndia has flight-tested its Agni [I MRBM, which will have a range of about 2,008 km.

Thus, the threat to US interests averseas from medium-range ballistic missiles is
isnmediate, serious, and growing. These missiles could use conventional, and in some
cases, WMD warheads. Moreover, in a regional conflict, some of these systems could
loft a nuclear weapon {if the country had one) over nearby adversarial territory and
atempt to create an EMP effect. However, the effects of EMP are not merety based on
the height of burst of a nuclear device; the yield and type of nuclcar device significantly

affect the degree of poteniial damage the EMP generated would create.

In an unclassified forom, [ cannot go into 1he details of individual countries’ neclear

wezpen development cfforts. However, 25 we continue o analyze those efforts, we will
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be able to work with cur Dol celleagues to model the potential elfects of the types of
nuclear weapons North Korea and others would be capable of producing in the years to
come. Dol» would alsa be able to examine whether the EMP produced by those weapons

would be able io damage US military or civilian equipment.

Also, as additional countrics develop ICBMs, the potential to threaten the United States
will increase. Thus, the United States has faced & nuclear threat for decades; an inherent
component of that threat has been the potential effects of EMP. We project that the
nucler threat will continoe into the futire, along with the concomitant potential fer EMP
cffects. Nevertheless, from an EMP perspective, the launching country--Russia or
someone elsc--would undoubtedly cutculane that the target country, afier detecting an
incoming missile strike, would not debate whether direct destruction or EMP was the
intent: the target country would view a nuelear sttike as 2 ruclear strike. Thus, the
Yaunching country would assess that any sirike-—EMP or not-——would risk sevese

retaliation,
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Mr. Chairnan and Members of the Comminige.

Fam gratcful for the opportunity 1o wddress the Comeinee on an issue of some
importarce to the Department of Defense -- Electromagnetic Pulse (EMP)Y. § will discuss
the threat eavironment and the growing dependence on commercidl off the shel[ (COTS
cquipment in our mifitary sysiems.

The detonation of a nuclzar weapon hetween 50 and several hundreds ot
kilometces above the eanth’s surface witl produce un eleciromagnetic pulse that can
under certain condilions, damage electronic cguipment operating within s footprint.
Although the EMP phenomenen has heen swudied for many years, its inleraction with
unprotected elecironic equipnment. and therefore the effects EMP will cause, is at hest
uncertain. While we know EMP may couple signuls into electronic equipment well
beyond those it was designed to safely handle. we de not know what margins or
rolerunces hive been built into ihe equipment, the exient to which lemporary or
permanent disruption 1o the equipment’s normal operation will be expericnced. or how
widc spread the damage or disruption will be.

White EMP is a threat, it is not considered a highly probable threat in today’
wortd. The President's Commission on Critical Infrastrugture Protection, led by retired
General Tom Marsh assessed threats and vulnerabilities of the national infrastructure
including telecommunications, elecirical grids, oil and gas systerns, banking and finance,
emergency services, und continuity of government. The report states that an EMP event
wouid potentially devastale portions of the national intrastructure, but it is one of the

least likely threats and , therefore not a scrious danger. The report alse reviewed the



94

inherent threal posed by radio frequency (RF) weapons. bul consider this threat to be very
tocalized. fn effect, the report concluded that ovr adversarics could find easier ways to
do more danmage then by the use of EMP or RF weapons and that because ol this, the

potential tor such an event was unlikely.

{ would fike to quickly review some key factors in EMP technotogy efforts and
then discuss several ongoing Department of Defense programs designed to address the
EMP problem.

1) EMP testing of consumer electronics indicates that most systems require high

EMP levels for damage, but may be upset (but not destroyed) as lower fevels.
Testing of COTS equipment has allowed us 1o make some obscrvations
regarding their velnerability to a range of EMP environments. In general, jt is
|\'mssib[c that some equipment upsel can necur when the EMP environmentut
field strengths are between 3-§ kilovolts per meter (kVim). When the ficld
strengths reach above 8kV/m the risk tha some equipment wili be upset
twcomes more probable. {n the range of 7-20k V/im there is a possibility that
sorme equipment will be permanently dumaged, and above 20k V/m damage is
probuble. These resulls have been reconfirmed in recent 1998 testing of
COTS computer equipment. | recommend to you the Los Alamos Nationai
Laboratery report by Dr. Michae! Bernardin that further describes the impact
of EMP on COTS egeipment. s well as providing an assessment of the teld

strengths thas can be produced by nuclear weapons.



95

23 Changes in commercial technology contribiste to the hardening of the

3

infrastructure. The 1wo most significant developments are the widespread use
of opticut fibers and the general 2lectromagnatic shielding of commerciat
clectronics against sporious signals, The evolution of telecommunications
cabling fronr copper wine ta silicone and plastic libers not onty provides vs the
added speed and copacity modern communications demunds, bt these “tight
pipes’ are inhergntly immune te interfercnce from electromagnetic pulse.
Unlike copper cabies, long fiber cable runs di not act like antenna 1o collect
clectromagnctic field strength and route EMP to sensitive devices. As our
electronic savironment becomes mo.re complicated, equipment manufacturers
have been forced fo take defensive aciions to protect equipment operation and
consequently much of our electronic equipment is being manufactured 1odiy
to tighter tolerances, which permit operations in ¢lectronically roise
environmenis. Purticelarly for industria] quatity and medical and taboratory
equipment, off-the-shelf electronic equipment can be purcham:t:i and installed
to ment the toughest electromagnetic enviconments that can he found in
medical imaging, radiology, znd high frequency welding environments. In
tuet, the move towards the digital environment has demanded a certain level
of shiskling to prevent interference to vulnerahle transmission fines.

You likely have a form of EMP protection in your home, if you have a home
computer o a maujor investrent in home electronics entcrtamment systems.
You likely kave purchased « surge suppressor 1o protect this expensive and

somewhat delicate invesiment from unintended spikes on the electrical power
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grid. While in the sormal case these transients are caused by natural
phenomena such as lightning strikes or ather factors such as power swiiching
or transient loads. these devices will “filier out™ the ransicnts induced by
EMP up 1o their stated ratings and built-in engineering margins. In muny
cuxes, these surge suppressors will wlso provide provection Lor equipment
attuched (o telephoae lines such as wircless telephone instruments, Lacsimile
machines. und data communications devices. By blocking the cut-of-the-
ordinary signal Jevels. these surge suppressors provide some measure of
progection from EMP-like cvents.

We know how to protect againsit EMP and radiation threats. Such protection
is affordable, if provided for at an carly stage in system design and
development. For tactical systems and an anticipated threat environment at
the low-to-moderate end of the threat spectrum, the cost can be as lttle as one
percent of the sotaf development investment and for stralegic systems, where
the worse possible threal enviroament must be protected agatost, five percent
is reasonable. The typical cngineeting approach is w0 provide necessary
filtering of the expected EMP energy frequeacy on wirelines that are
cunnected to the device and to shield sensitive components from the direct
etfcces of EMP encrgy.

State of the ant commercial semiconductor processes are designed primarily
for performance factors other than EMP. Many of today’s semiconductor

echnologies are highly vulnerable to relatively low levels of electromagnetic
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licld strength. Protection of these devices requires designs and ?ackaging
techaiyties to prevent cffects of EMP.

The infrastructure is rapidly evolving into a complex system of retworks, At
present. there ix limited understanding of the implication of EMP vulnerabitity
o these comples systems. We know for example that a large swstem off
sysiems will only be usresilient as its weukest link, On the other hand. we
know that karge nerwarks frequently huve multiple, redundant paths and
failure of an individual component may have little or ne effeet on the overall
performance af the network.

To capitalize on leading edge technotogics., military systems are increasingly
using COTS equipment that has not heen specifically designed to mitigate the
effects of an EMP environment. Our goal it 10 transition from a 23% COTS /
759% MILSPEC equipment ratio in military systems o 75% COTS / 25%
MILSPEC, This has severat rumifications. Therc will be fewer DoD
investments in buili-to-specification military systems to mect unique Dol
requirements, At the same time, with our g:mwing dependence on
commercial-of-ihe-shelf technologies. our concerns for robustness in an
elecrronicitliy notsy environment must be addressed in the equipment we
purchase and these improvements will be available to other hardware
purchasers.

The ban on vaderground nuclear testing requires the development of new

designs, test protocols and procedures that ensure system survivability.
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9y Life eycle maintenance of EMP protection must be addressed so the highest
levels of protection can be assured. This means that modificaions,
inspections, repair actions. and operations. musl take into account the EMP
stegrity of the individuat cquipment and the networks they serve. A system
that is engineered, instutled and initiatly rested 1o guarantee its EMP hardness
must be periodically rerested and continuously “surveilled™ to ensune that day
10 day operations and maintenance have not lefi it vulnerable to efectronic
attack. This EMP hardness surveillance and hardness maintenance process
must be butll into the systemn. This addiionzl operations and maintenance
burden must be addressed whenever a decision is made 1o protect against

EMP vulnerabilitics.

At this time | would Jike 1o discuss three ongoing efforts o address this threat thay
are underway as part of the DoD's Reliunce program. The Science and Technology
{S&T) directorate of the Office of the Under Secretary of Defense for Acquisition and
Technology (OUSD(A&T)) established the Reliance program as a mechanism for
courdinating and integrating DoD-wide S&T programs, reducing redundant capabilities,
and eliminating unwareanted duplication. Although Nuclear Technology investments are
addressed in the Defense S&T Reliance processes, the nuclear technology programs are
unique in the tevel of integration built into the program. Since the establishment of the
Armed Forces Special Weapons Project -- the first defense agency -- more than a half-
cemury ago, joint technical programs have been emphasized within DoD Nuclear

Technology activities. Currently all DoD Nuclear Technology S&T programs are
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accomplished under a single DoD component. the Defense Threat Reduction Agency
(DTRA). which began operations on October |, 1998, DTRA s establishment was one of
the primary actions directed by the Defense Reform [nitiative in November 1997,

Gouls of the Reliance survivability assessiment effons are to perform operabiliry.
survivability, vilnerability. and conncetivity assessments for current and proposed
systems in combined nucleur effects environments. The idemitication and capture of
relevant system data is the starting point for these assessments. This baseline program
applics DTRA expertise in support of warfighting Communders in Chiefs and service
necds for affordable und responsive selutions to meet survivability requirements. This
program responds 1o requirements identified hy the Joint Chiefs of Staff, combatant
Commanders in Chicfs, services, and other Do organizations. These are efforts to
conduct timely, accurae, and relevant assessments of components, systems, networks,
and systems of systems. Funding For these particular efforts are roughly $25 million a
year with DTRA as the lead agency.

The first ctfort [ would like to describe is the Defense Technology Objective for
Batunced Elccwromagnetic Hardening Technology. Its goa is 1o develop and demonstrate
innovative and atfordable technologies and methodologies for integrared hardening and
testing of military systems against high-power microwave (HPM) and high-altitude
cleciromagnetic pulse (HEMP) effects. Specific technology objectives include
developing a personal computer (PC)-based EMP environment and coupling sofware
model: o PC-based electromagnetic (EM) protection tool: 4 generic and simple-to-install

hardware “kit" for hardening COTS computers: a radio frequency {RF) attack detector
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(Witness Chipl: and complete development of a unificd EMP/HPM proteciion and test
nethodalogy.

[Uis anticipated that integrated hardening ogainst multiple butilefield threa
epvironments ti.c., HPM and HEMP) will reduce tardening cost, size and weight, reduce
procuremen costs (desizn and test 1ime), and provide rexidual protection against other
EM threats (¢.g.. indirect lightning). Hardening cost reductions of up to HKE can be
achieved if composite shiclding materials become realizable. Cost savings of 20-25%
over the life of a system are alko expected wilh the improved testing and
maintenance/surveillance methodelogies developed under this program. In Fiscal Yeor
(FY) 1998, a prototype hardened alternating current { AC) power cord was designed to
enhance COTS equipment survivability and reduce lifecvcic costs up to 20%. A second
cffort was inittated to develop field-expedient methods for charctenizing COTS
immunity to EMP and HPM cnvironmenis,

The second effort is the -E}eclmnic Systermn Radiation Hardening Defense
Technical Objective. 1ts goal is to develop enabling technology to wppon the Fabrication’
ol rudiation-hardened electronics and photonics und develop test/design protocols to
validaute xystem survivabilily using aboveground tests. The payoffs from this program
include hardened electronics and cost effective protocols (o support system hardening and
survivability verification. During 1998, this progrum demonstraied radiation hardened
G5 micron silicoa-on-insulator microelcctronics for a 4X reduction of weight aad power.

The third cffort { would like ¢ describe consists of a specific Army Small
Business Innovative Research (SBIR) solicitation for EMP protection. Since this effort is

cumenty soliciting proposals 1 can ooly refer 10 the officisi announcement currently
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advertised in the Commercs Busigess Daily {CBDY. The effort has the title “*Mitigation
of Magnewhydradynamic [MHD| Electromagnetic Pulse Effects on Long Lines for
Missile Defease Sysiem and Infrastoacture Protecrion.” The objective of the SBIR
program is 10 identify. develop. and demuansteate low-cast technigues (o protect mikitary
and critical infrsructure syssems with long power and communication lnes from the
effeets of MHD-EMP. We hope the resiits of this and similar cfforts will assist in our
undersianding of how best to address the potential EMP threat we cur military capability
and our nationyl infrastrociyre.

in summary, EMP is a wide area event that can be caused by high altitude
detonaiion of nuclear weapons. The encrgy they impart on rransmission fines and
elecrranic equipment is similar (o certain ratural phenomena. 'We know EMP could
inflict damauge on the national infrastructure and have tailored several government
programs 1o address the hardening of commercial equipment against a brond spectrum of
petamtial clectromagretic and RF threats. We bave Laken measures o eosure the critical
command and contral structuees the nation depends on to respond militarily fo such an
vent are tesilient to these throuts, There is concern that 3 combinaion of commercial
power grids, telccommunications networks and vomputing systems remains velnerable to
widespreud outages and upsets due to EMP. Detailed analyses of critical givil sysiems
would be useful o betser anderstand the magnitude of the problem.

Mr, Chairman and Mombers of the Committes, on behalf of Office ofthe
&w&taw of Defense, [ appreciate this opporianity to present these insights on these EMP

reluted peograms and look forward to your questions.
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Vulnerability Assessment
of RF Program

BACKGROUND

» The Congress Has Become
Increasingly Concerned About These
Asymmetric Threats to Qur Military
Systems and Supporting Infrastructures
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' Vulnerability Assessment
of RF Program

OBJECTIVE

* *“To Expand Threat Vulnerability
Testing and Evaluation to Include the
Threat of RF Weapons”

--National Defense
Authonzation Act tor
FY 1999




104

BAA - Vulnerability
Assessment of RF

+ The Goals of the Program Are:

- To Continue the Test Program
which Was Initiated Previously

- To Acquire New Test Data on
Modern and Future Military
Systems, Support Infrastructure,
and Systems under Development
Using COTS Technology in
Regards to Their Vuinerability,
Susceptibility, and Survivability to
Degradation. Disruption. Upset.
and Damage from RF Devices
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BAA - Vulnerability
Assessment of RF

* The Offeror May Purchase or
Fabricate the RF Devices

» Conduct the Testing and Evaluation
of the RF Devices

+« Both Endeavors
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BAA - Vulnerability
Assessment of RF

* The Design of the RF Devices Should
Be Based upon the Representative
Threat(s)

+ Be Characteristic of what a Rogue
Nation or Terrorist Could Build

+ Be Fabricated Using *Open Source”
Information and Commonly Available
Hardware Components
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BAA - Vulnerability
Assessment of RF

* The RF Devices Should Be Capable of
Providing Wide Band and Ultra Wide
Band Transient Signals

* RF Devices Capable of Providing
Narrow Band High Power Microwave
or Nuciear Electromagnetic Single
Puises Are Not Desired
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[ Please Contact Us.
We Want To Work With Yo

James F. O’Bryon
Director. Live Fire Testing &

Deputy Director, Operational Test and
Evaluation

Office of the Secretary of Defense
(703) 614-5408 (V)
(703) 697-1404 (F)
JOBRYON@DOTE.OSD.MIL

WWW.DOTE.OSD.MIL/LFTE




109

DeTaE Foc:7J%asT?ee . . T 1799 980 POLOT

{Cyrmunrce Buwibess Taily Posted in CIMNwT on April 2§, 19590

‘Pripted Ioeus Sake: April i€, L5790 S a

PFrez rhe fommecce Busizess Dally online vis GPT Aoceas i
i
1

E PR W R L T R )
s PR TN L TP ] e

FART: U.5. SOVERCMENT FAGCHREMENTZ (MOTIFIZATIZNG

S5APART: EENVICEE

CLASEUYS: A--Feswasch and Developront

SFPAGE . Defdtae Sutply $ervisa-tiashingosa, 200 Army Tenragon,
Rm. .DI0%, WAGRIRQSes. UC ZRILI-E236

FURTEST: A-=FEEEARCK AND DEVELSIYEMT EROAD ASENCY ANNOUNCEMENT

57L DASAVI-95-A-5310

SLE 063 I7%

PaC Mr. Happy wW. Shassd, Jr. (T30 Hl4-4ETY .

DESS. Broad Azensy Anncunesmant CdpdifzcoTionl Sebicitatiin K3,
CASWGLl-93=2-3303. This tam was pIwviousily Fublished in the
B2, 13 Apzil 1999 as Ressarch and Developract Broad Ayenzy
Arrouncerast f2t Radis Frequency Ceviies ard isyrmarri= Thrsats

Surfase Wmxfare Cancer, Jahigren, VA oo Salizitation

=Q~LGI1. Apwndmant 1€ oo 5 April LYPF Ty Capartoant

e APy, Desende Supply Sarvi Wasbingian. ard the arigazal

23 Marah L3% by Yaval Surface ¥Warlase Cernter, Cahlygreo.

. Trig madificmtion is hevely 1odced o r4flect the falluwilg

P
cete
T Bt

“EARGwS 1O IRLE ARROGULCAMAn: @ The reviscd subieci/oizle s
rarery TAasged T pread "BROAS ASENCY ANNONCERENT -
ASSESEMENT 4F PADIT FAEQUENCY.* The Oitics af the Secrecary
=[ Zete-se. IFerational Test and Braluacizh, bive rize Test
pasential

FAXL THAMEMITTAL

O IaGeg. PO T

and Ecaliat:sn 125D, STREAFTRE) ;8 concerned by o
aFiuree throat posed Tz surrant and future United 5T
waatore 4nd supparting delense systemc by exerging.
TAZERTY EuTD A4 LNAAE posed oy iiw. mediun, aad high anergy

.asmTA Axd Ty weapcns copable 58 peresatinyg a higa-pcwer elsuTramagnotiz
pilsw. Thass ceapons night D4 L 2en By an adversary £ explo.t
a apecifis arew of VUlaerabllity, such =4 ToSmUnicarians, IAfSRTACIOT
wxriaze. o wther selected armss, to attask V.S, Isioed mers
FEryrTivaLy ane #ZSioiantiy, and shersby arhleve 3a axymmersic
advancaqe. EASYSRGAD: A fiald ® was teplcrmad during ALIusE
539F a4 aelecred infzasRruciute Last IT4RE WLTH 4 Righ powar
ARELAAT ¢ 4CLIWMGreslc device (NFTET: provided by 3 conkracter.
~uRCTACLEE weE AFRSd CE Ses:pn And build 8 devize characiarigeiy
SAE 4 ZIgue NATichn oF terzorist ciuld fakrioacs csing caly
S FIEECE ad crnmanly ava;labla hardsero ZoMpOosMnEE.
AWOAD MFHCY AMCURCDARTD JFETTUHE . OFS STATILFTLE ic wasking
J4al12iaz zouroes witd aclizicang 2 and dewe., = 1n
walER arw vapabia of pravading seCUVigms i Che STNiSVETAn:
=? ENYC-SFSeni. Relt. Al avaluscicn 2 radaa [regquency ! AFF
Avricer ACE aryamesris ThImats. The goala AC bLhe Ersuram ais
ud The tAlE SEOYSAN Whlc) WaE ILLTINTSG lssT yoAT
SIEe Auw COEt SaTa T moderh AR LLtdIe Ml
B, FUORESC LCITASLIGNTETe, 4Ad KYSTErS unSer SaVelnpment
a. oft-in JOUTEY tectas.may. which could
ITeYy ARg %, lan -egerds =S Their vulserabllity,

nd i 33y oo degradaticn, dlsription,
AP Adevices. The olforar msy purchass
=nsust she resting and ova.eatioh
ry syssomE and ULTE bocthaciony.
nat 3 warics =f davizses will ke fabrica
ate TEM xrowienge o2 RAF devics design by csing
WMPTOVER Cmel hew dw €. The CaDaYIRCTT
Ay FEIVLICE T8 ww r systena a:d UITE TeoRnuLiFy
TaEniECes agubpmeis. Tha e ! che HPIEDs

1 b LRUTeFenTAbLY mitar and be faBricated

mmerly avatlob.e bazdwace
£ providing wide
TUES capakle

FLETRRST
ar Calerie

ESL U RURL Y]



- Pat .- [P ) Jm .1- .? . ._9-':5.1--'" é_ :—.

- zrawvl 5 nafrow band high power aicrowave or ruslear slaccromagneriz
gingle PuLTes ape nct desmired.) kack AP device Lo be utilized

i1 Cesting should be fully characterized and dotymanted In

swyaydz tI Erequency, SIndwidGh, wavetoIm, power. modelacian,

sad rise and tall times prior T conducTing ANy Testlig o3

sbzevr wolnerability ars GLICAFELiD an DOC Weagdd systews

anc ajpsciated inirastyuccuras. “he offeror should discuss

In Rix proposal his prelicisary apefn acions in cegards a3

“he [iae SieE, pulse widths. Tepecition Yates. and power Luvals

as specilis ranges Zor the MPTEDs. Idmaily. the cesting shaasd

b andioted in [Ae opan &iT Witk £ restriction on [requencies

37T mower Lwvmla. An analysis ahoold be cenducted on sach ryates
tduai:flad tor iesting pEi3f to the initiation of the test

sytie t2 cetirmize whacr aflfects will most Likaly De generswsd

4uring she test and what hordware/software will experieace

~he wifecsy (i.4.. in liwe [1Ze terminelsqy. “pra-shot® predicticns
wam i be mads). The stfersr should idencify Che matrics ©3

oe cied during the cescing and the fallowing svaluacicns. Tach

rysie= FiDIscted TS 4 LA shou.d ke fully analyzsd to Satermine

wll 4tEecTs generacad by the tescing, A raport shall ba prosuczad

3 docomart any sffociz identiliea and provide Tecommencations

a3 =c the cormwquences cf these effwsta and irpacte £z the

cyFram cnder test. PROPISAL INGTRUSTIONE: (ropeosas 1 be

sicapTed rat cest aré avaluaticn of The AP devicas, fabyicaticr
asviced, ¢ DIk test and fabrication ot the AP davices.

rcd, TRLTIpLe Eroposdis addressing different arsmz of

TawE n apd developrent may be submizseds. Proposais an all

re.atnd carresponisnce sha.l Sefarence Broad Agency Annovfcerwaz
Kogbndr SASWOL-35-H-2904. Sifercss aTe enzouTaged Ly wubmdc

a Tne T3 tive FAQE “White FAR4:® SFTMTLIANG the propéaed etfortis:
and o rough ardes of mmgnituda-clocost T2 abtuipn a pralimizary
ingicaticn si potancial SSD/ITLE/LETRE incersst. White pazers

#rall be suEpitied an criginal and SE soples ta Mr. Richard

S, ZaZter, TPeFrociinas Teet and Evaluablan, Offlice of ckEe Secretary
Roem LT3, 1740 Cefense Fantagon, Hashingten. - R
17%5, &ffazars who sutpis white papers that ere

1o 3G, CTRE/LFTRE and found %2 ba conFistent with

=¢ tnis broad agency announcement will ba inviced

L2 it fy.s. La-deEth proposaltue. Such iavication dIes

==t hpwever afdars that the 2fferor will »a awarded a subsequentc
FoRtSAST A wAlCE GAPEE 1Z K 2 requiresment 1oT JUDEiISELTR

AT r. ot & propssal. Eaparcdles: 3! the reccrwendatiosn,

tha (eeiZdan T2 sUBMIT OF Rot submit s Cropokal is tha TaspOnSiELIlEY
=t the z:7aror. Too teckn:zal porsisn of ihe proposal rhowad

Ea L zoqt t3 30 pazes 5. 5* X 1li* paper, doubls spaced. in

26 Laws “Fan oL -Foift mize, and aay €205, Sot ineluding faver

SAZY. appwnd ard surricu.um vitas. EFoldsuss will B4 counced

2w @ sirgle page. The sontenix of tae append) shall ba iimiceo

€3 I.3utem that Zirectly rupgort 1l digcussed fn the TeXT

;* the prosusai. The technical port
cage ' nTisding prrposal T.ile. submitiing erganiacion, wfiles
= e Jd acasress. PTinZipAis 1ovestigazsr’s DRMm, Taidling
valepnane nasber. slesteanic mail addeass, #nd faceindg e =ashiow
mimoer, and 3AMIBIFLEA Ffcentl 10y ISPTESARIALLYe eailiap
aodrazs. Le.epitone sumher, slectiw mail address, and IRCEim:ile
AmnAT ;4 S1e CAUe SEeTULlUE ILTTAIY: 4 ARCIITR TO

13 this broad AFaRcy ATncurcemgnk
Liey Aesswpmiishoents. and past andsar

wd wzzk Dy thamaelves and oth al=ng
zrzpssed SLLUORIEATEOTA; a NOrRAdE
rg.tipage spes:iic scopm of work,
iast item will bacoms the asdy 2T

Ly 1 iepi;fied as "3cope of werk® in
JOCMET S T3EL SIET
3 o raparake 3

¥

ANy I



111

BIRE Fax: TOSGE3I782 | Jun 1 o8 9133 F. 0503

coat gectizn of the prepeosl 3000, iaclude & Ereacdows =l
propokea afrsry ceseriziasd 3= rhe echnizal Beccisn (inclus
At any subroncrachor cowep. i3 applicablar. A schedulw
pazzod of perforzarce shaalf ps inzluewd that abows Tos 8
reviaws wod Feport rilastones. MACAeCeRIrESAC EfC Tasih
sPopukale ssal. Y9 sibriczed Inocra sagned sriginsl ang foay
sapieN. 2%iczors ars reaQuwiled Lo srovide shaixy oo 2qial
and govertoent sRClty {(TAGE! n.atm- wita thais sureiscicn.
.‘na Lraad agency aanouncemers chall be open rhesugh 15 Jane
1337, Propodals Say #IDPLC TS wE ARY Cire during this periad
nd sGrtTACE awards may So tade at ity Ciee through ftscal
FeAT 1339, Waute papers re2pived wathic the riyat 5o daym will
ave the highes: precabilley o funding. EVALUAT.CN CRITERIA:
i3] Cweradl sc1eptlflc and taseniosl mArit: the technicel HUPICACS
£ che afferor ghouid addsews ail ST1CEical Aspecty o2 !‘.h‘ sffege.
e rature and seguence oFf thne work outlined by the faror
will be evaluaced. This evaiuatiin faszor will l.n:.\.,dc. ZeasibLiity,
‘:A-uy. Thoriugrnads, d4nd zlarzty of the proposed work.
141 Ifersra ‘wo.bxu"us- TEw atferor’'s sapeciense i3 m crizizal
5. PETIOhnel. And equipmenc avallacle
! » promoamd Warx ars alsn lmporrast isdicarira
siigrer’s capapilizy T2 pextorn the cesired wers. Toe
SOVEEATEE TEAGTVEs the Tiga% t¢ avarc on all. some. e, T
sehw =i ha pPripodail reesived. Cffarors shall 13entify proposed
consrAtt CYPR# iR thelz whifs paper sukwiazions. alihough o
sapiicn =f thas anpouncament L6 seC stide for HBCY or Ml participatiza,
TEOPSEALE MEW EaviCed Frot ll laTefasted AQUICOS. ADNY GAgOlilacids
TRAT Ay Da .ocus.r,' will ed zipducted baCwesn Che SEEeror
and TkEw T3 i i at Dalen Supply Sarvis o-h‘u"m'g:‘n
WES=HE 2 & yw. unly 231l groposale FuDmgttr
iy the riosing dace of tha crzad agency aniBOunCoMRNT wo
zonpidszed. Al propoamlis rusr witker be submitlad by mas
\Doat-macked K laLar Than IS Cuae IFI9) 5r De hand-Zar
AropSab.d TRt by FAdaLmile or olesiranic cail wil,
aeeuptl" Propsralf w11l So avasiaved By CSC/ITLE/LT
~ay ba raguited 5 made & conelsa (10 "1\‘“-.05# PEESARCASLCE
r prepessia, prolmzly 13 the Jashingten, 0.0, macropalican
azwd  Frimcifal aRVeITigarors 37 Lhe recormendesd ciferavs may
SI/OTRE WITEE wall nrevide specatis guddance far chia

- ln—ladi..u dase. . ang lecasion. USSW wiil

d ATITELle pericd of timw.

Mis pot be modptUued a3 4
LACUT £o8E if apticipatian
26 provided hersin 13 se5jecC
A&t the TIvesament o award
SED/TTRE: LYTLE &nd DSe-Ww €2
% and propriatary Inforrmtionn

far thw parpose of sebluaBion.
Tap JFVRCATOAT WAY Ul AEPEFT CIOTIAVEIT FeIAcnIaL
in 3wcial TAEDUTEEE LC BIEIEL o0 RADURLlEcaring Tk ralunzian
:: tl-- p:c,eula ThHasa PECSSnd afe comCYLEReS Dy TEALD JOLTTASER
M pIopiES. LAETCMAELEA Ff wAZRT LT IRF a»ihar
-'u.\nq a0 AdnonisIrarive zagks. JussCions
ais trosd 4pkisy pancunsement Fhiuld be {acwarded
ATH. S3Sew uxing TrivCnet zodresles:
cenlnads. army.mal. Ms. Tobesk - dobesgiibgda. army il
Vo835 346 or (TIRG $97-3449. Thiz aztiie

RALMILA K

FEREL:lutae h BERAR MomRSY aansosCement S3T BE8 U an s ranrizss
Ly FAR e L.‘idliu

AL DG A



112




113

SATELLITE SURVIVABILITY

The Commercial and Military

Satellite Survivability

Crisis

Whether it’s naiural radiation or radiation from a nuclear blast,

can satellites survive® Unless you
the Defense Nucleor Agency oée

Sinwe Secretiury of Defetse Parrc's mems v By comergial

harden it,
sn'f think so.

i Bt o Rl PeufineTs ot er smelapan | cpiesienns dive

Bt ratgeel aruaat whiaf the fmpact woplef e, Dieferse Flec ot s i andddy e 8800 BUES B0GPIGIR 1340 9t PRCUISS Ar-
ticten, D comtpnttees B fovins with dat excliost e abifole wrnten he Gex rdivifuals freom the Deterse Ncioar Agenwcr

Witer ure INEIr ¢ e e ovee Dte e of sadiatien on o commiere e aned miizany sivedfine

Glubc.] mfgrmation exchange han
ppidly bocome the comerslone
{or cnsaring the voality of
worldwide ccunsnic, as woll s mili
fary anreractions. The commercial
i inbistey has rapidly grown o
sipport this demand for oesr instanta-
neows information exchange around
e world The rilitary has feveraped
these COmmRTCIL I5SENS IR recenl con-

icis and plans 0 respond 10 fotere
ry conrlivts by an even greater
expinitalion «f <atctines under an
evalving dovirne known as “Informa
el Warfare” Chaig stmply. the ase
of commergial smellines is now so
ughtly woven into the fabre of our
commereial and mikitary eadeasors
that bz consequences of the lows of
trese ety o untunhable. ven such o
loss i 3 wery neal pussib

Studigs hy the Drefense Muclear
Ageny (DNA) <how that the explo-
sion o 3 single high -shirsde fw-yeek
nuclear weapon Could destroy 314 bit-
lin worth of lew-earh-orhit satedlites
thut would transit througs the en-
hamced radiacon belts produced by
~ach s aucleir evene, This paper dis-
cusacs the threat i commeicial satel-
lings fremn the nsural radiabon envi-

By R.C. Webb, Les Palkuti,
Lew Cohn, Lk Col. Glenn
Kweder ond Al Costanfine

dration telerant mucrebecteonics and
satcllne industnies. and concludes by
descriting what is cequired 16 cmsure
the long won availakiliey of Fodiston
wrerant micrnclectronigs theough Ju-
mestic upphers.

Background

Soteliite designer- are continually
consirdined hy the demunds for in-
vreased capability, decreased power
vanzumpticn it bower kunch weighi.
Thus, they chovme the linest siase-of-
e -471 MCTO=lECtTenICS T Increuss the
petformance of their sysrems under
these constrwnits, Unforwaarely. as
mrcrielectronics devices ghm im s
phistication sincreased integration
density and higher operating speed)
they bevarme increasingly vulnerible
1o vadistien., as iflustrned ia Gene 1

To meet the demunds af the harsh
natural radialion enviroarent, radia-
Bon tolerant microelectronics must be
used in space s¥siems, During the
Cold War the nead 10 harden strategic

— i Eifiten

WL AZAIMsT The deletoriows Sifocts
of nughear explos s resalcd 1o gove
crieem eesearih and developaient
programs thal. in couperation with
sormmergial semcomgugton vendor.
davelnacd radation hardened sumi-
conductor deviess that fwlbowed the
rapidly evolving commercial semi.
conductor market. This cuntinuaus
development cyele supprred militues
neeils and commereid] saellie re-
yuirements, Wik recuced DOD bugt-
gels tesuliing from the end ol the
Cold War_this development evele o
dramancally <lowed and the devices
presstitly i wse are rapulls becoming
vbsoiete. The combined etfects o re-
duced indisirial and governnenl-
P | tedt ahd develop .
and the reduced matker for radiation-
wberant inteprated Circuss Kas nesult-
ed i The ervsien of domesti radiation
1okerant vendors. t1g, 1he 20 vendors
availsbie in 129G have been reduced
to 4 todayi. This vital domestic re.
saurce is tn parif of disappeariag,
DOD sopport will be required to 2n-
aure fhal future penerattons oF micros
electromigs are radiation tolerant.
Luck of this suppart and potental an-
asaHatloy of future gencrations of

T and @ rad oheran
credibie. vet con- icraelecEomey
seevarive. Third [ Calegory Eifect Iram  dome-is
World  puclear | Total bnizmg Doss Degradation andfo Failure s 3 function of ioniziog sogrees also will
threwd. the role that radinticn accumulation (i €. Momhs — years). Jeopardize the
cadiatpns olerary | Single Event Effects Relabively istantanenis devics wpest oF desouction sarellicg
microelectronics . (e Jatchup. umoud or g npae).
plars in satellite | isplacement Damags Degradaion of sofar cefls, charge-couplod semsors, fiber The Van- Allen
shslems, the im- Tptics. oz aver Aperiod of tms due to ke effen s bess radiguon el
c . ., seviere than SEE of kol sorozing dose effecs. N .
pact v the pose anéd selar amd
Cold War bodger sadaciic high-en-
readities vn i 7 Toble V. Efecn of spoca mdiotion on samiconductar devices, (Tobk ¥ <f the DAL crey  particles
[ d from Cefanse £l Avguat 1595

FCepyrighl 1065, Argua Ine., Allants, Ca., U5 A
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SATELLITE SURVIVABILITY

peesent a bostile ervironment (o mi-
cracicemranies in spuce, The primary
rinliation cifects arg il keRizing dos
rmrr trnpp..d prodons add clectrons
t-efTewcts. SPom gl
ammu. ra\n.. solar snhunced panu.lcs
and energetic proluns and negtrons.
These effects, which dogrde o de-
sty undardened microclkeeironics, ame
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T understund the inerost this Committee would have in an Intelligence Community
perspeetive of the EMP issues outlined in Congressman Barilett's 13 May 1999 letier 10
me. Although the questions outlined in hi.s letter focus more on other invitees, I can say a
few things in an open forum about proliferation, the emerging missile threals around the
world, and the nuclear threat that will likely face the United Stales in the futore.
However, I am limited about what I can say regarding various countries” nuclear st
and missile programs and their concepts for using them in the futare. Obviously, you
would want us to be ablke te continwe to gain intelligence insight into foreign
developments snd inlentions, so I cannol divalge too much Jest countries increase their

dcnial moasures,

The United States has faced a significant nuclear threat for several decades from the
former Sovier Union and China. We continue to face that threat 1oday, albeit with
considerably reduced tension than during the Cold war, Generally, the nuclear threut has
been viewed from the perspective of direet strikes, but the petential for clectromagnetic
pulse (EMP) effects has been part of it as well. T will leave to others more expert than
myscll 1o describe EMP and the potential damage its effects could have on US military
and civilizn equipment. Tnstead, [ will focus my statement on the proliferation of nuclear

and missile capabilities and some developments that could affect the EMP threat.

The profiferation of weapons of mass destruction and the missifes that can deliver them
has continued to evolve. We saw nuclear testing in India and Pakistan tast year,

indicating both are positioned to build nuclear arsenals: Iran seems to be pushing its
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nuclear weopons program forward; and we are concernéd that North Korea has a
continuing program. Moreover, secieta) snd economic stress in Russia scems likely to

grow, raising more concems about the security of nuclear weapons and {issile material.

The capabilitics of the missiles in the countries secking to acquire them are growing, a
fact wnderscored by North Kerea's faunch of the Taepo Dong- i space launch vehicle Jast
August. The number of missiles in these countries is also increasing. Mediumn- and
shert-range ballistic missile systems already pose a significant threat 1o US interests,
military forces, and allies, particularly if armed with weapons of mass destroction. We
have seen increased made and cooperation among countries that traditionally have been
recipients of missile technelogies from others.  Finally, some countries continue 1o move

townrd fonger-range sysierns, including intercontinental batlistic missiles (ICBMSs).

" We expect the threat to the United States and its interests (o increase over the next 15
years. However, projecting political and economic developments that couid ater the
natere of the missile threat many years inte the future is virtually impossible. The threat
facing the United States in the year 2015 will depend on our changing reiations with
foreign countries, the politica situation within those countries, cconomic factors, and .
numerous other factors that we cammot predict that far into the future with confidence. A

glance fifteen years into the past is iflustrative:

» Fifieen years ago the United States and the Sovict Union were superpower adversarics
in the midst of the Cold War, with military forees facing off in central Europe and

compeling for global power. Today, by contrast, the ideological differsnces that
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separated us have been replaced by diffcrences expected between modem nation

stales.

= Traq is onother example; 15 years ago it shared common interests with the United
States while it was a1 war with Tran.  Since Irag's invasion of Kuwait in 1990,

Washington and Baghdad have been in numerous military and diplomatic conflicts.

* As afinal examplc, we do not know whether some of (he countries of concern in 15
yeurs will continue to exist in their cowent states or as suppliers of missiles and

technology.

Recognizing these uncertainties, the Intelligence Community projects foreign ballistic
missile capabilitics into the future largely based on techinical cupabilities and with a
gencral premise that relations with the Dnited States will not change significantly crough
1o alter the intentions of those staies pursuing ballistic missile capabilitics. By |
Congressional direction, we make annual assessments of the threat and will be able to

1ake secount of any contemporary information that alters our projections.

The aew missile threats confronting the United States are far different from the Cold War
threat during the last three decades. During that period, the ballistic missile threat to the
United States involved relatively accurate, survivable, and reliable missiles deployed in
Jarge numbers. Soviet-and to a much lesser extent Chinese--strategic forces threatened,
as they still do, the potential for cutastrophic, nation-killing damage. By contrast, the new

missile threats involve states with considerably fewer missiles with fess accuracy, yield.
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War. Battistic missiles, for example, huve afready been used against US forces during the
Gulf war, More nations row have longer-range missiles and WMD warheads. We have
seen missiles used in several conflicts over the past two decades, although not with WMD
warheads: nevertheless, some of the regimes controlling these missiles have exhibited a

willingness to use WMD.

Thas, acquiting long-range hallistic missiles armed with WMD will enable weaker
countrics to de three things that they might not otberwise be able to do: deter, constrain,
and harm the United States. To achieve these objectives, these WMD-armed weapons
m not be deployed in large numbers; with even a few such weapons, these countries
would judge that they had the capability 1o threaten a1 least politically significam damage
1o the United States or its allies. They need not be highly aceurate; the ability to target a
large urban area is sufficient. They need not be highly wliable; their sirategic value is
derived primarily from the threat (implicit or explicit) of their use, not the near certain
outeome of such use. In many ways, such weapons are not envisionad at the outser as
operational weapons of war, but primarity as strategic weapons of deterrence and coercive

diplomacy.

The progress of countries in Asia and the Middle East toward acquining longer-range

bailistic missifes has been dramatically demonstrated the past 12 months:

s  Most notably, North Korea’s three-stage Tazpo Dong-1 space launch vehicle has
inhesent, albeit limited capabilities 10 deliver small payloads 1o ICBM ranges.

Altiough the Taepo Dong-1 satelfite attemnpt ast August fuiled, North Korea
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demensirated several of the key technologies required for an ICBM. However,asa
space launch vehicle it did not demonstrate a paytoad capable of surviving
atrmospheric reentry at ICBM ranges. We assess that Norh Korea would be unlikely
10 pursue weaponizing a three-stage Taepo Dong-1 a5 an ICBM, preferring instead to
pursue the much more capable Tacpo Dong-2, which we expect will be flight tested in

the near term.

« Pakistan has flight-tested its 1,300 ki range Ghaun missile, which it made with

Morth Korean assistance.

s [ran has flight-tested its 1,300 km range Shahab-3—an improved version of North

Korea's No Dong, which Iran has produced with foreign assistance.

« India has fight-tested its Agni Hl MRBM, which will have 2 range of about 2,000 km.

Thus, the threat to US interests overseas from medium-range ballistic missiles is
immediate, serious, and growing, These missiles could use conventionat, and in some
cases, WMD warheads. Moreover, in & regional conflics, some of these systems could
loft a nuclear weapon (if the country had one) over nearby adversarial territory and
attempt to create an EMP effect. However, the effects of EMP are not merely based on
the height of burst of a nuclear device; the yield and type of buclear device significantly

affect the degree of potential damage the EMP generated would create.

In an unclassified forum, [ cannot go into the details of individual countrics’ nuclear

weupon development efTorts. However, as we continue to analyze those efforts, we will
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be able 1o work with our DoD» collengues to modei the potential effects of the types of
nuclear weapons North Korca and others would be capable of producing in the years to
come. DoD would a)se be able to examine whether the EMP produced by (hose weapons

would be able to damage US mititary or civilian equipment.

Also. as additional countrics develop KCBMs, the potential to threaten the United States
will increase. Thus, the United States has faced a nuclear threat for decades; an inherent
component of that threat has been the potentiat effects of EMP. We projecy that ‘the
nuclear threm-will comtinuc into the future, aleng with the concomitant potential for EMP
cffects. Nevertheless, from an EMP perspective, the launching country--Russia or
someone else-—-woultd undoubiedly caltculate that the target country, after detecting an
incoming missile strike, would not debate whether direct destruction or EMP was the
intent; the target country would view a noclear strike as 2 nuclear strike. Thus, the
faumching country would asscss that any strike—EMP or not—would risk severe

retafiation.



