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DETACHABLE SUMMARY
Feasibility of Iseolating Vulnerahle Equipment
of the Electric Power System
from Sources of EMP

by

The possibility of protecting vulnerable items of equipment in
the electrical power system from EMP by remote and manual switching,
is explored in this study. The remcte switzhing would be performed
using existing supervisory control equipment, Manual switching
would be performed by dispatched personnel. The extent to which
the reguired switching could be performed in the nation's power
systems was investigated through data available in thz literature
and a series of interviews with personnel from electric utilities.
The conclusion is that about one half of the nation's power system
could be switched to protect equipment on the distributiou system,

If this switching is properly coordinated with changes in generation,
it would not only protect vulnerable equipnent from EMP, but would
alsc place the system in a more secure state with respect to system
stability.

Prchlems related to rrerforming the proposed switching are
discussed, including the effects of the switching on the nation's
power systems and the genesal population. In addition, the exteant to
which utility persocnnel c¢ould be depended upon to perform switching
was Jdiscussed.

The impact of new arrester designs using zinc oxide semi-

conducting material was assessed as not important in the short run,

e ik -

evén though their characteristics are superior to those of existing

designs. This is due to the long useful life of units in the field.
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The contractor shall furnish necessary facilitiees, personnel,
and materlals in order %0 zonduct a study to explore the feaslbiliity
of electric system operators isoléttng ¢lrculit breakers and trens-
formers from transuwission llnes through remote switching by supexr-
visory control panels, and mamual switching at the substations in
order to avoid power fullures caused by electromagnetic pulse (EMP),
A mininum of 15 minute aldvance nuclear attack warning is assumed.
Speclflic work and services shall includs.

1. Extensgive and thorcugh review of avallable ressarch
reports on the EMP phenomena as it relates to (a7 electric power

systems, and {b) single-line diugrams Zor powsr systems ia the
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2. Determine the feaslbility of manual isclation of
vulnerable equipment upon receipt 2w attack warning. Feasibillity
should he studied in Colorado Springs (risk area) and Freemont
County (host area) of Qolorado,

3. Report findings for Celorado and generallge the results
to electrlc systems natlonwids,

L, Nutilonwide projections will congider current Crisis
Relocation Planning (CRP) guldance on power systems 1n folozado
with applicatlon to a locatlion to be ssliected by the Government.

5. TPrepare progress and quarterly reports as described in
Article ITI and submlt 1n five copies to the Contracting Officer's

Technieal Bepresentative (COTH) approinted in Article IV and nith one

copy io the Contracting Officer.




6. Prepare a draft final repert and, after review and

approval, a final report as described in Article III.
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ABSTRACT

This report evaluates the feasibility of isolating vulnerable
equipment of the electric power ;ystem from sources of eleciromagnetic
pulses {EMP) through the use of supervisory control and dispatched
personnel to perform remete and manual switchling, respectively, in
distribution substations.

The data contained in this repoxrt were obtained primarily
through interviews of electrig utllity personnel. The conclusion
drawn from these data 1s that 1t is possible to isolate a significant
portion ¢f the vulneratle equipment in the distribution system from
sources of EMP. This would not only reduce the number of failures
of equipment in the distribution system (and hence system faulis),
but would also configure the system in a more secure state with
respect to electromechanical stability., Prohlems associated with
the transition from the normal system state to the new operating
state and the restoratlon of service to loads after the attack are
discussed.

The report also centains information op the development of a
ned Lighloing arcvesier design thai has betier EMP characteristics than

existing designs.
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EXECUTIVE SUMMARY

Feagiblility of Isoiating Yulnerable Equipment
of the Electric Power System
frem Sources of EMP
* by

E. X, Stanek

The possibility of protiecting vulnerable items of eguipment in
the electrical power system from EMP by remeote and manual switching,
is explored in this study. The remote switching would be pexrformed
uslng exsting superviscory control equipment. Manual swltching
would be performed by dispatched personnel. The extenl. to which

the required switching could be performed in the nation's powex

systems Was investlgated througzh data avallable in the literature
and a serles of intervliews with pesrsomnel frem electric utilities.
The conclusion is that about one half of the nation's power system
could be switched to protect equipment on the dlstribution system,
If this switching is properly coordinated with changes in genemation,
it wouldd not onl. protect vulnerable equipment from EMP, but would
aiso place the system in a more securs state with respect teo system
stability.

Problem=s related to performiné the proposed switching are
dlscussed, including the effects of the switching on the nation's
power systems and the general population. In additicn, the extent to
which utility personnel could be depended upon te perform switching

Was dliscussed.




The impact of nev arrester deslgns using zinec oxide semi-
conducting material was assessed as not impertant in the short run,

even though thelr characteristics are superior to those of existing

designs. This is due to the long useful life of units in the field,
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I. INTRODUCTICN

A. Purpose of the siudy

A high-altitude nuclear detonation causes current to flaw in the
atmesphere due to Complton scattefing. This current generates an
slectromagnetis pulse (EMP) which propagates to the earth's surface
where it induces currents and veltages on conductors over a wide

gecgraphlcal area, The purpose of thls study is to determine the

. Teasibility of isolating vulnerable aguipment of the electric power

system through the use of the supervisory contyrol system to perform
remote switching or by dispatching personnel to perform manual switch-
irg.
B. Review ol EMP

The physical phenomena that account for the production of an
EMP when & high altitude nuclear detonation cccurs have been reviewed
in many reports. i-7 A deep undersiarding of the physles leadlrg to
an EMP 1s nol required to understand this repert., It is only necessary
that cone have a knowledge of the effects that the EMP can produce on
an electrlc power system.

When a nuclear device is detonated 50 km or more akove the

earth's surface, primary gamma rays are produced which interact with

the atmosphere between altitudes of 20 and 40 kn. This interaction is

primarily by Compton scattering with electroms of air moclecules.
These electrons move dovnward away from the burst im a trajectory that

is bent by the earth's geomagnetic field, It is these accelerated

electrons that radlate the EMP frzom the region of the atmosphere that



is both within the line of sight of the burst and between the
~1titudes of 20 and 40 km. In addition, secondary electrons axe
produced by the primaxy electrons which are accelerated in the
cpposite direction by an electric fikld produced by the charge
separation. Thls secondary electron current flows roughly in the
opposite dlrection as the primary current.

Based on calculatlions, the EMP from a high altitude burst of a
large nuclear device may have an electric field strength of 90 kV/m
and a risetime of 10 nanoseconds. 8 Its time to half value would be
in the range of 30 to 200 nanoseconds. BRecause of the long, unshisld-
ed conductors in a power system, very large transienl voltages with
rapid 1isetimeé result. The surges are similar to lightning surges
but the risetimes are much faster (by a factor of 100).

The emphasis in this discussion has been on high altitude
detonations, Near-surface detonations also preduce EMP, but they
don't have the large geographical coverage that are characteristic of
hlgh-altitude bursts. In fact, the heat and over - pressure affects
of the tlast are more severe than the EMP effects. An Importaut point
is that for a high-altitude burst, the entire atmospherle umbrella
defined above radlates. Thus, the EMP fleld below this atmospheric
umbrella does not decrease in intensity as vl from the turst
location, The EMF field occurs everywhere within line of sight of the
burst., This 1s 1llustrated in Fig. 1? Clearly, EMP ig different than
other power system dlsturbances, such ag lightning or switching surges,
in that the EMP covers a large perceniage of the nation's power systens
at essentlally the same instant, rather than a single line or sub-

station.
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Baged on calculatlons it is possiltle for a long line, orlented
for worst case (raximum) picﬁ up of voliage, to experience an
EMF induced transient voltage of 4 MV. A typical waveform might
have a magnitude of 1.5 MV and a risetime of 10 nanoseconds with
a duration of 1 microsecond. Flg. 2 shows a typical EMP waveform. ?

C. EMP effects on powsr systems

Phnxeilerlgnumaratea pessilile EMP disturbances that might
'result or an electric power system. A short summary of these effects
will now be presented, with emphasls placed on the equipment that
mlght be damaged by EMP.

1. Faults on overhead lines - The voltage induced on an overhead
line 1s basically a common mode effect. That ls, all phases are

affected equally sa that line-tc-line voltages are minimaj but line-

to-neutral values are significani. The induced voltages at line
discontinuities (terminations, junetions, changes in direction, etc.)}
are more severe than the long straight portlons of the line, Thous,
faults in substations are qulte peos:lble. Thls is true in spite of the
presence of lightning aryesters which have a significant turn up of

sparkover voltage for the fast rise-time EMP waveform, 8

The problem
of lightning arrester turn vp willl be covered in detail in Chapter IV.
The insulation level of transmission lines will probably allow

them to withstand the stress of ons or even repetitive EMP's, On

the distribution lines, this is probably net the case. The EMP
induced surges may cause numercus faulis on the distribvution syasten,.

Once these faults are inltlated by the EMP they wlll be malntainad by

the flow of power frequency current, Faults that occur on overhead
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lines may be cleared by the operation of relays and circult lLreakers.,
In addition, if the line is reclosed after the fault is cleared, the
reclosure will probably be successful since no permanent conducting

path for current exdsts. Houwever, successive EMP-induced faults may

cause reclosing clrcult breakers and reclosers 1o lock out,

2. Lock out of reclosers and reclosing circuit tweakers. - Most
distribution lines are protected by some sort of device that recloses
the line after a fault is cleared. A1l such devices have a common
characteristic; if they count a certain number of faults (usually

3 or &) in a specified period of time they will lock out or not
reclose untll they are reset mamually. If a series of EMP induced i
faults occurs in a short period of time (a matier of minutes),

thie will bhe interpreted by the reclaser or raclosing circuit
hreaker to be a permanent fault. This could result in a sudden loss
of load on the electric power system.

3. Destruction or malfunctlion of relays - Most relays in the electric

pover gystem would not be vulnerable {0 damage or malfunciion due to

EMP surges. Oniy solid-state relays would be vulnerable. These

electromechanical back-up set of relays. This is a particularly
vilnerahle item. The EMP may cause these relays to fail in an

unsafe mode {causing the line to irip out).

etttk il ¢ il it .

4. Generator trip out ~ Generators may be tripped out by two separate
and distinet effects. First, the EMP may induce voltages and currents ]

in the generator control circuits that cause the generator to trip out.

F o e s ikt




Second, the disturbances caused in the power system (distribution
system Jfaults, etc.) may cause the generator to trlp out due to

overspeed or underspeed.

5. Interference with tle-line monitoring cr control - Varlous
transmission systeﬁs are connected by tie lines. The flow of power
on these lines is constantly monitored and controlled. These monlitor
and contrel clrcuits could suffer direct damage due to EMP or they
could cause itie lines to be severed due to abnormal power flows
during the perilod subsequent to the EMP-induced faults on the systems.
6. Damage to or malfunction of computerized contrcl and dispatch
centers., - Several large systens and power pools have installed
computerized control and dispatch centers to monitor the system
operation with the goal of optimal economic operation as well as
mordtoring and control for system security. The digital computers in
these systenm security centers are subject to memory erasure and/or
upset due to EMP unless the bulldings in which they are located are
specially shielded from EMP, Operationai malfunctions create tem-
porary problems with the use of a device (such as false tripping of a
relay), as opposed to permanent physlcal damage to the device, The
protecilon of computers fyrom EMF involves known technology, but it is
accompanied by significant additional cost.

From the above it can be seen that there are numercus ltens of
equipment that can be damaged due to EMP, elther directly or indirectly.
In subsequent chapters, the feasihility of protecting some of these iltenms

of equipment by performing remote switching with the




supervisory control system or manual switching using dispatched

persormel will be explored.

D. Impertance of Eﬂg_protec£;25_pf electric power systems

The possible aamage that cculdé be caused on an elcetric power
system by EMP was reviewed in the previous section. The impertance
of thls potentlal damage is that 1t is very widespread gecoguaphically.
Wnen heat and over-pressure effects are present, they are generaily
much more serious than possible EMP effects, Damage radii for various
items of povwer system equipments have been established for different
slzes of weapons. 1 These are shown in Table I. From the table it
¢an be seen that muny power gsystem components will not be damaged

unless they are relatively close to a target (within 4 to 22 miles).

Apparently no quantitative analysis has besn made ¢ use these data
with an assumed llst of targets and weapon ylelds to determine the
percentages of power components that would be damaged. Depending upon
the number of weapons, it 1s cconcelivable that a sizable portiocu of

the nation's power gystems would escape damage from the blast, unless
targeted, but would be subjected o damage by EMP.

Jne could envision the possibllity that the combined effects
of faults caused by lines broken or knocked down by blast effects and
faults induced by EMP could lead to a nationwide bluckout, ILittle
can be done Vo alleviate the effects of the blast. However, the
comblned effects of moving some of the vulnerabie equipment off-line
(thus reducing the number of EMP-induced faults) and placling the power

system into a more secure state could avold a nationwlde blackout,




TABLE T

BOMB DAMAGE SUMMARY

SUMMARIZED FROM (DEPA, 1962)

Feature : Damage Radii (i) Type & Extent of Damage
1MT 5MP 1OMT

Transmission llne - Inside damage zone, lines

radlal orientation 3.7 6.3 8,0 are broken & down -~ not

operating. Outside zone
line is easily repaired.

Transmisslon line More severe damage than
transverse radlally oriented. DLffi-
crientation 5.0 8.6 10.8 cult to repair.
Transmission line Less severe than to surface
underground 8.2 17.7 22.3 lines. Damaged by secondary
effects. Many still usable.
Buildings used to Bullding damage occurs but
house generatling equipment inside is generally
facllities 3.7 6.3 8.6 undamaged although possidly
inoperable,
Distribution Usually undamaged up to
transformers, 5 psi. At over 5 they are
outside k.o 6.8 8.6 overturned & damaged.
Fire zone 4.5 77 9.7 Wldespread fires in these

areas, Foles may be des-

pamd e dan B I
troyed and repalr opsraiions

delayed.



One could ideallze the configuration that one weuld like to
achieve for the electric power system in order to make it as
resistant to blast and EMP effects as possible. First, one would
like to move as many vulnerable items of equipment as possible
off-line and second, reduce the system load %o as-small a value as
possible, If possible, "t would be gesirable to increase the
spinning reserve by . - 1. extra units on lipe. In the assumed
warning period this would be difficult, When the lnevitable faults
occur, the tendency for the generators to accelerats and loads to
deelerate are reduced sharply if the load is as small as possible.

Justification for the above remarks is as follows. An
electxdic power system 1s always in a more secure state when its
spluning reserve 1s grealer. Thls can be visuslized by the equal
area criteria for stabilltiy or other analytical means. EMP effects
may cause a reduction in lcad but the resulting dynamic response
of the system could caunse the system to break uﬁ into islands. With
the maximum number of units on-line, there ls a greater possibility
of each lsland having adequate generatlon., This is a very complex
subject and has been the Ifocus or an extensive report.?

E. Scope of ressarch

The primary zcoal of the research was to determine the
feaslbility of lsolating the vulnerable equipment of the electric
power system from sources of EMP by remote switching through ihe use
of superviscry contrul or by manual switehing by personnel dispatched
to substations, Thls was to be done for the power systems in the

host and risk areas used in crisis relecation planning studies

10




(Freemont County and Colorado Springs), the state of Colorado and
the United States. The feaslbility of isclating equipment was tc be
determined for assumed warnings of 15, 30 and 45 minutes. One
must recognize the distinct possibility of a precursor EMP attack
from a submarine, in which case tﬂere may be no warning at all.
Secondary goals included the evaluation of the most vulnerable
items of direct power system equipment (generators, transmission and
- distribution llnes, transformers, circult breakers, discvonnect switches,
ete.), as well as éuxiliary equiprent (potential and current trans-
formers, relays, control circuits, etc.). An additicvnmal goal was to
evaluate the impact of new power system technology on EMP suscepti-
bility, in particular, new lightning arrester designs.

F. Methodology of data collection

The primary goal is actually to determine the feasibility of
taking any meaningful action during the short peried of time available
between the first warning of an attack and the ocourrcnce of the first
feu high altitude detonations. Thus, the most vital information 1s
quantitative data on the percentages of substations in which switching
could be performed in assumed warning pericds of 15, 30 or 45 minutes.
Switcehing at power plants Wwlll not be considered since switching at
pover plants wili caure unit trip out due to overspsed when load is
lost suddemly. The two primary vehicles for performinz switching are
by remote switchlng using supexvisory contrel equipment or by manual
switching by qualified personnel of power companies dispatched to

individual substations.

A quick literature review ylelded no direct data on cither the




degree of saturation of supervigory contrel or the ability to reach
unattended substations within a 135, 30 or 45 minute warming pericd.
A seriles of utility interviews was selected as the bsst method of
obtalning the required data. The goal of these interviews wWas not
only to obtain the above mentioned guantitative data boet also some
informatlon on the impact of the proposed actions on the power
system operation, It was felt that this could best be Jjudged by the
versomnel who operate the nation's power systems on a day - to - day
basis, It w;s also felt that the utility personnel could provide
important data on the components of the system that they felt were most
vulnerable to EMP Induced transients., Finally, data on the location
and type of lightning arresiers applied in the system were sought
because they offer some protection from EMP, -

The questionnalre used in the utility interviews io gather 1in-
formation coverlng the above facts 1s listed in Appenalx B.

Ancther source of information that was anticipated was the
mznufacturers of supervisory control equiprent. One company was
found that had performed a marketing survey on the degree of saturaticn
rel sgqulpneni. These data were very helpful in
verlfying the concluslons reached from the utlllty lnterviews,

The size of the sample used for utility interviers was an item
of concern. There are over 3000 elactric utilities in the United
States. Clearly it would not be economlcally feasible to survey a
gignificant portion of this iarge number of companies. However, 1t is
pogsitle to interview a few companies that represent z significant

portion of the natlons genexating capacity (and customers served).

p=
F2
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This problem of statistical significance of the data gathered will
be examined in detall in Chapter II.

G, Utility Objectives

Cenerally, electric vtllitles have as one of their primary goals
the continuity of service to thelr customers. This study rePreéents
the proposal of a4 radical actlon (dropping customers) as far as utility
personnel are concerned. It 1s assumed that it is more important to
preserve or protect vulnerable equipment during an EMP threat than to
maintain continuity of service. The ability to re-establish the system
after an attack is more important than maintaining the system during
an attack.

Utllities feel that interties to neighboring utilities are vital
o systeom reliabiliéy. During the propoged dlisconnect procedures and
during the attack it may be better to severe the ties between companies.
This 1s a difficult question to answer without complex system stabillity
analysis., Certainly the possibllity of breaking the transmlssion grid
prior to an attack should not be dismissed.

Because customers will be dropped by disconnecting distribution
substatlons through the proposed actlons there will be reglons with
power Interruptieon. This condition will put be considered a black-
out.. The term blackout will be reserved for the widespread l;ss of

electirlical service resulting from a loss of synchromism and generating

units belng tripped off line,
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II. TABULATION AND ANALYSIS OF DATA

4. Tabulation of Raw and Percentage Iata

Complete data on the saturation ¢f supervisory conirol and the
abllity to pecform manual switching were obtained for eight elesctric
utllities. Actually, two of these were service corporaticns
representing a total of ten operating companies, so that the data
represent sixteen operating companies.

These data wlll now be analyzed on a statlstical basis.

Redundant data are available from a marketing survey and these will
be used as a check on the data collected in the survey. The
statistlcal analysis will include the determination of the absolute
percentages of substations wlth supexvisory control, substations with
attendants, plus substatlons without an atiendant or supervisory
control that can be manually switched in 15, 30 or 45 minutes.

These data are pregented in a serles of tables. Table II contalns
the raw data for the elight companies for which data were gathered.
Table III contains the data for each company expressed as a percentage

of the number of substations on the system. Table IV lists the

data for the comblnation of 21l eight gyre
sane results with the American Electric Power Service Corporation
omltted from the tétals. The ressons for omitting data for the
companies of the American Electrlc Power Service Corp. will be

presented below,
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TABLE 11

Raw Data for Eight Power Companles Interviewed

—
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4 290 90 0 100%ex 100%%%  Q
5 17}4, 166 2 R Ly 0
) 925 90 11 250 50 25
7 1000 o 12 50 25 25
8 1163 106 ) 209 208 0

*Company legend: 1- Publlc Service Co., of Colorado
2- Dept. of Public Utllities, Colorado Springs
3- la Plata Electric Co.
4~ Wisconsin Electric Co.
5- CommonwWealth Edlison Co.
6~ Niagara Mohawk Power Co,
7~ Amerlcan FElectrlc Power Service Coxp.
_ ) 8- Allegheny Power Service Corp.
_ *%*  eyact data - almost all in 15 min., remainder in 30 or 45 min.
*#¥%  exact data - remaluder in 15 or 30 min.
*% exact data - remainder in 15 or 30 min,
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TABLE III G

Iata for BEight Power Companies Interviewed Expressed as a Percentage
of Number of Substatlons

=] i) -
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g % 8% 44 &%
Company* w8 w w 8 w 8 w 8 o
1 50,0 0.0 45,0 2.5 2.5 '
2 17.5 0.0 42,5  40.0 0.0
3 13,0 0,0 9.1 21,7 26.1
I 1.0 0.0 W5 W5 0.0
5 95.4 1.2 1.7 1,7 0.0
S 9.7 1.2 27.0 5.4 2.7
7 0.0 1.2 5,0 2.5 2.5
8 9.4 0,0 18.0  17.9 0.0

* Cumpary logend same as Table I
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TABLE IV

Composite Results for the Elght Companies Interviewed - Faw Iata

and Percentages
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Composite Results for Seven Companies Interviewed (AEP omitted)-

Raw Iata and Percentages

‘utw Gt uUg
3, UE0 JEY]

ATTenuew
ued 3}

L1penuew
u=sd 1Ey}

ATTenuew
ued 3E(}

POUDLTHS 8q
SUOT}EISqNG

Uty G4 uy
P9I IMS Bq
SUOTIVIFANS

‘utw of ug
PaYOITMS 8q
SUOTIBISQUS

‘utw G ug

POYOITHS eQ
SUOT}EISq0g

SUOTARISQNS POpPUSILY

Toxjuns
Y3Th

fros1axadns
SU0T}RISANG

er0T1919q08

Inta Type

1139

43.5

36
i.3

78 387
13.8

13
20.0 0.5 24.1

2815 562

Raw Tata

Percentage Ianta

17




Apalysis of Tata

Examination of Tables II to V ylelds some 1nteresting information,
First, the electric utilitlies in the sample are of a diverse nature,
For instance, in Table II, 1t can be seen that the system with the
least substations had only 23 (and no generation of its own) while
the system with the most substations had 1163, In addition, one can
see that the atiended substatlon is basically not a signlficant
factor in this study slnce less than 1% of all substatlons in the
elght companles are attended. Perhaps the most important statistic
from these four tables 1s that over 50% of the 3815 substations in
the elght companies interviewad could not be switched elther manually
or with supervisory control during an assumed warning period of 45
minutes.

Closer examinatlon of the tabtles reveals that the datz from the
American Electric Power Sefvice Corporation have a profound influence

on the compogite results. American Electrlc Power Servlce Corporation

has 1000 of the 3815 substations in the eight company totals. This is j

over 25% of the total and because American Elecfric Power (AEP) has no

supervisory control in thelr substatlons, omitting this company from
the averages lncreases the percentage of subgiatlons with SL¥lsory
control from 14,7% Lo 20.0%. Simllarly, omiiting AEP reduces the
percentage of substations that connot be switched remotely or
manually in 45 minutes from 53.2% to 40Q,35%.

The impact of the AEP data may be critical in the final ccn-
clusions drawn about the feasibility of the proposed protective actions.

For instance, if one is able to switch 59.5% of the substations in 45

szl




minutes he zan take mopre effective action than if he 1s able to switch

only 46.8% of the substations in the same time frame assuming the in-

crease in perceniage impliesg that more critical loads are protected.

Tn an effort to arswer questions regarding the slze of the sample
and whether AEP is only an anomaly that sheould be dropped from the
totals, further analysis of the data to obtain confidence 1limits will
be presented.

B. Confidence Limits

When one reallzes that there are over 3000 public and privately
owned eleciric utilities in the United States, it is clear that
eight utilities and service corporations (or sixteen individual
operating companies) represent a very small sample size. -In fact,
the sample is only 0.533% of the total number of companies, if one
considers the sample to consist of 16 cperating companies. However,
one should realize that it is the number of substatlons or customers
that ig of most interest, rather thar the number of companies,

One way to anzlyze the data related to the saturation of
supervisory control is to leok at the percentage of substations
with supervisory control for each company as a statistical observation,
withkout regard to the number of substations in the system, There are
elght observations avallable, so that one can compute the mean,
standard deviation and confidence limits in these results agsuming a
normal dlstxibutlon,

One can compute simllar quantities for the percentage of

attended substatlons, and unattended substations that have no super-

vigory contrel but can be reached to perform manual switching in 15, 30




or 45 minutes.
Using data Trom Table III,the mean value of percentage sat-

uration of supervisory control is

1 n
X= T i%i Xy - (L)

Using the eight values from Table III,one obtains X = 28,21%.

Simllarly, the varlance is

1 &
= T I, (x- %) (2)

Using the elght values from TableIIT and X calculated above one obtains
s = 31.27%. The fact that s and ¥ are nearly equal indicates that
one needs a large number of otservations to be reasonably confident

that the calculated mean 1s close to ihe actual mean., To be specific,

one can caloulate the 95% confidence limits in ihe means. The 95%

confidence limits are

-ty g, w/p S VRSHT Yy p SS 0 {3)

The quantiiy tn—l. cx‘/z 1s called the "t" statistic and is

tabulated in many books on statistics, Lz Por the eight observations
of porcentags of subsialions with superriszory centrel of Table III’the
95% confidence limits are calculated as 2,00% and 54.36%. Thls means
that one can be 95% confident that the actual mean value of pergentage
of substations with supervisory control (unweighted) 1s in the range

of 2,06% to 54.36%., Obviously, this 1s quite a large range. One can
estimate the number of cobservations needed to produce $5% confldence

limits with a gpecified widih., The number required is




N__:(El;_‘d‘.fﬁi)? (4)

where 2 is the "Z2" statistic

1- & /2
s is the standard deviation in %
4 ig the desired tolerance in %
Some question may exist concerning the use of the "Z" statistic in
equation 4 instead of the "t" statistic, This is justified upon the
basis that the number of observations predicted will be generally
quite large. To determine the mean with a tolerance of 5% with 95%

confidence limits one would need

1.96 1.2 )2

N= ( =

= 151 observations

Quantities similar to theze (X, s and N)

2]

an be computed for atiended
substations-and substations that can be switched manvally in 15, 30 or
45 minutes,

Table VI lists the means, standard deviations, upper and lower
95% confidence 1imits and the number of observations needed to get

the 95% confidence limits within +5%. Table VII lists the same

quantltles as Tabtle VI for the set of seven utilities formed by omitting

data for the Amerlcan Electric Power Service Corporation,

The preceding analysls assumes that all systems have the same num-
ber of substations and that the number of systems in the population
is infinite. Because thls 1s not the case, it is possible to selsct
20 or 30 of the largest companies in the United States and cover the
ma jority of the nation's customers and have reasonable cornfidence

that the results are close to the actual values. To a lesser extent,
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TABLE VI

Means, Standard Deviations, 95% Confildence Limits and the Number of
Observations Needed to Get 95% Confidence ldmits for the Eight
Companies Interviewed

i 0 o o o
| =] Q o @
‘ 23 "E g a :§ & f"r =
5F 03 g3 id Fd
T & » @ % s
Cbzervatlon o g 'g Q s 2 A 2 :?
Sp m =5 =5 =4
5 o © 3 as
\ g ¢ ix %m0 Sa
Qua.ntitz:r a b g - o + .g
: £E 2 Y ¥y 3
, =" o P w o - 5
w @ W, w & w & w ‘
1
{
Mean (%) 28,21 0.45 26,60 15.78 k.23 ?
Standard Deviation (s) 31.27  0.62 16,78 15.28 8.93
Lower 95% Confidence _
Eimit in Mean 2.06 .00 12.57 3.00 0,00
Upper 95% Gonfidence -
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TABLE VIY

Means, Standard Deviations, 95% Confidence Limits and the Number of
Observations Needed to Get 95% Confidence Iimits for Seven Companies
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this is what occurred with the sample that was actually used. Of the
eight companies selacted, six would be considered large companies.
These slx companles represent the bulk of the generatlon capacity and
substations 1n the elght ¢ompany sample used,

It should be remembered that the primary interes+ 1s the ability
to perform switching operations tc protect the system by noving
vulnerable equipment off line. Thus, the sample size Lln companies
1s not as important as the sample slge 1n terms of load or nmumber of
substations.

With this in mind, the size of the sample was examined from a
second point of view, The natlon's generzting capacity is in the
mnge of 500,000 MW or 500,006,000kw. The eight companies inter-

vieved have a total capacity that is over 50,000 MW or 50,000, 0C0CkW,

Thus, the slght companles have over one-tenth eof the matlon's gensrating
capacity. -

It may seem odd that such a small number of companies could
produce such a significant percentage of the nation's electric
pover when there awa around 300C companies in the United States.
However, many of these 3000 companles are very small municlpal power
companies and rural elegtric asscclation couperatives. HMost of these
companies sexrve customers directly but buy thelr electric energy from
larger compahies or government agencies such as TVA or BPA.

In summation, it may be stated that the confidence limits as
predicted by the statlstical technlques are much broader than they

should be because the sample included several large companies. Iue to

these large companles, it is felt that a significant portion of the




netion's substations have been included in the percentages calculated,

It should be pointed out that data frem another scurce have been
chtained to verify the percentage of substations with supervisory
control, However, it ls important to show the stat'stical sigmificance
of the data obtalned by 1nterviewé on attended substations and the
ability to perform manual switching in unattended substations without
supervisory control in 15, 30 or 45 minutes since no other data are
available for these quantities,

C. Comparison of Ikmta from Various Sources

The primary sourcs of data other than the lnterviews of electric
utilities was a survey of electric utllitlies conducted bf Mooxre
Systems and presented in a speclal report that apﬁeared in the July
15, 1977 issue of Electrical World. 13 This suivey included more
companies although if is not as thorough as the utility interviews
conducted during this study. rIt was addressed to companies in North
America serving a peak load of LOOMW or moye. It is not clear
whether the survey lncluded Canazda and Mexdicoc. The resulis presented
are limited to the total number of substatlons and the number of
substations that are equiped wilth supervisory contreol. It is inter-

esting that the data were separmted inte transnission subsiailons and

distributlon substations. The essentlial data are summarized in Table VITT,

TABLE VIII
Data From Moove Systems Survey
Type of Substation* Total Number With Supervisory Control
Transmission 18600 8200
Distribution 57800 _ 6800

* companies in Nerth America serving 100MW or more
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Analysls of the data in Table VIIY reveals some interssting facts,
The percentage of total substations with supervisory control is 19.63%.
This is remarkably close to the percentage of subgtations of the
utilities intexrviewed that had supervisory control if the data for the
American Electric Power Service Corporation are omitted {20.0%). It is
apparent that the American Electric Power Service Corporation incorpor-
ates unusual design and operating thilosophies in their operating
companies, This deslgn philosoph& leans heavlly on automated response
to system dlsturbances and de-emphasizes the use of dispatcher contrel
of the system through supervi.ory control. Thus, inclusion of AED
distorts the statlstlcal analysis, This is a very impoertant conclusion
bacause the data for American Flectric Power Service Corporatilon not
only affect the percentage of svbstations with supervisory conbrol Lul
alse the percentage of substatlons that can be 1eached for manual
swltehdng in 15, 30 or 45 minutes, Because theres are no other data
avallable for these quantlties it is important that one can imply that
the percentagss for these quantities with AEP omitted are applicable,
Thus, one can have significant confidence 1n the data of Table V which
indicate that almost 607 of the substations could be swiiched either
remotely or mamually in a 45 minute period. These data are presented
graphlcally in Fig. 3 for all eight companies while Fig. 4 shows the

same data with AEP omitted.

Another important conclusion drawn from Table VIII is that the

percentage of transmission substatlons with supervisory control 1s much
greater than the percentage of distribution sutstatlons with super-

¥isory control. This is significant when one considers that the
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switching that one would like to perform would be in distribution

rather than transmission substatlions. The reasons for this are

s g 4 it o Tk et itk by et i ot

twofold. First, the equipment in transmission substations has such

o i 2 bk

2 high BIL (basic impulse level) that it is not 1likely to be damaged
by EMP andg hence lead to system faults. Thls is not true of dls- ff
tribution substations that have loﬁer BIL's and are vulnerable to EMP éj
induced damage and are therefore a source of system faults. Second,

if one wishes to trim load from the system to place it 1in a more secure
state he would not wish to cpen breakers in transmlssion substations
which would only weaken the trﬁnsmission system. However, opening
breakers in distribution substations weuld reduce load and could
enhance the system stability if done properly.

This dlscussion peints up a deficiency in the data collected in
the interviews., Ideally, the number of tramnsmission and distribution
substatlons would have Yeen separated throughout. That is, not omdy
doss one need the percentage of distribution substations with supex- '
visory contrel but also the percentage of atiended distribution '
substation and the percentage of distribution substations that can be

A - b
in 15, 3C or &5

switched manually idinules., Similar data for trans-

[ T R

mission substaticons are interesting but are not vital to the study.
One can draw some conclusions on the number of distribution

substations that can be switched in a 45 minute warning periocd in

the following mamner. The Moore Systemsg survey 15 covered a total of

76,400 substations (57,000 distribution and 18,600 transmission}.

Based on the results of the utility int;rviews it is likely that

approximately 60% or 45,840 of these substations could be switched
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elther remotely or manually in 45 minutes. In the worst case, all of
the transmisslon substatlons would be included in the 45,840 sub-
stationg that could be aswitched. This would still leave 27,240 distri-
bution substatlons or about 47% @hat cowld be switched as a lower limit,
In reality, it would probably be fossible to switch over 50% of the
diztributicon substations since some of the 18,600 transmission sub-
stations would not be ineluded in .the 45,840 substations that could

be switched.

For other periods of warning one c¢an also derlve a worst case
value for percentage of distribution substations that can be swltched
to mnve vilnerable equipment off llne, Using the same procedure and
assuming a 30 minute warming peried, caleculations show that one would
be able to switeh at least 44,7% of the distribution substations, For
a 15 minute warning this value would drop to 26,5%. For a shorter
Wwarning period only distribution substatlons with supervisory control 1
could be switched. This would be only 11.8% of the dlstributlon sub-

statlions. N

D. @Qualitative Comments from Utility Representatives

Some of the conments made by electric utility representatives
during the utility intezvlews are as signiflcant as the quantlitative
data gathered because they demonstrate the level of EMP awareness in

the Andustry. Basically, one can discern two basiec reactions. One

group of utility people had grave soubts about performing switching
operatiors to move vulnerable cqulpment off line and hence limit EMP-
induced fawlvg, These engineers felt that the EMP threat would be

confined to relay and control clrcuits. They were unaware that numer-
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ous faults on the distribution system are 1likely. They doubted the
feaslbility of performing switching operations that would shed load
without the wholesale loss of generation due to overspeed protection.
These englneers also felt that thelr antomatic load shedding equipment
would allew them to "ride out” any problems from the EMP, It should
bz noted that these attitudes prevailed 1n the lafgest, most
sophlisticated systems that had a high degree of automation, large-
complex generating plants and automatic load shedding equipment.

It should not be implied that all of the utility personnzl
were as negative as the reactlons above would 1ndicate. The next
section of this chapter will be dedicated to summarizing the views of
the ma jority of the utiliiy persoanel, These comments are largely
based on the interviews with Julian Hayden of the Public Service
Company ot Colorado and Henneth Wolters of the Wisconsin Electric
Power Co.

Impact on Generation

The majority of the utility personnel interviewed agreed that a

strategy of switching vulnerable equipment off line would have 3

profound ilmpact on the generation in the nation's electric power systems,

All of the engineers intervliewed agreed that the flrst priority would
be to maintain the maximum number of unlts on-line during bothlthe
pre-attack reactions and the EMP threat.

Most of the englineers interviewed agreed that the switching to
isolate vulnerable equipment could create a problem with respect to
system stablility. The primary reason for this is the fact that as one

perfors swliching operatlons he will drop load frem the substations,
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This reduction ln load will cause the system frequency to rlse and
could possibly cause many generating units to trip out due to over-
speed protection unleszs the necessary adjustments are made with
respect to valve contrul on the bollers of individual units.

Several of the utility persoanel interviewed outlined a procedure
for moving to a more secure state., This procedure baslecally entalled
reduction of generator cutput prior to load shedding. The proceduxe
would require that communications channels exlst between tha system
dispatching center, the generating plants and personnel at substations.
These communicatlons lines would conslst of ordinary telephone lines,
wireless communications and communications over carrier channels, The

goal of reducing generation prior to reducing load {as a result of

rerforming switching in distribution substations o isoclate vulnerable
equipment) is to avoid problems with overspeed protection. The
system reaction te the reductlon of generator output without an
accompanied reduction of load will be a reductlon in system frequency.
The power system 1s mors teolerant to underfrequency than it is to
overfregquency. Once the frequency sags, the swltching operations
can be performed in substations to lsolate vulnerable equipment and
to drop load. After load is dropped and system frequency is restored,
a new round of generation cutback followed by frequency sag and load
reduction can be initlated,

In this manner two things can be accomplisheds 1) vulnerable
equipment in the distribution system is isclated, 2) the system is
moved into 2 more secure or stable state as rotor angle differencss .

become smaller due to lower system load., The ultimate state




produced by these procedures would be a system with the generation
and transmission system intact but with essentlially all loads dis-
connected so that the generators are runniang at auxlliary power
levels, Auxiliary power is used to run various pumps, fans, fuel
preparation equipments, atc. in tpe power plants. In reality, this
polnt cannot be reached because of the inability to perform switching
operailons 1n 100% of the distribution substations.

Obviously, the reduction of load and moving equipment vulnerable
to the effects of EMP off line will not completely protect the ‘
electric power system during an attack since it is still subject to
the effects of heat and overpressure from the detonation of nuclear
weapons. These effects will damage generation, transmisslon and
distributicon equipment. In the qulescent state descrlbed above, the
system will be better able io survive these effects as well as the
EMP-induced fawlts on distribution equipment not moved off line by the
proposed switching operations. Hopefully, the faults caused by heat,
overpressure and EMP will be removed by the system relayinsg without
such a profound loss of load as 1o cause a wildespread loss of
synchﬁﬁnism and subsequent trip cut of the buik of the pation's
generation capacity,

Depending upon whether the natlon's power systems remaln in
synchronism or not, the post-attack recovery could be from one of
two states, The worst case would be from a completely shut down
system, In this casa,lone would be recovering from a natlon-wide
blackout similar to the 1565 Northeast blackout and the 1977 New

York blackout with the following complications:
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1} lack of help from neighboring utilities who are busy experlencing
the same problems.
2) Loss of some system facllities, permanently damaged by heat and
overpressure.
3) Poor communications due to possible damage to the telephone system.
4) Impending tnreat of radlo-active fall out.
The best state from which to recover would be one in which the
generation had remalined in synchronism, in spite of faults caused by
heat, overpressure and EMP-induced effects on vulnerable equipment
that had not been isolated by the proposed switching operations,
The generatlon would be operating at a relatlvely low percentage of
its rating due to the pre-agttack measures.

Attempting to keep the entire nation in synchronlsm during the
combined effects of overpressure, heat and EMF may not be realistic,
It may be more practical to severe tie lines between companles and
even allow the systems of individual companies to break 1lnto lslands.
Comparisons between these two divergent philosophies require very
complex analysis. Utllity personnel are generally in favexr of main-
taining synchreonism, if at all possible., Maintaining synchronism seems
to be something of an all or nothing phlloscphy.

Fost Atta~k Recovexry

Contrary to the experlences during the 1977 New York blackout,
most utility personnel_intervieyed felt that they could re-start
generators, that were tripped out, in 412 hours from a completely
dead system, The time varied depending on the size and complexity

of the gystem. The larger, more complex systems wlth sophlsticated



generatiné units will require lopnger to re-start and bring back up
to near full loead.

Generating units can generally be classified into four subsets:
1) Conventional or fossil-fueled thermal units (82%)*
2) Combustion trubine units (part of total for conventional fossil)
3) Nuclear units (1%)
4) Hydroelectric units {17%)
* 1970 percentages based on generating capacities
The prepondrance of generatlion in the United States is of the
conventional thermal type, The percentages of sach iype of unlt
in the United States are given in parentheses above, The best types
of units for dead start are combustior turbines and hydrcelectric

units, Combustion units are normally installed as peaking capacity

and are freguently used as a source of awdiliayry povwer [ lan
re-start. The output of combustion turbines is availabvle almost
instantanecusly. Hydroelectric units are also an excellent source of
power for re-start. These unlts can be brought up to rated load very
rapidly. However, cembustion turblnes and hydroelectric units can
serve only a small percentage of the total load. Nuclear units can
be brought up to rated locad in about three hours, as long as the
reactor has remalned actlve {even without electric power being gen-
erated). Operating a nuclear unlt during an attack may be dangerous.
A pelicy declsion based on considerable study needs to be made.
Conventional or fossil-fuel thermal units can be broken downh 1lnto

several types. There are single (one turbine) units, both with and

without re-heat, common header unitis, tandem-compounded units and
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cross~cempounded unlts. These are listed roughly in the order of
increasing complexiiy and difficulty in reduclng t¢ auxillary power
level, as well as re-start, 1f they trip out due to vverspeed, The
time required teo re-start and load these units back to thelr rated

capacity varies from 6 to 12 hours.

Addltlonal Commenis

Some additﬁonal comments made by utility persomnel are appreprlate
te discuss here; First, less of resctor contrel due to EMP was
brought up by one utllity representative., Barnes and Marablelu
have looked at this problem and concluded that unshielded cables
may experience translents as high as BOkV whlle coaxlal cables or
cables in conduit do mot have slgnificant transients voltages. This
could cause faults in control cables, The utility representative
intervieved suggested that they might consider shutilng down their
nuclear units upen netice of an attack., 3Second, offlcials of one large
utility expressed doubis that it would be possible to bring one of
their large units down from near rated load to awdllary ioad level
and stop thers, They pointed ocut that most of thelr units are large
and quite sophilstlcated and thus thelr abiliiy to take the proposed
actions 1a questionable.
Vulnerable Fquipment

Utility perscnnel were more concerned that transformers would
be damaged than any other item of equipment, They polinted out that
faults internal to transformers (as opposed to bushing flashovers)

are generally permanent and cause damage that is not field repairable.

At least one utllity representative expressed = iear that the thousands




and thousands of transformers on the distribution system could be
damaged by EMP, thus eroding any benefit obtalned by isclating a
relative few éransformers in distribution substations. This fear is
not justified based on an IITRI study. 4

Other items of equipment that utility personnel saw as being
vulnerable to EMP effects included supervisory control eguipment,
0i1-filled cables, relays, power line carrier equipment, equipment
with solid state devices, microwave equipment, and communications
equipment, Only one utility representative expressed concern about
direct damage to generators from EMP-lnduced voltage surges.
Several of those interviewed expressed a concern about large, EHV
transformers, particularly those at generating statiors.

Perhaps the comments made by utlility persounel with respect to
vidnerable equipment are more interesting as a yardstick to measure
the awarsness of the utllity industry on this subject as opposed to
authoritative information on power system vulnBrabllity,

Utility Views on Feasibility

The elght utility représentatives interviewed were asked
whether or not they felt the preposed protective actions were
feasible, Of the elght replies, five were positive and two were
negative, C(ne of the reactions was quite non-commital. One of the
negative replies was from the American Electric Power Service Corp.
and it is generally felt that thls reply was based on only their
system (which can't be switched remotely or manually in 45 minutes
to any extent) rather than the nation's power sﬁatems as a whole,

The view of ihe second company was that thelr generating plants were
large and complax and hence they would not be able to reduce the load

on them to auxiliary levels without causing them to trip out,
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III. FEASIDILILY OF ISOLATING EQUIPMENT
VULNERABLE TOQ EMP

In Chapter II the conc.usion was reached that approximately
50% of the distrilmtion substations could Le isclated by performing
elther remgte or manual switching operations., This single number
only reveals part of the answer as 3 whether 1t 1s feasible to
isolate equipment that 1s vulneratle to EMP induced surges. In
order to adequately ausess the importance of thic quantitative
result, one amust also look at the topology of substations, the impact
of the provosed actions on the entire power system, the lmpact of the
propesed actions on the pre-attack response of the general populatlon,
and the atility to depend on wiiliiy personnel to take the proposed
actlons. Fach of these four items will be discussed in this Chapter.

A, Abiliiy to Switch Vulnerabhle Bjuipment Ofr-Line

The mere ability to perTorm sWwitching in 50% of the dlstrihution
substaclons 1s not sufficient to st:te thai vulnerable equlpment is
being 1golated. For instance, consldsr Flg. 5 which shows some of
the typlecal simple layouts used in substations.15 Notlice that the
only clrcult breakers present are on the low-voltage side of the
transforus s, The high-side protection ié often provided by 2 high-
voliage fuse for economic reasons. Any supervisory control would
normally be applied to the low-voltage clrcult breakers. The
iransformers san be completely isclated only by eperating boih the
disconnect switches on the high-veltage side of the trensformers and

the low-voltage circult breakers., These high-voltage switches are

not always remotely controlled. Thus, if only the circuit breakers
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Were tripped, the transformers would still be cornnected to the trans-
mlssion system and would stlll be subject to EMF-induced voltage
stresses from the transmission asystem.

It should be polinted out that some utilities can contrel breakers
or disconnect sWitches on both the high- and low-voltsge sides of
thelr circuit breakers. Flg. 6 shows some typical substation layuvuts
with circuit breakers on both sides of the transformer. 15 The trend
seens to be that the larger utilities(except AEP) have the ability to
perform switching on hoth the high~ and low-voltage sides of the trans-
former. In the light of ithe relatlvel; small percentage of distxibution
substations with supervisory control, this is probably not a very
significant factor. In cases where dlspatched personnel are per-
forminsg the switehing, ther eould trip the low voltage circult breaker
and then, when the only current through the lselation switch iIs the
itransformer exclting current, it can De copened even if it has nu
load break railng.

3, Impact of FProposed Actions on Power Systemy

One of the major iumpacts of the proposed actions or the natlon®s
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wed when comments of the wtility personnel

were reviewed, This vwas the impact on the generatlng equipment of

the power systems. The numoer one concern of the utility personnel
interviewed was that the wholesale shedding of loads would lead to the
trlp out of genergéors due to overspeed protectlon., This effect was

discussed rather thoroughly in Chapter II, but it is not the only

effect that ls possible,
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Figurea 6 TYPICAL SUBSTATION LAYOUTS WITH HIGH-SIDE
CIRCUIT BREAKERS AND ALTERNATE SUBTRANS-
MISSION CIRCUITS,
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Another effect caused by the shedding of loads is the increase
of system voltage at the ends of long lines. This volitage rise is
caused by drawing leading current (to supply the distributed line
capacltance) through the distriduted line inductance, For long
lines {over 150 miles long), this effect can cause & voltage rise in
the range of 10-15%, This rise in power system voltage can be
dangerous and could lead to system faults, even in the absence of
any transient effects. While system faulis from this overvoltage
are possihle, they are not 1likely. What 1s more likely is the
operation of lightning arresters due to excessive system voltage.
This is an extremely grave problem since the operstlon of a lightning

arrester on system voltage generally reﬁeats o sucgesslve peaks

of system vecltage until the arrester fails due to thermal build up,

Another problem assoclated with the shedding of load is the
problem of cold atart up. Many loads on a pewer system are auto-
matically cycled on and off {heating, alr conditloning, refrigeration,
freezers). When a system is shut down for a long periced of time, all
of these loads are ready to cycle on as scon as powWer is avallable.
In some cascs, the surge of load current due to this lack of
diversity in the loads causes overload devices to trip out when s«
system 1s re-en;rgized.

An allied problem is that of re-enexgizing secondary network
systems. Secondary network systems are complex clrcuit arrangements
used 1o serve the business districts of large cities wiith a very
high Jdegree of reliabllity. The system consiats of a number of

primary feeders that each supply a series of iranzformers.




The secordaries of the transformers on all of the feeders are
interconnected by a grid of secondary cables. This arrangement is
shown in Fig. ?.16

The secondary network system has proven to be a problem on
re-start after black outs. If the discomnection and reconnection is
done at the individual transformers, it is clear that the first
transforme; that is closed, tries to plek up all of the load., Even
if the system is re-energized by connecting all the transformers to
2 given primary feeder and then closing in that feeder, the current
drawn by the load throngh the cone feeder could cause overloads and
trip outs. Ideally, one would llke to close in all of the transformers
and then simulianeously energize all of the feeders. Thiz requires a
great deal of time consuming switching and communications from
various locations in the fleld but it caﬁ be done,

These effects are important but are not as important as the
loss of generation due to overspeed protection, The manner 1n which
this problem could be avcided by reduecing genexaticn prior to load
shedding, wWas reviewed in Chepter II.

C. Impact of the Proposed Actions on the Population

The loss of electrical service to a large area of the country
will have profound effects on the nation's pepulation, This was
brought out durlng the large scale black outs in the Northeast in
1965 and 1n New York in 1977. The list of prcblems created by a
olackout is very long and includes such ltems as people trapped in
elevators, loss of troffic signals, loss of power for subways,

elevated trains and electrifled reilways. Cther probiems are loss
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of power for lndustry and space conditioming, light for normal daily
life, electrical power for foed preparation and storage, etc,
Because the proposed outage will have a duration of only a few
hours, the méjor problems would be those related to transportation
and the abllity to move the pepulatlon to relailve safety within
the agsumed warning perlods. This would present a clear conflict
between protecting the power system and protecting lives.. Thus,
it is assumed that the proposed éwitching actions would be lmplemented
ordy after orisls relocatlion has been implemented,

The above problem ls not an easy one to address in a nation
that values human life above material property. Certalnly, one
could rationalize that the preservation of the nation's electric
puwar sysiews would be oue of the vital factors in the nation's
ability tc recover from an attack.
D. Ablliiy to Depend on Utility Personnel to Perform Mapual Switching

Bacauze the percentage of distrlibution substations equipped with
supervisoryncontrcl equipment 1s net large, there will be a sirong
dependence on utiliiy persounel to perform manual switehing. The
possibllity that these persc mel will not psrform these tasks
during the threat of a nuclear attack must be considered a possibility.
Certainly, one could try to extrapolate the performance of utility
persennel during large-scale natural disasters to the pre-attack
period.
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The prohlems with extrapolating the behavior of utility person-
nel during natural disasters to a nuclear attack are many-fold.
Some of the differences are as follows!
1. People have a better understanding of the effects of floods,
hurricanes, tornadoes, etc. than they do of miclear warfare.
2. The geographiecsal area coversd by the destruction of preperty and
the losg of llves are both more limited in natural disastexs.
3. The uilllty personnel are generally asked to perform repair
functions after a natural disaster as opposed to reacting during
an alert perlod.
4, The utility personnel generally are aware that thelr famllies
are "safe" afier a natural disaster,
These items will now be discussed individually,

Natural dlsasters occur with a frequency such that many utility
personnsl have seen the effects of nmatural disasters that are common
to thelr geographical area. Thus, the fear of the unknown is not a

large factor. Few laymen realize the limited area coverage of the

heat and overpressure from a nuclear detonation. Thus, even personnel

that are in non-target azreas may be very concerned with their own
and/or their families' safety.

The geographlical coverage of natural disasters is generally
quite limited. Thus, there is a feeling that outside help will be
fortheomlng. This offers hope and engouragement to those involved
in the disaster. Whether it is Justifled or not, it is likely that
personnel will feel that damage from a nuclear attack will be

universal., Thus, a feeling of hopelessness may prevail before an

attack.
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Generally, utllity perscmnel are acked to perform repalrs
after a natural dlsaster, rather than durlng an ajert period. This
is distincily different from the proposed weilions during the alert
perlod. After a flood, tornade, etc., the direcst danger from the
threat 1s over and people are more likely to leave shelier and perform
thelr jobs. The personnel being dispatched to manually switch
substations may be very hesitant about leaving shelter prior to an
attack. Poor understanding of the targets, area coverage of blast
effects, number of expected weapons, etc. will contribute to this
hesitancy,

The pe'nt that was emphasized the most by utility personnel when
discussing the reactlons of thelr line crews, dispatchers, etc.,
during a disaster, wag the knowledge that the families of the per-
sonnel were safe, Once the rep@ir crews know that their famllies
are safe they would generally work around the clock to get the system
back in service. This could be a problem with regard to dispaiching
personnel to perform manual switching. Their ability to perform
effectlvely might be contingent on their confidence that their families
were not threatened by the attack.

In splte of these problems, the utility officials who were
Informally questioned felt that they could depend on their employees
to continue to act effectively during a pre~attack period. This is
really not an engineering problem. Perhaps it should be explored by
¢ psychologlist. However, the answers to some of these questions do
have an important lmpact on the ability to protect vulnerable equip-

ment via the proposed remote and manual switching operations,

u7

TR S [



o sy v

IV, TIMPACT (F NEW ARRESTER DESIGNS

A, Turn-up of Arrester Characteristics fox Fagt Rise Time Pulses

Perhaps some justification 1s needed for.indicating that EMP
constitutes a threat to electric utlility power systems. The electric
power system is protected from lightning and the EMP produces a ;
lightning-1ike disturbance on the power system, The primary means .
of protecting an electric power system from lightning are the use of
static or shleld wires And the application of lightning or surge
arresters. Nelther of these means of protection are completely
effective in protecting the system from the effects of EMP,

. The use of shield wires to intercept lightning strokes and to
Ivert the cwrrent to ground is not effective for EMP-induced voltage
stresses. The phenomena are entirely different and the effect of the
shield wire is totally different in each case. 1In the case of light-
ning, the shield wire by virtue of its greater helght above ground
provides a more attractlve target for the lightning strcke than the
phase conductors which are located at a lesser héight. This is not
a deterministic phenomenon but one can calculate the areas where
lightning is more likely to hit the shield wire, phase conductor or
ground. This is iilustrated in Fig. 8 where the length 2% 1s the
width of the swath where strokes have groatest probabllity of
strliing the shleld wire, and X -x Ls the widta of the swath on each
side of the line where strokes to the phase conductor are most
probable. In the regicn beyond x' from the centeriine of the lower,

the strokes would most probably be directly to the earth. If the
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stroke is to earth, the phase conductor will not normaliy be threatened.
If the stroke 1s fo the phase conductor, the shielding haas failed

and a flashover occurs to ground except for very low current surges

on extra-high voltage lines. If_the strcke is to the shield wire,
ceitain voltages appear acroas the phase to ground insulation which
depend primarily on the tower footlng resistance. Suffice it to say
that only very high current surges to the shield wire cause a flash-
over and the line to trip out.

O the other hand, when EMP induces voliages on a transmlssion
line of the same deslgn, the shield wire does not protect the phase
conductors in the same wa&. The induced voltage 1s essentially a
common mode effect; all conductors whether phase or shield have the
same lnduced voltage. The only shielding preduced by the shield
wire to the EMP 1s the result of current flow in the multi-grounded
neutral, This current flow produces a compcnent of voltage in the
phase conductors of opposite polarlity to the direct EMP induced
voltage, through electromagnetic coupling, The net effect of this
phenomena 1s to reduce the veltage on the phase conductor by about
20%. This is in conirast to the lightning case where the protectlion
1s essentially complete,

As seen above, lighining surges that are not sufficiently high
to cause {lashover of line insulatlion can de present on the phase
conductors, elther due to direct strokes of low current magnitude or
due to induced effects of strckes to the static wire or to esarth.
When these surges enter subsiations the protection of equipment in

the substation is accemplighed by the proper application of surge




arresters, This is relatively easy to accomplish because the
characterlstics of both the lightning arresters and the vulnerable
insulation are well known for lightning-type surges (1.2x50;u s
surges}, The major dlfference beiween the lightning-type surges
tmnsmitted Lnto the substation aﬁd the surges from EMF is the
relatlive rise times. The standard lightning pulse has a rise
time of 1.2)4 s, The standard EMP-induced waveform has a rise time
of 10 nanosgeconas, The behavior of lightnlng aryxesters for these
two types of surges is markedly different.

Marable, Barnes and Nelsons presented some interesting test
reswlts for the breakdown and discharge voltages for a 9%V and g

15kV lightning arrester. Figs. 9 and 10 reproduce figures from

their repor+. Fig, 9 a and b, respectively, show the breakdown and
discharge voltages for a 15kV Kearney arrester. Flg. 10 shows the
breakdown voltage for a 9kV arrester, The significant features of
these curves is the turn up of the breakdown voltage for fast rise
time pulses, Becauge the insulatlon breakdown veltage does not
increase as fast as the breakdown voltage of the lightning arrester,
the system Insulation is not adequately protected. This has been
verified in tests performed by Emberson, 17

The breakdown veltages for arresters are presented in Table IX.
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TABLE IX
Arrealer Breakdovwn and Discharge Voltages Versus Pulse Rate of Rise

Arrester Ratlig Pulze Rate of Rige Breakdown Discharge

kV/nsec Voltage kV  Voltage kv
15 kv 0.28 66 40
0.38 75 50
2 75 50
2.33 8o 55
9 kv 2.5 100
120-volts 5 7

It is important that one compare these results to values for light-
ning-type surges, For slowly rising EMP surges with a pulse rate of
rise of 2k¥/ns, the sparkover voltage is about twice that due to

lightning, Based on an extrapolation for a pulse rate of rise of

20 kV/ns the sparkover voltage could be as much as ten times that due

to lightning.

The primary cause for the turn up of lightning arrester spark-
over or breakdown voltage ls ihe presence of an alr gap in the
cenventlonal lightning arrester design. This gap prevents the flow
of current for normal power system voltages. Only when the toiazl
voltage across this gap inereases encugh to cause the gap to flash-
over deoes the arrester beglin to conduct., Thus, tie sparkover of the
lightning arTecter has many of the characteristics of an ordinary

alr gap.
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Alston presents a set of interesting curves in Reference 1J
which explain, to a great extent, the reason that lightning arresters
that have a serles air gap will not protect various items of the
pover system for very fast rise time pulses. Flg, 11 reproduces
these curves. ﬁotice that the upturn for the rod gap crosses over
the curve for the transformer insulation for short periods of time,
T alr gap of the lighining arrester could give it a sparkover
charncteristic similar to the rod gap so that it would not be able to
protect the transformer for fast rise time waveforms.

New arrester designs, descrlibed below have the capability of
cvercoming this problem at least in part.

B. Comparison of Conventlonul and New Lighining Arrester Character-

1sties,

Conventlonal lightning arrester characteristics used on tians-
mission and distributlen systems fall into two categories: expulsion
'type and valve type. Expulsion-type arresters are primarily a tubs
wilth a material ccating on the inside that is consumed by the are
when the arrester sparks over. As the material 1s removed by geses
expelled, the arc 1ls cooled and stretched so that the power follow
current can be lnterrupted. ©On the other hand, valve-type arresters
consist of an alr gap in serles with a block of semi-conducting
material. The alr gap prevents conductilon at noxmal power frequency
voltaées. The block of semiconductor is normally made of silicon
carvide and it is vital to the int.rruption of power follow current.
A valve type arresier made of silicon carbide withcout a series aixr

gap would have problems with thermal runaway. That i1s, the current

55

2 ekl 1 i i



e T ks Mk 3 Lt bt Lt 1ok b il s

VOLTAGE

SURGE

Figure 11 IMPULSE CHARACTERISTICS

N . A - i, it Sinssardbablil




flow caused by the power frequency veoltage would cause heating of
the semiconducting block which would lower the resistance, causing
more current flow and heating, etc,

The latest breakthrough in lightning arrester design is a
valve-type of airester without an air gap thac uses a dlfferent
semlconducting material, zinc oxdde. Thls semiconducting material
has properties that allow it to avolid the thermal runawsy problem
described above. H’alsh19 descrlibes research being carried out to
develop this arrester in the United States. Flg. 12 from this paper
shows the discharge volizge versus time to crest for a block of
zine oxlde material, a block of silicon carbide and a conventional
silicon carbide arrester. Clearly, the ZnQ block is inherently
superlor to the SiC block for fast xise time waves. When the 8iC
block is comblned with an alr gap to form an arrester, the performance
for short time pulses is degraded substantially. Notlce that this
curve is only extended down to 0.1)1 s. At 10 ns rise time the
antlcipated difference in discharge voltage between the Zn0
arrester and the SiC arrester is much greater.

Obviousaly, the Zn0 arrester would be far superior to the
conventional SiC design wlth its serles alr gap for protecting
equipment from EMP-induced veltzges, While thls arrester deslgn
seems to be in the research stage 1n the United States, a paper by
Kobayasgitd. ét al,20 indicates that Zn arresiers rated 42 to 140 KV
have been installed con actual power systems of several electric power

companles in Japan for about 2 years. This would indicate that the

use of the newer arresters may not be farx from reality.
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In order to assess the impact of thege new arresters on EMP
vulnerability one should examine the manner in which they wlll be
integrated into exlisting and new power systems. It is highly unlikely
that the advantages of the Zn0 arresters over the S5iC arresters wiil
be sufficiently great for lightning or switching surges to justify a
program of replacement of units in the field. It is more likely that
the newer design will be used initlally in applications wherws an
expersive byt vulnerable plece of eghipment is involved. In time,
as the new arrester design proves lis worth 1n the field, a greatex
percentage of new installations will be of the Zn0 type. Bventually,
ZnO arresters may become the industry standard and as conventional
" arresters in the field are retired they will be replaced by %Zn0
srresters. Thls process may take a couple of decades bui is
characteristic of the cautious approach the electrie utility industiy
uses in adopting new technology and their reluctance io scraﬁ
ocutdated but useable units in the field.

Based on the above discussion it would appesr that ir the long
Tun, these new arresiecrs could have a very positive impact on the
ability of the nation's power systems to wlthstand the effects of
EMP-induced voltages. However, 1t will be several yetars before

enough of the new arvesters are in the fleld 1o have i sigalficant

effect.
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V. GCONCLUSIONS AND RECOMMENDATIONS

The basie reason this study has been conducted was to explore
the feasibllity of clectric power system operators lsolating circult
breakers and transformers from transmlission lines through remote switch-
ing by supervisory contrcl panels, and manual swliching at the sub-
stations in order to avoid power fallures caused by EMP, In the
process of cenducting the study it was found necessary to assess the
impact of the proposed switching actlons on the power system, the
degree to which utllity personrnel could be depended upon duxing a
erisis and the effects of new lightning arreste; designs on EMP
protection, All of these primary and secondary tasks were performed.
A, Conclusions

The major quantitative conclusion drawn frem the data collected
was that about 50% of the distribution substations in the nation
could be swliched within a 45 minute warning peried. The corresponding
percentages for 30 and 15 minute waming pericds are Y4,7% and 26, 5%,
regpectively. For a warning pericd shorter than 15 minutes, only
substations wich supervisory control could be swliched. This is omly
11.8% of the distribution substatlons The perceniage of substatlions
would appear to be significant for all but the two shortegt warning
periods, Data from the literature would indlcate that the percentiage
of distribution substatlions with supervisory control will grow
significantly in the coming years (19.2% by 1982 according to
Reference 13)., Reference 21 predicts a €% annual growth of installed

capaclity of supervisory contirol equipment.
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The impact on the electric power system of the proposed actions
Hould be acceptable 1f the cut backs in system generation were to
precede the shedding of load, such that problems wilth overspeed
relays were avolded. Because the percentage of substations that could
be switched is only about 50%, thé problems anticipatec with contrelling
large units when they are operated at auxiliary level will not
materialize,

Because the'system cannot be totally Adlsconmnected even with a
45 mlnute warning, pexhaps it is premature to talk about the priority‘
of preserving the system or equipment versus continuity of service.
However, it is clear that the ultimate goal is to be able to re-

establish the production of electric power after the attack. Thus, if

continnity of service must be soerificed in the chort run te achleve
thig long term goal, this is the obvious choice, This alsc means that
one should censider the possibility of breaking the transmission grid
prior to an attack. A declsion on this item is beyond the scope

of this study.

The impact of the proposed actlons on the general population
were reviewed in an extremely superficial manner, This iz an area
that requlres much greater research effort than could be devoted to
it in this study. However, it 1s safe to say that the important
functions that would be Interrupted by a partial blackout are

traffic control, transportation systems, lighting and communlcations.

Thus, it is clear that the proposed switching actlons would not be

implemented until after crisis relocatlion was complete,




The extent t0 which cong could depend on utillty persounel to
perform the prouposed actions during a nuclear attack, was explored
in the utility interviews. PBasically, utility executives had great
confidence in‘their line crews, etc. bazed on experlences wWilth
natural disasters. Important differences exist between natural
disasters and a nuclear attack, which may malke extrapolations of this
nature inaccurate,

New lightning arrester designs using zine oxlde semiconductors
without alr gaps lead to characteristics that are far superiox to
existing arrester characteristics for EMP-type surges. However, the
. likelihood is that it will be many years before arresters of this
design represent a sigrnificant percentage of the arresters in the
fie1d, aven though arresters of this design are btelng field tested in
Japan. Perhaps federal ald could speed this change over to arresters
with better EMP characteristics.

B. Recommendations

As is the case with many studies of this nature, several areas
were revealed that required further study. An important and difficult
question 1s the extent to which one could depend on digpatched
personnel to perform switching during a warning of an impending nuclear
attack.

A key question that also needs to be answared is the vehicle
by which the warning will be transmitted to the ut lities. It was
emphasized by several uillity personnel that the propused actions
were radlical and vere only acceptable as a once-in-a~lifetinme measurs,

They sald that operating perscnnel would hesitate to take these
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actlons until the_message to switch vulnerable eculpment off line had
been confirmed. Thils could cut inte the potentlal warning period
conslderably.

Clearly, a tremendous pre-planning effort ls required before the
proposed switching actions could be implemented by the electric power
industry. Communications problems, studies of system reactions due
to the switching, the advisability of maintaining tie llines, and other

problems need to be studied in detall,
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AFPPENDIX A

SELECTED ANNOUTATED BIRPLIOGRAPHY

The followlng annotated dbibliography contains articles that
will provide the interested utility engineer wilth a background on
EMP that will allow him to factor EMP effects into planning and

design.

Air Force Weapons laboratory & CE-TEMPO/DASIAC, Joint EMP Technical
Meeting (NEM 1973): Proceedings, ¢ Vols., GE-TEMPO Field Office,
Albuguerque, June 6,1975. The six velumes of this report contain
complete texts of all unclassifled papers presented at the 1%73

Joint EMP Techrnlcal Meetling whilch were avallable at time of publication
(October 1974}, Other presented papers appear only as abstracts.

Allan, J. E., 4 100-ka Direct Drive EMP Pulser, lLawrence Livermore
laveratory, Livermore, CA, July 1975. This note describes an EMP
pulser which was successfully used to pulse Mrnuteman silo covers,
Tha c\hamn+nmist-‘ﬁe ef the_ P\\'I ser along wri+h A discuen-‘cn Af 44+ e
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features and operation are presented.

Babb, David D. & Joe P. Martinez, Electromagnetic Pulse Analysls of
Small Pousr Systems, Dikewood Industries, Inc., Albuquerque, March
1976. A rTural electrical cooperative system is analyzed for EMP
vulnerabllity. The coupling to a particular substation wlthin the
svstem 1ls determined by considexing the power distribution lines as
antennas which vick up the incident EMP and treats the substation as
a load. The most vulperatle compenents within the substation axe
determined and the energy levels nesessary for failure are calculated.

Bailrd, James K., & Nicholas J. Frigo, Effecls of Slectromagnelic
Pulse (EMP) on the Supervisory Control Fauipment of a Fower Sysiem,
Final Report, (ank Ridge National Laboratory, Gak Ridge, TN, October
1973. This study assesses the damage caused by EMP to relays and
other equipment forming the supervisory contrel circuits of a

pover system, Countermeasures are proposed to limit domage and
prevent false operatlon of supervisory control circuits,

Barnes, P. R. & J, H. Marable, Transient Response of Nuclear Power
Plant Cables to Hizh-altitude Nuclear Electromagnetic Pulse (EMP),
(ek Rldge National ILaboratory, Cak Ridge, TN, ¥ay 1976. This
report has been prepared to give examples of the surge cugrents and
voltages induced in idealized nuclear power plant cirouits by the
electromagnevic pulse from high-altitude nuclear detonations.
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It is hoped that tials information will be useful to designers and
englneexs concerned with nuclear safety.

Baum, S. J., et al., Biological Messurements in Rodents Sxposed
Continuously Throughout the! s Adult Life io Pulsed Electromagnetic
Frdiation, Armed Forces Radiobiology Research Institute, Bethesda, MD,
April 1375, This report deals with rodents which were subjected
continuously to EMP radiaticn for nearly all thelr adult life. HNone
of the biomedical parameters measured lndicated a slgnificant
dlfference between irradlated and non-lrradiated ratsz, hesults
obtalned clearly indicate that EMF radiation presented no biologlcal
hazards t¢ rodents.

Rell Telephone laboratories, Incorporated, IMP Eneineering and Design
Principles, Techaical Publicatlon Departmeni, Whippany, NJ, 1975.
This publication is primarily z handbock, with emphasis on guidelines
and reference intormation for help in 1.Jentifying and solving various
parts »f the EMP problem. An altermpt was made to sift through much
literature and sclect and organize that infermation most useful to
the Bell System. However, many of these topic areas will be of
general concern to englineers working in EMP.

Bevensee, R. M., Fd., Eleciromagnetic Computer Code Newsletter of

the Klectromagnetics ane Systems Resesreh Groups, Lawrence livermore
Isvoratory, Livermore, CA. Vol 3, No. 1, April 19%6 and Vol. 4, No. i,
Januaxy 1577. The purpose ol this series of Newsletters is to
descrive conputer cedes that can be used for solving radiation and
propagation protlems, primarily electromagnetic in nature. It is
intended to ald FMP researchers by communicating the activitles of
other researchers in the ares of EMP nrmerical analysis.

Bridges, J. E, & J. VWever, EMP Threat and Countermeasures for Civil
Defense Svstems - Tasgk Opne, IXT Research Institute, Chicago,
MNovember 1968. A brief introductory discussion of the nuclear
electroragnecic pulse {EMP) and its effects on electrical/electronic
equipment is presented, with lists of precautionary measures which
may be taken prior to, duri- ~nd followlns g nuclear attack.

Capablilijes in Nuclear Weapons Effects Research, Environment
Simulation, and Vulnerabillty Assessment, Physics Intermational
Uompany. San Ieandro, CA, September 197%. This document describes
Phrsics Tnternational Company's activities 1n nuclear-weapon-effacts
researcya, and some nf the personnel +that are concerned with this
research,

farlile, Foonrt N., Experimentar Validation of Transient Plasma
Effecis Used in Hish A:titude Electromagnetic Pulse Calculations,

University of Arizonra, Tucson, June 1976, The work discussed in
this report concerns ithe pidpagatlon of an electromagnetic pulse
through the nigh aliitude LEMP source region. The objective of this
work has been to obtain experimental data on the non-linear
abgorption of an EMP by conduction currents within the hizh altitude




EMP sourcr region that cculd be compared with theorstical pre-
dictiors. This work directly supports the Minuteman, AWACS, B-1,
and €3 prograns.

Carron, Nezal J., Characteristic Steady-State Fleciyron Emission
Properties for Parametric Blackbody X-Ray Spectra on Several

Materials, Mission Research Corporation, Santa Bartara, Februarzy 1976.
Collected together Iln this paper are certain photo-electric efficlencies,
electron energy spectra, electiron boundary layer plasma Debye

lengths, <lectzon number denslties, elecixic filelds, and plasma
frequencles prevalling in steady state when blackbody photon sources

are incident on Aluminum, Cold, and Silicon IMoxide. The figures
presented zllow quick estimates of many boundary layer properties.

------ % Conrad L. Longmire, On_the Structure of the Steady State
Space-Charge-Iimited Boundary layer in One Dimension, Misslon
Research Corporatlon, Santa Bartara, November 1975, This report is
the fi~st in a series of reports t¢ appear on analytic studles of
general SCEMP phenomenaz. They are intended te¢ investigate the
physical phenomena involved in the generaiion of skin currents,
surface ¢charge densities, and eiectromagnetic fields, and in coupling
mechanisms to internal circultry.

Chadsey, William L., et al., Source Region EMP Calculations - Final
Report, Harry Diamond laboratories, Adelphi, MD, June 1975. This
final report presents the resulis of a theoretlcal study in suppoct
of the Harry Diamond Labs BMP zource region coupling experimental

Program.

Cheng, David K. & C. A, Chen, On Transient Electromagnetic Exeltation
of a Rectangular Cavity through an Aperture, D'kewood Corperwntion,
Allbugquerqua, June 1976. The report contains the details of the
theoretical formulation and the procedure of solutlon for the problem
concerning transient elsctromagnetic excitation of a rectangular
cavity through an aperture.

Qlark, Don, EMP Protectlve Systems, Lawrence Livermore Laboratoery,

Livermore, CA, {n¢ date). Thig Techndcel Report presents a deseripi-

LR - i i AL

ion ¢f representative problems and selutiens providing proteation
against a nuclear electromagnetic pulse.

Clark, O. Melville, EMP Transient Suppression, Lawrence Livermore
laboratory, Livermore, CA, August 1974,

------- & Rchard D, Wirters, Feasibility Study for EMP Terminal

Protection, Repert No. TFD 003, Harzry Diamond Laboratories, Washington
D.C. March 1973.




Dabkowski, J. & J, B, Bridges, Fower Systems Study - Final Report,

IIT Research Institute, Chicago, June 1975. The objective of the
study was to consider the EMF effects on a regional electric power
system and to provide a set of recommendatlions to enable jpower

gystems to reduce thely suscepiibility to EMF. The material presented
is primarlly derlved from consultation with utility company engineers
and facllity inspections.

[ahnke, John E., Conslderatlons and Technicues in Allotment of EMP
Protection Requirements to Subsystem End Items in Well-Shielded
Cround-Based Sysiems, Lawrence Livermore laboratory, Livermore,CA,
{ro datejj__The intent of this note 1s to provide a general outline
of the considerations aund tasks invelved in allotting or apporitioning
EMP protection throughout a sysiem. A general objective is thus to
translate exterior EMP and radiation environment intoe specific EMP
requirements at appropriate electronic end items.

Deirild, S. & W, E. Scharfman, Study of EMP Testing of Satellites,
Stanford Research Institute, Menlo Park, September 1974, A satellite
is to be tested with a dlspersed EMF pulse at the AKES facllity.

The satellite dispersed EMP environment has sigrificant energy in the
spectrum from 15 MHz to 300 MHz. This study investlgates the fleld
distortion on the plane-wave component of the dlsnersed EMP pro-
pagated within the ARES facllity.

Dalich, 5. J., et al.,, Anzlysis of Close-In Coupling Effects,
Sclence "Applications, Inc., Alobuquerque, June 1976. This report
presents results of theoretlical lnvestigations directed at finding
improved techniques for predicting EMP coupling levels in the
cloge-in EMF environment,

Defense Clvil Preparedness Agency, EMP _and Electric Fower Systems,
U.5. Government Printing Office, Washington, D.C., 1973, This
Technical PReport describes the nuclear EMP effect on a2 pover system,
This information is primarily for elecirical engineers associated
with the power industry and it is presented to alexrt them to the
problems caused by EMP.

Delmer, Thomas N., et at., SGEMP Phenomenclosy and Computer Code
Devalopment, Intelcom Rad Tech, Sar Diego, November 11, 1974. Two
new computer codes have been developed for use in system-generated
EMF and lnternal EMP problems.

DHA EMP Awareness Course: Notes, IIT Research Institute, Chicago,

Auvgust 1971. This course is desligned to alert management and
technical perscinel to the need for EMP protection and to the hard-
ening technlgues which can be applied. The bulk of the course
material is aime¢ toward those individuals who may have a cirect
respongibility for EMP hardening of a sys.em.
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Flectromagnetic Pulse Proklems in Civilian Power and Communications,
Summary of a Seminar hs t Qak Rldge Natlonal Laboratoery, August
19-21, 1969, Sponsored 1y clhie Atomle Energy Commisslon and the Office
of Clvll Defense.

Emberson, W, C., Electromagnetic Pulse (EMP) Hardware - Flnal Report, ) K
IIT Research Instituts, Chicage, January 1973. This report preseats :
the results of a study to determine the applicabillity and effective-
nesa of commercially availlable EMP protectlve devices for the
hardening of typleal C1vil Defense Comminication Systems against

the EMP resulting from ar exo-aimoapheric nuclear burst,

------ & E, Emerle, EMP Susceptibilliy Tests, IIT Research Instltute,

Chicago, April 1972, The main objectives of this program were to =
experlmentally characterize a power distribution transformer and to "
determine the breakdown characteristics of selected insulation n
material,

Experimental Study of the Nonlinear Propagatlon of an F¥leciromagnetic
Pulse through the Ionesphere, University of Arlzona, Tucson, July
1976, This report is concerned with tne experimental investigation
of EMP propagatlon through the ID~reglon of the lonosphere., The

Alr Porce Weapons lab has devsloped a theory which predlets that
whern an EMP propagates through the D-region of the ionesphere,
considerable energy can be absorbed from this pulse, thus reduclng
its potential threat.

Faraudo, B, D. & L. C. Martlin, Revlew ¢f Facviors for Apvlication in
Component Damage Analysls, lawrence Livermore Laboratory, Livermere,
CA, Seotember 1976, This Not: is ‘ntended to provide a brief
raview of some of the factois which are pertinent to components
when performing an analytlical asseasment or estimate of damage
effects from EMP at the component level.

------ , Swumary Note on Report TR-61-B: EMP Protective Systems
by the Defense Clvll Preparedness Agency. lLawrence Livermore
laboratory, Livermove, CA, January 1577. This TEM is a summary
note, intended to acquaint the protection engineer with avallable
decumentation that may be hizhly welevant to ihe solutiep orf his
provlems, 10 swumarize the infermation centalned herein, and te
specify souries from wiich documents may be cbtailned,

------- , Summary Note on Report TR-61-C: EMP Protectlion for AM Radlo
Broedcast Stations by the Defense Clvil Preoparedness Agency, Lawrence
Livermors Laboratory, Liveimore, CA, January 1977. Th? EMP threat is
described in the report, .-l compared/contrasted in some detall to
the lightning threat. +Tiiy direct strike voltage cnd current

levels of llghtming and %fe maximum induced levels frem EMP may both
be very high, the spectra a-e sufficlently diffsront that a system
rrotected from lightning ri bt suffer EMP damage due to the higher
frequency energy content of EMF.
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Fishblne, B. H., et al., Jelf-Consistency and Radiation Enhanced
Ground Conductivity in the Surface Burst Cede 3CX, Science
Applications Coxperation, La Jolla, CA, November 1975. A description
of the numerical techniques used to include the self-consistent
effect in the twe-dimensional ground burst EMP code, SCX, is given.
The effect of this phenomenon on the flelds predicted by SCX is
discussed and illustrated.

Flsher, R. J, & R. L, Hartmen, Data Reduction and Analysis -
Experimertal YGMP/SGEMP Electron Beam Study, First Interim Report:
40 KEV Beam bfnerpy, Kaman Sciences Corp., Colorado Springs, December
1975, This report is Kaman Sciences' first formal interim repoxt
which presents reduced data from the series of internal electro-
magnetic pulse simulation experiments carxied ocut by the Ballistic
Missile Defense System Command, early in 1974, and it alse presents
reduced time history and tabular data on selected pressures for the
neminal 40 KEV mean-enersy injacted heam,

Gould, Kenneth E,, The High-Altitude Nuclear Weapon Electreomagnetic
Pulse {(EIP) - An Introduction for Managers of Federal Telecommunica-
tions Systems, GE-TEMPQ/DASIAC, Banta Barbara, June 1974, 1This
technleal note provides 2 management introductlon to the complex
subject of high-altitude nuclear EMP as it pertains t¢ Federal
telecommunications systens.

Graham, ¥, R, & J. B, Houston, Transient Upset Toleration as an EMP
Hardening Technique, R & D Assoclates, Santa Monica, August 5,1974.
In thls paper, the characteristlcs of the developed techniques for
tolerating translent upset are descrilt:d, various overall system
design appioaches are dlscussed, and tie relatlon of specific upset
toleration techniques to the system deslgn approaches are illustrsted.

Graves, B. D., et at., Electromagnetlc Fleld Penetmtion through
Apertures, Dlkewood Corporatier, Albuguerjue, July 1975. A numerical
method is presentied for determining the electromagnetic field
diffracted hy an aperture in an infinite conducting plate.

Gray, Robert F., Nuclear Flactromagnetic Pulse Simulation by Point
Source Indection Technjsues for Shielded and Unshielded Penetrations,
Harry Diamond Laboratories, Adelphi, MD, December 1975. The overall
objective of the program reposted hereln is to develop current injention
technology for threat and lower-level system EMF assessment.

Halsey, N., et al., Nou-Metallic Antennu-Suppori Materials Pult.uded
Hods for Antenra Cuys, Catenaries and Communications Structures,

National Bureau of Standards, Waghington, D.C., May 1976. Both
E-glass and Kevlar 49 (avramid) fibers were used to reinforce an
izophthalic polyester resin. These materials were used, in twn, to
form pultruded ant2ma rod hzrdware for structural tests.




Hampel, D. & K, J. Prost, Nuclear Rasdiation Tests of EMP Hardened
CMOS Clrcuits - Final Report, RCA Advanced Communications lat,
Harry Diamond labs, Washington, D.C., January 1975, This report
presents the results of nuclear radiation tests on the EMP hardenel
GMOS circuits. The clrcults developed for improved transient surge
pretection on inputs and cutputs of CMOS gates were evaluated under
a varlety of translent and steady staie nuclear radiation envliron-
ments. )

Hart, Willlam C. & Danlel F. Higgins, A Guide to the Use of Srark
Gaps for Flectromagnetic Pulse (8MP} Protection, Joslyn Elecironic
Systems, Santa Barbara, 1973.

Hays, J. B., "Protecting Commurdcation Systems from EMP Effects of
Nuclear Explosions,™ IEEE Speetrum, May 1964, pp. 115-124,
Electromagnetic pulses created by nuclear blasts propagets electric
and magnetic fields that can damage today's complex £~d sensitive
aloctronle squipment. The suggested protective measuces draw
heavily on llghtning protection experience.

Hencen, Arne A., Program HASP: Hecent Improvements ahd Studies,
Sclence Applicatiens, Ine., Albuguerque, June 1976, HASP is a high
altltude EMP source code developed for the Air Force Weapons lab.
Several improvements made in HASP and the resulis of assoclated
investigations are reported hexe.

Higazlns, Daniel F. & Conrad L. Longmire, High'y Spece Charge Iimited
SCEMP Calculations, Mission Research Corporat.on, Santa Barbara,

June 1975. Thils repoir” reviews and compares several calculatlonsld
methods for studylng *‘he space-charge-limited SGEMP problem,

Included are 2arly-iime approximations, steady-state calenlatlons, and
finite difference technigues.

------ y A Simple Model for Estimating SGEMP Ropiacement Currents and
Evaluating SGEMP Simulation Difflculties, Visslon Research Corporation,
Santa Barbara, February 1976. This report describes a sinmgle method
for roughly sstimating SCGEMF replacement currents, given the electron
&ilssion current, The model is then used to calculate replacement
current. distribtutions when only a dlscrete numbsr of drive locatlons
are used to simulate excitatlon of an entire surface.

Huebel, J. G. & G, K. Wyers, Tables of Confldence Bounds for Fallure

Probabilities, Lawrence [ivermore lLaboratory, Idvermere, Ca, June 1976,
This note addresses the problem of determining populatien railure

level bounds from sample failuse levels and hov confidence is influenced
by sample slze.




Jones, Christophex W., Llose-TIn, Low-Altitude, Self-Consistent Pulse,
The Dikewood Corporation, Albuguerque, June 1976, CLASP is a
computer code which calculates the close-in field from a low-altitude
nuclear burst in one spatial dimension and retarded iime.

—===== & D, A, Ried, Time-Dependent Self-Consistent Numerical

Treatment of Conduction Currents at High Altitudes for EMF Calculations,
Seience Applications, Inc., Albuquecgue, April 1976. A numerical
treatment of ithe conduction currents for high-altiiude EMP source
problems has been outlined. The method includes electiron impact
ionization, scattering,and self-consistent effects due to the EMP
fields. The current status of the resulting codes Lls also discussed.

Katz, I., et al., Particle Simulation Techniques for SGEMP, Science
and Software, Ia Jolla, GA, April 1975. Particle sinulation
techniques for SGEMP ale discussed. A variety of techniques fox
treating these problems 1s presented and examples are used to Ylus-
trate the advantages of each method,

Kerr, James W. & Jack E, Bridges, Electromagnetic Pulse and Civil
Preparedness: An Oveview, Defense Clvil Fruparedness Agency,
Washington, D.C., May 21,1975. Summary of a semlnar held at IIT
Researcn Institute, Chicage. This report is expected to be the
nermative EMP pragram document for .8, civil preparednsess for the
forseesble future,

Klebexrs, Janis, Elgctromagnetic Pulse Coupling with Loscless

M ticonducror Transmlssion Lines, Harry Diamend labs, Adelphi, MD,
June 1975. This report presents numerical and experlmental resuits
on EMP coupling witn unshielded, lossless multiconductex transmission
lines. A semi-emplrical approach was developed combining tasic
transnission line thecry with experimental and digltal computer
technigues that can be applied te relatively complex geometrlcs.

Enight, R, L. & C, W. Jones, Closs=-In Eleciromagnetic Pulse Envircnment
Calculations, Ccience Appllca*ions, Ine., Albuguerque, June 1976.

This report documents a study using the cone~dimensional field ccde,
CLASF, with a perfectly courducting boundary at the ground plane and
the electren emissicn code POEM, to access the lmportance of the
effects of electron emlssion and self-censistency in close-in

coupling calculations,

Tasitter, H. A. & D. B, Clark, Nuclear Electromagnetlc Pulse Effects
Lesign Yarameters fer Proberti*e Shelters, Naval Civil Engineering
Laburatora, " Port Hueneme, GA, June 1968, The conatruction of new
facilities requiring NEMP prntection will require thati designers
innorporate as many protective measures as dictated by the expuctad
threat levels., The definition of protective measures., devices, and
technigues to¢ achieve optimum use of these measures in existing
structures 1is the alm of this technical pote,
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Latoxre, V. R., An EME Protection Procedure for Electrical /Flectronic
Systems, Lawrence Livermore laboratory, Ldvermore, CA, 1977. Thils
noie presents a procedure for the protectlon engineer to follow dn
assessing a system with respect to its susceptibility to EMP, and in
determining whether the system requires protection,

------ & L, R. Spogen, Ingxedlents of an FMP Proteciion Engineering
Methodology, lawrence Livermore laboratory, ldvermore, CA, 1977.
This note provides the basic definitions and descriptions of those
ingredients essentlal to the implemantatlon of a fundamental
methodology of EMP protecilon englneering.

------ » Review Summaries of PEM Notes Published Through October 1975,
Lawrence Livermore Laberatory, Idvermckxe, CA, October 1975, This
Protectlon Englneering and Management Note presents brief summaries
of all the PEM notes published to date.

------- , Beview Summaries of PEM Hotes Published from October 1575
threugh March 1977, Lawrence livermore Laboratory, Livermors, CA, 1977.

This note presents brdef summaries of the PEM Notes published since
Octobar 1975.

longmire, Conrad L,, Nete on the Use of Charge Injection for SCEMP
Simulation, Mission Research Corpomation, Santa Barbara, July 1975.
This note dizcusses techniques and ratlonale for using self-contalned
gelectrical pulsgers for simulating system~generaied EMP generated by
x-rays striking satellites,

------ & N. J, Carron, Scaling of the Time Dependent SGEMF Eoundary
leyer, Mission Research Corpormtion, Santa Barbara, April .976. This
report discusses basic scaling laws for thz time dependeni dynamical
behavior of the electron boundary lay: r formed when an X-ray pulse
knocks electrons out of a material surface.

Malone, E., Hybrid Spark Gap Surge Arresters: A High Frequency Recelve

System Arcvestsr for Lightning and EMP Protection. lawrsnce Livermora
Laborato;y. Livermore, CA, September 1574,

Manweller, R. W., Effects of Nuclear Fiecivomagnetlec Pulgpe jaqg) of,
Synchroncus Stability of the Electric Fower Zystem, Cek Ridge National
Laboratory, Cak Ridge, TN, November 1975, fThe purpoce of this study
1s to determine the extent to which EMP-produced surges will distuchb
the synchronous stahilify of the electric power system through tie
production of multiple and repetitive faults.
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Maratle, James H., et al., Effects of Flectromagnetic Pulse \TMP)
on_a Power System, O:k Ridge Natlonal Laborxatary, Cak Ridge, TN,
December 1972, In thls report are given the results of an investiga-
tion of EMP on an electric power distribution system. Only the pover
cireuitry and compenents have been considered. The study is based

on numericsl and analytical ¢alculations, on dlscussions with
distribution company engineers and power-equlpment manufactuxer
englneers, and on experimental work and field trips.

------ » et al., Power System EMP Protection - Final Report, Qak
Ridge National laboratory, Cak Ridge, TN, May 1975,

M2xks, James A. & Vermon W. Flne, Electromagnetic Pulse Environment
Studies, Vol. I1: Tate-Time, High-Altitude Electromagnetic Fulse
Code Development, Science Applicatlions, Inc., June 1974, The
objective of this effort was to determine effects which result from
gammz rays scattered lnto the direct beam and posslible effects from
neutron sources.

Martin, L, C, & B. D, Faraulo, A Compilation of EMP Terminolosy,
lawrence Iivermore laboraiory, Livermore, CA, August 1976, This note
includes an zlphabstical listing of a large number of iterms and
definitions which have been employed or referenced in several
different sources originating within the EMP community.

------ » Some Handbook Heferences and a Summary for "EMP Engineering
and Design Frinciples” Published by Bell laboratories, Lawrence
Livermore laboratory, Livermore, CA, June 1975.

Mittra, R. & L. Wilson Pearson, Penetration of Electromagnstig Fulses
ihrough Larger Apertures in Shielded Fnclosures, [ikewood Corporation,
Albuquerque, May 1976, This report presents the results of an
investigation fer representing the translent electromagnetic coupling
through & rectangular aperture by means of the singularity expansion
method.

Mo, Charles Tse Chin, Electromzgnetic Communicatien throush Conducting
Barth, R & D Assoclates, Mardna del Rey, CA, Mey 1975. This report
considers the theoretiual aspects of the design problems, relating to
the tradeoffs between operating frequency, band-width, power, and
antenna design as functions of the medium propertles and nolse spectrum.

Monroe, Richard L., Transient Currents in Partially Shielded
Conductors: A Circuit Model, Harry Diamond labs, Adelphi, MD,

Novemher 1575. Thils note presents a resistive-inductive circuit
representatlon of the coupling of transient currents to partially
shielded conductors. The nodel is applied to an example where
experizental data ars available.




T

Nelson, David B,, EMP Impact on U.S., Defenses," Survive, December
1969, pp. 2-7. A promlnent research gscientist - devoted teo direct
experimentation - unvells the mystery of the "electromagnetic pulse”
(EMP} and explalns the extent of the EMP danger and the manner in
which it can be successfully countered.

------ « A Program to Counter the Effects of Nuclear Electromagnetic
Pulse in Commercial Power Systems, Oak Ridge Natlonal laboratoxy,
Gak Rldge, TN, October 1972. This report provides an asseasment of
the posslble effects on commerclal electric power systems from the
glectromagnetic pulse produced by high-altitude nucleax detonations.
Included are discussions of EMP coupling and control cables, and
comparlsons with direct lighining strckes and voltage surges
produced by the switching of power lines under load,

Offics of Civil Defense, "Electromagnetic Pulse (EMP) and Emergency
Communication, " Federal Civil Defense Guide, Tart E. Chapter 3,
Appendix 3, U.S. Government Printing Office, Washington, D.C., May
1970, A brief discussion directed toward Federal, State and local
and militazy e¢ivil def'ense planners.

------ » EMP Frotection for AM Kadio Bvoadcast Stations, U.S. Govern~
nent Printing Office, Washingten, D.C., May 1572, This Technical
Report describes the nuclear electromagnetic pulse (EMP) effect on
AM broadcast stations and is primarlly for radle statlon engineers
and electrical engineersg assoclsted with broadcasli work, The report
describes the magnitude of currents to be expected in radio station
equipment and what protectlive measures should be provided.

------ , EMP Protection for Emergency Operatins Centers, U,S5. Govern-
ment Printing Office, Washlngton, D.C., 1971. Thig Technical Report
presents a description of a nuclear electromagnetic pulse and
provides an unclassified guide for incorporating EMF protection into
Emergency Operating Centers.

------ » EMP Threat and Protective Measures, U.S. Govermment Printing
Office, Washington, D.C., 1970. This Technlcal Report presents a
degeripticen of & nuclear elecirumagnetic pulse etiect on ¢ivil
defense activities and is primarily for technically oriented persons.

Osborn, Danlel C., et zl., Large-Ares Electron-Dean Experiments,

IRT Corporation, San Diego, Uctober 1976, This repert contains
experimental and analytical descriptions of IEMP produced with
electron beams. The basic objective of the work reported was to
obtain experimental data on space-charge neutralizatloer 1n cavities,
to test the adequacy of the exlsting theoretical model.

Parks, G. 5. & J. A. Martin, User's Manual for the ARES Facility,
Stanford Research Institu :, Menlo Park, March 1973. An introducticn
to the ARES (Advanced R  .rch flectromagnetic Simulator) Facility is
previded for assistance in evaluating the suitability of the facillty
for speclfic weapons systems EMF testlng.




Preview of DASA EMP Awareness Course - Desigm with EMP in Mind, IIT
Research Institute, 1971. Iwaft of Section X Summary of a course ¢n
EMP awareness to be presented at Raytheon Company, Bedford, MA,
January 26 throvgh 26, 1971,

Program to Examine Feaslbility of EMP Testing of High Voltage Power
Iines, :

Radasky, William A., Ah Examination of the Adeguacy ¢f the Three-
Species Air Chemistry Treatment for the Frediction of Surface-Bursi
EMP, Mission Research Corporation, Santa Barbara, December 1975.

This report examlnes the adequacy of this {reatment with respect to a
more complete solution of the air chemistry equations using the

DCHEM code, ' :

Robb, J. D., Coordination of Lighining and EMP Protection in Airborme
Systems Desiegn, Lawrence Livermore Laboratory, Livermore, CA, (no date).
The material in this note emphasizes those aspects of lightning
protection which the EMP engineer cannot ignore in providing co-
ordinated lightning and EMP protection.

Schaubert, laniel H., et al., A Measurement Technique for Determining
the Time-Domain Voltage Resnonse of UHF Antennas to EMP Exciltation,
Harry Diamond labs, Adeliphi MD, August 1976, This report describes
the equipment and procedure: used to test antennas. Some sources of
error are ldentified and discussed, and an error analysis is
performed on the test equipment.

Sheppard, T. J., Interface Cirecuit Protection in Satellite Applica-
tions. Iawrence livermore latoratory, Livermore, CA, July 1975. This
note is intended to outline ways to protect input/output eircuitry
from damage or burnocut due to electrical transients generated on
cables from EMP or SGEMP environments (radiation-induced).

------ , Seme Considerntions in Shielding of Spacecraft Against the
Effects of EMP, lawrence Livermore Laboratory, Livermore, CA, May
1976. This note very briefly examines some of the fundamental factors
involved 1n consideration of satellite shielding. Many of these
factors are present 1n all shielding problems, and the material here
is introduced with this in mind for the design engineer.

Stettner, Rogexr, Apalytic SGEMP Analysis for a Perfectly Conducting

Sphere, Mission Research Corporation, Santa Barbara, May 1976. This
report is concerned with the analytic investigation of the electro-

magnetic portion of the SGENM’' problem. In the SGEMP problem, photo-
electrons ejected from the surface of an object are source currents

for electromagnetic fields.
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------ y Generalized Boundary Condition in SEMP, Mission Research
Corporation, Santa Barbara, October 27,1975. This report qescribes a
technlgue designed to model some structures which are not easlly
handled with 2 spatlal mesh and conventional boundary conditlons.

------ , A Non-Reflectipg Flectromagnetic Outer Boundary Condition for
Cylindrical Ceordinates and the SGEMF Problem, Mlission Research
Corporation, Santa Barbara, June 1975. The outer non-reflective
boundary conditions for the numerical sgolution of the full tine
dependent set of Maxwell's equations for the SGEMP problem is

discu- d.

------ , On the Caleulation of the Effects of Holes and Slots on SGEME,
Mission Research Corporation, Santa Bartara, October 1975. The IEMP
#ffects of two types of apertures are discussed for a satellite-type
system. The apertures are a slot electrically iscolating one conducting
section oo a system from another and a hole in the surface of the
system,

------ + Tlme Dependent, Analytic, Flectromagnetic Solution for a
Highly Conducting Sphere, Mission Research Corporation, Santa Barbara,
March 1976, Thls report 1s one of a continuing series of reports
dealing with the analytic investigetion of the SGEMP problem. In
partlcular, it is the first to deal with the electromagnetilc

response of a conductling system,

Tasca, D. M., et al., EMP Surge Suppresslon Devices Utilizing Metal
Oxide Vapristors for High Frequency Applications - Final Technical
Reporc, General Electric Co., Valley Forge Space Center, Philadelphia,
March 1976, This report summarizes the analytical and experimental
work performed in developing a surge suppression assembly fox high
frequency appllcatlong utilizing metal oxide varistor materlals. The
goal of this effort was the development of a terminal protection unit
foxr EMP pretection whose lnsertion losses for normal signal condit-
lons do not exceed 1 db for signal frequencies up to 100 MHz,

Ugium, John H., et al,, Elsctyop Beam IEMF Simulation Development,
Simulatlon Physics, Inc., Burlington, MA, August 1975. This report
describes work performed to develop improved simulation sources for
TEMP studles.

Uma.shaikar, K. R. & Chalmers M. Butler, A Numerical Solution Procedure
foxr Small Aperture Integral Equations, University of Mississippl,
University, MS, January 1976. This note presents a procedure for
numegdcelly solving a new set of integral equations which characterize
the electric field distributions (or equivalent magnetic current) in

a small aperturc in a planar, perfectly conducting sereen of infinite
extent.
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Vance, Edward F., Electromagnetic-Pulse Handbook feor Electric Power
Systems, Stanford Research Institute, Menlo Park, February 4,1975.
This handbook provides formulas and data for evaluating coupling of
the high-altitude EMP to electric power systems and to facilities
served wlth commercial electric power,

Whitson, Arthur L., Engineering Technlques for Electremagnetic FPulse
Hardnesg Testi Stanford Research Institute, Menlo Park, September
13,19?&. This text describes instrumentation and test techniques
that are applicaltle for {esting systems to determine ths hardness of
electromagnetic pulse {EMP). The text describes energy sources,
simulation techniques, test instrumentation, and testing techniques,

Wilson, Andrew, Theoretical Studies of SGEMP Fleld Generation,
Systems, Science and Software, La Jolla, CA, December 1974. The

work described in this report is concerned primarily with the
calculation of IEMP and SGEMP fields in low-density media; the plasma
aspects are emphasized.

Wilton, D. R. & 0. C. Dunaway, Electromagnetic Penetration through
Apertures of Arbitrary Shape: PFormulation and Numerical Sslution
Procedure, University of Mlssissippl, University, MS, August 1975,
A set of integral escuatiuns are derived for the equivalent magnetic
current in an aperture of arbltrary shape lylng in an infinite
ground screen.

Wouters, L. F., EMP_Protecticn Ensineering - The Need for Documen-

tation, Lawrence Livermore Laboratory, Idvermore, CA, March 1972.

The material contained in this note represents both an introductory
and advisory type of coantribution to a program spoensored by the
DPe’ense Nuclear Agency at the lawrence Livermore lLaboratory. The
pregram is fundamentally oriented toward technology transfer and seeks
to compile and disseminate informatlon ceoncerping nuclear electro-
magnetic pulse protectlon engineering practices,
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AFPENDIX B

QUESTIONNATRE USED IN COMPANY INTERVIEWS

How many substations are there on your system?

How many of these substations have supervisory control?

How many substatlons without supervisory conirel are atiended?
How many unattended substations could be reached in time 1o
disconnect equipment in 15, 30 or 45 minutes?

What would be the impact on generating plants of the wldespread
discomnection of loads?

How difficult and lengthy would start-up be after disconnectlion?
Do you censider this plan of EMP feasible?

What types of lightning arresters are applied in your system?
Where are they located?

If your system has supervisory control, what company manufacturss
the equipment?

What do you consider to be the most vulnerable equipment on

your system to fast rise-short dvration translentg?
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