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The Future of Electricity Delivery: Modernizing and Securing our Nation's Electricity Grid
Wednesday, July 17, 2019
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2318 Raybumn House Office Building, Washington, D.C. 20015

PURPOSE

The purpose of this hearing is to exatmning research needs to modernize and secure our nation’s
electricity grid. The hearing will focus on two draft bils, The first, the Grid Modermnjzation
Research and Development Act of 2019, scts out a research, development, and demonstration
agenda on grid resilience and emergency response; smart grid modeling, visualization,
architecture, and controls; grid-scale energy storage; hybrid energy systems; and integration of
renewable energy sources, vehicles, and buildings onto the electric grid. The second, the Grid
Cybersecurity Research and Development Act of 2019, authorizes a research, development, and
demonstration program on cybersecurity research in the electricity sector; directs DOE to
develop standards, protocols, and roadmaps on grid eybersecurity; authorizes a techaical
assistance program to help utilities identify and address cybersecurity concerns; establishes an
cducation and workforce training program for cybersecurity professionals; and creates an
interagency Task Forge on Grid Cybersecurity.

WITNESSES

» The Honorable Karen Evans, Assistant Secretary, Office of Cybersecurity, Energy
Security, and Emergency Response, U.S. Dopartment of Energy

*« Mr. Juan F. Torres, Associate Laboratory Director, Energy Systems Integration,
National Renewable Energy Laboratory and Co-Chair, Grid Moedermization Lab
Consortium

+ Ms, Kelly Speakes-Backman, CEQ, Energy Storage Association

+  Ms, Katherine Hamilton, Chair, 38 North Solutions and Execufive Director, Advanced
Energy Management Alliance



BACKGROUND

Qur nation’s electricity grid is undergoing a series of transformations, which includes adapting to
a changing electricity generation mix'; an increase in “smart grid” technologies to help develop
an intelligent clectric power system?; and a growing need to improve the resilience of the electric
power grid.* Additionally, the recent milestonc of the very first report of a cybersccurity threat
on the U.S. eleciricity grid on March 5, 2019 has elevated the importance of upgrading our
nation’s resilience to cybersecurity attacks on our electricity systems.® The Department of
Energy has an important role te play in the development of technologies and other supporting
programs to achieve these goals.

Prior to 2018, the Department of Energy research programs on grid medermnization and grid
cvbersecurity were housed under a single office called the Office of Electricity and Energy
Reliability. On February 14, 2018, Secretary Perry announced that this office would be split into
two offices: the Office of Electricity (OF) and a new Office of Cybersecurity, Energy Security,
and Emergency Response (CESER).> CESER was formed to “support the Administration’s
commitment 16 protecting energy infrastructure security™ and this new organization stmicture was
reflected in the President’s FY 19 budget request.® The sections below summarize the roles of
these two offices.

Department of Energy, Office of Electricity (OE)

The DOE Office of Electricity’s main mission is to support grid modernization and resilience
through programs that improve the planning and operational capabitities of the electrical sector
at both the transmission and distribution level. This includes research on a variety of
technologies related to: the smart grid, demand response, micrognds, energy storage, renewable
encrgy integration, transformer resilience, grid planning, sensor development, and power flow
controdlers. OF also provides technical assistance to States, regtonal entities, and tribes on a
variety of topics to assist with the development and implementation of their electricity-related
poticies and handles permitting of ¢cross-border transmission lines and coordinating Federal
transmissicn permitting on Federal lands,

The President’s Fiscal Year 2020 budget request would, if enacted, increase federal support for
OE R&D activities by 17% from the FY 19 enacted level. Most programs receive an increase in
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funding and the request also includes a 30% cut for research on resilient distribution systems
{RDS).” The major decrease in funding for RDS research would result from cutting progrants
that support research on low cost distribution sensors and development of Internet of Things
{TOT) devices for use on the electric grid. The FY 20 budget also includes a proposal for a aew
“Advanced Encrgy Storage Initiative,” described as ao “intra-Departmental initiative” that
“aligms shared R&D across the Offices of Fossil Energy, Electricity, and Energy Efficiency and
Renewable Energy in energy storage™?

FY 2019 Enacted: $ 156 miltion
FY 2020 Budget Request: $ 182.5 million

Department of Energy, Office of Cvbersecurity, Energy Security. and Emergency Response
{CESER)

The DOE’s Office of Cybersecurity, Energy Sccurity, and Emergency Response (CESER)
mission is to lead “the Department of Energy’s emergency preparedness and coordinated
response to distuptions to the energy secter, including physical and cyber-attacks, natural
disasters, and man-made events™.% CESER programs support improving cybersceurity
preparedness in the energy sector; coordinating responses and recovery from cyber incidents;
detecting and mitigating cyber risks for energy secter owners and operators; and sharing of threat
information among energy seclor partners, in addition to a variety of other activities. CESER
partners with other federal agencies, including DHS, DOD, and NIST, and industry partners in
carrying out its mission,

The President’s Fiscal Year 2020 budget requesi would, if enacted, increase federal support for
CESER R&D activities by 36.4% from the FY 19 enacted level.

FY 2019 Enacted: § 120 million
FY 2020 Budget Request: % 156.5 million
LEGISLATION

Draft Grid Modernization Research and Development Act of 2019

This draft bill authorizes a broad research, development, and demonstration agenda on several
topics relating to grid modernization. It would authorize existing activities at the DOE pertaining
to grid resilience, emergency response, and modeling and visualization activities. It would also

it W W, e ey SOVALCRE/Caser-tnission
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provide programmatic direction on emerging research areas including hybrid energy systems,
which are systems composcd of two or more energy sub-systems that provide services such as
thermal enetgy storage, desalination, and chemical production. The draft bill also authorizes
research on the integration of various technologies and systems onto the electric grid, including
rencewable energy, vehicles, and buildings. Lastly, this draft bill would authorize a ¢ross-cutting
researcl: program on grid-scale energy storage, which incorporates language from the Promoting
Grid Storage Act (H.R. 2909), iniroduced this Congress by Mr. Casten, Mr. Lujan, Mr. Doyle,
Mr. McNerney, Mr. Bacon, Mr. Tonke, Mr. Foster, and Mr., Welch, and the Better Energy
Storage Technology (BEST)Y Act (H.R. 2986}, introduced this Congress by Mr. Foster, Mr.
Casten, Ms. Herrera Beutler, and Mr. Gonzalez.

Draft Grid Cvbersecurity Research and Development Act of 2019

The current draft of the Grid Cybersecurity Research and Development Act of 2019 is an
updated version of H.R. 4120 from the 115" Congress, which was introduced in 2017 by Mr.
Bera, now-Chairwoman Johnson, Mr. Lipinski, Ms. Bonamici, and Ms. Rosen. This bill would
authorize a cross-agency research and development program to advance cybersecurity
capabilities for the electricity sector across the Department of Energy, Department of Homeland
Security, National Institute of Standards and Technology, and National Science Foundation. This
draft would include autherization of test bed facilities to test and improve cybersecurity devices,
components, and processes; development of an Interagency Strategic Plan to advance
cybersecurity capabilities for the electricity sector; and authorization of an education and
wotkforce training program led by DOE to identify coro skills nsed by industrial control system
(ICS) eybersecurity professionals and to devclop methods to retrain electricity sector personnel.
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Chairman LAMB. All right, this hearing will come to order. With-
out objection, the Chair is authorized to declare recess at any time.
Good afternoon, welcome to today’s hearing, “The Future of Elec-
tricity Delivery: Modernizing and Securing Our Nation’s Electricity
Grid.” I want to thank all of our witnesses for joining us here
today. This is such an important topic.

I'm a young guy, as you can tell, but I have read some history
about what it was like when we first started building the electric
grid, over a century ago now. I don’t think we could have imagined
the technologies that we would use to power our homes, and busi-
nesses, and hospitals, and everything today. And I think the chal-
lenge is different. You know, back then the real challenge was just
extending power itself throughout every corner of our society, and
there was a challenge, which was that those providing power knew
they could make money in the cities, in well-populated areas, in
places with a lot of business and commercial opportunities, but it
was not as profitable to take electric power out into the country-
side, into the hill country of Texas, for example. And so the govern-
ment made a basic deal, which was that they would provide, essen-
tially, a monopoly over providing power in a lot of these areas.
Firms would make quite a bit of money, utilities would, and in ex-
change they would carry their product everywhere that it needed
to be. And I think in the 21st century, we have a similar dilemma
on our hands, but there’s a similar deal to be made, which is today
the challenge is not just to provide power itself everywhere, but to
provide power in a way that is clean, and efficient, and allows us
to stay economically competitive, even as we become a society much
less dependent on carbon. And although electricity demand has
been flat, we should see electricity demand increase as we electrify
more segments of our society in order to accomplish those goals.

But to get there it’s clear that we have to change the energy sec-
tor. We know that as we do that, for example, there are going to
be much more serious threats to our electric grid, from
cyberattacks and otherwise. We know that the economics of this
whole thing are changing, as natural gas resources have come on-
line. That’s good for constituents like mine, who are saving money,
but as all this stuff changes, we’re going to have to invest to really
upgrade the system that is meant to integrate all these new
sources of energy, and to strike a balance between them in real
time, which has become one of the big challenges with battery stor-
age especially. That’s a computing challenge, is a technological
challenge. It’s a challenge when it comes to making the basic infra-
stﬁucture investment, and that’s what we’re here to talk about
today.

I was definitely alarmed to hear, as I'm sure many of you were,
about the first serious cyberattack on our Nation’s electric grid
back in March, or at least it was reported in March. As far as we
know, no customers lost power in that attack, but it obviously is
a warning sign of the incredibly serious damage that could happen
if we don’t take action on this issue. And by the time one happens
when somebody does lose power, it’ll be much too late, and so the
choice facing all of us today is whether we can get the legislative
machinery to work in such a way that we can really make a serious
investment, and try to protect folks from the cyberattacks that we



7

all know are going to come. We know that Russia, and China, and
other adversaries are actively probing our defenses, and they would
love to have in their back pocket the ability to shut down parts of
our grid when it’s convenient for them, and the decision facing us
is whether we will allow that to happen. And I think I speak for
every Member of this Committee when I say that we will not.

That’s why I'm looking forward to talking about these subjects
today. We have the draft Grid Modernization Research and Devel-
opment Act of 2019, which will allow us to set forth a wide array
of research opportunities on topics like grid modernization, resil-
ience, emergency response, modeling, which we know is going to be
so important to be able to manage the new type of grid that we
have, and better integration of buildings, vehicles, and renewable
sources. Several Members of this Committee, including Mr. Casten
and Mr. Foster, have already introduced legislation on these sub-
jects, and we are happy to incorporate elements of those into these
drafts that we’ll continue working on making sure we do that.

We're also looking at the Grid Cybersecurity Research and Devel-
opment Act of 2019, which updates a bill previously introduced by
Mr. Bera. This would authorize a cross-agency research and devel-
opment (R&D) program to do exactly what I've discussed, which is
harden and mitigate the electric grid from cyberattacks. It would
be carried out in partnership with Department of Homeland Secu-
rity (DHS), the National Institute for Standards and Technology,
and the National Science Foundation would involve technical as-
sistance, education, and workforce.

One of the aspects of cybersecurity that I think is often under-
appreciated is the fact that it is also a workforce issue. We don’t
have enough people trained and working in cybersecurity today as
we need, and there will be tens of thousands, or even hundreds of
thousands, more openings in the next few years, many of which in
my home area of Pittsburgh, because of the great work done at
Carnegie Mellon, but also the University of Pittsburgh’s Cyber Law
Institute, among others, really training people up for this. And so
that’s what these kind of programs are going to authorize. We're
excited to talk about them.

[The prepared statement of Chairman Lamb follows:]

Good afternoon and thank you to all our witnesses joining to discuss a critical
topic to our nation: the electric grid. When we were first started building the grid
over a century ago, we couldn’t have imagined the technologies we’d use to power
our homes and businesses - much less the technologies that would depend upon elec-
tricity. And despite the incredible advancements our scientists, researchers, compa-
nies and universities have pioneered since, many of the basic principles of our grid’s
design and operation remain unchanged.

One thing I've heard both sides of the aisle emphasize is the need for increased
infrastructure investment. Any infrastructure plan must include the grid, and we
need new technology solutions to upgrade the backbone of the energy system for the
21st century.

It’s clear the energy sector is changing as our grid faces challenges like cyber
threats and climate change. We also know that the generation resources used to
power our grid are changing. The costs of electricity have continued to drop as we
found new ways to develop natural gas resources and made breakthrough advance-
ments in renewable resources like wind and solar. These generation changes have
saved constituents money and are lowering carbon emissions - critical as we con-
tinue to try and mitigate the effects of climate change.

Our economy and civilization increasingly rely on electricity. It only makes sense

to invest in the delivery system for what powers our hospitals and schools, our fac-
tories and homes. And it makes sense to invest in the research that allows for ad-
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vancements and adoption of new technology and protects this critical infrastructure
from adversaries or natural disasters.

I was alarmed to hear, as I am sure many were, of the first incident of a cyber
attack on our nation’s electricity grid, reported to the Department of Energy by an
anonymous Western utility on March 5th, 2019. While no customers lost power, this
attack portends the potential damage to come and the importance of bolstering our
grid’s security.

This is why I'm looking forward to discussing two important legislative drafts at
this hearing today that will guide the Department’s research and development ac-
tivities on grid modernization and cybersecurity. The draft Grid Modernization Re-
search and Development Act of 2019 would set forth a comprehensive research agen-
da on several important topics in grid modernization, including grid resilience,
emergency response, modeling and visualization, and the better integration of build-
ings, vehicles, and renewable energy sources onto the electric grid.

I understand that several members of this committee, led by Mr. Casten and Mr.
Foster, have introduced legislation on energy storage, elements of which are also in-
corporated into these drafts.

The second draft bill we are here to discuss, the draft Grid Cybersecurity Research
and Development Act of 2019, updates a bill that was previously introduced by my
colleague on this Committee, Mr. Bera. This bill authorizes a cross-agency research
and development program to harden and mitigate the electric grid from cyber at-
tacks. This research program would be carried out in partnership with the Depart-
ment of Homeland Security, the National Institute for Standards and Technology,
and the National Science Foundation and includes technical assistance, education
and workforce programs, and interagency coordination as tools to achieve these im-
portant security goals. I hope we’re able to work together in a bipartisan way to
develop and advance these bills to ensure our grid remains reliable, resilient, and
secure.

Chairman LAMB. And, with that, I will now recognize the Rank-
ing Member, Mr. Weber, for an opening statement.

Mr. WEBER. Thank you, Chairman Lamb, for hosting this hear-
ing. I was asking what the population of Pittsburgh is. The metro
area is about 1.5 million. Is that about right? So that’s a lot of elec-
tricity. Well, we appreciate you hosting this hearing. This after-
noon we will hear from expert witnesses on the existing strengths
and weaknesses of our Nation’s electric grid, and the impact that
potential attacks and incidents could have on our grid reliability
and national security. Our witnesses today will also discuss ad-
vances in the research and development of new grid tools and tech-
nologies, and hopefully provide insight, I know you will, on how the
Federal Government can work alongside of American industries to
strengthen our energy sector.

The reliability of America’s power grid is one of our greatest eco-
nomic strengths. I like to say that the things that make America
great are the things that America makes. How do we do that? We
have a strong, reliable energy supply, that’s how we do it. In my
home State of Texas, reliable and affordable power serves a popu-
lation that is increasing by more than 1,000 a day. Chairman
Lamb, that’s what I was asking you. We literally get 30,000 people
a month into Texas. Now multiply times 12, and you figure out real
quick what that does in a year. One thousand people per day, and
it supports the energy-intensive industries that drive the United
States consumption of energy. Texas is by far the Nation’s largest
producer and consumer of electricity, and keeping its power grid re-
liable and secure is absolutely key to maintaining U.S. economic
growth. But even in Texas, it is common knowledge that our elec-
tric grid faces significant and diverse threats to the reliability and
resiliency of power delivery.
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Put simply, we cannot predict when a cyberattack would threat-
en our power supply, that you referenced, Mr. Chairman, and we
do not know when the next natural disaster might occur. In 2017,
we were reminded of this fact by the impact of Hurricane Harvey,
a devastating Category 4 hurricane that hit the Texas Gulf Coast
and caused significant generator and transmission line outages for
many on the Texas Gulf Coast and the Texas Interconnection.
However, due to proper planning and management by what we call
ERCOT, the Electric Reliability Council of Texas, the Texas grid
was able to recover quickly from this devastating storm.

Since it’s not a question of if, but a question of when that same
power grid will face significant physical and cyber threats, the
modernization of the national electricity system must be our pri-
ority. According to the Department of Energy, DOE, the U.S. elec-
tric grid must be updated within the next decade to address chal-
lenges, including aging U.S. energy infrastructure, changes in de-
mand for energy, emerging threats, and fundamental shifts in the
U.S. energy supply portfolio as energy sources, rightfully so, like
renewables and nuclear increase. Again, we can see these changes
taking place in my very own home State, where today nuclear gen-
eration is our most reliable source of energy, in fact running at
more than 93 percent of the time over the last 3 years. And where
we also lead the Nation in wind energy, and we’re number five in
solar energy, by the way.

As next generation energy technologies continue to come online,
and as cybersecurity capabilities continue to grow and evolve, we
must take our action to counter our grid vulnerabilities, and pro-
vide necessary updates to this very critical and necessary infra-
structure. Thankfully, DOE funds broad research and development
programs to support grid modernization and security technologies
through departmentwide collaborations like the Grid Moderniza-
tion Initiative, or GMI, and the Grid Modernization Lab Consor-
tium, GMLC. DOE also funds robust research in novel grid tech-
nologies and computational modeling efforts through its Office of
Electricity, OE, and cybersecurity technology for energy delivery
systems through its Office of Cybersecurity, Energy Security, and
Emergency Response, CESER. We are grateful to have two wit-
nesses representing these important efforts here this afternoon, the
Honorable Karen Evans, Assistant Secretary of CESER, and Mr.
Juan Torres, an Associate Laboratory Director at the National Re-
newable Energy Laboratory, and co-Chair of Grid Modernization
Lab Consortium. Welcome to both of you, welcome to all of you.

Modernizing our grid will require these important programs,
along with cooperation from many Federal agencies, States, and in-
dustry. I trust our witnesses can share their expertise, and provide
valuable insight on how Congress can best support these very col-
laborative efforts. I want to thank the Chairman again for holding
this hearing. I look forward to very productive and, dare I say, elec-
trifying discussion. And, Mr. Chairman, I yield back.

[The prepared statement of Mr. Weber follows:]

Thank you, Chairman Lamb, for hosting this hearing. This afternoon, we will
hear from expert witnesses on the existing strengths and weaknesses of our nation’s

electric grid, and the impact that potential attacks and incidents could have on our
grid reliability and national security.
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Our witnesses today will also discuss advances in the research and development
of new grid tools and technologies and provide insight into how the federal govern-
ment can work alongside American industry to strengthen our energy sector.

The reliability of America’s power grid is one of our greatest economic strengths.
In my home state of Texas, reliable and affordable power serves a population that
is increasing by more than 1,000 people per day and supports the energy intensive
industries that drive U.S. consumption of energy. Texas is by far the nation’s largest
producer and consumer of electricity and keeping its power grid reliable and secure
is key to maintaining U.S. economic growth.

But even in Texas, it is common knowledge that our electric grid faces significant
and diverse threats to the reliability and resilience of power delivery. Put simply,
we cannot predict when a cyberattack would threaten our power supply and we
don’t know when the next natural disaster will occur.

In 2017, we were reminded of this fact by the impact of Hurricane Harvey, a dev-
astating Category 4 hurricane that hit the Gulf Coast and caused significant gener-
ator and transmission line outages for many on the Texas Interconnection.

Due to proper planning and management by the Electric Reliability Council of
Texas (ERCOT), the Texas grid was able to quickly recover from this devastating
storm. But since it is not a question of “if” but a question of “when” the power grid
will face significant physical and cyber threats, the modernization of the national
electricity system must be our priority.

According to the Department of Energy (DOE), the U.S. electric grid must be up-
dated within the next decade to address challenges including aging U.S. energy in-
frastructure, changes in demand, emerging threats and fundamental shifts in the
U.S. energy supply portfolio as energy sources like renewables and nuclear increase.

Again we can see these changes taking place in my home state, where today, nu-
clear generation is our most reliable source of energy, running at more than 93%
of the time over the past three years - and where we lead the nation in wind energy.

As next-generation energy technologies continue to come online, and as
cybersecurity capabilities continue to evolve, we must take action to counter our
grid vulnerabilities and provide necessary updates to this critical infrastructure.

Thankfully, DOE funds broad research and development programs to support grid
modernization and security technologies through Department-wide collaborations
like the Grid Modernization Initiative (GMI), and the Grid Modernization Lab Con-
sortium (GMLC).

DOE also funds robust research in novel grid technologies and computational
modeling efforts through its Office of Electricity (OE) and cybersecurity technology
for energy delivery systems through its Office of Cybersecurity, Energy Security,
and Emergency Response (CESER).

We are grateful to have two witnesses representing these important efforts here
this afternoon: the Honorable Karen Evans, Assistant Secretary of CESER, and Mr.
Juan J. Torres, an Associate Laboratory Director at the National Renewable Energy
Laboratory and Co-Chair of Grid Modernization Lab Consortium.

Modernizing our grid will require these important programs, along with coopera-
tion from many federal agencies, states, and industry. I hope our witnesses can
share their expertise and provide valuable insight on how Congress can best support
these collaborative efforts.

I want to again thank the Chairman for holding this hearing, and I look forward
to a productive discussion today.

Chairman LAMB. It wouldn’t be the first time that electricity was
powered by a lot of hot air from Texas.

Mr. WEBER. Or the last.

Chairman LAMB. Had to include that for the Ranking Member’s
granddaughter in the audience today. We welcome her. And I do
think it is important to note the bipartisan nature of this discus-
sion. As it often is on this Committee on these subjects, Mr. Weber
and I both are big supporters of nuclear energy, and a sort of all-
of-the-above-type strategy. It’s one thing that doesn’t always break
through the headlines, but is a beacon of hope here in Washington
some days.

[The prepared statement of Chairwoman Johnson follows:]

Good afternoon and thank you, Chairman Lamb, for holding this hearing on two
important and related issues that our nation’s energy infrastructure is now con-
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fronting: The resilience of our electric grid and its security from cyber and physical
attacks.

A few months ago, this committee held a hearing where we discussed the need
for renewable energy research and development, specifically focusing on wind and
solar energy. I am always excited to talk about how Texas leads the U.S. in in-
stalled wind energy capacity, with over 24 gigawatts of wind energy. However, sig-
nificant work needs to be done to our electric grid to help utilize all this energy in
the most efficient way we can, and in coordination with all of the other types of en-
ergy that are now being integrated into the grid.

I am pleased that the President’s budget request reflects significant increases in
research and development activities for both the Office of Electricity, where the De-
partment performs its grid modernization work, and the Office of Cybersecurity, En-
ergy Security, and Emergency Response, which leads its grid cybersecurity work. I
am disappointed, however, that the request also includes a 30% cut for research on
resilient distribution systems within the Office of Electricity.

This would ultimately take money away from research on low cost distribution
sensors, and it would cut the development of smart devices that can help minimize
the impacts of local disruptions to our energy systems. If we are to successfully
transform our Nation’s grid to support the technologies of the future, we need to
be sufficiently funding R&D in these areas as well.

The two drafts of legislation we will be discussing today would provide important
guidance and support for these critical programs over the next several years. The
Grid Modernization Research and Development Act of 2019 authorizes a broad re-
search, development, and demonstration program on a wide variety of grid mod-
ernization topics, including advanced hybrid energy systems and a grid-scale energy
storage initiative. The Grid Cybersecurity Research and Development Act of 2019
is an updated version of a bill that Mr. Bera and I introduced, along with many
of my Science Committee colleagues, in the previous two Congresses. This bill would
authorize a cross-agency research and development program to advance electric grid
cybersecurity efforts.

I am looking forward to hearing from the experts assembled here today on what
we can do to improve the electric grid so that we are ready for the electricity needs
of the future. This Committee is fortunate to be able to focus on supporting the de-
velopment of a wide range of exciting, cutting-edge energy technologies. But the grid
really is the backbone energy infrastructure of our Nation, and we should be doing
everything we can to ensure that it is robust enough to utilize these new tech-
nologies in a safe and reliable way.

With that, I yield back.

Chairman LAMB. So at this time I would like to introduce our
witnesses. The Honorable Karen Evans is Assistant Secretary of
the Office of Cybersecurity, Energy Security, and Emergency Re-
sponse, CESER, at the U.S. Department of Energy. Before leading
CESER, Mrs. Evans was the national director of the U.S. Cyber
Challenge, a public-private program designed to help address the
skills gap in the cybersecurity field. She also worked for the George
W. Bush Administration, where she was an IT official at the Office
of Management and Budget, and served as the Department of En-
ergy’s Chief Information Officer.

Mr. Juan Torres is the Associate Laboratory Director for Energy
Systems Integration at NREL (National Renewable Energy Labora-
tory), and the Co-Chair of the Grid Modernization Laboratory Con-
sortium, which is a partnership of 14 national labs to advance mod-
ernization of the U.S. power grid. Prior to joining NREL, Mr.
Torres held a variety of positions over the course of a 27-year-long
career at Sandia National Lab, where he worked on securing our
energy infrastructure, among other topics.

Ms. Kelly Speakes-Backman is the CEO of the Energy Storage
Association (ESA). Kelly has spent over 20 years working in energy
and environmental issues in the public, NGO, and private sectors,
including United Technologies, Sun-Edison, and Alliance to Save
Energy. She is a former Commissioner of the Maryland Public
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Service Commission, where she also served as Chair of the Board

of Directors of the regional Greenhouse Gas Initiative, co-Vice

Chair of the NARUC (National Association of Regulatory Utility

Commissioners) Committee on Energy Resources and the Environ-

ment, and a member of the EPRI (Electric Power Research Insti-

glte) Energy Efficiency and Grid Modernization Public Advisory
roup.

And Ms. Katherine Hamilton is the Chair of 38 North Solutions,
a public policy consultancy specializing in clean energy and innova-
tion, and the Executive Director of the Advanced Energy Manage-
ment Alliance. She previously ran the Gridwise Alliance, was policy
director to the Energy Storage Association, and worked at the Na-
tional Renewable Energy Laboratory. Katherine worked in build-
ings research and government relations. She also spent a decade at
an investor-owned utility designing electrical systems for commer-
cial and residential developments.

As our witnesses should know, you will each have 5 minutes for
your spoken testimony. Your written testimony will be included in
the record. When you have completed your spoken testimony, we
will begin with questions, and each Member will then have 5 min-
utes for questions. We will start with the testimony of Ms. Evans.

TESTIMONY OF THE HONORABLE KAREN EVANS,
ASSISTANT SECRETARY, OFFICE OF CYBERSECURITY,
ENERGY SECURITY, AND EMERGENCY RESPONSE,
U.S. DEPARTMENT OF ENERGY

Hon. Evans. Chairman Lamb, Ranking Member Weber, and
Members of the Subcommittee, it is an honor and a privilege to
serve at the Department of Energy as the Assistant Secretary for
the Office of Cybersecurity, Energy Security, and Emergency Re-
sponse. Thank you for the opportunity to testify on behalf of the
Department. One of the most critical missions at DOE is devel-
oping the science and technology to successfully counter the ever-
evolving increasing threat of cyber and other attacks on our net-
works, data, facilities, and infrastructure. DOE works closely with
our Federal agencies, State, local, tribal, and territorial govern-
ments, industry, and our National Laboratory partners to accom-
plish this mission.

Another critical mission for DOE is ensuring the resilience of our
electric grid, and successfully countering the ever-evolving increas-
ing threat of physical and cyberattacks. DOE recently announced
an $8 million investment in innovations that will enhance the reli-
ability and the resiliency of our Nation’s energy infrastructure.
This R&D partnership opportunity will spur the development of the
next generation of tools and technologies that will become widely
adopted throughout the energy sector. As we protect our infrastruc-
ture from cyber threats, we are also working to improve and com-
plete the resilience of our electricity systems.

Our Office of Electricity also supports transmission system resil-
ience and generation diversity and is exploring new architecture
approaches for the electric grid. This includes the development of
the North American Energy Resilience Model, which aims to pro-
vide unique and groundbreaking national-scale energy planning,
and real-time situational awareness capabilities to enhance secu-
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rity and resilience. A large component of DOE’s work is pursuing
cutting-edge innovation in Big Data, artificial intelligence, and
grid-scale energy storage based on new technology.

Grid-scale storage will be an important enabler for renewable in-
tegration, and for clean-based load power. While today’s tech-
nologies are already providing value to the grid, there are physical
limitations to the traditional batteries and pumped hydro that will
be surpassed by the next-generation technologies. Efforts in grid-
scale energy storage are already producing important advance-
ments. Grid-scale energy storage technologies have been dem-
onstrated using new generation of advanced flow batteries that rely
on lower cost electrolytes. We are also continuing to advance en-
ergy storage through our Advance Energy Storage Initiative, which
includes the development of the new grid storage launch pad,
aimed at accelerating materials development, testing, and inde-
pendent evaluation of battery technologies for grid applications.

The DOE National Laboratories support the development of tech-
nologies that strengthen and improve energy infrastructure so that
consumers have access to reliable and secure sources of energy. An-
other program driving enabling technologies is DOFE’s Grid Mod-
ernization Initiative, GMI, which focuses on the integration of in-
creasing amounts of variable generation into the grid through R&D
investments at our national labs. One noteworthy GMI effort will
accelerate the conversion of the National Wind Technology Center
campus into an experimental micro-grid capable of testing grid in-
tegration at megawatt scale.

These are just a few of the examples of how the United States
is approaching its commitment to updating and improving its en-
ergy infrastructure and environmental responsibility within its own
border, but these same issues are also at the heart of so many of
our partnerships and work abroad. Reliant and resilient energy in-
frastructure is critical to the U.S. economy’s competitiveness, inno-
vation, and leadership. Our long-term approach will strengthen our
national security and positively impact our economy. I appreciate
the opportunity to appear before this Subcommittee, and I'm happy
to answer questions at the appropriate time.

[The prepared statement of Hon. Evans follows:]
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Testimony of Assistant Secretary Karen S, Evans
Office of Cybersecurity, Energy Security, and Emergency Response
U.S. Department of Energy
Before the Committee on Science, Space, and Technology
Subcommittee on Energy
United States House of Representatives

July 17, 2019

Inireduciion

Chairman Lamb, Ranking Member Weber, and Members of the Subcommittes, it is an honor and
a privilege to serve at the Department of Evnergy {DOE or the Department) as Assistant Secretary
for the Office of Cybersecurity, Energy Security, and Emergency Response (CESER). Thank
you for the opportunity to testify on behalf of the Departiment.

A reliable and resilient electric grid is critical to U.S. economic competiveness and leadership, as
well as the overall safety and security of our Nation. However, our Nation's energy
infrastructure has become a primary target for hostile cyber actors, both state- and non-state-
sponsored. The frequency. scale, and sophistication of cyber threats continue to increase. Cyber
mcidents have the potentiat to disrupt encrgy services, damage highly specialized equiptnent, and
even threaten hunan health and safety.

Earlier this year, the Office of the Director of National Intelligence released the Worldwide
Threat Assessment, which noted Russia “is now staging cyber aftack assets o allow it to disrupt
or damage U.5. civilian and military infrasteucture during a crisis...” and “.__has the ability to
execute cyber attacks in the United States that generate localized, temporary disruptive effect on
critical infrastructure — such as disrupting an electrical distnbution network for at least a few
hours...” Similarly, it noted that “China has the ability to [aunch cyber attacks that cause
localized, temporary disruptive effects on critical infrastructure — such as disruption of a natural
gas pipeline for days to weeks — in the United States.” !

One of the most critical missions at DOE is developing the science and technology to
successfully counter the ever-evolving, increasing threat of cyber and other antacks on our
networks, data, facilities, and infrastructure. DOE works closely with our Federai agency, State,
local, tribal and territorial (SLTT) governments, industry, and National Laboratory partners to
accomplish this mission.

! Daniel R. Coats, Director of National intelligence, “Staternent for the Record: Worldwide Threat Assessment of the
LS Intelfigence Community |january 29, 2019} p.5-6



15

Below are same highlights and perspectives regarding the legislation being discussed today,
foflowed by highlights of the work we are doing to advance the modernization and protection of
onr efectric grid.

Grid Modernization Research and Development Act of 2019

The Grid Modemization Research and Development Act of 2019 focuses on eight areas,
including enhancing grid resilience and emergency response; smart grid modeling, visualization,
archidecture, and controls; a technology demonstration grant program; grid-scale encrgy storage,
hybrid energy systems; grid integration; grid cybersecurity (H.R. 4120 from 115th Congress}),
and protection of sensitive grid information.

Maintaining a modermn, flexible, and secure network of electric power transmission and
distribution lines, oil and natural gas pipelines, and storage facilities is essential to keeping
energy accessible and affordable for businesses and consumers, promoting growth across all
sectors, and supportting the continued health of the country’s domestic energy industry.

Since taking office, the President has prioritized ensuring our infrastructure keeps pace with our
energy abundance. He announced the Civil Nuclear Review to enable revitalization of the
nuclear energy sector, while supporting R&D eftorts on behalf of renewables, storage, and
energy efficiency.

The Department has provided technical comments on this bill,
H.R. 4120 - Grid Cybersecuritv Research and Development Act

This bill directs the Secretary to coordinate with appropriate Federal agencies, the Electricity
Subsector Coordinating Councif (ESCC), SLTT governments, private sector vendors, and other
relevant stakeholders to:

« Carry cut a research, development, and demonstration initiative to harden the electric grid
and mitigate the consequences of cyber attacks by increasing the cybersecurity
capabilities of the electricity secior and accelerating the development of cybersecnrity
technologies and tools.

¢ Coordinate the development of guidance documents for research and demonstration
activities to improve the cybersecurity capabilities of the electricity sector through.
participating agencies.

+ Leverage the research facilities and expertise of the National Laboratories to utilize
voluntary vulnerability testing and provide technical assistance to increase cyber
resilience.

+ Develop education and workforce training research and standards by identifying core
skills used by eleciricity sector industrial control systems cybersecurity professionals; and
develop asgessment methods and tools to identify existing personnel that show
competence in those skills.

»  Work in collaboration with the Secretary of Homeland Security, other appropriate
Federal agencies, and energy sector stakeholders to conduct a sdy to analyze cyber
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attacks on electricity secior industrial control systems and identify cost-effective
opportunities to improve cybersecurity.

The Department is reviewing the proposed language, and we look forward to working with the
Committea. DOE applauds Congress for recognizing that our national security depends on a
resilient electric grid, and that reducing the risks to this critical infrastructure is one of our
Nation’s most urgent security challenges.

Another critical mission for DOE is ensuting the resilience of our electric grid and successfully
countering the ever-evolving and increasing threat of physical and cyber-attacks on networks,
data, facilities, and infrastructure.

CESER was established to help research and develop the tools and best practices to make our
¢lectric power grid and other energy infrastructure more resilient to these threats,

DOE tecently announced an 38 million investment in innovations that will enhance the reliability
and resiliency of our nation's energy infrastruciure. This R&D partnership opportunity will spur
the development of the next generation of tools and technelogy that will become widely adopted

throughout the energy sector.

As we protect our infrastructurc from cyber threats, we are also working lo improve the complete
resilience of cur electricity systems.

Our Office of Electricity also supports transtnission system resilience and generation diversity,
and is exploring new architecture approaches for the electric grid. This includes the
development of the North American Energy Resilience Model that aims to provide unique and
ground-breaking national-scale energy planning and real-time situational awareness capabilities
to enhance security and resilience.

A large component of DOE™s work is pursuing cutting-edge innovation in big data, AL, and
grid-scalc encrgy storage based on new technology.

Grid-scale storage will be an important enabler for renewable integration and for clean baseload
power. While today’s technologies are already providing value 1o the grid, there are physical
limitations ta traditional batteries and pumped hydro that wiil be surpassed by next-generation
technologies.

Efforts in grid-scale energy storage are alrcady preducing important advancements. Grid-scale
energy storage technologies have been demonstrated nsing a new generation of advanced flow
batteries, which rely on lower cost electrobytes,

We are also continuing to advance energy storage through our Advanced Energy Storage
Initiative {AESI), which incfudes development of 2 new Grid Storage Launchpad aimed at
aceelerating materials development, testing, and independent evaluation of battery technologies
for grid applicaticns.
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In addition, the R&D at DOE’s National Laboratories supports the development of technologies
that strengthen and improve energy infrastructure so that consumers have access to reliable and
SECUNS SOULCEsS ofenergy,

Another program driving enabling technologies is DOE’s Grid Modernization Initiative (GMI),
which focuses on integrating an increasing amount of variable generation into the grid through
R&D> infrastructure investments at our National Labs. One noteworthy GMI effort witl
accelerate the conversion of the National Wind Technology Center campus into an experimental
micro-grid capable of testing grid integration at the megawatt scate.

These are just some of the examples of how the United States is approaching its commitment to
updating and improving its energy infrastructure and envirenumental responsibility within :#s own
border, but these same issues are also at the heart of so many of oar partnerships and work
abroad.

Energy Storage

Energy storage is a technology of national interest and the backbone of a future resilient energy
system. With benefits cxtending to transportation, the power grid, and throughout the economy,
DOE has been proactive in developing new tools and technologies to accelerate energy storage
development, such as through GMI, AES], and the Grid Storage Launchpad (GSL).

In May of this year, DOE issued its most recent Grid Modemization Lab Call, with Energy
Storage and System Flexibility as one of the major topic areas. The 1ab call placed a particular
emphasis on developing the storage functions that enthance system resilience and flexibility.

The proposed GSL will extend U.S. R&D leadership in energy storage through validation,
cotlaboration, and acceleration. By validating new technologies at earlier maturity stages, the
GSL will lower the time and expense of storage chemistry iunovations. Through collaboration
with universities and the commercial sector, the GSL will augment the industry with enhanced
testing protocols and in-operando characterization capabilities, Finally the GSL wilt accelerate
and de-risk new technologies by propagating rigorous grid performance requirements to all
stages of storage development, from benchtop to sysiems,

DOE established the Mission Need for the GSL at Critical Decision 0 {CD-0} in November of
2018. We anticipate finalizing the preferred alternative facility and cost range as part of CD-|
this summer.

The FY 2020 Budget requested funds for design and construction planning of the GSL. The FY
2020 Budget also proposes an AES] led by DOE’s Offices of Electricity (OE) and Energy
Efficiency and Renewable Energy (EERE}, in conjunction with the Offices of Fossil Encrgy (FE)
and Nuclear Energy (NE}. AESI will provide a platiorm to coordinate R&D activities across
these programs—and existing energy storage efforts in the Office of Science (SC) and the
Advanced Rescarch Projects Agency (ARPA-E)—to establish aggressive, achievable, and
measurable goals for cost-competitive energy storage technologies, services, and applications. In
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FY 2029, AESI will establish application-specific cost and performance metrics Lo align research
objectives and to coordinate the development of new energy storage and flexibility technelogies.

Finally, OF’s Energy Storage Program continues to conduct research and development to expand
storage capabilities and shared industry knowledge. From performance breakthroughs in
batteries based on earth-abundant materials to evaluation tools and warkshops for state
regulators, OE is at the forefront in helping communities realize the benefits of energy storage.

CESER

CESER leads the Department's efforts 1o secure our Nation's energy infrastructure against all
hazards, reduce the tisks of and impacts from: cyber events and other disyuptive events, and assist
with restoration activities. This office works closely with the private sector, as wel} as Federal
and SLTT government partners, to enable more coordinated preparedness and response to cyber
and physical threats and natural disasters. The office enhances the Department’s ability to
dedicate and focus attention on DOE’s Sector-Specific Agency (88A) responsibilities. DOE is
the lead S8A for cybersecurity for the energy sector as provided in the Fixing America’s Surface
Transportation Act of 2015 {P.L. 114-94). CESER provides greater visibility, accountability, and
flexibility to better protect our Nation’s energy infrastructure and support asset owners, as wefl
as the overall critical infrastructure response framework overseen by the Depattment of
Homeland Security (DHS).

The release of the President’s National Cyber Strategy {NCS) in September 2018 demonstrates
the Administration’s commitment to strengthening our Nation's cybersecurity capabilities.
specifically securing critical infrastructure. The NCS prioritizes risk-reduction activities across
seven key areas, including national security and energy & power. DOE’s cybersecurity activities
for the energy sector align to the Secure Critical infrastructure section of Pillar I - (Protecting the
American People, the Homeland, and the American Way of Life) under the category to Prioritize
Actions According to ldentified National Risks. It states: “The Federal Government will work
with the private sector to manage risks to entical infrastructure at the greatest risk. The
Administration will develop a comprehensive understanding of national nisk by identifying
national critical functions and will mature our cybersecurity offerings and engagements to better
manage those national risks.”

The strategy presents a risk-reduction-based approach te improving the Nation®s cybersgcurity
posture in key areas, and builds on DOE's engoing cotlaboration with other agencies and private
sector organizations, including the Federal Government’s designated lead agencies for
coordinating the response o significant cyber incidents: DHS, acting through the National
Cybersecurity and Communications Integration Center (NCCIC), and the Department of Justice
(D), acting through the Federal Bureau of Investigation (FBI} and its National Cyber
Investigative Joint Task Force. In the event of a significant cyber incident i the energy sector,
DHS and DO! coordinate with DOE to ensure its deep expertise with the sector is appropriately
leveraged,
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DOE is also working with the Tri-Sector Executive Working Group (TEWG) in conjunction with
the Department of the Treasuty and DHS, along with our industry partners, to address and
manage risks across the energy, telecommunications, and financial sectors. The formation of the
TEWG was recommended by the President’s National Infrastyucture Advisory Councii (NIAC)
in their August 2017 report titled, “Securing Cyber Assets: Addressing Urgent Cyber to Critical
Infrasteucture.”

In the energy sector, the core of eritical infrastructure partners is represented by the ESCC, the
0l and Natural Gas Subsector Coordinating Council (ONG SCC), and the Energy Government
Coordinating Council (EGCC). The ESCC and ONG SCC represent the inferests of their
respective indusiries. The EGCC, led by BOE and DHS, is where the interagency partners,
States, and international partners come fogether to discuss the important security and resilience
issues for the energy sector. This forum ensures thatwe are working together in a whole-of-
government response.

The SCCs, EGCC, and associated working groups operate under DHS's Critical Infrastructure
Partnership Advisory Council framework, which provides a mechanism for industry and
government coordination. The public-private critical infrastructure community engages in open
dialogue to mitigate critical infrastructure vulnerabilities and to help reduce impacts from threats.

1,

iviti

DOE plays an active role in supporting energy sector cybersecurity by enhancing the security
and resilience of the Nation’s critical energy infrastructure. To address these challenges, it is
critical for us to be proactive and cultivate a secure energy network of producers, distributors,
regulators, vendors, and public partrers, acting together to strengthen our ability to identify,
detect, protect, respond, and recover. The Department is focusing cyber support efforts to
strengthen energy sector cybersecurity preparedness, coordinate cyber incident response and

recovery, and accelerate game-changing research, development, and deployment {RD&D} of
resilient energy delivery sysicms.

Strengrhening Energy Cybersecurity Preparedness

It is necessary for partners in the energy sector and the government to share meaningfui and
timely emerging threat data and vulnerability informatien fo help prevent, detect, identify, and
thwart cyber attacks more rapidly. CESER is working with government pariners and the energy
sector to develop a secure platform to provide energy sector-wide situational awareness and
actionable information to support the discovery and mitigation of advanced cvber threats to 1.8,
critical energy infrastructure. The Cyber Analytics Tools and Techniques (CATT™ 2.0%
program witl achieve this through automated analysis of voluntarily provided energy sector
information technology (iT) and operational technology (OT) data, enriched with classified
threat information utilizing unique and sophisticated U.S, Government tools.

Advancing the ability to improve simuational awareness of OT including Industrial Control
Systems {ICS) and Supervisory Control and Data Acquisition (SCADA) systems is the key focus
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of DOE's current activities. Detecting adversary tactics, techoiques, and procedures within
anomalous traffic on critical energy infrastructure can be the first step in stopping an attack in iis
carly stages. The Department is working with our private sector partners to develop the
capability to analyze the data from OT systems via the Cybersecurity for the Operational
Technology Environment (CYOTE™) pilot project. The CyOTE™ pilot will develop into a
scalable program for industry to aid in deteeting and mitigating cyber risks to OT systems.

Additionally, CESER is implementing a threat-informed, engineering-centric assessment and
mitigation activity for the energy sector called Consequence-driven Cyber-informed Engineering
{CCE), which is being supported by the Idaho Natienal Laboratory (INL). The methodology
prioritizes high-consequence risks within control systems environments, identifying the most
severe consequences, and then identifies the best process design and protection approaches for
eliminating the cyber risk. The lessons collected from the upcoming engagements within the
energy sector will be shared with our partners to greatly expand the Nation’s ability to “engineer
out” the cyber risk from the most critical energy infrastructure networks and systems.

Cybersecurity vuinerabilities of key contro! systems and operaitonal technology are an
increasing concern for the Nation’s critical energy infrastructure owners and operators, The
Cyber Testing for Resilience of the Industrial Control Systems (CyTRICS) program will serveas
a central capability for DOE’s efforts to increase energy sector cybersecurity and reliability
throuph testing and enumeration of critical electrical components. Further, analysis of testresults
will identify both systemic and supply chain risks and vulnerabilities to the sector through the
linkage of threat information with supply chain information and enriching it with other data
sources and methods. Through CyTRICS, DOE continues to collaborate with government, the
National Laboratories, and industry to identify key energy sector industrial control systems
components and apply a targeted, prioritized. and collaborative approach to these efforts,

CESER’s efforts to develop a collective understanding of systemic and supply chain risks and
vulnerabilities are aligned with Executive Order {3873 “Securing the Information and
Communications Technology and Services Supply Chain,” and support the Administration's
priority of securing our Nation from foreign adversaries who are increasingly creasing and
exploiting U.5. vulnerabitities in information and communications technology.

Facilitating Cyber Incident Response and Recovery

As the Energy SSA, DOE works at many levels of the electricity industry. We interact with
numerous stakeholders and industry partners to share both classified and unclassified
information, discuss coordination mechanisms, and promole scientific and technological
mnovation to support energy security and reliability. By partnering through working groups
between government and industry at the national, regional, State, and local fevels, DOE
facilitates enhanced cybersecurity preparedness.

As a member of the National Security Council and as the Energy S8A, DOE assesses and
analyzes credible threats to reliability and resilience issues facing the security of our Nation's
electrical grid. These intelligence assessments and analysis often involve classified information;

7



21

however, DOE works to provide regular unclassified threat briefings to interagency and industry
partners, in addition to ¢lassified threat briefings to cleared members of the secior.

DOE also maintains a clese relationship with the Federal Energy Regulatory Commission
{FERC} and the North American Electric Reliability Corporation (NERC?) to ensure they have
the relevant information to execute their missions. DOE also holds regular discussions with
three encrgy sector Information Sharing and Analysis Centers (18ACs) — which include the
Electricity ISAC {E-TSAC) ~ to share cmerging and potential threats and disseminate
information.

CESER alse recently supported the National Governors Association (NGA) in providing
Governors and their energy advisors with policy strategics to protect electricity infrastructure and
enhance cybetsecurity in the electricity sector. The NGA white paper outlines the roles and
responsibilities of key State, industry, and Federal entities and catalogs usefai resources.?

DOE continues to work with State officials to facilitate state-industry preparcdness and response
coordination, encourage response plans that help prepare for any potential consequences of a
cyber attack, and offer training and exercises to ensurc the states are ready and able to mitigate
incidents and respond, if needed.

DOE also works closely with our public and private partners with the goal of fully supporting
and bolstering the actions needed to belp ensure the reliable delivery of energy. We continue (o
coordinate with industry through the Sector Coordinating Councils (5CCs) to synchronize
government and industry cyber incident response playbooks.

CESER engages directly with our government and industry partaers to help ensure we are
prepared and coordinated in the event of a cyber incident to the industry. The success of the
2018 iteration of DOE’s Liberty Eclipse cybersccurity exercise developed in two phascs. Phase |
was 2 1abletop exercise focusing on the roles, responsibilities, and authorities of Federal, State,
and cnergy industry partners in response fo 2 significant cvber attack on energy infrastructure.

Phase 11 inchuded & seven-day, operations-based cxercise conducted on Plum Esland in New
York. This exercise focused on increasing the country’s ability to mitigate adversary cyber
degradation of the grid’s restoration capability. During Phase [I, DOE worked with the Defense
Advanced Research Projects Agency (DARPA) and multiple U.S. utilities to test and evaluate
tools and capabilities that could enable the recovery of the power grid during a cyber attack.
These experiments were held in an isolated and conirelled envirenment with first responders and
power engineers on hand. DOE’s private sector coliaboration ensures DARPA’s research results
are directly transitioned to industry and translated into greater preparedness to a cyber attack.

INGA White Paper, Smart and Safe, State Strategies for Enhancing Cybersecurity in the Electric
Sector (June 2019). hitps://www.nga org/wp-content/uploads/2019/04/NGA-Smart-Safe-State-
Strategies-for-Enhancing-C ybersecurity-in-the-Electric-Sector.pdf.
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DOE continues to sponsor Clear Path, an annual all hazards focused exercise series. These
regionally-focused exercises highlight the interdependencies between our Nation’s energy
infrastructure and other sectors.

DOE’s most recent exercise, Clear Path V1, took place in Memphis, Tennessee. in April 2019,
This iteration examined the energy sector’s response and restoration soles, responsibilities, plans,
and procedures following a major earthguake along the New Madrid Seismic Zone. The exercise
brought together more than 160 individuals from more than 80 organizations representing
Federal and State governments, the electricity and oil and natyral gas subsectors, and the
transpottation, water, and communications secors.

It is critical that the results of the exercises inform our response plans on a continuous basis to
¢lose identified gaps in coordination with our industry and government partners through the
asgociated coordinating councils. Communication capabilitics that are survivable, reliable, and
accessible, by both industry and government, will be key to coordinating various cfforts
showcased in the exercise, including unity of messaging required to recover from a reai-life
version of the exercise scenarto.

In preparation for any fature grid security emergency, it 15 critical we continue working with our
government and industry pariners to further shape the types of orders that may be executed under
current authorities, while also clarifying how we communicate and coordinate the operational
mplementation of these orders. Continued coordination with Federal, SLTT. and industry
partners and participation in preparcdness activitics like Clear Path enable DOE to identify gaps
and develop capabilities to support cyber response.

Accelerating Breakthrough RD&D of Resilient Energy Delivery Systems

A key to CESER s efforts to secure the Nation’s electric grid aganst cyber attacks is supporting
DOE’s Grid Modernization [nitiative. The Grid Modermzation Initiative is introducing new
technologies to better manage increasingly complex transmission and distribution systems.
CESER has a central role in the Department’s plan for integration of cybersecurity activities
across DOE, and coordinates with other DOE offices through the Grid Modernization Laboratory
Consortium {GMLC). An Exccutive Commitiee comprised of DOE leadership oversees the
GMLC, through which we engage our leading experts and resoutces at DOE National
Laboratorics, collaborating on the goat of modernizing the Nation's electric grid. GMLC
employs an integrated approach to ensure that DOE-funded studies and reseatch and
development are coordinated efficiently to reap the greatest return for the taxpayer dollar,

Through the GMLC, DOE’s National Laboratories are assembling technical expertise to address
specific cybersecurity challenges facing the electric grid. For example, GMLC is developing
advanced analytics of cyber data to assist in differentiating between cyber and non-cyber-caused
incidents.

In alignment with 2019 Executive Order 13863, “Coordinating National Resilience to
Electromagnetic Pulses™ {Mar. 26, 2019), CESER alsc works closely with the private sector, as
well as Federal and SLTT government paringts 1o enable more coordinated preparedness for and
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respense to disruptions caused by electromagnetic puises (EMPs) and geomagnetic distarbances
{GMDs). An EMP can be created by non-nuclear events and by the high-altitude detonation of a
nuclear weapon, which have the potential to damage power delivery assets and impact bufk-
power system refiability over a wide area, GMDs, caused by Coronal Mass Ejection from the
Sun, may result in geomagnetically-induced currents {GIC} in man-made structures such as rail
lines, pipelines, electric transmisgsion lines, and some communications lines. DOE is concerned
about the impacts of GIC flows on power transformers. Transformer damage, although highly
unlikely even in the most extreme storms, is possible and in certain situations can destabilize the
electric grid if proactive measures are not undertaken (e.g., reducing load).

CESER is leading efforts within DOE to address EMP and GMD risks, using 2 multi-pronged
approach: sharing knowledge and expertise with industry on a timely basis; allowing the electric
subsector te advance readiness for potential EMP impacts through research to quantify the risk;
and scientific developtent of mitigation strategics, and analysis of the policies needed for the
future. CESER is fully committed to helping forge the grid of the future that will be mote
resilient to all hazards, including EMP/GMD. Continued progress in grid modemization is vital
1o helping us protect the grid from EMP/GMD.

Cybersecurity for energy control and OT systems is vastly different from typical IT systems. OT
power systems must operate continuously with high reliability and availability. Upgrades and
patches can be difficult and time-consuming, with compenents dispersed over wide geographic
regions. Further, many assets are in publicly-accessible areas, where they can be subject to
physical tampering, Real-time operations are imperative, and latency is unacceptable for many
applications. Immediate emergency response capability is mandatory, and active scanning of the
network can often be difficult.

To select cybersecurity R&D projects, DOE constantly examines the threat landscape and
coordinates with partners, like DHS, to provide the most value to the energy sector while
minimizing overtap with existing projects.

CESER’s Cybersecurity for Energy Delivery Systems (CEDS) R&D program is designed to
assist energy sector asset owners by developing cybersecurity solutions for energy defivery
systems through a focused, early-stage research and development effort. CESER co-funds
industry-led, Natienal Laboratory-led, and university-led projects with SLTT and industry
partners to make advances in cybersecurity capabilities for energy delivery systems. These
research partnerships are helping to detect, prevent, and mitigate the consequences of a cyber
incident for our present and future cncrgy delivery systems. 1n a demonstration of our
coordination with other Federal agencies, two of the university-led collaborations are funded in
partnership with DHS Science and Technology.

[n April 2019, CESER released the “Cybersecurity for Energy Delivery Systems (CEDS) 2019
Research Call” to conduct research, development, integration and demonstrations (RDI&D).
This RDI&D will lead to (1) next generation tools and technologies, (2} techniques to implement
cybersecurity frameworks and (3) integration of tools and technologies to help provide greater
situational awareness that 1s unavailable today. It will likely become available and widely
adopted throughout the energy sector to reduce the risk that a cyber incident could disrupt energy

10
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delivery. An estimated $35 million in Federal funding is expected te be available for new
awards under this research call.

In May 2019, CESER issucd an 38 million funding opporiunity announcement seeking
innovative approaches to enhance the reliability and resilience of the Nation's energy
infrastructure. This includes cohancing the ability of electricity generation, transmission and
distribution infrastructure, as well oil and natural gas production, refining, storage, and
distribution infrastructure to survive a cyber attack while sustaining critical energy delivery
functions. This funding opportunity supports the Administration’s directive to secure critical
infrastructure as outlined in the National Cyber Strategy, through rescarch and development of
real-time intrusion detection, self-healing energy delivery control systems, and innovative
technologies that enhance cybersecurity in the energy sector.

Existing CESER projects in Artificial Intelligence and Quantum are aligned with Executive
Order 13800 “Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure”
and Executive OQrder 13859 “Maintaining American Leadership in Artificial Intelligence.” We
coordinate this with the Secretary’s Artificial intelligence program to ensure broadest awareness
and surface new opportunities. For example, the Cyber Attack Detection and Accommeoedation
for Energy Detivery Systems project has advanced artificial intelligence technology by
developing a commercially viable, field demonstrated, self-learning and resilient cyber-
attackfanomaly automatic detection and accommodation technology to provide uninterrupted,
equipment safe, controlled power generation to the grid even in the presence of attacks. This
project is integral to the defense-in-depth strategy to support improved resilience in the nationzl
critical energy infrastructure. The Cyber Aftack Detection and Accommodation for Energy
Delivery project uses feature-based machine learning and contrel and estimation algerithms to
detect, localize and mitigate attacks in real-time with very low false positive rates with multiple
heterogeneous data sireams.

To advance technologics in quanium computing, researchers at Los Alamos Naticnal Laboratory
(LANL) have developed several technologies based in Quantum Information Science (QIS} for
use in improving the security of the nation's electric grid. Specifically. LANL has demonstrated
quantum secured cormunications over existing installed optical fiber infrastructure. This
technology allows entities on a network to prove their identity to one another, and to be sure the
messages they send are transmitted faithfully. For example, a utility control cenler can be certain
that data received from a substation was indeed sent by that substation and has not been spoofed
or altered in transit.

Additionally, CESER's Cybersecurity Risk Compatison tool is developing a2 method to quantify
cyber risk reduction achieved through the deployment of defensive countermeasures, including
selected other CEDS R&D-funded tools and technologies. Using the attack tree developed by
the NERC-Critical Infrastructure Protection Committee (CIPC) Cyber Attack Task Force
{CATF) and the MITRE ATT&CK framework, the research effort will develop a methodology to
quantify the dollar investment associated with reducing the number of cyber attack tree paths that
are functionally available 10 the adversary. It will achieve this through deployment of selected
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countermeasures, and by comparing it to the number of attack tree paths without deployment of
the same countermeasures, for a specified control system architectute,

For example, the Collaborative Defense of Transmission and Distribution Protection and Control
Devices against Cyber Attacks {CODEF) project is designed to anticipate the impact a command
will have on a control system envirenment, If any commands would result in damage to the
system or have other negaiive consequences, CODEF will have the ability to prevent their
execution. This type of solution is especially intriguing as it can detect malicious activity
regardless of the source, be it an insider threat or an external actor.

Strengthening our Workforce Development

The final area I would Iike to highlight is one that is truly foundational in nature, cybersecurity
workforce development. [1 is also a national priority outlined in the President’s National Cyber
Strategy, and further reinferced by Executive Order 13870, *America’s Cybersecurity
Waorkforce.” Through our SLTT workferce development efforts through organizations like the
National Association of State Energy Officials (NASEQ), we are developing a multifaceted
approach including ontine trainings, ptaybooks, workshops, and guidance. This builds capacity
throughout the sector and guarantees that the State energy offictals we engage with regularly
have the necessary and current skills and resources needed to prepare for and respend to energy
disruptions of significance, including cybet emergencies,

Building a culture of cybersecurity throughout the energy sector is critical. Technology 1s
playing an increasingly significant rofe in the energy sector, requiring a workforce with
knowledge of both cybersecurity and power systems. Further encouraged by the President’s
Executive Order on America’s Cybetsecurity Workforce, DOE is working in conjunction with
National Rurzl Electric Cooperative Association (NRECA} and the American Public Power
Assoctation (APPA) to help further enhance the culture of security within their utility members®
organizations. With more than a quarter of the Nation’s electricity customers served by
mumicipal public power providers and rural electric cooperatives, it is eritical that they have the
tools and resources needed to address security challenges. To address risks and manage the risks
to an acceptable level, APPA and NRECA are developing security tools, educational resoutces,
updated guidelines, and training on common strategies that can be used by their members to
improve their ¢yber and physical security postures. Exercises, utility site assessments, and a
comprehensive range of information sharing with their members will all be used to bolster their
security capabilities.

DOE is alse continning and expanding cur annual collegiate-level cyber defense competition. in
2018, DOE held two competitions to help deveiop the next generation of eybersecurity
professionals to help secure our Nation's critical energy infrastructure. DOE’s Cyber Defense
Competition (CDC) took place in April, with 25 college and university teams cempeting at three
National Laboratories. In December 2018, DOE hosted the CyberForce Competition™, with 64
college and university teams from 24 states and Puerto Rico competing at seven Mational
Laboratories. The next CybetForce Competition™ will take place in November 2019 at ten
National Laboratories, and is expected to expand beyond the collegiate level.
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Additionally, CESER is working in coordination with the Office of Management and Budget
(OMB), the Office of Personnel Management {OPM) and the Federat Chief Information Officer
{CHO) Coungcil, to fully leverage current hiring authorities under the Cybersecurity Enhancement
Act of 2014, We intend to do this, in part, by utilizing cyber competitions announcements as
preliminary job announcements, and then proceed through competition scores to identify highly
qualified cyber professionals for potential placement and retention into the Federal Government.

Concjusion

Retiable and resilient energy infrastructure is critical to U.S. econemic competitiveness,
innovation, and leadership. Establishing CESER is the result of the Administration’s
commitrment to and prioritization of energy security and naticnal security. CESER is working on
many fronts coliaborating with industry and State and local governinents to protect our Nation’s
critical electrical infrastructure from all hazards, including this growing cyber threat. Our long-
term approach will strengthen our national security and positively impact our economy.

1 appreciate the opportunity 1o appear before this Subcommittes to discuss cybersecurity in the
enetgy sector, and [ appland your feadership. Tlook forward to working with you and your
Tespective staffs to continue to address physical and cybersecurity challenges (o the grid,
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Honorabie Karen S, Evans

Assistant Secretary, Office of Cybersecurity, Energy Security, and Emergency Response, U5,
Department of Energy

Karen 8. Evans was sworn in by U.S. Deputy Secretary of Energy Dan Brouitlette as the Assistant
Secretary for the Office of Cybersecurity, Energy Sccurity, and Emcrgency Response (CESER) on
September 4, 2018. Mrs. Evans was confirmed as Assistant Secretary for CESER by the U.5. Senate
on August 28, 2018,

Before being nominated by President Donald J. Trump to lead the Depariment of Energy’s
cybersecurity efforts, Mrs, Evans was the National Director of the U.S. Cyber Challenge, & public-
private program designed to help address the skills gap in the cybersecurity fiekl. She also served as
an independent director and outside manager for publicly-traded companies.

Mrs. Evans was previously a top [T official at the Office of Management and Budget under President
George W. Bush in the position that is now known as the Federal CIO and also served as the
Department of Encrgy's Chief Information Officer.

She received her MBA ang BA in Chemistry from West Virginia Universify.
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Chairman LAMB. Thank you. Mr. Torres?

TESTIMONY OF JUAN TORRES,

CO-CHAIR, GRID MODERNIZATION LAB CONSORTIUM,
AND ASSOCIATE LABORATORY DIRECTOR,
ENERGY SYSTEMS INTEGRATION,
NATIONAL RENEWABLE ENERGY LABORATORY

Mr. TorRRES. Thank you. Chairman Lamb, Ranking Member
Weber, Members of the Subcommittee, thank you for this oppor-
tunity to discuss the critical challenge of grid modernization and
cybersecurity, and the crucial research needed to create a flexible,
more secure, and more resilient U.S. power system. I'm Juan
Torres. 1 serve as the Associate Laboratory Director for Energy
Systems Integration at the Department of Energy’s National Re-
newable Energy Laboratory, or NREL, in Golden, Colorado. I've
been affiliated with Federal research in our National Laboratory
system for more than 29 years. In my current position, I direct
NREL’s efforts to strengthen the security, resilience, and sustain-
ability of our Nation’s electric grid. In addition, I'm Co-Chair of the
DOE Grid Modernization Laboratory Consortium, or GMLC, and
team lead for the GMLC security and resilience research.

I commend the Committee for this timely discussion, given that
every aspect of our economy, our national security, and critical in-
frastructure in the U.S. is deeply dependent on the reliable oper-
ation of our electrical system. I'm often asked, when will you be fin-
ished with modernizing the grid? The answer is that grid mod-
ernization is a journey. It’s not a single destination. As long as we
need electricity to remain economically competitive, to defend our
Nation against evolving threats, and to maintain our way of life,
we’ll need to continually advance our electric infrastructure. Fun-
damentally, the research we’re conducting must assure that our fu-
ture grid has greater resilience to hazards of all types. Improved
reliability for everyday operations, enhanced security from increas-
ing and evolving threats, continued affordability to maintain our
economic prosperity, superior flexibility to respond to the varia-
bility and uncertainty of conditions at different time scales, includ-
ing a range of energy futures.

We've come a long way in a few short years of investment
through the DOE’s Grid Modernization Initiative, but there re-
mains much work to do. Research within the GMLC has the oppor-
tunity to strengthen the trajectory of our grid’s development. This
work will in turn inform the investment decisions we make today
so we can increase the impact of the new technologies that will
serve the grid for decades to come. The steps we take now can
move us toward enabling the grid of the future to address pressing
challenges, such as a changing mix of generation types, a need for
cost-effective energy storage, extreme weather events, increasing
cyber and physical threats, electrification of our transportation sys-
tem, and growing use of digital and communication technologies.

I'd like to highlight just a few examples of the important work
that is ongoing around the National Labs system through DOE
support. The National Labs’ deep modeling capability is providing
the basis for the DOE Office of Electricity’s North American energy
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resilience model that will, in the future, help us understand the
state of resilience for the power grid and natural gas infrastruc-
ture. With DOE’s Solar Technologies Office, we are developing a
road map that will guide cybersecurity to confront the unique
needs of the growing solar energy sector, and other distributed en-
ergy systems. And as I speak with you, NREL, in partnership with
the DOE Wind Energy Technologies Office and the International
Electrotechnical Commission, today is hosting a cybersecurity
workshop at the National Wind Technology Center at NREL’s Flat
Iron campus. This event is bringing key government and industry
players together for the first time to address the cybersecurity
needs of the growing wind power industry.

Finally, I applaud the Subcommittee for the commitment and in-
sight you have shown in holding this hearing, and with pending
legislation that addresses the critical challenges of our future elec-
tric grid. The benefits of technical solutions cannot be fully realized
without the appropriate business models, regulatory structure, and
policies to support and enable them. Given the importance of these
very issues to DOE, to the National Laboratories, and of course to
Congress, I'd like to invite you to attend the National Lab Day on
Capitol Hill next week, July 24, in the Rayburn House Office
Building. The event will be focused exclusively on grid moderniza-
tion and cybersecurity, and many grid researchers, other experts
from the labs, as well as myself, will be on hand for a discussion
and a series of exhibits that will highlight much of the work I'm
discussing today. Thank you for the privilege to address this Com-
mittee, and I look forward to answering any questions you may
have.

[The prepared statement of Mr. Torres follows:]
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Prepared Statement of Juan Torres
Associate Laboratory Director for Energy Systems Integration
Mational Renewable Energy Laboratory

For the U.S. House of Representatives Committee on Science, Space, & Technology,
Subcommittee on Energy
Hearing on “The Future of Electricity Delivery: Modernizing and Securing Our Nation’s
Electricity Grid”

July 17, 2019

Chairman Lamb, Ranking Member Weber, members of the Subcommittee, thank you for this
opportunity to discuss the critical challenge of grid modernization and cybersecurity and the steps we
can take from 3 research perspective to create a flexible, more secure, and more resilient U.S. power
system.

£ am Juan Torres, and | serve as the associate laberatory director for Energy Systems Integration at the
4.5, Department of Energy's {DOE’s} National Reneweabie Energy Laboratory, or NREL, in Golden,
Colorado. { have been affiliated with federal research and our national laboratory system for nearly 30
years. th my current position, 1 direct NREL's efforts to strengthan the security, resilience, and
sustainability of our nation’s electric grid. In addition, | am ¢o-chair of the DOE Grid Modernization
tabaratory Consortium (GMLC) and technical lead for the GMLL's security and resillence team. The
GMLC is a partnership of 14 national laboratories working to advance modernization of the U.5. power
gridl. Prior to joining NREL, 1 served for many years in various technical and manageriai roles at Sandia
National Laboratortes, advancing cybersecurity, energy, and power grid research, most recently as
deputy to the vice president for energy programs. Earlier in my career, | also served on the DOE task
force that developed a plan to protect U.5. energy infrastructure in response to Presidential Decision
Directive 63 on Critical Infrastructure Protection.

NREL was established in 1977 to advance renewable energy technologies as a commercially viable
option. Over the yesrs, our groundbreaking advanced energy research has contributed to
transformational scientific advancements, exponentiat decreases in the cost of renewable energy, and
more renewable installed capacity than ever before. We are continually looking abead to understand
how advanced technalogy opticns can enable a halanced nationa! energy pertfolio, From our
perspective, grid modernization is one of the most crucial and urgent energy challenges our nation must
address,

Why Grid Modernization

Every aspect of the economy, nationaf security, and critical infrastructure in the United States is deeply
dependent on the reliable operation of our electrical system. Yet the basic dasign of our country's
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energy infrastructure has not changed much since the earliest electric grids were developed in the late
18005 —our grid is still largely built arcund the concept of one-way centralized generation and control.
To put that into perspective, this approach to generating and defivering electricity predates the first
automahbiles.

The electric grid has served our country well for 2 very long time. However, the energy landscape—both
in the United States and around the globe—is changing quickly. Cost-competitive renewables are
making up a larger share of the energy mix. The grid edge, where consumers and energy users connect
to the grid, is transforming intc a dynamic space where energy is not just passively consumed, but
generated, stored, managed, and traded. And infrastructures that once operated in silos, such as
electricity, transportation, communications, and fuels, are increasing their overlap and
interdependencies with each other.

These exciting dynamics are creating many opportunities, but also present urgent challenges in assuring
our grid can meet evolving censumer heeds, leverage technclogicat advances, and mitigate today's and
tomorrow’s threats. Managing, optimizing, securing, and adding resilience to the future power system
will require new technologies and control techniques, advanced sensing and data anaiytics, more
sophisticated models and velidation techniques, as well as effective business models and other
institutional suppert. It will also require the electric grid to operate differently than it has for more than
a century, with more flexibility and resilience to withstand both cyber and physical attacks as well as
disrugptions from natural disasters.

The magnitude and importance of this challenge cannct be overstated. Gur country’s continued security
and ecenomic growth simply depend an if. There is o time to delay. These fast-moving changes, ajong
with growing cyber threats, require immediate and sustained action,

What Does a Modern Grid Look Like?

DOE’s Grid Modernization Initiative was established to work with the electricity sector to address this
question and leverage our national resources to drive solutions.

The Initiative has laid out these key characteristics that a modern grid must have:
« Greater resilience to hazards of all types
*  Improved reliability for everyday operations
+ Enhanced security from an increasing and evolving number of threats
« Additional affordability to maintain our econemic prasperity
*  Superior Hexibility to respond to the variability and uncertainty of conditions at gne or more
timescales, including a range of energy futures,

Getting there will require an unprecedented level of research, collaboration, and innovation. For this
reason, DOE partnered with its national labs to form the Grid Modernization Laborzatory Consortium,
The GMLC—co-led by NREL 2nd the Pacific Northwest Maticnai Laboratory {(PNNL]—acts as the boots on
the ground to execute critical research that is already delivering solutions today, with plans to continue
to do so well into the future.
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The Focus and Impact of GMLC Research

The GMLC has proven to be a galvanizing and impactful initiative. Since its inception in 2015, it has
jumpstarted grid modernization research and coflaboration in the energy sector and transitioned
technologies and concepts to the power sector not otherwise possible on such an accelerated
timeframe.

Although it is not possible 1o highlight all the impressive achievements of GMLC projects here, it is worth
noting a few reat-world benefits that have already been realized:

s Developed an advanced microgrid design tool kit to increase the resilience of critical loads to
major grid disruptions

+ Developed concepts to improve the Black start capabitity for recovery after a major power
cutage

¢ Developed the Hierarchica! Engine for Large-scale Infrastructure Co-Simulation [HELICS)
frarnework to couple grid transmission, distribution, and communications modeis to understand
cross-domain effects

s Advanced 13 different sensing technologies across the end-use sector, transmission and
distribution, and asset monitering

+ Developed a valuation framewoark that will allow stakehclders to conduct and interpret
valuation studies of grid technologies with high levels of transparency, consistency, and
extensibility

+ Developed analytic tovis to differentiate between cyber- and noncyber-initiated events

+  Provided microgric design support to Puerto Rica and the U.S. Virgin Islands after the
devastation of Hurricane Marta

» leveraged grid modeling tooks and expertise toward develepment of the North American Energy
Resilience Model ([NAERM).

We have come a fong way in a few short years, but there remains much work to do. Research within the
GMLL has the opportunity to strengthen the trajectory of our grid’s development at this timely juncture
when investment decisions that our nation makes today will likely remain with us for decades to come.
Steps taken now can help establish the modern grid of the future by positioning our grid with inherent
rasilience and Flexibility to accommaodate new trends and challenges, such as:

* A changing mix of generation types

» Extreme weather events

+ Increasing cyber and physical threats

s Oppertunities for customers to participate in electricity markets
*  Growing use of digital and communication technclogies.

1'will touch an a few of the most important areas of future research in the following sections.
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I comnend the Subcommittea for the commitment and insight you have shown in addressing the critical
challenges of developing the efectric grid we need to meet the burgeoning demands of the future.
Reflecting the importance of these very issues to DOE, to the national laboratories, and, of course, to
Congress, I'd like ta Invite you to attend the National Lab Day on Capito! Hilt next week, luly 24, in the
Rayburn House Cffice Building. The event will be focused exclusively on grid modernization, and many
grid researchers, other experts from the labs, as weil as myself will be on hand for discussion at a series
of exhibits that will highlight much of the wark | am discussing today.

Keeping Pace with Cybersecurity

The grid that we know today was designed hefore we could foresee today’s cyber vauinerabilities, and
the grid that we evolve to must be resilient to tomorrow’s threats. The increasing use of digital
technoiogy in our power grid is driving new system configurations, cperating strategies, market
structures, and business models, but at the same time, increasing our cybersecurity attack surface.

It s paramount that we keep pace with advanced cyber solutions to protect evolving energy systems,

Cybersecurity is not only a top priority for NREL; it is critical te the success of DOE's missions, from
maintaining the nation's nuciear deterrent, reducing the threat of nuclear proliferation, overseaing the
nation’s energy supply, and managing the science and technology powerhouse of the 17 national
laboratories.!

Secretary Perry has identified protection of the energy infrastructure from cyber threats as one of DOE’s
highest priorities. Across the national lsboratery complex, we acknowledge the challenges,
opportunities, and responsibility we have to advance the science and technology of cybersecurity to
detect, protect, and mitigate against threats to our energy systems.

Sandia National Laboratories has developed SCEPTRE, a cyber-physical environment to analyze how
cyber-initiated events affect the physical world. At Argonne Natianal Laboratory, the Dynamic
Application Rotational Environment (DARE) rotates web applications across multiple attack servars,
altpwing anafysts to further understand the complexities and intricacies of national security in the cyber
realm. Los Alamos Natianal Laberatory is developing technologies designed to defeat today's intrusions
into both goverament and critical infrastructure systems, expanding unigque capabilities such as
steganography and quantum-enahled security. With Pacific §orthwest National Laboratory's
cybersecurity test bed, analysts can provide hands-an workshops to teach cybersecurity best practices
50 that defenders can practice their skills against a safe adversary in a controlled envirgnment. The
Idaho Nationa! Lab’s cybersecurity test bed includes a full-scale transmission loop to assess
vulnerzbilities and assess Impacts on the power grid.

115, Department of Energy Cybervsecurity Strategy,” 2018-2020.
hripe:fwww enargy sovfs vodffllos/2G18 107 /FS3/EXEC. 2018-003 700% 20D0E % I0Cyber: vl I 202018
2020-Final-FINAL-c 2. pdf
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At NREL, we are developing a virtual environment that will aflow us to emulate milllans of digital, cloned
devices working with physical grid devices, including solar inverters, batteries, and other components
throughout our Energy Systems integration Facility [ESIF) and our Flatirens Campus. tn this virtual world,
researchers will be able to evaluate the performance of these devices operating simultaneously, while
safely launching cyberattacks in a controlled grid envirgnment. Lezaming to think like an adversary in
future grid scenarios will be critical, and it will requive the right environment for simulated cyberattacks
ta highly complex systems.

Protecting Critical Infrastructure

As we have recently witnessed from a multitude of threats across different sectors, malicious actors
have demonstrated willingness to employ {arge-scate cyberattacks, which can be crippling and costly.
Reliable power generation keeps our hospitals operating, transportation systems moving, and
emergency systems responding, and it provides our homes with power and water.

Stories about cyber breaches ta major global companies, government agencles, and electricity systems
are becoming alt too familiar—such as the 2015 attack an Ukraine’s power grid and the $10 biltion price
tag of the maiware attack NotPetya.’

Just a few months ago, 2 western utility in the United States experienced a denial-of-service attack,
which caused disruption to grid operations in their region. Although no harm to power generation was
reported, the instance ted to a temporary foss in visibility to parts of the utility's SCADA {supervisory
control and data acquisition} system.? Gaining access to a utility’s SCADA system, which is used to
manage energy infrastricture, could open the door to muitiple substations and other distribution
assets.

Directed research is needed in scalable cyber data analysis, advanced encryption, adversary isolation, in-
depth assessments, and security for future autonomous systems, In NREL's expertise of distributed
energy systems, the attack surface is increasing around the communications and control of devices, such
as rooftop solar, grid-connected vehictes, grid-interactive buildings, and microgrid systems. in the
coming years, it will be critical to invest in research capabilities that keep our powar systems inherently
secure and ahead of cyber adversaries.

The Need for Energy Resilience

with every first line of defense, there must be a second. Alongside the concern for cyber threats, there
are other significant sources of disruption to the electric grid—both natural and human—that are just as
relevart. These Include intensifying weather events, geomagnetic sterms from sofar flares, and
deliberate physical interruption.

 andy Greenberg, “The Untold Story of NotPetya, the Most Devastating Cyberattack in History,” Wiked, August 22,
2018,
* Bob Sobcrak, "Experts assess damage after first cyberattack on U.S. grid,” E&F News, May 6, 2019,
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When a disruption occurs and energy services are interrupted, we must be prepared to recover guickly.
fasilience can be defined as the ability to "prepare for and adapt to changing conditions and withstand
and recover rapidly from disruptions.”* Energy resilience contributes to the strategle goal of energy
security: ensuring sustained energy services with minimal interruptions.

As we have seen from recent storms in Puerte Rico, the Virgin Islands, and other coastal reglons
throughaut the United States, weather alone can interrupt energy systems from multiple entry points
and lead to cascading impacts on power systems, water systems, transportation systems, and
husinesses. We must also be aware of physical interrupttons to energy delivery services and the looming
potential of an electromagnetic pulse or geomagnetic disturbance event, which could cause a large-scale
grid disruption within minutes.

These evolutions give urgency to a better understanding of underlying science and engineering
principles that are foundational to designing more inherently resilient energy systems. We need
atdvancements in resilienge science—a study of the possibilities for protective and resilient design, and,
In the event of a disruption, an effective path to restoring energy services with minimal economic costs
and secietal impacts. For an In-depth look at the chalflenges and opportunities around grid
modernization, | would call your attention to a study DOE-supported study by the National Academies of
Sciences: "Enhancing the Resilience of the Nation's Electricity System.”®

Resilience Through Autonomaous Systems

One of the ways NREL is working to strengthen reliability and resilience on the future electric grid is
through its research and development into autonomous energy systems—fast-reacting energy systems
that are managed threugh artificial intelligence. These systemns could have greater precislon and speed
than a human-controlled system could ever achieve. For the hundreds of miliians of grid devices that are
on pace to come onkine in the coming years, autonomeus distributed control appears to offer the most
resilient framework.

With highly advanced monitoring and controt technologies, autenomaous energy systems are being
researched for strength against a broad spectrurn of threats, even offering resilience against patential
threats that we may not yet understand.

The autcnomous energy systems platform is built on basic research in optimization theory, control
theory, big data analytics, and complex system theory, Unlike current systems that rely on centralized
camputing platforms for grid control, autonomous energy systems coutd seff-grganize and manage
themselves.

For an autenomous energy system to pesform optimally, it would rely on scatable ceflular blacks—
essentially variably sized microgrids—that self-optimize when islanded and participate in aptimat
operation when interconnected to 2 larger grid. NREL has developed and tested severat algorithms thar

4 “presidential Policy Directive {PPOR-2 1—Critical Infrastructure Securlty and Resilience,” 2013,
5 https:/fwww nap edu/catalon/24836/enhancing-the-resilience-of-the-n ations-electricty-system
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have advanced the optimization and contrel of networked systems and significantly reduced the time of
the optimization. Scaling these algorithms to a realistic power system is the next line of research.

By furthering our investments to advance innovative sclutions like this, we will be better equipped to
adapt, withstand, and recover fram current and anticipated sources of power disruption.

Adapting to Sustainable Sources With Flexibility

Grid madernization includes building on our existing genaeration mix, such as natural gas and nuclear,
with emerging generation resources. For exarmnple, DOE programs are pramoting research into more
novel resources such as tida! energy® and hydrogen fuel cetls. By powering our nation with a mix of
anergy sources, we can strengthen our energy security and achieve energy independence. But to get
there means adapting our infrastructure and markets around energy that includes beth centralized
power plants and distributed and variable generation.

in Hawaii and California, two states where rooftop solar is extensive, we are experiencing firsthand how
consumer and industry-driven growth in new energy resources needs paraliel efforts in grid
modernization, NREL has supported this energy transition in both states, prominently through our
leadership in publishing solar energy’s most important standard for interconnection, (EEF 1547, Revising
this standard, which was part of our GMLC portfolio, has brought consensus across sustainable energy’s
many stakehaolders, ultimately helping the market keep its momentum.

What we have learned from our partnerships with utilities, planning authorities, and product vendors is
that there are many angles to adopting a broader energy mix. But above all, we need institutional
calizboration and proper planning tools so that strides in sustainable energy technologies are met by a
prepared grid and a prepared workforce.

Finding Solutions for Energy Storage

Developing reliable, cost-effective technalogy to store electrical energy so it can be available to meet
damand whenever needed would be a major breakthrough in the existing power grid. The addition of
variable sustainable energy sources presents a new challenge requiring contiruzed research.

At solar energy’s most productive hours, utilities in California curtail significant energy generated—at
times, more than encugh energy to power the same distribution system. Likewise, wind gusts do not
always correspond to customer electricity demand. How to reserve this energy for later use, whether for
emergency backup or efficient day-to-day use, is 2 priority across both industey and DOE's grid
modernization efforts.

As with much of our grid’s transition, energy storage is |largely driven by private industry, Storage
technelogies from diverse vendors are entering the grid at both customer and utility scales, with varying
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performance and configuration, leaving a gap in understanding of how storage can best serve our power
systems, economically and reliably.

Furthermore, energy starage comes in more than one flaver. Hydrogen and lithium-lon are relevant
modes of storage for vehicles, white renewably produced natural gas may function for community-scale
storage. A pumped-sterage hydrapower plant In Virginia has a generation capacity of nearly 3
gigawatts,” while the much drier and sunnier climate of Nevada is better sulted for storing solar energy
thermally. The federal government can help pewer system planners across the nation understand how
energy storage coutd fit into their systems,

Growth in energy storage could mean dramatic cost savings and critical importance to grid resiliency—
but only if power system operators are well equipped to use storage assets. Hawaii's island of Kauai, for
example, has just launched a record-satting "storage plus solar” plant.® But prior 1o launch, the plant’s
developer, AES Corporation, needed to arrange the storage for Kauai's grid. Only with NREL's advanced
hardwara and computing infrastructure was AES able to validate the new plant for Kauai. Similar
configuration will be necessary for the many megawatts of energy storage that will soon be coming
ontine,

For an MREL overview of energy storage in grid modernization, see "The Role of Storage and Demand
Response.”® For a high-level examination of emerging energy storage trends, please see the article
“Maintaining Bafance: The Increasing Rele of Energy Storage for Renewable Integration,” 1 co-written by
MREL energy storage analyst Paul Denhoim.

Summarizing the Grid’'s Future Needs

Since the first power lines were installed, our nation's grid has never experienced a transition ltke the
presant. Through decades of industry-spanning partnerships at NREL, we have been granted perbaps the
best perspective of how our nation’s energy system is changing and how we can adapt.

Though many of the technelogical changes to our grid are being carried by private industry, we identify
an important role for government to guide and facilitate the transition, and to do s with respect to our
national interests of energy independence and security.

At its core, our future grid must be resilient against threats, both known and unknown. We have the
opportunity to shape aur power systems to be inherently secure and efficient. We need systems that
minimize damage done when events do occur, and systems that use breakthroughs in artificial
intetligence and data science to react flexibly and precisely to grid changes. At their foundations, these

7 hittps:/fwww dominionenergy.com/company/making-energy/renewable-generation/water/bath-county-
pumped-storage-station

kauaifs of9dpd
? higs:/fwww.nrel.eov/docs/ iy Sostifs304 1 pdf
" nnps:f ficcenplore.jeee.org/document /8070540
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power systerns will be adaptable to the complex mix of technologies and energy types that are
emerging.

To arvive at such a grid, the nation’s future utility workforce will need new tools and training. The
growing complexity of the grid will create demand for a dynamic workforce that is up to the task of
building, operating, and maintaining future power systems. This pipeline of education and mentorship
will need to ke complemented by toals for decision support and situational awareness, as wealt as
autonomous systems that can overcome contingency events.

Research into grid modernization needs to be ongoing and based on evolving needs. It needs to match
the rapid technical advancements spurred by industry, and the intensity and spectrum of threats that

gre mounting against power systems. Qur nation’s next steps in grid modernization could be the most
important yet.

| am appreciative of this opportunity to appear before the Subcommittee on a topic of vital national
importance, and | look forward to answering any guestiens you may have.
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Chairman LAMB. Thank you. Ms. Speakes-Backman?

TESTIMONY OF KELLY SPEAKES-BACKMAN,
CHIEF EXECUTIVE OFFICER,
ENERGY STORAGE ASSOCIATION

Ms. SPEAKES-BACKMAN. Chairman Lamb, Ranking Member
Weber, and Members of the Subcommittee, on behalf of ESA, thank
you for the invitation to speak today on the role that energy stor-
age plays in modernizing and securing our electric power infra-
structure. Energy storage technologies are transforming the way
we generate, deliver, and use electricity because it essentially de-
couples the element of time from when we make it, move it, and
sell it. That simple concept enables enormous amounts of capabili-
ties for the grid: Supplying backup power, reducing peak system
demands, relieving stressed infrastructure, firming variable gen-
eration sources, like solar and wind, and optimizing inflexible gen-
eration sources, like nuclear.

Most people think of a battery when they hear energy storage,
but there are a variety of technologies, not only different kinds of
batteries, like flow batteries, but also mechanical storage tech-
nologies, like pumped hydro and flywheels, thermal storage tech-
nologies like ice storage and molten salt, and power-to-gas storage
technologies like hydrogen and ammonia. Each has its own per-
formance characteristics, and best suited applications, but all do
the same job of storing energy for use when and where it’s needed
most. Storage is uniquely flexible among all resources. It’s the only
grid resource that operates as both supply and demand in a single
asset. I've outlined a lot of reasons in my written testimony, of
course, for our claim, quoting my fellow panelist, Katherine Ham-
ilton, that storage is the bacon of the grid, just makes everything
a little bit better.

ESA applauds the Subcommittee for incorporating energy storage
into its Grid Modernization Research and Development Act of 2019
to modernize and secure the electric grid. For the remainder of my
testimony today, I'm going to outline the recommendations from my
written testimony, which are intended to strengthen the effect of
the proposed legislation. So in Section 3, Enhancing Grid Resilience
and Emergency Response, the proposal to enhance grid resilience
is really important, particularly in light of the terrible impact of
the increasingly frequent and severe weather events limiting access
to electricity. Grants for projects that increase the resilience of elec-
tric service with distributed energy resources will speed the ability
of communities and local governments to prepare for the next dis-
aster.

It’s also important for the Federal Government to use that infor-
mation that it gathers in this effort to prove the economic case for
resilience investment more broadly so that State commissions can
measure cost effectiveness, and the private sector can step in when
the proposed grant money is spent. To that end, ESA asks the Sub-
committee to consider directing DOE to work with stakeholders to
develop a method for quantifying the economic value of resilience.

In Section 6, there are a number of commendable provisions
within Section 6, Grid Scale Energy Storage, reflecting bipartisan
ideas from H.R. 2909, the Promoting Grid Storage Act, and H.R.
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2986, the Better Energy Storage Technology Act, or BEST Act. ESA
endorses both these bills. The Promoting Grid Storage Act would
create a competitive grant program at the Department of Energy
for State and local governments, utilities, public power authorities,
and rural co-ops seeking support for incorporating storage into
long-term planning and grid operations. We respectfully request
that the Subcommittee include the competitive grant program from
Sections 4 and 6 of the Promoting Grid Storage Act to accelerate
learning through experience, and share that investment responsi-
bility. The BEST Act emphasizes DOE investments in demonstra-
tions projects to provide flexibility on intra-day, inter-day, and sea-
sonal basis. Those demonstrations are intended to establish cost
and performance targets, which is critical to developing commer-
cialization milestones, but also may pose a risk to innovation unin-
tentionally limiting technology development pathways.

Section 7, in Hybrid—in the Hybrid Energy Systems, we com-
mend the Subcommittee for efforts to drive research and develop-
ment on storage systems paired with generation. Hybrid systems
with storage are relatively new, and we ask in this section that the
Subcommittee direct FERC (Federal Energy Regulatory Commis-
sion) to seek a report on the current rules on interconnection, mar-
ket participation, and capacity accreditation of hybrid energy sys-
tems.

And finally, in Section 8, Grid Integration, in addition to the
RD&D (research, development, and demonstration) programs for
integrating the—an electrified transportation system. We rec-
ommend adding complimentary RD&D efforts on the re-use of ED
batteries for second life applications in charging infrastructure and
electric grid service. Re-use for grid applications could lower costs,
and could divert still useful assets from recycling or disposal. And
so, with that, I thank you for the opportunity to speak to these crit-
ical issues, and I welcome your questions.

[The prepared statement of Ms. Speakes-Backman follows:]
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Chairman Lamb, Ranking Member Weber, and Members of the Subcommittee—

On behalf of the U.5. Energy Storage Association (ESA), thank you for the invitation to speak
today on the role that energy sterage plays in modernizing and securing our electric power
infrastructure.

ESA is the national trade association working toward a more resilient, efficient, sustainable and
affordabte electricity grid enabled by energy storage technologies. With mere than 180
member companies, ESA represents a diverse group of power sector stakeholders, including
independent poewer preducers, electric utilities, energy service companies, financiers, insurers,
law firms, installers, manufacturers, component suppliers and integrators invelved in deploying
energy storage systems throughout the Unlted States on the electric grid, in homes and
businesses, integrated into critical infrastructure and in military installations. We represent a
broad technofogy base that includes electrechemical, thermal, mechanical, process, and
pumped hydro storage.

About Energy Storoge

Our electric system is bound 1o a simple reality of physics—supply must precisely match
demand at every moment, everywhere. Energy storage technologies are transformative for the
electric system because they enable electricity supplied from any source to be saved for use at
a later time, precisely when, where, and in whatever form it is most needed. That simple
concept enables an enormous amount of capabilities for the electric grid—be it supplying back-
up power, reducing peak systerm demands, relieving stressed grid infrastructure, firming the
supply of variable generation sources such as selar and wind, or maintaining optimal function of
inflexible generation sources such as nuclear. These capabilities more efficiently ensure that
supply and demand reliably match, which in turn optimizes the use of alf grid infrastructure and
resources. energy storage is a critical hub of a resilient, efficient, sustainable and affordable
energy system.

Energy storage is central to integrating higher levels of variable wind and solar resources,
Storage can take excess generation from renewables and store it for later use, avoiding waste
and filling gaps in supply; this is increasingly important as renewable penetrations increase and
constraints in transmission or distribution systems impede full delivery of wind and solar.
Moreover, storage is increasingly being procured in portfalios with renewable power to backfil
from power plant retirements. Utilities as diverse as Xce!l Energy in Celorado, Nevada Energy,
Arizona Public Service, and Hawaiian Electric Company have each planned to procure hundreds
of megawatts (MW) of battery storage paired with solar power over the next severai years,
often to replace retiring fuel-based power plants. And it's not just battery storage—there are
over 2,000 MW of pumped hydroelectric storage projects currently pending a license before

Pg X



44

EERC, as well as utilities testing and procuring flywheels, thermai storage, and other storage
technologies.

Moreover, starage is increasingly critical for redability and resilience of customer supply,
especially in rural areas, island systems and remote communities without a grid connection. Co-
oparitive and public power utilities are deploying storage systems on their grids and microgrids,
particularly in remote communities with fuel supply risks such as those served by Cordova
Electric Cooperative in Alaska and Kawaf island Utility Company in Hawaii,

Storage is also increasingly being deployed, often in more rural communities, to increase the
capabilities and extend the life of existing grid infrastructure. In using storage this way, grid
operators can avoid far more expensive transmission or distribution upgrades, thereby
suppressing cost increases ctherwise borne by their customers. Utities like Duke Energy,
Eversouree, and National Grid are finding innovative ways to extend the life of their wires
infrastructure by installing storage, with innovative projects in some cases that integrate both
utility- and customer-sited storage assets into “non-wires alternative” investments. At the same
time, installing storage at the distribution level increases their hosting capacity, allowing more
rooftop solar and electric vehicles to be used on the existing wires.

fiost people think of a battery when they hear “energy storage” —and for good reason.
Batteries are everywhere—in our phones, computers, appliances, our cars, and increasingly
throughout our electric grid. There are a variety of energy storage technologies—not only
different kinds of hatteries, such as flow batteries, but also mechanical storage technologies
{like pumped hydro and flywheels), thermal storage technologies {fike ice storage and molten
salt), and power-to-gas storage technologies (like hydrogen and ammaonia). Each has s own
performance characteristics and hest-suited applications, but ail do the same job of storing
energy for use when it is most needed, be that across seconds, hours, or days. in effect, it
decouples the element of time from supply and demand.

for the purpose of today’s hearing, | will focus my remarks on the role of battery storage, the
fastest growing grid storage technology. Today approximately 2,500 megawatts (MW) of
battery storage are installed or under developrment nationwide, with megawatt-scale
installations planned or operating in 29 states. Battery storage technologies—primarily lithium-
ion batterles—are declining rapidly in cost, dropping by 50% every 3 to 4 years and projected to
continue in the near- to medium-term at 10-15% year over year. Driven by these cost declines,
U.S. deployments doubied in 2018, are on track to double again in 2019, and are forecast to
tripte in 2020, representing over 53 billion in annual sales in the U.5. by 2021. That sharp cost
dectine is driving greater performance of battery storage more cost-effectively, increasing their
range of 2pplications. The largest battery in the world is currently under development in the
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11.5. and will capable of providing 100 MW of power for four hours—encugh to power 50,000

homes through the peak demands of the day. At the same, aggregations of distributed storage
installed in homes and businesses are being operated as virtual power plants, with the largest

aggregations currently about 20 MW in size—effectively mimicking a small generator.

Storage is uniquely flexible among all grid resources. First, storage is the only resource
promoting reliability In every part of the grid: co-locsted with generation, connected to the
high-voltage transmission system, placed on the lower-voltage distribution grid, and focated in
bulldings, as well as in microgrids, It is madular and can be scaled to any size, from a home
system of a few kilowatts (kW) to a central facility 10,000 times larger, Second, storage provides
value to ali power sector participants: utilities, independent providers, and consumers can alf
own and operate storage for a variety of reliability services and other cost-saving applications.
Third, storage is the only grid resource that operates as both supply and demand int a single
resource: supply when discharging and demand when charging, giving it the unique flexibility to
mitigate oversupply as well as undersupply conditions. Fourth, storage Is capabie of near-
instantaneous response and precise control, able to ramp its output to charge or discharge at
full power in milliseconds. It is that precise control that aliows storage to efficiently provide
essential reliability services of freguency response, veltage control and ramping, as well as
enhance resilience during sudden disruptions. Fifth, storage can provide a diversity of functions
for the bitlk power system, the distribution grid, and end-users, even providing multiple
services interchangeably over time to meet the greatest need in any given moment. Sixth,
storage can be deployed quickly, with build times for MW-scale installations in less than &
months. Importantly, storage is agnostic to the supply of electricity, and its flexibility can be
used to optimize grid functions for any supply mix, as it changes over time, That's why we call
starage the "bacon of the electric grid”—it makes everything a little bit better. Nuclear, coal,
gas, wind, sofar, hydro, demand response, wires infrastructure and system efficiency: you name
it, storage enhances its utilizatian.

About the Grid Modernization Research and Development Act of 2019

ESA applauds the Subcommitige for incorporating energy storage into its proposed draft
legislation to modernize and secure the electric grid. Indeed, storage is being used o enhance
electric service reliability & resilience and to increase the capabilities of the existing electric
infrastructure.

In Section 3, “Enhancing grid resilience and emergency response,” the proposed program to
enhance grid resilience is important, particularly in fight of the terrible impact of increasingly
frequent and severe weather events limiting access to electricity. Distributed energy resources
{DERs}, including storage, have been critical to the resilience of communities in Puerto Rico,
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California, Massachusetts, Flerida, and others hit by hurricanes, fires and ice sterms. Grants for
projects that increase the resilience of electric service with DERs will speed the ability of
communities and local governments to prepare for the next disaster. It's also impoertant that, in
undertaking this effort, the federal government use the information it gathers to help prove the
economic case for resifience investment so that State Commissions can measure the cost
effectiveness value when considering rate requests by regulated utilities, and so that the
private sector can step in when the proposed grant meney is spent. To that end, ESA asks the
subcommittee to consider directing the Department of Energy to work with relevant
stakeholders in government and industry to develop a method for quantifying the valire of
resilience, Without a well-defined and broadly accepted valuation method, resilience will
remain challenging to fit into the cost-benefit analyses and program designs that ultimately
determine whether an energy storage project makes financial sense for a grid operator, a state
or loczl government, a utility or a community.

in Section 6, “Grid-scale energy storage,” there are a number of commendable provisions that
appear to reflect bipartisan ideas frem H.R. 2909, the Promoting Grid Sterage Act, introduced
by Representative Casten and Representative Bacon, and H.R. 2986, the Better Energy Storage
Technology Act introduced by Representative Foster and Representative Herrera Beutler. ESA
endorses hoth hills, and 1 will try to briefiy summarize the key contributions that have garnered
our association’s and our members’ support.

The Promoting Grid Starage Act, which was also endersed by the American Public Power
Association and the Natianal Rural Eleciric Cooperative Association, would create a competitive
grant program at the Department of Energy (DOE} for state & local governments, utilities,
public power authorities, and rural co-ops seeking support for incorporating storage into long-
term planning and grid operations. This approach is new in that, rather than wait for the federal
government to identify desired projects, these local entities would be empowered to identify
the kinds of madeling support and grid deployments that will best accelerate their learning
through experience, share the investment responsibitity and construct a competitive proposal
to cost-share those activities,

ESA requests that the subcommittee include In Section & the competitive grant program
envisioned in the Promoting Grid Storage Act. The current section 6(a){8} describes a technical
assistance program that we believe DOE already has the authority te pursue. To empower jocal
stakeholders to bring projects forward that best overcome informational barriers and lower
risks, E9A recommends the subcommittee to incorporate Sections 4 and 6 of the Promoting
Grid Storage Act directly into the legislation under consideration.
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The Better Energy Storage Technoiogy (BEST) Act, which was also endorsed by the Bipartisan
Policy Center, the U.5. Chamber of Commerce Global Energy institute, CiearPath Action,
Citizens for Responsible Energy Solutions, the National Audubon Society, the National
Hydropower Association, the Unicn of Concerned Scientists, and the Information Technology
and Innovation Foundation, weuld emphasize DOE invastments in demonstration projects of
storage technologies providing flexibility to the electric system an an intra-day, inter-day, and
seasonal basis—ali of which are increasingly needed in an electric system adapting to higher
levels of renewahle energy and the demands on the grid of an increasingly efectrified economy,
Moreover, those demonstrations are intended to put such technologies on a path toward cost
and performance targets, which is critical to commercialization, However, it should be noted
that legislating the parameters of technology geals can pose a risk to innovation, potentially
limiting technology development pathways that will become clearer only after some years of
research and development.

ESA requests that the subcommittee therefore give greater discretion to DOE to identify the
specific performance targets associated with the energy storage systems in Section 6. In
particutar, ESA recommends that the legislation specify only a desired service life of storage
projects, recognizing that the number of cycles needed will vary according to the duration and
application for the storage. Particularly for longer-duration storage, which may cycle less aver
its totat lifetime, prescribing the needed cycle life in statute could eliminate possible technology
solutions.

finally in Section 6, ESA asks that the committee strike the term “grid-scafe,” storage, as it tan
be confusing. Some large commercial and industrial facilities utilize energy storage at multiple-
megawatt scale on-site, and their customer-sited location does not make them any less
important in scale. Moareover, energy storage can provide service to the electric grid as a larger,
single system or as an aggregation of smaller, distributed systems. For exampie, New England’s
wholesale electric market operator has recently awarded a forward-capacity contract to an
aggregation of 2G MW of storage paired with sclar power—effectively competing right
alongside larger, single systems, To the extent that the subcommittee seeks to use a term of
art, “grid energy storage” should suffice without inadvertently confusing the intent of the
section.

in Sectien 7, “Hybrid energy systems,” we commend the subcommittee for efforts to drive
research & development on storage systems paired with generation and Identify barriers to
their use. Many of those barriers remain at the level of the bulk power system, which is in many
places under the governance of a Regicnal Transmission Organization {RTQ) or Independent
System Qperator {150). As hybrid energy systerns with storage are relatively new, RTOs and I50s
have not yet presented clear rules for how they would operate in the electric system.
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Therefore, in addition to the ohjectives presently in the bill, ESA respectfully requests the
subcommittee to constder directing the Federal Energy Regulatory Commission (FERC} to seek a
report from RTOs and 1SOs on the present rules and processes regarding the interconnection,
market participation, and capacity accreditation of hybrid energy systems.

In Saction 8, “Grid integration,” there are a number of usefu! research, develepment, and
demonstration {RD&D} programs on the next frontier particularly for integrating an electrified
transportation system with the grid. To these ideas ESA recommends adding complementary
RD&D efforts on the re-use of electric vehicle {EV) batteries for “second life” apptications in
charging infrastructure and electric grid service. EV battery capacity equivslent to 100 times
that installed on the U.5. grid will be removed from vehicle service globally by the mid-2020s,
and a great number of these batteries may still have a power storage capability that is useful
for service to the grid—representing a potential low-cost grid integration resource and an
environmentally respansible method to divert still-useful assets from recycling or disposal.

in Conclusion

We are at an historic moment where the UB.5. can harness energy storage technologles to cost-
effectively medernize and secure our electric system. | thank the subcommittee for the
opportunity to speak to these critical issues, and | welcome your questions.
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Chairman LAMB. Thank you. And Ms. Hamilton?

TESTIMONY OF KATHERINE HAMILTON,
CHAIR, 38 NORTH SOLUTIONS,
AND EXECUTIVE DIRECTOR,
ADVANCED ENERGY MANAGEMENT ALLIANCE

Ms. HAMILTON. Good afternoon. My name is Katherine Hamilton.
I'm the Chair of the firm 38 North Solutions, and Executive Direc-
tor of Advanced Energy Management Alliance, a coalition of dis-
tributed energy resource providers and consumers. Thank you to
Chairman Lamb, Ranking Member Weber, and the entire Sub-
committee for inviting me to testify before you today.

A lot has changed in the last 2 decades since I last appeared be-
fore this Committee. Renewable energy resources are now the
cheapest source of electricity, and energy storage is able to cost-ef-
fectively replace old fossil fuel peaker plants. Innovation has been
instrumental in allowing these resources to efficiently, effectively,
and safely integrate into the electric grid. And while innovation
continues in the private sector, Federal investment and leadership
is crucial to solving many of our most complex puzzles around grid
modernization. This Act would provide a great deal of that leader-
ship.

It is appropriate that the first part of the bill focuses on resil-
ience. The need for resilience continues to grow, given increasing
storms, wildfires, and other climate-related incidents. Reliability is
the percentage of availability over time, while resilience is the abil-
ity to recover quickly from a specific situation. Distributed re-
sources, such as micro-grids that can recover quickly from an out-
age incident, and provide continued service to local communities,
will be important to increasing their resilience. In addition to
metrics on outage duration, data should be collected on recovery
time, costs of downtime, and customer impact. I suggest that a sec-
tion on risk be developed, mapping out areas at greatest risk from
both a physical, as well as an economic standpoint.

Smart grid technology deployments have allowed the grid to op-
erate more efficiently, and with greater visibility. The year of de-
tective work necessary to determine that the Northeast Blackout of
2003 was caused by a branch in Cleveland would no longer be the
case, thanks to these technologies. The focus on modeling is greatly
needed. Modeling assumptions can determine long-term investment
in generation resources that may or may not be necessary, and that
are paid for through consumer rate increases. While planning mod-
els have improved, most are lacking in considering demand-side re-
sources in the planning process, so customer sided resources, from
demand response to solar, energy efficiency, combined heat and
power, electric vehicles, all can contribute to the customer not just
being a load on the system, but actually becoming part of the re-
source, allowing the supply and demand sides to become inter-
changeable.

Technology demonstrations are key to proof of concept, lowering
risk and gathering data for innovative solutions. A concept that’s
been used in other sectors, and to some degree in the utility sector,
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is a sandbox, where an area is set aside that is completely free of
regulation, and where multiple systems, technologies, and ap-
proaches can be experimented with removed from penalty and risk
to the utility. Additional experimentation can actually lead to more
creative solutions.

Advanced energy storage has grown tremendously, and seen ex-
ponentially reduced costs. New technologies have been nurtured
and funded at the Department of Energy, including in ARPA-E
(Advanced Research Projects Agency-Energy), and continued R&D
should test new chemistries and use cases. But instead of identi-
fying this research as grid scale, or prescribing time durations for
storage technology operations, I recommend stating the problems
that should be solved, or the services delivered, and allow new
chemistries and technologies to be developed that fit those needs.

Grid integration is key to understanding how all these systems
can interact to multiply the benefits of these innovative tech-
nologies for the grid and consumers.

In addition to protecting sensitive grid information and utility se-
curity, any standards for consumer or third-party access to con-
sumer data should be reasonable, while ensuring privacy of infor-
mation. I would caution against being overly prescriptive, and inad-
vertently stifling innovation, including the very innovation that
could mitigate security risk. While these programs are not nec-
essarily designed to reduce carbon emissions, tracking greenhouse
gas impact is still useful as we transition to a cleaner energy fu-
ture, and explore technologies whose greenhouse gas impacts are
still relatively unknown.

Finally, I would propose adding a new section to the bill, one fo-
cused more on social science. Given the speed of our energy transi-
tion, manufacturing and worker transition is lagging. The U.S.
should not only be the leading source of entrepreneurship globally,
but we should also lead the world in building and deploying new
energy technologies. I suggest that research be conducted on how
factories can be retooled, power plants repurposed with clean fuels,
and workers trained to adjust to new technologies. The U.S. is the
global leader on clean and smart energy technology innovation, but
to continue on that trajectory, we must sustain our R&D programs
in ways that can assist grid operators, utilities, entrepreneurs, our
workforce, communities, and consumers.

Thank you again to the Subcommittee for allowing me to testify,
and for showing leadership in grid modernization research and de-
velopment.

[The prepared statement of Ms. Hamilton follows:]
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Good afternoon. My name is Katherine Hamilton. f am the Chair of the firm 38
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A lot has changed in the nearly two decades since T last appeared before this

Committee, Renewable encrgy resources are now the cheapest source of electricity' and

is-now-the-cheapest-option-gyen-without-subsidies/#3d4add3{Sath
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energy storage is able to cost-effectively replace nalural gas peaker plants.* Innovation
has been instrumental in allowing these resources to efficiently, effectively, and safely
integrate into the electric grid. While innovation continues in the private sector--with
some itilities, and at our universities--federal investment and leadership in research and
development is crucial to solving many of our most complex puzzies around grid
modernization. The Grid Modernization Act would provide a great deal of that
leadership. I will now go through each section of the draft legislation, offering
recommendations for consideration im the final bill.

It is appropriate that the first part {Section 3} of the bill focuses on resilience. The
need for resilience continues to grow given increasing storms, wiidfires, droughts, and
other climate-related incidents. While relizbility 15 the percentage of availability over
time, resilience is the ability to recover quickly from a specific situation; the definition of
resilience will be important to set forth as separate and apart from reliability. Thus, as the
bill notes, disiributed resources, such as microgrids, that can recover quickly from an
outage incident and provide continued service to local communities, will be important to
increasing community resilience, I recomtnend that, in addition to metrics on outage
duration, data be collected on recovery time, costs of downtime, and customer impact. [
would also suggest that a section on risk be developed, mapping out areas at greatest risk
both from a physical as well as an economic standpoint. Technical assistance for
resilience should alse be available to communities and third party providers, many of

whom enter into partnerships to invest in and deploy innovative resilience solutions.
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Smart grid (Section 4) deployments of phaser measurement units, dynamic line
ratings, capacitor banks, and Volt/VAR Optimization have allowed the grid to cperate
more efficiently and with greater visibility. The year of detective work necessary to
determine that the Northeast Blackout of 2003 was caused by a branch in Cleveland
would no longer be the case thanks to these technologies.’ In the smart grid section of the
bill, focus is given to modeling, which is greatly needed, based on my experience
engaging in Integrated Resource Planning proceedings in states. Modeling assumptions
can determine long-term investment in generation resources--that may or may not be
necessary—and that are paid for through customer rate increases. While planning models
have been improving, most are stili sorely lacking in considering demand side resources
in the planning process. When [ was running GridWise Alliance a decade ago, our vision
was a syslem where the supply and demand sides interacted seamiessly, allowing full
patticipation by consumers of all types to balance more dynamic renewable energy
resources on the supply side. Customer-sited resources include demand response, energy
efficiency, smart inverters, batteries, thermal storage {from hot water heaters, for
example), fuel cells, combined heat and power, microgrids, electric vehicles, and
geothermal heat pumps—all of which can contribute to the custorner not just being a load
on the systern, but actually becoming part of the resource, allowing the supply and
demand sides {0 become intcrchangeable. More complete modeling of these distribution
resources, would allow for more holistic planning for utilities and system operators,
resulting in a more flexible, cost-effective and cleaner grid. As the grid becomes more

dependent on renewable rcsources, it is important that system planning tools can model a

} See article on progress over five years here: https:/fwww sclentificamerican. com/article/2003-blackout-
five-years-later/
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complete vear of grid operations, hour by hour, se that grid planners can identify the best
ways to manage the seasonal impacts of new resources on the grid. In addition, attention
should be paid to customer access and inclusion in the system, enabling customers to
access their utility data and use it to contro! when and how they use their energy.

Technology demanstrations (Section 5) are key to proof of concept, lowering risk,
and gathering data for innovative solutions. A concept that has been used in other sectors
and to some degree in the utility scctor, is a “sandbox™, where an arca is set aside that is
completely free of regulation and where multiple systems, technologies, and approaches
can be experimented with removed from penalty and risk to the utility. These sandboxes
have been tested in the UK. and several other countries and to a limited degree in
Hlinois.* Providing grants to states for additional experimentation could lead to more
creative solutions.

Advanced energy storage (Section 6) has grown tremendously and reduced costs
thanks to state policies, such as in California, requiring utility procurements‘s New
technologies have been nurtured and funded at the Department of Energy, including in
ARPA-E. although the lack of federal tax credit support has inhibited the industey from
reaching ful! potential in all parts of the 1.5, Continued research funding wili be needed
to test new chemistries and use cases (such as longer duration). Rather than identifying
this research as “grid-scale™ or prescribing time durations for storage technology

operations, I recommend instead stating the problems that should be solved or the

* See article on sandboxes here: https:fwww.utilitydive. com/news/experiment-without-penalty—can-
regulatory-sandbaxes-foster-utility-innov/550950/

? Additional information on energy storage procurements can be found here:

hittps: iwww utilitydive com/news/catifornia-iooks-1o:next-sieps-as-wililies-near-energy-storage-
targels/S344 1/

® ARPA-E runs several energy storage programs: hitps:/arpa-c.energy.gov/?q-project-tech-areas/storage
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services detivered, and allow new chemistries and technologies—individually oras a
system--be developed that can fit those needs. For example, in addition to bulk power
storage, I recommend attention be paid to customer-sited storage that can be aggregated
into Virtual Power Plants (“VPP™),” providing generation-equivalent resources to the
grid. DOE could be helpful on analysis of this VPP potential, modeling of tocal benefits
on the distribution system, and developing business models that include customer
participation. The solar industry benefited from DOE R&D on recucing “soft costs™—
such as interconnection and balance of system—and the energy storage scctor coutd have
similar benefits. Regarding the important topic of battery materials, it shouid be noted
that, while the U.S. has no comprehensive policy on battery end of life reuse and
recycling, the technology 10 recycle lithium-ion batteries exists and is being done today in
refining facilities globally.

The Aybrid energy systems {Section 7) component of the bill is important and is
focused correctly. One suggestion would be to incorporate other energy and water nexus
technelogies in addition to desalination—perhaps to include atmospheric water
generation using renewable resources. As with all of these research programs, including
private sector entrepreneurs and pariners in the equation will enhance development of
selutions and results.

Grid integration (Section 8) ig key to understanding how all of these systems can
interact o multiply the benefits of these innovative technelogies for the grid and
consumers. Customer-sited resource aggregation {including with eleciric vehicles),

Virtual Power Plants, and Non-Wires Alternatives should all be part of this integration

T See DOE atticle ot Virtual Power Plants:
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portfolic. Non-Wires Aliernatives to traditional generation, fransmission and distribution
resources can be instatled to defer capital outlay of new lines and substations, saving
utility investment and reducing cost to customers.” One example is the Brooklyn-Queens
Demand Management project, where the utility, ConEdison avoided a $1.2 B substation
upgrade by deploying demand response, energy efficiency, and distributed resources.’
Additional applications of NWA could be piloted through this DOE R&D program,
Experimentation of customer engagement, including through demand response, smart
thermostats, blockchain, and other transactive encrgy sclutions, should also be
considered. It might also be useful to consider electrification as well as more efficient end
use of gas.

In addition to protecting sensitive grid information (Sections % and 10) and utility
secutity, it will be important to consider consumer data access and privacy. Any
standards for consumer or third party access to consumer data should be reasonable,
while ensuring privacy of information. While T am not an expert on the cybersecurity
portion of the legistation, it is important that alf electric and gas utilities—including local
distribution companies, transmission/pipeline companies, and generators/producing
facilities--meet the North American Electric Reliability Corperation (*NERC™) Critical

Infrastructure Protection (“CIP™) standards.'® [ would also caution against being overly

¥ A collection of case studies of Non-Wires Alternatives projects can be found here:
hitps:/‘edthetatare org/wp-content/uploads/2018/11/2018-Non-Wires-Alternatives-Report FINAL pdf
* Articte about BODM program can be found here: hitps:fwww utilitydive.com/news/despite-failures-
congd-targets-more-encrgy-savings-{frem-non-wires-pioneer/ 547725/

% additional information can be found on the NERC website:

https:iiwww nerc.com/pa/Stand/Pages/CIPStandards aspx
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prescriptive and inadvertently stifling innovation, including the very innovation that
could mitigate security risk.""

In the section on considerations (Section 11), I would add third party solutions-
providers, consumers and communities to the list of stakeholder entities for coordination.
End users are critical to ensuring that the technologies and experiences resulting from
federat research and development will actually work as designed and deliver their
intended henefits. I would also recommend that greenhouse gas emission data be
collected in all of these programs. While these programs are not necessarily designed to
reduce carbon emissions, tracking their impact is stil} useful as we transition o a cleaner
energy [uture and explore technelogies whose greenhouse gas impacts are still relatively
unknown.

Finally, I would propose adding a new section 1o this already substantive bill: one
focused more on social science. Given the speed of our energy transition, manufacturing
and worker transition is lagging; the U.S. should not only be the leading source of
entrepreneurship globaily, but sheuld also lead the world in building and deploying new
energy technologies. 1 suggest that research be conducted on how factories could be
retooled, power plants repurposed with clean fuels, and workers tramed to adjust to new
technologies. These activities should be conducted intentionally with public-private
partnerships so that the results are realistic and economically beneficial.

As T have witnessed during my co-chairmanship of the Advanced Energy
Technology Councit at the World Econoemic Forum, the United States is the global leader

on clean and smart energy technolegy innovation. To continue on that trajectory, we must

'* A potential model for regulation that is designed to evolve with technology is the National Highway
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sustain our research and development programs in ways that can assist grid operators,
utilities, entrepreneurs, workforce, communities, and consumers. Thank you again to the
Subcommittee for allowing me to testify, but, more importantly, for showing leadership

in grid modernization research and development.
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Chairman LAaMB. OK. At this point we will begin our first round
of questions. I will recognize myself for 5 minutes.

Ms. Hamilton, I'd actually like to start where you left off, which
is on the need to make sure that we’re thinking ahead on the im-
pact of jobs that this transition will have. It will have it whether
we like it or not, so, as far as I'm concerned, the question is what
are we going to do about it? The whole theme of today’s hearing
is how are we going to protect? How are we going to protect the
grid, make sure that people’s power is protected, that their data is
protected? But we also have to make sure that their jobs are pro-
tected. And I believe we can do that.

There’s going to be a lot of hands-on, physical work that needs
to be done to adjust our infrastructure, to install new equipment.
But I was just hoping you could say a little bit more about what
that would look like as a research project. What are some ideas of
the type of research we would have to authorize? Who would be
doing it, what do we need to know, and when? If you could, is there
anything more you can say on that, please.

Ms. HAMILTON. It’s a great question, Mr. Chairman, and it’s
something I think about a lot, because since I was in the utility,
the workforce has been aging. Now about 30 percent of the utility
workforce consists of Millennials, about 40 percent of the engineers,
and Millennials tend to change jobs faster than we used to in the
utility workforce. You would start in the utility, and you would re-
tire in the utility.

But people change jobs a lot faster, and there are more types of
jobs, so we need to find out what trainings are needed. I think it’s
important for a research project to look at what are all the skills
that we need, and where do we need to source those, and who can
do that? What are some of the skills that transfer really easily? For
example, a coal worker that is an engineer, or a certified elec-
trician, might transfer really well into energy storage or solar,
where an electrician might be needed. So I think there is some of
that to be done.

Also in California right now, there are wildfires that are going
to cause public safety outages of 30 days or more. I mean, substan-
tial outages, and there are not enough trained tree trimmers to do
the work needed on vegetation management. You can’t send a kid
out with a bushwhacker. This is really trained labor. So there are
a lot of job needs and opportunities, and there are people who don’t
have jobs, and we need to somehow match those. So bringing the
public sector and the private sector together on that seems to me
to be a good way to think about that.

Chairman LAMB. I think that’s correct. Anybody else from the
panel want to jump in on that topic? Are you familiar with re-
searchers, or people doing this kind of work who might be able to
add to that? OK, we will be sure to look at it on our own. Thank
you for raising it.

Ms. Evans, on a kind of similar theme, I noted at the beginning
that I think we’re short on the cybersecurity workforce, and the
jobs that need to be done there. Can you talk a little bit about how
our bill, or future efforts we might make, can help us incentivize
people to not only go into the areas of cybersecurity, but really to
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serve ghe public the way that you have, and help us protect these
assets?

Hon. EvANS. Thank you, Mr. Chairman. There’s a lot of work
that’s already going on in this area that I know you are aware of,
under the National Institute of Standards, with the Department of
Homeland Security, and with the executive order that just recently
was released. So under the categories of cyber, it’s always going to
increase. It’s never going to go away. And also, as my esteemed col-
league just described the utility workforce, you're going to have to
constantly look at what skillset you're going to need. Right now
we're very focused on what I would call the first responders, and
those types of skills that you want to have, if you think about it
that way, but you also have to build out who are the specialists
that are having—if you think about it on a 1 to 10, that is going
to have to constantly be looked at as what is the right mix both
for the government as well as for private industry.

Chairman LAMB. Thank you very much. And I think with both,
you know, and you know this from hosting the Cybersecurity Chal-
lenge, or promoting it, I think with both sets of challenges we need
to be willing to look deep into our educational pipeline and realize
that starting younger people on these projects, and gaining those
skills at an earlier age is going to be essential for us to ever get
ahead of this. It’s a lot harder to retrain someone at an older age—
given them confidence that they need to make that transition then
if we have people interested in it from the beginning.

So, with that, I will recognize Mr. Weber for 5 minutes.

Mr. WEBER. Thank you, sir. Assistant Secretary Evans, one of
the things that makes Texas unique is our islanded grid, ERCOT,
that I referred to, it’s the Electric Reliability Council of Texas, I
know you're aware of that. And it’s my understanding that this al-
lows Texas to respond more quickly to cyber and physical—
cyberattacks, physical threats, physical events, since they actually
operate under one set of regulations, State of Texas, and, of course,
they’re accountable not to FERC, but to the agency in Texas. In
your opinion, are Texas utilities more or less vulnerable because
they have that kind of operating system?

Hon. EvANs. I don’t know that I want to actually say they're
more or less vulnerable. I think that the way that Texas has ap-
proached this problem is that they’re aware. And, as was men-
tioned in some of my colleagues’ testimonies, where we were talk-
ing about shifting more toward risk, that they have the ability to
constantly evaluate the risk, regardless of whether it’s a physical
risk, a cyber risk, or a weather risk. And so it depends on how the
mix works, but because of the way they are organized, they can al-
ways constantly evaluate the risk.

Mr. WEBER. Right. And you're aware that they’re accountable to
the PUC of Texas, Public Utilities Commission, as opposed to
FERC, and so the State as a whole gets to kind of have control of
that grid, one out of nine or eight in the country, and there’s kind
of a little undetermined area there. So I think it helps them work
actually quicker and faster.

And I do want to come back to you too. In your prepared testi-
mony, you said that existing CESER projects and artificial intel-
ligence, Al, and quantum technology also. So how is CESER using
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Al to strengthen the electric grid against cyber threats? And I want
to give a Part B to that question. The Chairman talked about train-
ing people, and we talked about young people going into these dif-
ferent jobs, and changing jobs more often. Is CESER and the De-
partment findings that they can find young people, retain young
people, and train people in Al, and hopefully quantum computing?

Hon. Evans. So I'll take the second part of that question first.
We have an education piece associated with what is happening in
CESER. We have a competition, which is the CyberForce Competi-
tion, that reaches out to all the universities. Several of the labs
participate. So that’s our outreach, and we are attempting to also
work with the labs, as well as us, to then hire directly from the
winners. We have a challenge, just like the rest of the government,
just like the sector as a whole in this area, so we are working on
creative ways through our authorities to be able to do that.

On the other part of the question, as to how we are using artifi-
cial intelligence and quantum computing, we have several research
and development efforts that are underway, but it is really to try
to get it machine-to-machine so that we’re elevating the skill level.
So things that the machines can do based on how we know attack
vectors will happen is built into the technology and into the solu-
tions, and then have those learning capabilities go across our data
storage as it relates. So that’s the artificial intelligence piece, so
that then we can then feed into the intelligence sector.

In visiting the labs, I can tell you that the folks there that are
studying under the labs are very interested in how we’re going
about doing this, so I'm hoping that I can hire them or they hire
them.

Mr. WEBER. OK. Well, I appreciate that. Mr. Torres, I want to
follow up with you on that. What are you experiencing in that
same vein of thought?

Mr. TorreS. OK. With regards to both questions I'll start with
the artificial intelligence, and some of the advanced technology con-
cepts. So what we're seeing is the grid is evolving to the point that
humans just won’t be able to respond quickly enough to all the in-
formation that’s going to be available to them, so they’re going to
have to be aided through some sort of computing/artificial intel-
ligence types of technologies. So we are looking into concepts like
autonomous systems, where we can incorporate some of the intel-
ligence there to make decisions to maintain reliability, but also we
need to do this in a way where we incorporate security from the
very beginning, where we assume these systems are going to be
targeted. So we are doing research in that particular space.

With regards to the talent pipeline, on the research side, what
we are seeing is the pipeline is just not going to be strong enough
here long term. We're not seeing enough people continuing into
graduate research, their graduate studies, so we see a shortfall in
folks with backgrounds in computer science, computer engineering,
in electrical engineering, in the power grid. I think I heard earlier
from Ms. Hamilton the fact that, you know, most of the workforce
in the utility sector, they used to work their entire careers. They
don’t do that anymore. How can we retain folks in those areas, but
also how can we retain the researchers so that we, as a country,
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can maintain leadership in these technologies that are going to
shape the future grid?

Mr. WEBER. All right. I appreciate it. 'm over my time. Thank
you, Mr. Chairman.

Chairman LAMB. Recognize Mr. Lipinski for 5 minutes.

Mr. LipiNski. Thank you, Mr. Chairman. Thank you for holding
this hearing. Thank our witnesses for their testimony. I wanted to
follow up on one of the things that we were just talking about here,
is artificial intelligence. I have introduced the Growing Artificial
Intelligence Through Research, or GrAITR, Act, which would pro-
vide necessary resources to advance the science of Al and multiple
applications, and I know Mr. Torres was just speaking about this,
Secretary Evans was just speaking about this. I wanted to ask Mr.
Torres, what are some of the research directions that need to be
addressed to pursue an autonomous grid, and do you think that the
Department of Energy has the resources necessary to pursue the
research right now?

Mr. TorRrES. I don’t think I've done a full assessment to be able
to answer the—that full question, but I can tell you about some of
the things where I think the Department of Energy can have some
impact. There’s some foundational aspects to artificial intelligence
application to the grid that we really need to develop further.

We have some work going on right now where we’re applying Al
concepts to the grid, as I mentioned, focused around four—building
out four foundational areas that we think are really important.
One is complex systems, and understanding complex systems the-
ory, and the second is Big Data analytics. The third is non-linear
control. So what we’re seeing is with highly distributed systems,
some of the linear control concepts that are used now on the grid
may not apply in a highly decentralized type of system. And then
the fourth area is optimization. How do you really get all of these
really complex, highly distributed, where intelligence may be dis-
tributed, to work together to achieve some sort of common goal, so
that it works as a cohesive system. So there’s opportunity to con-
tinue to advance some of the foundations to be able to apply AI for
the grid specifically.

Mr. LIPINSKI. Secretary Evans, do you have anything you wanted
to add there?

Hon. Evans. Well, what I would like to offer you, sir, is that the
Secretary is very committed to Al, and Undersecretary Dabbar I
know has really been working on this, so I would like to take it
back and get back to you specifically——

Mr. LipiNskI. OK.

Hon. EVANS [continuing]. About what our Al functions are doing.
I know what we’re doing in our areas that relates to cyber, but the
Department is vast, as you know, so I'd be——

Mr. LipINsKI. I understand.

Hon. EVANS [continuing]. Happy to get it back to you.

Mr. LipiNskI. I appreciate that. Well, in addition to AI, everyone,
I think, on this Committee, hopefully, knows by now that my inter-
est in always promoting social science research, and the importance
of social science research, which sometimes gets short shrift and—
with the great importance that it has to fit in with a lot of our
other research, so very happy that Ms. Hamilton raised that. Is
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there anything else that you wanted to add about what we need
to do in integrating social science research into this area that we're
talking about?

Ms. HAMILTON. Thank you for the comment. One thing I would
just note is that, because I come from the—I come from working
with entrepreneurial companies, and innovation has become much
more democratized, so innovators are not limited to our labs, our
universities, or our utilities. They are everywhere. They’re kids in
basements playing with their apps, right? So trying to make sure
that our research programs are able to connect the dots so that we
can bring entrepreneurs to test, and make sure that we have proof
of concept, because no utility is going to purchase a piece of equip-
ment that was designed in somebody’s basement. They need to
know that Department of Energy and the National Labs have given
it the seal of approval, and have shown credibility, by testing it,
and making sure that this all works.

So I feel like, you know, while part of that is about bringing new
people into the industry, because there are so many new excited
young people coming in, we also need to make sure that we then
connect them to the programs that are existing, to enrich the pro-
grams too.

Mr. LipiNskI. All right. Thank you. Appreciate that. For sake of
time, I don’t have much, I will yield back.

Chairman LAMB. Recognize Mr. Cloud.

Mr. CLouD. Thank you, Chairman. Thank you all for being here.
Assistant Secretary Evans, I wanted to touch on EMPs (electro-
magnetic pulse). The commission to assess the threat from electro-
magnetic pulse attacks warned that a high-altitude EMP would be,
they quote, “an existential threat to the survival of the United
States and its allies”. That sounds pretty ominous. In your written
testimony, you mentioned that CESER’s working to address EMP
risk by sharing knowledge with industry, and developing mitiga-
tion strategies. Could you explain to us a little bit of what you're
doing to communicate with stakeholders, how the progress is going,
what our readiness is at this point?

Hon. Evans. Thank you for the opportunity to talk about that.
The Administration did pass and send out an executive order deal-
ing specifically with EMPs, and so we'’re leveraging the research
that’s already there. There’s a group that we work with within the
National Labs called CSMART, so I'm going to give you the acro-
nym: Center for EMP/GMD Simulation Modeling Analysis Re-
search and Testing. And it involves several of our labs. This—be-
cause of that research that was previously done. And so Sandia is
at the center, and then we have Savannah River. Livermore is in-
Volv}eld, Los Alamos, and Oak Ridge. And then we work with EPRI
on this.

And a lot of this is how do we model it, how do we do the valida-
tions of some of the things that were in that study so that we can
actually work with industry through our ESCC (Electricity Sub-
sector Coordinating Council) work and our oil and natural gas sub-
sector coordinating group and share that research back out with
them? There’s a debate of whether you need to harden it all the
way up to military standards or whether you can take a phased ap-
proach and what the impact of that is based on the wavelengths.
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And so that research is ongoing, the test beds are being developed.
So to the point about being able to validate the technology, and
validate the research, that’s what we’re doing. We intend to accel-
erate that, provided what happens in our Fiscal Year 2020 budget.
And so I know the House passed it, so you guys included the ability
for us to do that research, so we’re looking forward to continuing
that work.

Mr. CLoUD. Are you working or communicating with, like local
entities, local governments, power providers, or is it more still in
the research vein?

Hon. EvANSs. The information that we have to date, and how we
work with EPRI, and then how we work with State and local gov-
ernments, and then through our industry partnerships, and then
with the councils, we do convey that out. We also work with the
National Governors Association. We work through the associations
as well, so the information and the research to date is shared. And
then they also know what our project plan is going forward, and
then who we are working with in the National Labs as well.

Mr. CLOUD. Are you getting any feedback on what challenges are
on the ground, or——

Hon. EvANS. The hardest part is, like, to what level—and 1
would like Mr. Torres to jump in here, if he feels so inclined——

Mr. CLouD. Yes.

Hon. EvANS [continuing]. Is how the investment is going to go
forward, and how you would harden the different pieces of this.
And we have some things that are going on with some of the bigger
utilities, and they are sharing that information so that those deci-
sions can be made. And we also work with FERC on this as well,
and then FERC also then reaches out and shares the information
too, because this becomes an investment decision, and then it’'ll in-
form the standards decisions going forward with FERC.

Mr. CLouDp. OK. Any of you want to speak to that as well?

Mr. TorRRES. So I totally agree with everything Assistant Sec-
retary Evans said there. There is an element of the energy that’s
released during an EMP that’s very similar to a GMD, geo-mag-
netic disturbance, event, so that’s something that we need to take
into account as well, that actually is probably more likely than an
EMP event. It’'s maybe higher probability, but also some severe
consequence.

I think it does need a little bit more study. EMP has been stud-
ied for quite some time by the commission that’s formed, and re-
formed, and so on. But I believe the—I would suggest that we take
maybe a forward-looking spin as we think about EMP. I think a
lot of times we're looking at how do we harden the grid of today
against EMP. The grid we have in 10 years will not look a lot like
today. It will change. There are a lot of things going on right now
and—where it’s become more distributed, the generation mix, and
so on. So we need to do some analysis, and project how would we
harden the grid of the future?

Mr. CLoUD. Thank you.

Chairman LAMB. Recognize Ms. Horn for 5 minutes.

Ms. HorN. Thank you, Mr. Chairman, and thank you to our wit-
nesses and Mr. Ranking Member for holding this important hear-
ing today. As I'm sure, with many of us across this country, but
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also on this Committee—I also sit on the House Armed Services
Committee—and especially given, Mr. Torres, what you mentioned
about the blackout, and where we’re talking about this, we are very
concerned about our electrical grid and our infrastructure as a na-
tional security issue on a broader level, as well as looking forward
as an infrastructure issue.

So I'd like to start, Secretary Evans, with you today, if we could.
So we know we have significant work to do, but I'm glad that
you’re doing this work. You mentioned in your testimony talking
about the national imperative, and the Cybersecurity Research De-
velopment Act, cybersecurity being one of the major threats. I'm cu-
rious to hear how you would assess the current state of our grid
cybersecurity efforts, and what additional things those of us on the
Committee can do to help bolster those efforts?

Hon. EvANs. T want to echo some of the comments that my es-
teemed colleague just mentioned about looking for the grid of the
future. So there is a robust mechanism that we have as a sector
specific agency going forward, but also with the whole government
approach that we take with our partners, like Department of
Homeland Security, Transportation, depending on what we’re look-
ing at. But when we talk about the cyber threat, and how it con-
tinues to evolve, what we really need to do is look at where we're
going to be in the future and how is that mix going to be.

And then, based on the risk modeling, which has already been
talked about, I'd like to bring up again the North American Resil-
iency Model that takes into consideration, along with what DHS is
doing from the National Risk Management Center, the ability for
us to be able to take the work that’s coming from the National
Labs, model it, and be able to give you a databased-type-of deci-
sion, data informed, based on where we are. How can we project
this out into the future? What is the mix going to look like? How
is the weather on that? So when we talk about that in the research
that we’re doing, again, I applaud what the Committee is doing to
be very forward leaning into what do you think, and how research
should be 10 to 15 years from now on that grid of the future.

Ms. HORN. Thank you. And continuing on the resiliency model,
I want to turn attention to Ms. Speakes-Backman, especially when
we talk about storage and generation. I represent Oklahoma, which
is well known, of course, as an oil and gas State, but we also have
a robust collection of renewable energy that is growing. In fact, 39
percent of the energy we produce is through renewables, but we
know that the challenge is storage.

So, looking at the technologies as theyre evolving, beyond bat-
teries, and where we are for the resiliency factor, I know, speaking
with our utilities providers, one of the challenges, as we diversify
our energy sources, is ready access beyond just the cyber issues
and the other security issues. So can you speak to where we are
on developing some of these other technologies to make them acces-
sible beyond batteries?

Ms. SPEAKES-BACKMAN. Thank you for the question. So Okla-
homa specifically does not have battery storage necessarily in-
stalled, but there’s about 259 megawatts of pumped storage in the
State, so we congratulate you on that. In terms of other tech-
nologies, of course, pumped storage is a very mature technology.
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It’s installed—it dwarfs the amount of capacity that’s actually in-
stalled in the United States currently, when you think about
pumped hydro storage as well.

Other mechanical storage technologies, like flywheels, are being
used in shorter-run, high-power applications. There’s compressed
air, and liquid storage—liquid air storage, and other mechanical
systems that are in some demonstration levels right now. There are
thermal storage technologies. Even when you think about building
being—Dbuildings being a thermal storage opportunity, but—water
heaters in your home, there are a number of State programs that
encourage water heaters and demand response that help—that is
also a level of storage. And those, of course, technically are very ad-
vanced, just not used as much in the grid applications as well as
they could be.

There’s other—also molten salt storage technologies, and other
grid-side technologies that are promising, but are yet to commer-
cialize, but the progress has been made on those as well.

Ms. HOrN. Thank you very much. Mr. Chairman, I yield back.

Chairman LAMB. Mr. Biggs for 5 minutes.

Mr. BiGgGgs. Thank you, Chairman Lamb, and Ranking Member
Weber, for holding this important hearing. Thanks to all of you
panelists for being here with us today. The U.S. relies on a robust
cybersecurity front to keep our critical infrastructure, including de-
livery systems, safe, and I'm pleased that the President and his Ad-
ministration have made cybersecurity a priority. President Trump’s
national cybersecurity calls for the development of a superior
cybersecurity workforce. This strategy states that, “a highly skilled
cybersecurity workforce is a strategic national security advantage,”
and I agree with this assessment.

Nearly 2 years ago, I had the opportunity to moderate a panel
at an Arizona State University (ASU) cybersecurity conference, and
we focused on education and workforce in this area. The panel in-
cluded cybersecurity professionals representing ASU, PayPal,
MecAfee, Network Command at Fort Huachuca, and the National
Institute of Standards and Technology. And the main issue was
raised on how some of you have addressed this, on the
cybersecurity workforce shortage that this country’s facing.

The Center for Strategic and International Studies reported that
the U.S. was facing a shortfall of almost 314,000 cybersecurity pro-
fessionals as of January 1 of this year. And I think it’s important
that we work to encourage a free market, non-intrusive solution to
develop a cyber workforce capable of managing not just the threats
of today, but anticipate the threats of tomorrow, particularly in the
energy industry. So I'm going to start with a question that I want
to give each of you a shot at answering, and then I do have a cou-
ple more questions, so if you can help me out by being as concise,
yet as informative, as possible. How do you think government can
become a better partner with higher education institutions and in-
dustry to form an education pipeline that will actually meet our
cybersecurity workforce needs to keep our electric grid safe? So I
guess we'll start with Ms. Hamilton on this side, and then go my
right to left, your left to——

Ms. HamiLToN. OK.

Mr. BIGGS [continuing]. Your right.
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Ms. HAMILTON. I'll be really quick, because I'm not a cyber ex-
pert, but just on education, I think you need to start much younger
than that. We need to have it in our—in all of our elementary
schools too to try to get people—kids interested in doing this too.
So I think having public-private partnerships are important, mak-
ing sure that you bring in—so maybe you’ll bring in some teachers
who are science teachers bringing in—whether it’s from a univer-
sity or middle school to try to

Mr. BiGGs. And not to interrupt, but are you talking about spe-
cifically STEM (science, technology, engineering, and mathematics),
or computer——

Ms. HAmiLTON. Well, STEM

Mr. B1GGS [continuing]. Coding——

Ms. HAMILTON [continuing]. And also just—if you're interested in
specific——

Mr. Bigas. OK.

Ms. HAMILTON [continuing]. Cyber, get kids interested in that
too, really.

Mr. BigGs. Great. Thank you.

Ms. SPEAKES-BACKMAN. I'm also not a cybersecurity expert, but
I'm really thrilled that my 15-year-old twin girls are here in the
audience hearing this, because their high school has a program
that is partnered with the U.S. Naval Academy specifically on
cybersecurity, and I really want them to take it, so——

Mr. Bigas. OK. Are these your daughters, you say?

Ms. SPEAKES-BACKMAN. Yes.

Mr. BigaGs. Please raise your hands so we can put pressure on
you publicly.

Mr. WEBER. No pressure.

Mr. BiGcGs. Thank you. We're helping out. Mr. Torres?

Mr. ToRRES. So I would concur with my colleagues here. It’s im-
portant to really spark that interest in STEM fields early. The
other thing is I think we need to provide mentoring, because it’s
not just getting the workforce out there, it’'s getting the future
teachers, and getting the future professors. And this is back to a
point I made earlier, which is the fact that we need to continue to
get people to advance their education, and it’'s—and be the men-
tors, and mentor the future teachers, as well as the future applica-
tions.

Mr. BigGs. Thank you, and, I'm sorry, I'm going to skip you, and
maybe we can have a one on one dialog later, because I have to
ask this other question, which intrigues me, because Mr. Torres
has repeatedly talked about what several of you have talked about
the future grid, or what the grid looks like in the future, and it’s
really tough to be clairvoyant, obviously, but I am wondering what
your thoughts are on the role that microgrids might play in making
the grid more resilient. And what does the microgrid of the fu-
ture—what might that look like? And, Mr. Torres, since you've
talked about future grids, we’ll start with you.

Mr. TORRES. So, just to make sure everybody’s on the same page,
a microgrid, basically—the way—a simple way to define it, there
are formal definitions, is essentially a grid that has its own genera-
tion, its own wires to move the electrons, and its own loads to use
those electrons. It connect—can connect and disconnect from the
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larger utility grid. So I believe they do have their role. They don’t
need to be used everywhere.

I foresee that the future grid will be some sort of a hybrid of a
centralized grid base, with some decentralized microgrids, espe-
cially for critical loads. We've seen that they've been very applica-
ble where you have military installations, highly critical loads like
hospitals, some key industrial areas, and so on, that may have a
lower reliability connection to the utility grid, and where you may
have some very sensitive types of load, sensitive to perturbations
and disturbances in the grid. So you really need to right fit it and
right size it. It’s not a ubiquitous solution.

Mr. BicGs. OK. Unfortunately, my time’s expired. Thank you.

Chairman LAMB. Thank you. Mr. McNerney.

Mr. McNERNEY. Well, I thank the Chairman for holding the
hearing, and I thank the panelists. Really a very interesting area,
and very important. But I want to start with a shout out to the
Grid Innovation Caucus that I co-Chair with my colleague Bob
Latta from Ohio. The purpose is to discuss policy and technology,
but also to help educate Members of Congress, and to get people
excited about this issue here in Congress, because it’s important,
and we need to move forward on these things.

Assistant Secretary Evans, we’'ve heard a lot about artificial in-
telligence and how important its benefits are, including in the con-
text of grid modernization and security. What role do you think Al
can play in improving the resilience of our Nation’s electric system?

Hon. EvANsS. I think it has a critical role. Mr. Torres already
highlighted some of the specific things of what we’re talking about
going forward, and really looking at software-defined networks, au-
tonomous solutions, really analyzing the data, taking the things
that we know are going to happen, and try to remove some of what
is happening at a human level now that could be done by artificial
intelligence, by machine learning. And that is the area that we are
really exploring so that we can then look at higher analysis of secu-
rity. And then also the resilience, of being able to model the resil-
ience in real time.

Mr. McNERNEY. Well, is there a significant risk that adversaries
could use Al to attack our system?

Hon. Evans. For every great new innovation that we do, and I
believe Mr. Torres also highlighted this, is that we also then have
to evaluate what are the potential risks associated with that, and
then engineer preventative solutions for problems that we know of
could happen as we deploy those out. So that’s the longer answer
to yes, we could do that, but we don’t want to stifle innovation. We
want to take advantage of those things and be able to use them,
but also then make sure we have the right mitigations in place.

Mr. McNERNEY. Well, I mean, those sorts of attacks are going to
happen whether we deploy Al or not, so——

Hon. EVANS. So we—yes.

Mr. MCNERNEY. Mr. Torres, do you want to comment on that?

Mr. ToRRES. I would concur with Assistant Secretary Evans. I
guess I would add to it the fact that, you know, just about any tool,
any weapon, can be used for good or for bad, and so this is why
it’s very—it’s an imperative for us to maintain that leadership in
the advancements of these technologies, so we are the ones that are
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using these for the right purpose, and can actually deter any nega-
tive use, or any attacks on these systems.

Mr. McNERNEY. Well, Mr. Torres, I'm concerned about the attack
on March 5 on the SCADA system. There wasn’t much damage
done, but what would be the potential damage if attackers had ac-
cess to the system, real access?

Mr. ToORRES. And the attack that you refer to was, I believe, a
denial-of-service attack on the SCADA system of a utility out west.
And my understanding is that it basically blinded, or the operators
lost—may have lost control or visibility from some of the devices,
so the attack was on the SCADA system, which—supervisory con-
trol and data acquisition system—is used to monitor and control
elements of the power grid. So if somebody were to gain access,
they could potentially disrupt operation of the grid, and maybe
even cause the operator to make a mistake in operation.

Mr. McNERNEY. Well, with all behind-the-meter devices and dis-
tributive resources, we're facing increasing risk here, right?

Mr. TORRES. There’s a potential to increase the attack surface as
we add more devices near the end user. So this is where we do—
I believe through the CEDS (Cybersecurity for Energy Delivery
Systems) program at DOE, under Assistant Secretary Evans, we do
have a road map to essentially secure the connectivity down to the
meter, essentially, so that we try to minimize the risk back up-
stream to the utility.

Mr. McNERNEY. Thank you. Ms. Speakes-Backman, what site-
specific geographic considerations are important to consider when
deciding what type of energy storage system is the most appro-
priate for a particular location?

Ms. SPEAKES-BACKMAN. Well, certainly—thank you for the ques-
tion. Certainly there are geographic considerations when it comes
to pump storage, hydro storage especially. Underground—you need
large expanses of underground. But when you’re talking about bat-
tery storage specifically, that can be scaled to behind peoples’ me-
ters in the home, it can be—at grid scale, it can be in commercial
industrial applications. The biggest considerations that are nec-
essarily—that are not necessarily having to do with the technology
itself, in terms of its capabilities, but the application that you're
going to be using it for.

So when you need to be in rural communities, when co-ops are
needing to use energy storage to offset the cost of transmission up-
grades and distribution upgrades, then you’ll want to use a specific
type of battery, or other technology, that can be longer duration.
When you're talking about being up in the northeast, you need a
longer duration storage type application for weeks—hours, weeks,
even months, when it comes to wintertime issues.

Mr. MCNERNEY. And the cost goes up pretty dramatically after
a couple hours of——

Ms. SPEAKES-BACKMAN. Yes, it can.

Mr. MCNERNEY [continuing]. Usage of a storage system? I yield
back. Thank you.

Chairman LAMB. Mr. Casten for 5 minutes.

Mr. CASTEN. Thank you, Chairman Lamb. Thank you so much to
our witnesses for being here. As we consider how to get to a low,
or hopefully zero, carbon future, we are increasingly constrained by
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how to have a flexible enough grid that can accommodate these
intermittent sources of power that fluctuate out of phase with
where the load is. It is a really important, really critical issue, and
I am delighted to see this Committee thinking seriously about
those issues. We have a lot of ways we have to solve that. We can
solve that through market mechanisms and transmission, but I be-
lieve that chief among those has to be grid scale energy storage.
And that’s why I was proud to introduce H.R. 2909, the Promoting
Grid Storage Act of 2019 (PGSA). And I want to thank Ms.
Speakes-Backman, and the folks at ESA, for their support of H.R.
2909.

One of the most important aspects of that bill is the creation of
a competitive grant program for energy storage at the DOE, funded
at $150 million over 5 years. The competitive program is unique in
that it would empower local entities to identify specific demonstra-
tion projects and compete for funds at DOE, instead of waiting for
the DOE to identify specific projects to fund. Ms. Speakes-
Backman, are you aware of any competitive grant programs for en-
ergy storage specifically at DOE, or, for that matter, anywhere else
across the Federal Government, that currently operate like the pro-
gram put forth in Section 6 of the PGSA?

Ms. SPEAKES-BACKMAN. Not specifically of that type, and that’s
why we’ve been so strong in our support of the Promoting Grid
Storage Act, because not only does it allow the market to partici-
pate in the selection of these types of projects, but it also puts skin
in the game. So the market participants are also participating, and
putting their own business risk at this, so we think it’s going to
accelerate the demonstration project success.

Mr. CASTEN. Well, you've thankfully answered my second ques-
tion as well, of why that structure was helpful, so I appreciate that.
In your opinion, does the Grid Modernization Research and Devel-
opment Act of 2019, in its current form, do enough to empower local
stakeholders to bring demonstration projects forward that best
overcome these informational barriers and lower the risks?

Ms. SPEAKES-BACKMAN. It goes pretty far, and we're really ex-
cited about this potential, but there are a number of things, as out-
lined in my testimony, that can be done to further this. One of
them I think is very important is—you had the conversation about
resilience, and it is to support the—for DOE to support the inves-
tigation into how States can prove out cost effectiveness for resil-
ience. This is an issue that I personally had after the Derecho in
2011, where States can—States—sorry, utilities can invest in reli-
ability, and there are metrics for that, but they cannot invest in re-
silience, because there aren’t the correct metrics to—of that to
prove cost effectiveness. I think that’s an important part of it. The
other part is, really, Section 4 and Section 6 of the Promoting Grid
Storage Act, I think, could be included in this particular draft legis-
lation, to be so helpful.

Mr. CASTEN. Well, thank you. And again, I'm really excited by
the Committee’s work on the Grid Modernization Act of 2019, but
I am concerned that the—in its current form, it doesn’t do enough
to facilitate demonstration of energy storage technologies. And
don’t get me wrong, R&D and technical assistance are really impor-
tant, but without efforts to further de-risk those technologies, I'm



73

concerned that the rate at which they’re adopted by utilities, by co-
ops, municipalities, will be too slow for the scale needed to combat
the climate crisis. I, you know, I live in Illinois, and you can see
in the data—we started to see an increase in CO, emissions be-
cause we are deploying so much intermittent energy:

Ms. SPEAKES-BACKMAN. Um-hum.

Mr. CASTEN [continuing]. And now we're installing—because it’s
so hard to site transmission, we're installing really inefficient, but
quick-ramping, gas generation. And we can solve that with storage,
but we’ve got to get it out there.

Ms. SPEAKES-BACKMAN. Yes. I—just to add a comment, I com-
pletely agree with you, in the fact that energy storage is really
going—the only—the major delay in having this deployed on a
major scale is really about how it fits within the regulatory con-
struct, and how it fits within the energy grid integration itself. It’s
really more of a commercial question that’s happening more than
a technology question. I think the technology’s ready to go.

Mr. CASTEN. Well, thank you very much. I'm about out of my
time, but I really appreciate your testimony, and I hope I can per-
suade the Chairman to work with me to help strengthen the bill
as it pertains to the demonstration of energy storage technologies.
And I yield back.

Chairman LAMB. Thank you. Mr. Foster.

Mr. FOSTER. Thank you. Actually, my colleague just mentioned
the difficulty of citing, you know, power lines, and the two compo-
nents of that. Well, there’s a big NIMBY (not in my back yard) dif-
ficulty that’s much worse as you approach cities, but bad probably
everywhere. The obvious solution to that’s to bury power lines, and
that is hellishly expensive presently. How extensively have people
looked into just robotic assembly, you know, of underground power
lines? Is there really any hope to make a big dent in the cost? Are
there technological approaches that might really lower the cost of
buried power lines, or has that pretty well been mined out already?
Anyone familiar with any big initiatives that have ever been tried
along those lines?

Ms. HamiLTON. I think youre still going to have the issue of
NIMBY-ism. You'll still have the issue of having to get either emi-
nent domain or permission, and permitting from folks as you put
them in, so you’d want to look for other kind of rights of ways,
whatever the technology

Mr. FoSTER. Right, but for buried power lines it’s orders of mag-
nitude easier if you don’t have to look at them. You know, those
that believe cancer is caused by electric power lines, you know, if
you can’t see the line, that seems to bother them less, and so on.
So it’s a, you know, so that, you know, it strikes me that that
might actually, you know, if there is money to be squeezed out of
the cost of buried power lines, that might be a good Federal R&D
and demonstration initiative.

The other one is something that would be a legal mechanism.
You know, there’s a well-documented drop in the real estate prices
near high voltage power lines, you know, for partly rational and
partly irrational reasons. It’s a documented fact. So the question is
whether some sort of assessment on those nearby, you know, for
example, if there’s an existing right of way, and now it comes time
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to actually build the power line, you know, there’s typically a big
outcry, even though it’s an established, documented right of way
that people said, I didn’t realize this when I bought my house, and
now they’re going to look at, you know, the rational part of that,
as their real estate values are going to drop if the power line’s ac-
tually put in. And then, of course, there’s an irrational thing, they
don’t—or maybe it’s rational or not, that they don’t like looking at
the power line.

So if there was a legal framework that allowed those who are af-
fected, in terms of real estate value and impact, to contribute to
burying the power line, then there may be, you know, I'm not sure
exactly what that would look like, whether we’re going to build this
power line, it’s going to be expensive, but part of the real estate
appreciation that you will see, if you take an existing power line,
say, and bury it, that will cause everyone’s real estate value to rise,
and capturing a part of that rise to pay for burying it, that there
may be a social contract that’s a win all the way around, particu-
larly as the power lines approach cities.

Anyway, but you’re unaware of things like this? Because hard-
ening the grid by, you know, putting things like a DC overlay are,
you know, very good ideas in principle, and you have to get past
the difficulty in citing power. So there may be some opportunities
for probably Federal law to enable that sort of a deal to be struck
with the surrounding communities. Anyway, I'd just make a couple
of comments on the BEST Act, another piece of legislation that I've
introduced as well, having to do with—just encouraging energy
storage R&D and demonstration projects, and I guess that’s prob-
ably been pretty well discussed, I presume, and my apologies for
having to jump back and forth between this and the Facebook
Libra hearings. But is there anything that has not yet been settled
on those lines that might be worth mentioning?

Ms. SPEAKES-BACKMAN. Well, I'd just like to add that ESA, and
a number of other associations, have strongly endorsed the BEST
Act as an excellent opportunity.

Mr. FOSTER. Yes. And we have partners in the Senate. I think
there’s a good chance that it’s actually the, you know, one of those
rare combinations of things that is going to have a chance at get-
ting through the legislative graveyard that we’re trying to populate
as best we can in the House these days, but that may be an excep-
tion to that.

Ms. SPEAKES-BACKMAN. We have hopes for a number of energy
storage pieces of legislation, including the BEST Act, and including
the—sorry, the storage—standalone storage ITC, and a number of
other pieces that

Mr. FOSTER. Yes.

Ms. SPEAKES-BACKMAN [continuing]. We think could get through.

Mr. FOSTER. Let’s see, the last thing, in my last 3 seconds, when
you look at advanced nuclear technologies, some of them have the
ability to essentially add storage to, you know, for example, molten
salt reactors have the ability to put a molten salt tank nearby, if
that’s used as the coolant, so that you could effectively have the
ability to—if you have excess generation capacity, this traditional
knock against nuclear is that it’s only worth running at a flat level.
You could actually spike it up if you had a big storage tank, and
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excess generation capacity. And is that being factored into the mod-
eling, and the cost incentives, when people look at advanced nu-
clear, that some techniques have this, and others don’t? Again,
there’s, you know, been a lot of discussion in the Department of
Energy about trying to incentivize techniques that had storage ca-
pacity of some kind.

Ms. SPEAKES-BACKMAN. Well, I can’t speak to what’s being count-
ed in and—not for the nuclear side, but I can say for energy stor-
age, and the various technologies, that this is one of the things that
we're asking from DOE, and DOE has been actually doing some
work on, is the evaluation of the various applications for energy
storage, that it flattens out, and indeed increases the efficiency of
the grid overall.

Mr. FOSTER. Yes. All right. Well, I guess I'm well over time now,
so I'll yield back the—my negative balance of time.

Chairman LAMB. Thank you. Before we bring the hearing to a
close, I want to thank our witnesses again for appearing before us
today, and sharing such great information. The record will remain
open for 2 weeks for additional statements from the Members, and
for any additional questions that the Committee may have for the
witnesses. The witnesses are now excused, and the hearing is ad-
journed. Thank you.

[Whereupon, at 3:24 p.m., the Subcommittee was adjourned.]
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To capitalize on the promise of a secure and modetnized grid, volontary, consensus-based
standards, such as those on interoperability, could simplify new equipment selection and
mstallation and enhance the overail security of the grid.

What is the cuerent role of DOE in developing voluntary, consensus-based standards in
this space?

The Department of Energy (DOE) works with both the Federal Energy Regulatory
Commission (FERC) and the North American Electric Reliability Corpotation to
understand threars to the enerpy sector, so they can make risk-informed decisions
regarding standards. For example, on March 28, 2019, DOE hosted a joint technical
conference with FERC to discuss investments for cyber and physical security with
federal, state and industry experts. The conference explored current threats against
energy infrastructure, best practices for mitigation, current incentives for investing in
physical and cybersecurity protections, and cost recovery practices at the state and federal

level,

DOE’s Office of Cybersecurity, Energy Security, and Emergency Response works closely
with the Department of Coromerce’s National Institute of Standards and Technologies
{NIST) to support standards development. NIST is responsible for the development and
maintenance of cybersecurity standards for the smart grid. NIST is fulfilling its
responsibility, under the Energy lndependence and Securtity Act of 2007 (Tite X111,
Section 1305), to coordinate standards development for the smart grid. NIST solicits
input and cooperation from private and public-sector stakeholders in developing
cybersecurity standards. DOE also works closely with the three ensrgy sector
information sharing and analysis centers (1SACs)—the Electricity ISAC, downstream
natural gas ISAC, and oil and nateral gas ISAC—to share best practices, threat-related
information, and training initiatives. These activities help DOE promulgate cybersecurity
practices that go above and beyond the standards.
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House Committee on Scicnce, Space and Technology
“The Future of Electricity Delivery: Modernizing and Securing our Nation’s Electricity Grrid”
Questions for the Record Submitted to the Honorable Karen Evans, Assistant Secretary,
Office of Cybersecurity, Energy Security, and Emergency Response

July 17, 2012

Qlb. s there any funding available to help develop voluntary, consensus-based standards
collaboratively between DOE and industry stakeholders?

Alb.  DOE js in the process of updating its Cybersecurity Capability Maturity Model (C2M2)
toot that aligns to the NIST Cybersecurity Framewotk. DOE’s C2ZM2 is another tool
used by industry to review their own cybersecurity practices across multiple domains and

then make informed decisions to improve policies, procedures, and technologies.
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Responses by Mr. Juan J. Torres
House Committee on Science, Space, and Technology
“The Future of Electricity Delivery: Modernizing and Securing our Nation's Elactricity Grid”
Mr. Juan ). Toires, Associate Laboratory Director, Energy Sysiems Integration,
Mational Renewable Energy Laboratory

Respanse to questions submitted by Congresswoman Eddie Bernice fohnson, Chairwoman, Committee
on Science, Space, and Technology

Q1: To capitalize on the promise of & secure and modernized grid, voluntary, consensus-based
standards, such as those on intercperability, could simplify new eguipment selection and instatlation
and enhance the overall security of the grid.

a. Do you believe the gavernment has a rcle ta play in developing valuntary, consensus-based
standards, or should that be left to industry?

Response:

Qpen industry standards are critical to grid medernization because they incentivize and accelerate
effective intesconnection and interoperability of new devices as they are brought to market. Without
standards, we would have a patchwark of unique technological solutions and davices that de not work
together and are more expensive to deploy 2nd maintain. One effective example is the growing family of
Institute of Electricat and Electronics Engineers {IEEE) 1547 standards for integrating distributed energy
resources. !

IEEE 1547 has been referenced in federal tegislation and rulemaking, state regulatory deliberations, and
utility engineering practices and interconnection agreements. IEEE 1547 was cited in the L1.5. Energy
Policy Act of 20057 as the mode! for interconnection services, Fighty percent of state public utility
commissions in the Uinited States have leveraged |EEE 1547 in promulgating regulations for their own
states. These standards have sinplified the integration of high levels of distributed energy resources
into the U.5, electric power grid. This U.5.-driven standard aiso has interngticnal market impact, which
can accelerate technology deployment and benefit Industry. For example, IEEE 1547 reguirements have
been adopted to varying degrees in Germany, Japan, and Korea.

COne challenge with market-driven standards is that vendor particlpants may attempt to influence the
direction of a standard to block competitors from a market er to gain competitive advantage for thair
respective products. Government can play a beneficial role in standards development by serving as a
technical expert in new fields and as an objective, unhiased participant that can level the playing field,
especially in development of new markets that could impact our economic ar national security,

b. ‘What is the current role of DOE in developing voluntary, consensus-based standards in the
space?

Response:

Standards and codes are perhaps the best leverage we have in advancing research into practice. We
belleve that as a final step, our research advancements shouid be institutionalized as standards.

While we defer to the U.S. Department of Energy (DOE] regarding their broader role in this area, we can
deseribe how national laboratories, and the National Renewable Energy Labaratory (NREL) in particular,

* btip: fferoupar.iege orgfErouns/see2 115471547 index.html
% hikps:ffwaww. congress gov/bil/ L09th-congress/house-billfe
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House Committee on Science, Space, and Technology
“The Future of Electricity Delivery: Moderizing and Securing our Nation's Etectricity Grid”
Mr. Juan §. Torres, Associate Laboratory Director, Erergy Systems Integration,
National Renewable Energy Laboratory

support industry standards with DOE support. NREL staff conduct technical research to support the
development of standards and help coordinate between different projects related to data standards,
but staff generally are not involved in certification or compliance of equipment. RREL works on many
standards in the technology space—solar, wind, buildings, and so on. Some examples with the
International Electrotechnical Commission include photovoltaic system availability and reliability EC
63019) and operations and maintenance (IEC 62446). NREL staff also support standards development as
members of technical teams led by standards-making organizations, such as the American National
Standards Institute and 1EEE. Examples include IEEE 1547 standards an grid interconnection and IEEE
2030 on smart grids.

in partrership with Sandia Mational Laboratories, NREL has produced a set of documented testing
procedures that will be used by Undenariters Lzboratory [UL) to establish 2 standard and a certification
program for the distributed energy resource market. Once established, this UL standard and certification
will drive manufacturers/vendors of distributed energy resource devices ta certify their products before
selling to utilities and other stakeholders, MREL is working with utilities to establish an IEEE 1547 .3
warking group that will develop a cybersecurity guide for distributed energy resources interconnected
with electric power systems. Utilities will use this guide to develop requests for proposals that wili
ensure procured devices have a reasonable cybersacurity posture based on the UL standard and
certification.
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September 16, 2019

Subcommittee on Energy
U5, House Committee on Science, Space and Technology

Transmvttat by email:

Dear Ms. Wright,

Thank you for the opportunity to speak to the Subcommittee on Energy at the luly 17, 2013 hearing
titled “The Future of Electricity Delivery: Modernizing and Securing Our Nation's Electricity Grid.” Please
find below my responses to the Subcormmittee’s questions in follow up to that hearing,

Q1. Effective public-privete partnerships can help reduce costs for toxpoyers by occelerating
development of relevant technologies.

8. How do you think stronger partnerships between the DOE program offices and industry would be
helofuf ta your members?

Pubitc-private partnerships between the Department of Enecgy {[DOE} and the energy storage industry
are critical, for ensuring that business experiences inform technology R&D pathways and for enabling
batter dissemination of faderal R&D outcomes ameng the business community. In particular, DOE can
accelerate its commercialization functions by more directly funding and partnering with businesses
focused on project Implementation and grid integration. Additionally, DOE has essential expertise on
storage technology performance validation, testing, and safety cade compliance that can benefit
industry members developing new storage technologies and irtegrated salutions.

b, How should such portnerships be setup to most effectively foster communication and
colleboration between DOE and the private sector?

To be most effective, DOE's various program offices working an energy storage might enable a regular
channal for discussion specifically with the storage industry, either with annualfsemi-annual meetings, a
series of web conferences, or ather ongoing means to facilitate dialogue. Such an effori would be
separate fronr DOE’s Electric Advisory Committee, for which energy storage is one of many topics of
interest and which limits discussion speciically to the storage portfolio tn DOE’s Office of Electricity {i.e.,
nat including offices of Science, Energy Efficiency & Renawable Energy, or other program offices).

For public-private partnerships on technology development, DOE could also create a call for starage
project praposals to be funded via a formal cross-cutting storage account. The Promoting Grid Storage

9172003, page 1
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Act {H.R. 2908) would set up a competitive grant program along these lines, which the 1.5. Energy
Storage Association has endorsed. DOE could accelerate higher value learning by sharing the results of
those projects among grantees and other industry members.

If you have additional questions, please do not hesitate to contact us.

Sincerely,

Kelty Speakes-Backman
Chief Executive Officer
U.5. Energy Storage Association

9.17.2019, page 2
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Responses by Ms. Katherine Hamilton
HOUSE COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY

“The Future of Electricity Delivery: Modernizing and Securing our Nation's Electricity

Grid”

Ms. Katherine Hamilton, Chair, 38 North Solutions

Questions submitted by Representative Eddie Bemice Johnson, Chairwaiman,

House Commitiee on Science, Space, and Technology

Q1: To capitalize on the promise of a secure and modernized grid, voluntary, consensus-
based standards, such as those on interoperability, could simplify new equipment
installation and enhance the overall security of the grid.

a.

Do you believe the government has a role to play in developing voluntary,
consensus-based standards, or should that be left 1o industry?

Yes, | believe the federal government plays an important role in convening
stakeholders and driving consensus around standards to ensure that they
tneet the guidelines developed by public policy goals set by Congress,
Standards such as the Corporate Average Fuel Economy (CAFE) for
vehicles, for exampte, have pushed auto companies to develop and
manufacture more fuei-¢fficient vehicles that save consumers money and
reduce environmental impact. The carmakers on their own would not have
dorne this, but needed the leadership of the federal government to set those
goais. In the same manner, utilities have been investing in grid
maodemization only where it fits into their bottorn line and they can get
rate recovery from their customers. Having the federal government take a
leadership role could push utilities, as well as solutions providers and
manufacturers, toward outcomes for the greater public benefit and good.

What is the current role of DOE in developing voluntary, consensus-based
standards in this space?

While my organization does not werk directly with DOE in this arena, my
understanding is that the Appliance Standards program involves
stakeholder participation, as does the Solid-State Lighting Program (with
an Industry Ailiance). When I ran the GridWise Alliance, the National
Institute of Standards and Technology was tasked with developing
interoperability standards for smart grid technologies, which was managed
in collaboration with private sector stakeholders.
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Q2: Effective public-private parinerships can help reduce costs for taxpayers by
accelerating development of relevant technologies.

a.

How do you think stronger partnerships between the DOE offices and
industry would be helpful to your members?

In my testimony, | recommended adding third party solutions-providers,
consumers, and communities 1o the list of stakeholder entities for
coordination. Input from end users can ensure that the technologies and
experiences resulting from federal research and devetopment will actually
work as designed and deliver their intended benefits. AHowing their
participation will also safeguard that results from DOE R&D are well-
spent taxpayer dollars, As my Advanced Energy Management Alliance
members engage in states throughout the U.S., we find that by engaging in
stakeholder processes from a consumer perspective, we see better
oatcomes for consumers of all types—commercial, industrial, and
residential—that can work within the utility planning process.

How should such partnerships be set up 10 most effectively foster
comumunication and collaboration between DOE and the private sector?

A collaborative alliance that represents all entities mentioned above could
be formally appointed by the Secretary of Energy to provide input on grid
modernization technelogy needs, to propose and offer pilot sites to test
efficacy of technologies, and to assess DOE programs in the veal world.
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LETTER SUBMITTED BY REPRESENTATIVE CONOR LAMB

The jation of el ical equi
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and
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July 17,2018

The Honorable Conor Lamb, Chairman

The Honorable Randy Weber, Ranking Member
House Science, Space, and Technology Committee
Subcommitbee on Energy

394 Ford House Difice Building

Washington, DC 20515

Chairman Lamb and Racking Member Weber:

On behal? of its Members, the National Electrical Manufacturers Association (NEMA)
submits this letter for the record for the Subcommittee hearing entitled "The Future of
Electricity Defivery: Modernizing and Securing Qur Nation's Electricity Grid.”

NEMA is the national trade association representing nearly 350 ejectrical and medical
imaging manufacturers that make the equipment used in enabling electricity to flow across
the grid and the products that provide safe and reliable diagnostic imaging.

One of pur top priorities is to enact or revise programs and policies that improve our
nation's electricity delivery infrastructure. Consequently, we commend you and your
colleagues for holding this hearing on modernizing and securing the nation's grid. NEMA
believes Congress and the federal government could be stimulating significant
improvements in this area. We also believe the Department of Energy can make significant
headway with proper research and development activities to push cur grid into the future.
NEMA and its Members support research and development, and we recommend adding the
following additional provisions that will further improve outcomes for our energy
infrastructure.

First. to capitalize on the promise of a secure and modernized grid, natfonal industry
consensus Slandards, such as these on interoperability, will simplify new eguipment
selection and {nstallation and enhance the overall value of the new grid, Therefore, grant
pregrams should be targeted at helping industry develop the necessary Standards,

Second, we believe any reforms to existing programs or the creation of new programs
should include strong partnerships with manufacturers, Standards development
organizations, and research institutions. This approach has been very successful in the
area of solid-state lighting, Congress required in the Energy Policy Act of 2005 that DOE
establish just such a partnership with the private sector, and the results have been
exceptional. In fact, this partnership resulted in over 250 new patents and lower cost for 2
single LED Lightbulb from $60.00 in 2011 to about $1.00 by 201%. Adopting a similar
approach in the grid modernization area conid be just as useful. We would encourage the
Suhcommittee to consider language along these lnes:

F3mE 7ol S %, Sty 210HF Selington, VoA 22306 - 70 BEL 3200
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Sec: __ [ndustry Alliance.

Not fater than 90 days after the date of enactment of this Act, the Secretary shall
competitively select an Industry Alliance to represent participants who are private,
for-profit firms that, as a graup, are broadly representative of the United States
electrical grid research, development, infrastructure, and manufacturing expertise
as a whole.

Industry Alliance. - The Secretary shall annually selicit from the Industry Alliance -

(A} comments to identify grid modernization technology needs;
(8) an assessment of the progress of the research activities; and

(C) assistance in annueally updating grid modenization technelogy planning

documents (e.g. roadmaps, frameworks, etc.).

Availability to Public. - The information and decuments shal} be available to the
public.

Third, protection from cybersecurity events—and the ability to recover from them--are
essential to the modernization of the grid. Cybersecurity policles and research and
development must provide a common risk-bascd approach that gives manufacturers,
utilities, and grid aperators the fexibility to detect, react and recover quickly and
decisively. That is why we oppose efforts such as H.R. 680, the Securing Energy

Infrastructure Act, which, by emphasizing outdated analog methodelogies, would harm our

abitity to develop and deploy the next generation electric grid.

NEMA is supportive of your efforts te address many of the issues facing our nation’s energy

infrastructure, and we wauld weltome additlonal opportunities to discuss the ideas

mentioned in this letter and any technical corrections that may arise as any legislation is

being considered.
Sincerely,

YA

Philip A. Sgdair )
Vice President, Gevernmeént Relations
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