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transmihsion links, and includes an objective function which
measures the response of a system to disruptions. Basically, the
model is a corstrained network flow model which is transformed into
a modified traz,-hipment linear programming format for analysis.

The applicaLion of the model to the electric power system in
Orleans Parish, Louisiana is illustrative of a detailed evaluation
technique which can be employed to assess local electric power
system vulnerability and to relate it to the response of the larger,
regional system. Aggregation of electric power system data from
such local level wjialyses provides a relatively simple method for
assessing the vulnerability of both the local and regional systems
to disruptions caused by nuclear attack.

The analysis and evaluation reveals that a high degree of inter-
connection exists both within the region and with adjacent regions
and, thus, only a widespread disaster could significantly affect the
intraregional transmission network. However, a local system within
this network can be completely disrupted. Generally, the conclusions
may be stated as follows: (1) the regional electric power system can
maintain its integrity when single nodes (generation) and associated
links (transmission) are eliminated, (2) eliminations of combinations
of components associated with a local electric power system results
in reductions in regional system capacities and complete disruption
of the local system. The report also contains a state-of-the-art
discussion and an annotated bibliography.
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FOREWORD

This technical report was directed by the Defei,.c ElectriL

Power Administration, Department of the Interior, under Work

Order OCD-PS-66-92 with the Defense Civil Preparedness Agency,

Washington, D. C., 20301. Texas Tech University, Lubbock, Texas,

was retained by DEPA under Sub-contract No. 14-01-0001-1485 to

assist in the investigative effort and to develop the report.

Mr. Phillip Swart of DEPA served as project directot, and Dr.

Brian K. Lambert of the Industrial Engineering Faculty and Dr.

Joseph E. Minor of the Civil Engineering Faculty at Texas Tech

University served as principal investigators. The general

objective of the program concerns studies and analysis uf the

effects of nuclear attack on regional and local Plectrir n.wer

systems in oraer to provide improved methods, techniques, and

technical information for the conduct of an electric power

vulnerability analysis, and to obtdin inputs to the definition

of problems, the selection of objectives, and the analysis and

selection of alternative future civil defense systems.

G. W. Penebaker
Adm•inistrator
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ABSTRACT

A systems evaluation technique developed for the S vste.::,

Evaluation Division (Research) of DCPA is utilized in evaluatinq a

specific local electric power system within the Louisiana-Sout•hýrn

Mississippi region. The model utilized in this evaluation is highly

flexible and can be utilized for electric power systems of any
magnitude from a loca! level to a national level. The general model

concept employs the use of generation and demand nodes with transmission
links, and includes an objective function which measures the res[)n;rse

of a system to disruptions. Basically, the "-oaei is a s

network flow model which is transformed into a modified transim_,,

linear programming format for analysis.

The application of the model to the electric power system in
Orleans Parish, Louisiana is illustrative of a detailed evaluation

technique which can be employed to assess local electric uowor sys-•",

vulnerability and to relate it to the response of the larger r

system. Aggregation of electric power system data from such cpea!

level analyses provides a relatively simple method for assessi ni the

vulnerability of both the local and regional systems to disruptions

caused by nuclear attack.

The analysis and evaluation reveals that a high degree of inter-

connection exists both within the region and with adjacent regions

and, thus, only a widespread disaster could significantly affect the

intraregional transmission network. However, a local System within

this network can be completely disrupted. Generally, the conclusion",s

may be stated as follows: (1) the regional electric power system can
maintain its integrity when single nodes (generation) and asscciated

links (transmission) are elii,,inated, (2) eliminations of combinatiois

of components associated with a local electric power system results
in reductions in regional system capacities and complete disruption

of the local system. The report also contains a state--of-the-art

discussion and an annotated bibliography.

V



SUMMARY

VULNERABILITY OF REGIONAL AND LOCAL ELECTRIC POWER SYSTEMS:

NUCLEAR WEAPONS EFFECTS AND CIVIL UEFENSE ACTIONS

Defense Electric Power Atdministration

Department of the Interior

Work Ordtcr O:D-1,-66_-$- W.1Wok Uhift 4334P; JuZy Z97.1; Fijzaj ,Rqlport

Methodology and computer programs developed in previous DCPA

sponsored efforts are employed in the work reported herein to assess

the vulnerability of a local electric power system, and to relate

system response to the functioning of the regional system of which

thc locz.i system is a part. This procedu'e is built on the "triad"

concept of inputs, thruputs, and outputs advanced by the Systemiý

Evaluation Division as a basis for the conduct of systems evaluation

studies. These conceptual formulations are made more specific in

application to a specific, "area" size (county) electric power system.

The perspective for the evaluation determines the definition

of the triadic ter,,s. In the tiVeLric power system evaiuation fuel

becomes "input" and electric power is "output". This definition

contrasts with the wianufacturing system perspective which has both

fuel and electric power serving as "crossflows". The systems

evaluation proceeds along structured lines in which system inputs

(fuels), thruputs (people, equipment, facilities), and crossflows

(water, rpa:-e parts) are considered. Results are expressed as

constraints on output in a format suitable for integration with outputs

from other systems evaludtion efforts.

Specific results of the illustrative example in which Orleans

Parish in the Louisiana-Southern Mississippi kegional Model is

impacted with a 5 MT weapon are: (1) the local electic power system

cannot continue to function as a network as intervonnect loops are

completely disrupted, (2) the regional system retains its network

integrity, although it suffers a 20 percent reduction in system

capacity, and (3) demands in the affected region can be met with

available power through the use of a CD planned and directed scheme of

priorities for restoring transmission links to demand nodes (substations).
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I. TrRODUCTION

This report fits into a series of reports developed for DCPA f
which address the general topic of resource systems vulnerability.

A general methodology built upon the "triad" concept advanced by
FitzSfinons (FitzSimons, n.d.)* is advanced in a ma,,ufacturing systems

evaluation written by Lambert and Minor (1974). This general
methodology is also employed in an electric power systems evaluation,

prepared for DEPA by Lambert and Minor (1973).

In this report, a Lomputer oriented syste-ns f,valuation technique

is applied to a local electric power system (Orleans Parish, Louisiana).

This technique had been previously utilized in a regional analysis

(Lambert and Minor, 1973). To make this document complete in itself,

suwmmaries of the "triad" concept and the previously developed systems

evaluation methodology are presented (Section III). Results of the

local systems evaluation are also related to reported results from

the regional evaluation ( Section IV ,ivi! defense (CD) actions

indicated by this vulnerability evaluation are discussed in Section

V. A state-of-the-art discussion (Section II) and an annotated

bibliography (Appendix C) are also included in the report.

*References in this locument may be found by referring to the alpha-

betical List of References and finding author name and publication date,

in that order.
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II. ELECTRIC POWER SYSTEMS VULNERABILITY: STATE-OF-THE-ART

Considerable effort has been expended since the early 1960's to

develop and apply techniques for assessing the vulnerability of electric

power systems. The studies which have been conducted have ranged from

"brick-by-brick" investiyations to total systems analysis approaches.

The major emphasis of the vulnerability research has been to develop

recomimendatiotis to be used as guidelines for electric utilities to

assist them in maintaining service during and after a nuclear attack.

Howcver, several other research objectives of importance have been

achieved, including an analysis of the interactions of electric power

systems with other resource systems. The following discussion is a

detailed review of the state-of-the-art of vulnerability analysis of

electric power systems.

An early study regarding the vulnerability of electric power

systems was the "Power Area 7 - Project I" study published by the

Defense Electric Power Administration in 1961 (DEPA, 1961). The purpose

of the study was the development of minimum recommendations to be used

as guidelines for electric utilities to assist them in maintaining

service during and after a nuclear attack. The approach utilized was

to form three coriittees from the utility representatives in DEPA

Area 7: Load Study Conmuittee, Personnel Committee, and Facilities

Committee. The Load Study Committee investigated three broad areas:

(1) effect of fallout on load loss, (2) needed inter- and intra-system

cuImnifu;nd1tiuns during and dftelr dfl attauk, arid (3) adequac-y of power

systems interconnections. The Personnel Committee was concerned with

developing plans for maintaining personnel on the job during and

following a nuclear attack. The Facilities Conmittee studied three

areas: (1) development of recommendations for physical facilities

necessary for personnel protection, (2) development of recommendations

for simplification of plant operations, and (3) development of reconmen-

dations for decontamination procedures.

Preceding page blank 3



Although the recommendations presented by the committces were rather

general, this study provided an insight to vulnerability problems that

required additional study and also provided a potential starting point

for further studies.

Further advancement in recommending procedures for maintaining

service in the event of nuclear attack was made in the study. "Protection
of Electric Power Systems," done by DEPA in 1962 (DEPA, 1962). This

project had four major objectives: (1) determine to what extent greater

protection can be attained, (2) recommend protective measures against

sabotage, (3) examine industry stocks and inventories for adequacy

following a nuclear attack, and (4) develop plans for dispersion of

management. A survey type methodology was utilized with representative

sampling of the industry. The representative sample included selecting

power systems based on location, type of ownership, service area, and

system size. In all, forty systems were sampled and these forty served

43 percent of the customers in the United States.

In general, the survey revealed that the companies in the industry

have plans for continuing operation during emergency conditions.
However, several further recormmendations were made: (1) additional

plans for security measures, (2) increase and disperse the inventory of

spare parts, (3) more emphasis on radio conmnunications, and (4) insure
adequate fallout protection. The study also strongly emphasized the

need for each utility to resolve its own emergency preparedness plans.

One uf the first truly vulnerability oriented studies was performed
by the Defense Electric Power Administration in 1962. This investigation,

titled "Vulnerability of Electric Power Systems to Nuclear Weapons:

Pilot Study - Region l," was larger in scope than most previous efforts

(DEPA, 1962a). Basically, the objective of the study was to develop

and apply a methodology for determining the effects of nuclear weapons

on a regional electric power system and to identify restrictive factors

such as power service capability, interactions among essential resource

systems, and resulting postattack problems. Essentially, the methodology

which evolved can be sunmarized as follows: (1) determination of
regional preattack resources, (2) assessment of damage to the system

4



components (generation, transmission, population, and interconnections),

(3) determination of postattack power capability, (4) estimation of

postattack requirements, (5) identification of regional interconnected

support, and (6) determination of power service vs. load requirements.

A specific attack was used and damage assessments were made using two

methods: (1) use of the National Resource Evaluation Center data, and

(2) hand computed damage assessment. Based upon the postattack demand

estimates ana the postattack power system, the general conclusion was

that the electric power industry met the drastically reduced requirements

whenever the surviving transmission lines could reach the area of need.

The next major advancement in vulnerability of electric power

systems was a joint effort oetween the Defense Electric Power Adminis-

tration and the Offic•e of Civil Defense (now the Defense Civil Prepared-

ness Agency). This study was the most complete analysis made up to that

time (1963) of an assumed full-scale nuclear attack on the entire

electric power system of the nation (DEPA, 1963). Several important

conclusions were made as a result of this study -nd are briefly des-

cribed as follows: (1) the electric power industry has the capability

to provide service during shelter confinement period and during the

recovery period, (2) load denial resulted primdrily from bldst effects

on transmission and distribution systems, (3) the generating capacity

of the nation is at al times in excess of the load requirements, and

(4) the major problem of the electric power industry is fallout and

continued attention should be directed toward providing fallout protec-

tion fur operating personnel. Ailthough comprehensive and detailed, this

study dealt ,,ith the effects of a specific attack rather than with the

development of a general vulnerability evaluation procedure. In addition,

no consideration was given to the systemic effects of a nuclear attack.

In 1963 the National Engineering Science Company proposed a step-

by-step method for predicting electric power availability following a

nuclear attack (NESC, 1963). Basically, the proposed method involved

five steps: (1) predict the environment, produced by a given attack,

(2) determine and collect power system data, (3) define bomb damage

tolerance criteria for the power system components, (4) determine



substation power availability as a function of time, and (5) assms-

power availability to specific consumers. The study was not concerned

with assessing vulnerability 6ut considered a detailed procedure for

estimating available electric power following a nuclear attack. Also

contained in the report are useful overpressure - damage relationships

for electric power system components.

The Defense Electric Power Administration conducted another regional

electric power systemn vulnerability study in 1963 (DEPA, 1963a). The

investigation concentrated on a nine state region, and the conclusions

drawn fromi the analysis were similar to previous studies in that it was

found that the amount of demand lost was considerably greater than the

generating capacity lost.

In 1966, DEPA publisheJ d report which was aimed at aiding the

electric power industry in the area of civil defense preparedness (DEPA,

1966). One section of the report addresses the problem of vulnerability

.and the attendant evaluation of facilities andi services. The report

provides management with checklists which provide a framework for

specifit- tasks within six major objectives. The major objectives cover:

(1) corporate continuity, (2) continuance of generation, transmission,

and distribution, (3) reduced vulnerability of physical properties,

(4) personnel protection and survival, (5) civil defense training and

operation, and (6) relations with other organizations.

One of the first studies intended to develop a general methodology

for assessing electric power system vulnerability was conducted by

Stanford Research intititute (SRI, 1966). Thr-Ce an-31YViCal techniques
were developed fo)r assessing the effects of nuclear weapon~s on esectric

power availability at the transmission level. One method is a rapid

qualitative technique which can be applied for comparing effects over

large geographic areas and several hypothetical attacks. The second

method utilizes a linear prograrmming mocel to assess the relationship of

supply and demand and to provide an optimum solution for delivering

power in a disrupted system. The third method provides for determining

the imount of deliverable power and the size anid 1iccitioii of the demand

that can receive power. The study alsc, includeui to-, dev~lopment of

6I



procedures for estimating population related postattack demzands for

power at various points in time in the postattack period.

Several years of research effort resulted in the Defense Electric
Power Administration pub'iishing the Electric Power Emergency Operations

Handbook (DEPA, 1967). The purpose of the handbook is "to outline the

organization, define responsibilities, and describe those actions which

can be anticipated under present mobilization planning to be performed
by government and electric utililies in planning for and for operating

during national detense emergencies."

The next significant vulnerability evaluation research effort to
be undertaken was the Five City Study. This effort was the first attempt

to bring together interactions between the component resource systems

into a meaningful systems evaluation (CCD, 1965). With respect to

electric power systems, "brick by brick" analyses were made for San Jose,

California (DEPA, 1967a), Albuquerque, New Mexico (DEPA, 1969), and

Detroit, Michigan (DFPA, 1970). These studies were highly detailed in

nature and dealt primarily witr the determination of the physical

damage to various coinponents of the electric power systt~i oF O given

city for a given attack. Although detailed and informative, the Five

City Study did not provide analyses of secondary intersystem responses,

such as the effects of power system damage on the operation of manufac-

turing systems.

In the early 1970's the Defense Civil Preparedness Agency began a

systems evaluation program which considered systemic interactions among

various-- re------r-- ste, Thi- nrn aS conceived and imnpemented by

the Systems Evaluation Division (Research) under the direction of

Mr. George F. Divine. A prinupal objective of this program was to

overcome the lack of comprehensive system interaction analyses common to

previous studies. With respect to electric power, a systems vulnerability

evaluation was conduct-d by DEPA under DCPA sponsorship and the results

were published in 1973 (Lambert anr Minor, 1973). The model developed

in this research can be utilized for electric power systems of any size

ranging from a local level to a national level. The model employs the

use of nodes, links and an objective function which indicates the

7
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response of a system to disruptions. The approach used involves a

constrained network flow model which is transformed to a modified

transhipment linear programming format for analysis. The model was

utilized on a regional electric power system (Louisiana - Soutlern

Mississippi) to determine the effects of several types o1 disruptions

on the total system.

In addition to total systems analyses of the type conducted by

Lambert and Minor, research is being conducted in the area of power

system vulnerability to electro-magnetic pulse. One study conducted

at Oak Ridge National Laboratory was concerned with asse.sing the

possible effects on conmmercial electric power systems from the electro-

magnetic pulse (EMP) produced by high altituae nuclear detonations

(Nelson, 1971). The study considers the type and probability of d'amage

to various types of equipment from EMP effects and addresses counter-
measures which will reduce disruption and effectively harden electric

power systems. Another report published in July, 1972, entitled "EMP
Protective Systems," presents a description of representative problems

and solutions for providing protection against a nuclear electromagnetic

pulse (DCPA, 1972). Protective information is provided for several

different types of eqipment, including antennas, telephones, power

equipment, and controls.

In summary, vulnerability evaluations of electric power systems

have progressed from detailed, specific analyses of particular systems

reacting to a specific nuclear attack to general methods of evaluation

using sophisticated modpling terhniques. Thc next step necessary in

the research effort is the development and utilization of a technique

for evaluating: (1) how systems which interface with electric power

systens actively influence the pcwer system, and (2) how the electric

power systems influence other resource systems, directly and indirectly.

The first area (Item 1) is the topic of this report, while Item 2 (above)

is considered in a report on resource systems vulnerability (Lambert
and Minor, 1974).



Ill. GENERAL ANALYSIS PLAN AND THE ROLE OF ELECTRIC POWER SYSTEMS

A. General Systems Structure and v(ulnerability Methodology

Considerable research on the vulnerability of resource systems has

been completed (See List of References entries under Minor, Lambert,

Boseman, Checchi, DEPA, Grigsby, Hamburg, Pryor. Stephens). Basically,

the systems concept embraces the idea that any organization is a system

made up of segments, each of which has its own function and goals. The

utilization of system evaluation techniques implies that the cntire sys-

tem should be examined and that an understanding of the interrelation-
ships among the various components which constitute the system should be

obtained. In other words, simply examining the performance of each
component of a system will not yield a reliable estimate cf the perfor-

mance of the entire system.

A resource system -- as defined by Lambert and Minor (1974) -- is

considered to be composed of four major supporting systems: (1) elect,1ic

power, (2) transportation, (3) oil and gas, and (4) water supply and

sewerage; and one major producing system: manufacturing. Each of these
major systems of the resource system contains several components, as

depicted in Figure 1. These major resource systems are highly inter-
related -- the functioning of each is dependent upon the performance and

outputs of the others. Previous studies have examined in detail the
characteristics and functioning of each of these subsystems as independent

,,,,V. 11Th`e purpose of the research reported hereinr is toLdFI,,,,,

the vulnerability of electric power systems in a context which recognizes
that the manufacturing, electric power, oil and gas, water supply and

sewerage, and transportation systems act together as a single unified,

interrelated system.

For the purpose of this investigation which emphasizes the electric

power component, it is useful to consider the electric power system as the
principal point of evaluation and to view the manufacturing, oil and gas,
water supply and sewerage, and transportation systems as systems which

interface with electric power systems.

9
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i. General Terminology and Methodology

A general method for evaluating systems has been proposed by

FitzSintons (FitzSimons, 1972) and involves the use of triads. A triad is

defined as the smallest functionable system and consists of three coar-

ponents: input, thruput, aiu output. Basically, as depicted in Figure 2,

the thruput acts upon the itiput to produce output which is input that

has been altered in form, function, state, status, or location. The triad

concept can be utilized at any level desired: regional systems, specific

industries (i.e., SIC major groups), individual manufacturing plants,

or specific functions identified with electric power systems. The

series of operations required to produce, transmit, and distribute

electric power can be represented by a sequence of triads. Besides the

elements of input, output, and thruput, another element, termed cross-

flow, may exist. According to FitzSimons, there may be flow into the

thruput which is not transformed into output ani, therefore, is not

input; this type of flow is called crossflow. Examples of crossflow --

described in the context of an electric power systenm -- include fuel,

iate, t-aransput LdLIU11 rvi LU d-IU, where ,pare parts are concerned,
manufacturing.

2. General Resource Systems Model
The first step in the vulnerability evaluation process involves

structuring of a general model which can, in turn, be utilized in the

evaluation of specific systems of interest. The general model structure

advanced in this section of the report incorporates pertinent concepts

and conlnnnpnts nf mnoiels nrPvinIosly advanrcd by Fitz•imzns (1972,9 n 4

and by several DCPA contractors. Previously completed research efforts

which address the modeling of resource systems in this context include

Minor and Lambert, 1972, Lambert and Minor, 1973a; and Lambert and

Minor, 1974.

Figure 3 shows a general schematic diagram of the resource systemn

model and analysis methodology employed in the most recent resource

system evaluation. Basically, the model characterized resource system

response to a disrrption (nuclear attack or other perturbation) by

using a data base and three major analysis stcos: (1) disruption

11
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imposition, (2) crossflow and thruput analyses, and (3) dctermination of

manufacturing system status.

The nanufacturing resource data base includes pertineot informotion

regarding the manufacturing syston for the particular region being

considered. This information consists of identinicatio;i of all SIC coded

industries within the region, the n-mber and size of such industries, the

location of the industries, and major input requiremoints.

The crossflow and thruput analyses are concerned with the 'mpact of

a disruption on human resources, production and supportino equipment,

and facilities. These analyses includie examination of electric power,

fuel, water supply and sewerage, and transportation systems.

Given the location and nmonitude of a disruption, analyses of the

inputs, thruputs, crossflows, and outputs of a. particular SIC industry

group results in a detertination of the status of that industry in the

inmediate postattack period. By performing the same analysis on all SIC

coded industry groups within the study region, and by aggregating the

results, the status uf the reqional manufacturing system can be

determined (Lambert and Minor,1974).

This general methodology .- developed initially f-or resource systems

vulnerability evaluations -- c:j, be applied to, any one of the component

systems. In the case of electrie power system vulnerability evaluations,

the principal systerm is the electric power network itself, with cross-

flow's now consisting of fuel, wrter, and, to a certain extent,

manufacturing. This electric power system model structure is described

in detail in Section 1ii.B.

B. Electric Power System Structure

The electric power system plays a supporting role in the general

context of resource system operation (Ref. Fig. 1). To make a detailed

evaluation of this role, it is necessary to Ic,lk at the electric power
system as the principal system, and to depict systems which interface

with electric power as peripheral systems. This revised Perspective is

presented in terms of triads in Figure 4. Here, it m;ay be seen that
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input is fuel energy and output is electrical energy, crossflows include

water and certain manufactured parts, and thruputs include people,

equipment, and facilities. The change in perspective is evident when it

is noted, for example, that in the case of a manufacturing operation,

fuel is a crossflou and manufactured products are outputs (Lambert and

Minor, 1974; Fig. 4).

Once this new viewpoint has been established, it remains only to

place the electric power system into this context. Thus structuring

of the electric power system can be cone on a broad scale -- such as was

done in the regional level in the Louisiana-Southern Mississippi study

(Lambert and Minor, 1973), or on a smaller area scale such as is done for

a specific area in New Orleans in Section IV of this report. The detailed

model structure is presented in Section IV; it is sufficient to say at

this point that the model structure involves three types of components:

(1) generating nodes, (2) links, and (3) demand nodes. Generating

nodes in the area scale model are generating stations, links are actual

transmission lines, and demand nodes are substations. To provide a

nidnageable model in the regional evaluation (Lambert and Minor, 1973)

it was necessary to aggregate generation, transmission, and demand by

parish; in the smaller area scale evaluation, the model involves only

a few such aggregations -- involving, principally, the combining of

adjacent substations into a single demand node.

16
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IV. ELECTRIC POWEk SYSTEM VULNERABILITY

The general procedure for evaluating the vulnerability of resource

systems and the place of electric power in such evaluations was described
in Section III. This section discusses in more detail tiie development

and application of the vulnerability evaluation model to electric power

systems. The procedure for assessing the vulnerability of electric

power systems which has been developed is general in nature. The proce-
dure can be applied to small scale systems (such as an individual city

or county) or to large scale systens (such as a group of counties or a

state). In addition, the method can be used to evaluate a series if

small, area size systems (e.g. the system in a specific city). Thj

results of several such evaluations can then be aggregated over a larger

area.

A. General Vulnerability Evaluation Model

Figure 5 is a flow diagram which outlines the procedure utilized in

the vulnerability evaluation of an electric power system. The input data

includes the intact (pre-disruption) generating capacity, the locations

ot generating stations, the intact transmission network, and the location

and magnitude of the disruption. The initial decision block in the pro-

cedure is concerned with whether or not the generating component of the
electric power system is functional. This decision is determined for
the generating s- - 4-t,,b lfnc2+4nn ntf +ina dicrintfl n anti hv

conducting a generating station damage analysis, a fuel supply analysis,
a personnel availability analysis, and a supporting systems analysis.

If it is found that the generating component is functional, then the next

step is the determination of post-disruption output capacity at each
generation station. If the output capability is 100 percent of the

"system intact" level, the analysis proceeds to the transmission component.

If the output capability is found to be less than the "system intact"

value, then the generating capacities at each stition are adjusted to

show this reduction.

17
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The next step in the procedure is an evaluation of the status of

the transmission conponent of the system. The initial decision block in

this phase of the evaluation is concerned with the functional level of

the transmission component. This determination is based upon the loca-

tion and magnitude of the disruption, a transmission subsystem dnmat,ý

analysis, and a network analysis. If the transmission capabilities are

found to be less than the system intact value, then the network is

adjusted to reflect this reduction.

By combining any adjustments to the generating output and the

transmission network, the adjusted or post-disruption electric power

system can be defined. The end result of the analysis is the determin-
ation oF how much, if any, electric power can be made available at a

given node (demand point). This data can then be utilized to assess the

impact of the disruption on the ability of the electric power system

to perform. For example, available power can be compared with respect

to the post-disruption demands at a given node. The following paragraphs

presen-t ioire detdiled descriptions of the vulnerability model cow-ponents.

1. Input Data

For any given electric power system being evaluated (i.e. regional
or area), the basic input information includes the location and capacity

of generating stations, the transmission network, system demand, and the

location and magnitude of the disruption.

Information regarding the generating comnent of the system should

include:

(1) Station name and coding,

(2) Capacity,

(3) Latitude and longitude,

(4) Type (steam, hydro, etc.), and

(5) County location (name, RSAC code designation. etc).

Additional infornaation which might be useful to the ev&luation includes

percent of total regional or area generating capacity represented by a
given node, the nearest urban node, a vulnerability rating of the

generating node, and a criticality rating of the facility to the operating

19



network (see FitzSimons, 1972). An example of a coding method for

generating stations that has been designed for computer usage is described

ini Section IV.B.

The transmission network input data inludes the capacity of each

line arid the nodes connected by the line. Additional useful information

might include the type of structure of the line (e.g. steel tower, wood H

structures). Each line may be identified by a single number, or by two

numbers, which indicate the nodes connected by the lines.

The third set of basic input data to the model is the network demand.

Demand information can be classified into three major categories:

(1) manufacturing demand (SIC code groups 19 through 39), (2) residential

or population demand, and (3) other demand. The latter classification

consists of commercial energy use, municipal uses, agricultural demands

and all other demands other than for manufacturing or' residential

purposes. By classifying demands in this manner more flexibility is

possible in evaluating the impact of a disruption on the system. Analysis

of disruption impacts can be based on total demand, manufacturing demand,
U

residential demand, other deim,•nd, or any combination desired.

The last group of input data is concerned with the locations and

mracnitudes of disruptions. This information is necessary for use in

domage assessment procedures which are integral parts of the evaluation)

proce, r ae.

2. Generating System Node Ddmage Ania'iysis

The initial step in the vulnerability evaluation procedure is to

doter;iine the functional level of the generating component of the electric

pover system under study. One of the factors in finding the output

capacity after a disruption is a generating node damage analysis. This

analysis is intended to determine the direct effects of a disruption on

generating stations within the nodes defined for the model.

A;sessment of damage to a generating station can be performed at

vriet;z levels of detail. A very simple assessment method requires only

the location of the weapon, the size of the weapon, and the type of

burst. This simple method assumes that at an overpressure of 5 psi or

20



greatce the system component is unoperable and at levels of less than 5 psi

the miner system components are assumed to be 100 percent functional.

This simple assessment method is used herein for illustrative purposes

only; much more refined damage assessment techniques are used in actual

vulnerability evaluations.

To utilize this damage assessment method, the distance of a facility

from ground zero, the size of the weapon, and the height of burst must

be known. The following information can then be used (derived from

Glasstone, 1962):

Weapon 5 psi Radii
Size
(MT) Surface Optimum Burst Height

1 2.7 mi 4.3 mi

5 4.7 mi 7.3 mi

10 5.9 mi 9.2 nfi

For example, this damage assessment procedure indicates that a 10 megaton

surface burst would render any electric power component within 5.9 miles

of grond zero inoperable. If the weapon was detonaLed at its optimum

bursti hMight any facility within 9.2 miles would be inoperable.

3. Fuel SSuppy Analysis

A second factor of importance in determining post-disruption gener-

ating capacities for each generation node is a fuel supply analysis. A

major irput to a generating station is the fuel to be converted into

electrical energy; consequently, the status of the fuel supply is of

consid,;ah1p importance in assessir, g the v,-!nerahi1:+v nf t'0 ngnorating

component of electric power systems. The fuel materiai can be coal,

fuel oil, or gas, and, in some cases, more than one type of fuel can be

used. In the event that the primary fuel source is not available, the

type of alternative fuel and the days of operation that are possible by

using the alternate fuel must be known.

Development of a total model for assessing the impact of nuclear

weapon induced disruptions on the fuel supply system is beyond the scope

of this research effort. However, two recent reports address the problem

21



of the vulnerability of petroleum systems aid natoral gas ýystems

(Stephens, 1973; Stephens and Golasinski, 1974). The results of these

two studies could be formulated into a vulnerability evaluation model

similar in format to the one shown in Figure 5, and the systemic effects

of fuel supply disr-uptions on the electric power system could be

determined.

4. Personnel Analysis

Another factor to be considered in determining the functional level

of the generating component is the availability of operating personnel.

For example, a 175 MW generating station has the personnel shown in

Table I (DEPA, 1969). An initial phase of a personnel analysis would

be to determine the minimum number of skills required to keep the generating

plant operable for a given period of time. Next, an analysis to determine

the availability of personnel after the disruption would be done. For

estimating personnel casualties models such as TELOS (Test and Evaluation

of Local Operating Systems) can be utilized (FitzSimons, 1971 and 1973).

5. Support Analysis

A fourth factor to be utilized in determining the post disruption

generating capacity is termed suDport analysis. Numerous supporting

systems are necessary to keep a generating station in operation. Such

supporting systems include water supply, communications, maintenance

equipment, control systems, spare parts supply systems, and many others.
At the present time, little research has been done to evaluate the

systemic effects of supporting system disruptions on the ability of

electric power systems to function. Consequently, additional work should

be done to examine the response of supporting systems to disruptions.

6. Network Analysis

After the post-disruption status of the generating component of an
electric power system has been established (through the use of model
components Just described) the next step in the vulnerability evaluation

is to assess the condition of the transmission system.

22



TABLE 1.

175 MW GENERATING STATION PERSONNEL.
(From: DEPA, 1969)

Skill Nurvber of Persons

Superintendent 1

Operators 8
Apprentice 6

Sr. Aux. Operator 2

Aux. Operator 2

Utility Helper 3
Mechanic Working Foreman 1

Mechanic 1

Mechanic Helper 1

Electrician Working Foreman 1

Apprentice Electrician 1

Control Instrument Working Foreman 1

Control Instrument Maintenance Man 2

Laborer 1

Clerk 1

Total Oersonnel 33
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First, a transmission damage analysis is performed to identify those

links which have been eliminated or damaged. A simplified procedure such

as the one presented in the discussion of a generation node damage assess-
ment can be used.

After damage to the transmission conponent of the system has been

determined a network analysis is performed. The network analysis examines
the status of generating nodes, links, and demand nodes (e.g. substations
for the area model) to determine where and how much electric power is

available. An example of such a network is shown in Figure 6.
A flow network such as the one shown in Figure 6 may be converted to I

a linear progranmming model for analysis purposes. Such a method of

analysis allows for simultaneous assessment of the entire system under

study. In the case of electric power systems the conversion from a flow

network to a linear programming format results in a modified transhipment

model. The transformation of the flow model to a linear programming

format requires the development of a set of constraints for the generating

nudes, demand nodes, and transmission lines. In addition, an objective

function must be developed which will reflect the reaction of the system

to disruptions. That is, some measure of effectiveness of the electric

power system following a disruption Piust be available if post disruption

system effectiveness is to be assessed.

For a generating node a constraint is necessary so that net outflow

does not exceed the generating capacity of the node. The general form

for such a constraint is given bv:

n
X x= G

i=l1

where the xi's represent flow values and G is the nodal generating

capacity.
For a substation, a constraint is necessary to insure that outflow

equals inflow. Such a constraint implies that a substation does not

function as a generation or demand node. The general form for such a

constraint is given by:
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Transmission lines between nodes require two constraints in orderto keep power transmission from exceeding line capacity. Both constraintsarc necessary because the direction of flow is unknown until the final
solution for a given disruption is known. For example, the constraints
for a link would be expressed as:

xi = xj C

-xi + xj < C

where C represents line capacity.
For each demand node, a constraint is needed so that the inflowminus the outflow is less than or equal to the demand for that node.Such a constraint will also allow the demand node to act as a transhipper

if necessary. That is. although the deand .... • ..... ' '' .. the.o.S..... ,I "A.. .... I, ,c;U ,I I tIIItIF eL , to ne node minightbe eliminated it is possible that the node can act as a connection
between links. The general format for a demand node constraint is given
by:

n
L x.< D

i=l -

Where D is the nodal demand.
Several r'ossibiliti• evist for th U ... L,'uction of an objectivefunction to assess system performance under various disruptions. Onemeth•i is to use a function which maximizes the sum of the products of

node cu-nsumptions and node priorities. A node priority is a flexiblequantity which can be adjusted according to the needs of the analysis.
Priorities can be based on total demand requirements, manufacturing
sector requirements, military demand, residential demand, etc. Such
an objective function would appear as:

n

Maximize Z = X Ci P.
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where Ci is the consumption at the i node and Pi is the priority index

at the ith node.

Another potential objective function which may be utilized employs

the concept of artificial power. In this case, each demand node is

supplied with a source of artificial power and demand is satisfied by

some combination of real and ar-ificial power. The objective then

becomes the minimization of the use oT artificial power. To accomplish

this objective a penalty cost is assigned for the use of artificial power.

Then the objective becomes the minimization of the total penalty cost.

Either objective function can be used to assess the relative effects of

various disruptions on the system,.

7. System Evaluation

The electric power system model described can be used to evaluate

the vulnerability of the system to disruptions in any individual compo.-

nent or any combination of components. The model also can provide an

indication of the criticality of any component to the functioning of the

total systeln.

Disruptions in the electric power, syste!m can occur in many ways,

both directly and indirectly. Direct disruptions include actual

physical damage to any of the electric power system components:

generating stations, substations, or transmission lines. Indirect

disruptions include such items as fuel supply damage, lack of communications

or control, inadequate operating personnel, etc. The evaluation procedure

described in previncu•s rnrnhc c ca l ok.. hi y lcalized

disruptions or widespread disaster. Also, total or partial disruption

of a functioning node or link is possible.

The initial step in the evaluation procedure is to determine the

value of the objective function with the system intact with each demand

node receiving its full demand. This procedure is done to determine the

maximum value of the objective function for comparison purposes where the

system is not intact due to disruptions.

The next step in the vulnerability evaluation is to impose disruptions

on the system. in order to determine the net effect on the total electric

27



power system- and thus evaluate the relative importances oi certain

system comi-ponents and combinations of companents.

B. Evaluation of Reqional Power System

The region which was selected to deiionstrate the use of the vulner-

ability evaluation model described in the previous section is the

Louisiana-Southern Mississippi region. The characteristics of this

regional system are described fully in a previous reoort (Lambert and

Minor, 1973) and are briefly summarized in the following paragraphs.

1. System Description

The study region, shown in Figure 7 with county codes given in

Table II, consists of Office of Business Economic Areas 132, 133, 138,

and 139, and containis all 64 parishes in Louisiana and 13 counties in

Mississippi. Louisiana and a portion of Mississippi are contained in

Defense Electric Power Administration (DEPA) Area 10; however, two of
41- U -4-4.-4 4-4.- 4-- -n,,,. f nfI

LII klJii~cf~ ll ~ 5 3I~i tLUVU II' LIJi .)LuU J I V~jI U1I U1T 11i -

Area 4. The State of Louisiana is contained in the Southwest Power Pool

(SPP) which is one of nine National Electric Reliability Council Regions.

Not all of the member systems of the SPP are directly involved in the

study area. The member systems which are included in the regional study

are: (1) Central Louisiana Electric Company, (2) Gulf StaLes Utilities

Company, (3) Louisiana Power and Light Company, (4) Mississippi Power

and Light Company, and (5) New Crlens Public Service. The study region

also contains several municipally owned systems and generating plant,

owned by industrial firms. Figore 8 is a schematic diagram of the region,

including generating stations, major suhstations, and transmission li',es

of 115 Kv and larger.

The regional generating capacity is presented in Table III. System

capacity is presented as a computer printout of generating stations in

the region. Those stations listed in tho printout have a generating

capacity of one megawatt or more, and tihe total regional capacity is

approximately 8535 niegawatts. The generating capaciLies of the stations

28
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F Reproduced Iro
best available cOpy. TABLE Ill.

LATITUDES AND LONGITUDES OF GENERATION STATIONS
IN LOUISIANA-SOUTHERN MISSISSIPPI

TTUNI YAEF CAP LATN*I.G N*'TYPF PA I S'4 ýSAC TTUv t
I LITTIT GYPSY e42 3001 9001 1 OLEANS 524Z 3t- 2.84

2 AI.FX 1 37.5 3119 9228 1 RAOl;)FS 52JI 4G .42
3 A,ýStAL HILL 170 3231 9345 1 CAD)fl 5252 9 1.99

4 ArFwICK 1 2960 9130 3 ST MARY 52S1) 51 .uL

4i ('U:3JHLIN 483.3 3057 9215 1 AV1ýY LLES 52k1 5 5.66
C CC'W1. FY 1.7 3020 9125 3 ACDTOA 52S1 1 .02

I fwANKLIN 9.1 -49-5 913C 3 ST M'AkY )2 "f 51 .1.)
,,i G:A E''iSCAILLL 7.4 2922 8947 13 PLA J F: 11,1' 5211 38 .08
0 HIMER 6.7 3247 9305 3 JAC(S (N 52R8 25 .08

10 HhJMA, 42.7 2935 9043 123 TE RR INE 52TC 55 .43
11 JUNESVIL.F 1.7 3155 9175 3 CATAHOULA 52R3 13 .C2
12 PINHP0V 43.5 3013 920M 13 IlAFAYETTE 32S9 29 .55
13 L.CHAkLLS PP; 90 3013 9317 1 CALCASIEU 5221 10 1.05
L.CHAlkES CC 49.3 3010 9319 I CALCASIEU 5221 10 .5'3
15 L.PR(VI I)ENCE 3.3 3247 9111 3 E.CA4qR0LL 52K6 16 .1)
lo LI17-rKMAN 217.3 3242 9357 1 CA DDO 5252 r 3.25
17 LOUISIANA 201.6 3019 9114 1 E.3ATON 4 5211 17 2.36
1. VA,ýKFT JT Ibb.3 29 5 90n4 1 0RLEANS 3242 3b 1.95
lq MELVILLF 1 30130 9175 3 0).C0UPPE 5ZSA 3'9 .01
2' MICHQlJ0 959.3 3)0J 8956 1 (RLEANS 5242 36 11.24
21 F,'_GAIUSA MILL 49 3047 8952 1 WASHING 52TM) 59 .55
27 M I.NJOF N 3b.8 3235 q317 3 WtiBSTER 52G4 bO .44
23 MhNRI•F 183 3231 9207 12 QUACHITA 5231 37 2.13
?7 Nt- 13FW1A 4.i 3J00 9180 3 IBERIA 52S6 23 .U3
2) N,,i -vl ADS 1.5 -i42 91z6 3 W;FELICIA J 52TF 63 .Od
?'" ̀IN'": AILE 1101 295b 9002 1 S CHA1I.ES 52T6 45 12.91
3') QP0 ELj USAS 25.4 3032 9205 1 3 S LANDRY 52SB 49 .29

S1. PLAA9UJFI%11 N 10.8 3030 913C 3 I3ERVILLE 52S7 24 .12
3-! Pl',-4EP HtIu E 2 67 2q90 9020 1 2 ORLEANS 5242 36 .79
31 RAYNE 7 3014 9216 3 ACAnIA 52S1 1 .08
34 9AYVILLE 10.8 3240 q175 3 YICHLAND 52PE 42 .12
Ai PEA 6.1 3057 9211 3 tVrvYtLLES 52kI 5 .07
3R P!VFr1;0 16o.2 3013 9316 1 CALCASIFU 522L 10 1.94
37 PoSTT;-, 14.5 3232 9236 1 3 LI 1,iCOL'4 52RA 31 .16
3,1 SPRINUHILL 49.3 3253 9327 1 CAr)Dn 5252 9 .58
39 STL L!'T'Th 351.5 3241 9205 1 U(JACHITA 5231 37 4.12
40 TFCHF 79.4 2949 9132 1 i5McIA 52S6 23 .93
41 THI1iq,)AOX L 3.1 2947 9149 3 LA FOhJWCE '>2T4 29 .04
4' CHALmETTF 398 2956 8953 1 3 STRERNARD 5243 44 4.66
4-3 FtIZ7A:ETH 13.5 3052 924P 3 RAPIDES 52J1 40 .15
44 LITTLF GYPSY 1229 3000 9)28 1 SJOHNI3AD. 52T; 48 14.4
45 wILLOW GLEN Q)4 3G16 9107 1 EF,&T:IN • 5211 17 11.65
46 AIFX 2 97.5 3119 9229 1 GRANT 52HI 22 1.1',*
47 W, Crf)lf) AL ,_ V 41.. 3231 9235 1 LINCOLN 52RA 31 .7
4• ;;fC 'CNITN 143.3 i014 9202 1 LAFAYETTE 52Sq 28 1.68
49 TH1Whr EAUX 2 24.5 ?945 9047 3 LAFOURCE 52T4 29 .28
0o ALLIF) CHFM 70.6 30Z9 9111 2 ASSUMPTION52T2 4 .83

S1 lJ -,:I AS i7.5 30C0 9028 I_ 3 PLAQJ-. 52T1 36 .20
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range from one megawatt (Melville) to 1229 megawatts (Little Gypsy). The

larger plants are generally steam turbine types using natural gas as a

fuel supply and the smaller plants are usually internal combustion or gas

turbine types. Additional information concerning the generating

characteristics can be found in the report by Lambert and Minor (1973).

The regional transmission network is also shown in Figure 8 and may

be described as being highly interconnected both within the region and

with surrounding areas. The interconnections with surrounding areas are

of considerable importance since civil defense planners are concerned with

the problem of regional self-sustainment in the post-disruption period.

A total of 29 transmission lines cross the study region boundaries, and

these interconnections are well dispersed around the regional boundary.

This wide dispersion indicates that complete isolation of the region would

be difficult to achieve.

Regional demand characteristics can be classified into toree major

types: (1) manufacturing, (2) residential or population, and (3) other.

The latter category includes conmercial energy use, agricultural uses, and

all other demands other than for manufacturing and residential purposes.

The demand figures for the region were derived from "Fuels and Electric

Energy Consumed," U.S. Bureau of the Census, and are given in Appendix A.

Additional information regarding the demand characteristics of the region

is contained in a 1973 DEPA report (Lambert and Minor, 1973).

2. Regional Vulnerability Evaluation

If all 77 parishes and counties and all 52 generating stations in the

Louisiana-Southern Mississippi region were considered as individual

demand or generating nodes, an extremely complex network of transmission

lines, generators, substations, and demands would result. The transfor-

mation of such a large network to a linear programming format would result

in thousands of flow variables and constraints. Such a problem would be

unmanageable; consequently, the development of a workable regional model

can be approached in one of two ways. The first method is to transform

and condense the regional electric power system into a system model of

manageable size. The second method involves evaluating relatively small
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areas within the region and then aggregating the results to determine the
effects of disruptions on the total system. These two methods are des-
cribed in the following paragraphs.

a. Condensation Method

The method for condensing regional data into a regional electric
power system model of reasonable size was first proposed by Lambert and

Minoe (1973), and involves six major steps:

(1) ranking of parish demand .and generating data,
(2) reduction of the number of nodes by elimination of very low

demand and generation parishes,
(3) aggregation of parishes for further reduction of tlie number

of nodes,

(4) cetermination of the aggregate generating and demard quantities
for each node,

(5) determination of transmission links, and
(6) identification of interconnections where transmission lines

intersect outside of nodal groups.

Applicatio-n of this procedure to the electric power system of
Louisiana-Southern Mississippi resulted in the regional network model shown
in Figure 9. The parishes making up each of the 19 nodes are identified
in Table IV. This retwork constitutes 91 percent of the total regional
demand and approximately 92 percent of the total regional generating
capacity. Thus, the condensation process eliminated only a small amount
of Udemand ,;,,d ge,,eatio,, but, proviuded a netwurk iiodei of manageabie size.

The next phase of the procedure was the conversion of the network
model tz a linecr programning format. This was accomplished by writing

the necessary generating, demand, substation, and transmission constraints
and developing an objective function as described in Section IV.A. The
resulting linear programwiing problem has 145 constraints and 102 flow
variabi2,. The problem was programmed in Fortran IV for use on an IBM

370/14. computer. The program is contained in Appendix B. The model is
highly ilexible and can be used for single node or single link elimination
or elimination of any combinatior of links and nodes. Also, any
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II-

TABLE IV.

REGIONAL NODE IDENTIFICATION

Constituent Parishes
Node Ntumber (Ref. Table II) Demand (ý.) Generation (Mw)

1 9 446 497
2 8,25,31,60 305 0
3 37 229 534
4 21,34,42 143 0

5 2,6,16,35,58 274 0
6 40 213 0
7 b5,ib,?•,49,65 37C 489
8 10 28-2 691

9 1,,27,57 243 0
10 28 190 192
11 23,24,39,50,51 378 0

12 17 535 1196
13 32,53,72,75 295 0
14 52,59,73,74 283 0
15 3,45,47,48 241 2330
16 26 632 0
17 36 1121 1435
18 29,55 272 0
19 38,44 146 398
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4 percentage reduction of capacity or demand can be done rather than total
node elimination. The reaction of the total system to any given disrup-
tion is measured by the decrease in the objective function value as
compared to the system intact value.

Previous research with the model just described includes single node
analysis, single link analysis, and combination analysis (Lambert and
Minor, 1973). The results of the single node analysis are presented in
Table V. The analysis involved complete removal of the nodal demand or
generation; however, the node was allowed to act as a transhipper of

electric power.
The single link analysis was concerned with the removal of individual

links connecting generating, demand, and substation nodes. Each of the
51 links in the network was removed individually and the system response
was found. In all cases the removal of only one link between nodes had
no effect on the total system response. Due to the high degree of nodal
interconnection the r-jional electric power system was able to respond
-or,,pletely wien only a single link ... eliinae

The combination analysis which was performed involved a combination
of each possible type of analysis: (1) Generation-Transmission,
(2) Demand-Demand, (3) Demand-Transmission, (4) Generation-Demand-
Transmission, and (5) Generation-Generation. The specific combinations
used and the results of the analyses are presented in Lambert and Minor (1973).

b. Area Agqregation Method
Several vulnerability evaluations have been acciiplished u. I IL,11,31-

the condensed network model summarized in the previous paragraphs
(Lambert and Minor, 1973). The method has proven useful in evaluating
regional scale electric power systems. However, due to the condensation
procedures utilized in this method, some degree of detail was necessarily
sacrificed. Conzequently, an additional procedure for vulnerability
evaluation is proposed in this research; this new procedure will provide

a useful supplement to the previous model.
The use of an area scale evaluation (smaller in size when compared

with a region scale evaluation) followed by an aggregation procedure was
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TABLE V.

SINGLE NODE ANALYSIS

Objective Function % Change
Node Value (System In Objective
No.* Tye _ __ Intact = 320.25) Function Value

1 Generation (497 Mw) 320.25 0
2 Demand (205 Mw) 310.95 2.90
3 Generation (534 Mw) 320.25 0
4 Demand (143 Mw) 318.21 .64
5 Demand (274 Mw) 312.74 2.35
6 Demand (213 Mw) 315.71 1.42
7 Generation (489 MW) 320.25 0
8 Generation (697 Mw) 320.25 0
9 Demand (243 Mw) 314.32 1.85
10 Generation (192 Mw) 320.25 0
11 Demand (378 Mw) 305.96 4.46
12 Generation (1196 Mw) 320.25 0
13 Demand (295 Mw) 311.55 2.72
14 -.M.•n (2.3 , 31224 2.50
15 Generation (2330 Mw) 320.25 0
16 Demand (632 Mw) 280.31 12.47
17 Generation (1435 Mw) 316.78 1.08
18 Demand (272 Mw) 312.85 2.31
19 Generation (398 Mw) 320.25 0 f

IA** Demand (446 Mw) 300.36 6.21
3A Demand (229 Mw) 315.01 1.63
7A Demand (370 Mw) 306.56 4.27
8A Demand (282 Mw) 312.30 2.48
10A Demand (190 Mw) 316.64 1.13
12A Demand (535 Mw) 2q! 1 8. A9
15A Demand (241 Mw) 314.44 1.81
17A Demand (1121 Mw) 194.59 39.24
19A Demand (146 Mw) 318.12 .66

*See Figure 9 and Minor and Lambert (1973) for identification, description,
and location.

"**Dmand portion only.
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considered advantageous because of the size of the total regional

problem. Here, a region refers to a relatively large electric power

system such as Louisiana-Southern Mississippi, and an area refers to a

smaller system such as that contained in a single cuunty. Counties were

chosen to represent area size units because many of the other resource

system models (such as manufacturing) are based on the use of counties

as nodes. In a system as large and as complex as that of the study

region, consideration of every generation and substation node and every

transmission line connecting them produces a huge number of flow

variables and constraint equations. Even if enough computer capacity

were available to handle such a large problem, analysis of a system of

such magnitude to a fine degree of detail would be very difficult. A

more realistic approach to the problem is to evaluate an area in detail,

and to aggregate the remaining regional system into several single nodes

as was described in Section IV.B.2.a in the condensation method

In utilizing the area procedure, two levels of detail are considered.
$'r or th ...... a . .,,, c÷,,iotJ -he nearatincl canacitv of each sta-

tion and the capacity of each transmission line joining facilities are

included in the analysis. Use of the area method consideredsubstations

within the area as the point of final demand, since distribution beyond

the substation level is considered to be another level of detail beyond

the scope of this research. However, in going to the substation level

within an area, considerable refinement in the degree of detail is
achieved, when compared with previous methods.

Once the area is specified, the electric power system is converted

to a network flow model and is then transformed into a linear programming

format for analysis. The procedure used to evaluate the effects of

disruptions on the area subsystem is the same as that shown in Figure 5.

The end result of the analysis provides the amount and location of power

within the area, any import requirements necessary, or any surplus

available for export.

The secondlevel of detail pertains to the remainder of the regional

electric power system. The approach employed to characterize this portion

of the system is similar to that used in the condensation method. That is,
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aggregation of generating capacities and demands is done to provide a

reasonably sized nodal network. Also, transmission capacities bctween

nodes are included on an aggregated basis. Thus, with the exception of

the area being studied in detail, the remainder of the region consists

of single generation and demand nodes as needed. As a result, demands

for an area can be supplied by generation within the area of by importing

power from the other nodes of the regional electric power system.

If widespread disruptions are to be considered (that is, several

nodes undergoing disruptions simultaneously) then each node can be

analyzed individually on an area subsystem basis and these results used

as input to a regional analysis to assess the net effect of the various

disruptions.

To illustrate the application of the general vulnerability evaluation

procedure depicted in Figure 5 and the use of the area method, an example

utilizing the New Orleans area subsystem is nresented.

In the regional network model shown in Figure 9, Node 17 consists of

Vrleadis Parish which contains four generating stations: Michoud, Patter-

son, Market Street, and Power House Nuwber 2. The capacity, approximate

latitude and longitude, type of station and other information fur each of

these plants is given on the computer printout presented as Table III.

A systems map of the New Orleans area showing the generating plants,

major substations, and the transmission network is presented in Figure 10.

This subsystem was converted to the area network flow model shown in
Figure 1l with the coding given in Table VI in order to farilitate conver-

sion to a linear programming format for analysis. Substations were con-

sidered as final deimand points and, for ease of analysis, the total nodal

demand was allocated equally among these demand points. Utilizing the

transhipment linear program model (computer program given in Appendix B)

resulted in a system intact objective function value of 110.3. This value

provides the basis of comparison for the reldtive effects of disruptions

on the area system.

The information available at this point constitutes all of the input

information required for the vulnerability evaluation method described

in Figure 5, with the exception of the disruption location and magnitude.
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1ABLE VI.

NEW ORLEANS AREA FLOW MODEL CODE

Node No. Facilit1y* Node No. FacilIty__

2 Norco (SS) 13 Derbiguy (SS),
Arabi (SS"I

3 Destrehan (SS')
14 Pontchartrain. Pk. (US),4 Luling (SS), Pauger (SS), '-

Amner. Cyan. (SS)
15 Market Street (G)

5 Kenner (SS),
Snake Farm (S') 16 Claiborne (SS),

Delta (SS)
6 Ponchartrain (SS).

Likeshore (SS), 17 Almonaster (SS)
Cleary (SS),
LaBarre (SS) 18 A. B. Patterson (G)

7 Harahar, (SS), 19 Kaiser (SS),
Avondale (SS) Ch...lmette "

Gretna (SS),

8 Ninemile Point (G) Holiday (SS)

9 Westwego (SS), 20 Sherwood Forest (SS)
Harvey (SS)

21 Florida (SS)
10 Paris (SS),

Ave. C. (S.;) 22 NASA West (SS),
Gentilly Road (SS),

11 Dublin (SS), Gulf Outlet (SS)

Midtown (SS) 23 Michoud (G)

12 Peters Rd. (SS),
Behrman (SS),
Packenharn (SS),
Lower Coast (SS)

*SS - Substation
G - Generation
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For illustrative purposes, assume that the disruption is in the fo:Tn of a

5 !nt weapon (air burst) with ground zero being approximately equivalent

to the location of the Market Street generatig station. Such a detonation

results in a 5 psi radius of 7.3 miles.

Now suppose that direct effects to generating stations and trans-

mission lines -- as well as systemic effects caused by disruptions in fuel

supply, personnel availability, and supporting systems -- result in the

damage shown in Table VII. These disruptions were inputed to the tranship-

ment coTmputer program in order to perform the necessary network analysis.

The results of the network analysis indicate that the area subsystem

can no longer function as a total system. Even though the remaining

generating capacity slightly exceeds the surving demand, the widesp-ead

destruction of transmission capacity prohibits power movement to certain

demand nodes. However, some of the remaining demand nodes can receive

power from outside the area. For example, Demand Nodes 2, 3, 4, 5, 6, 7,

and 10 could conceivably obtain sufficient powsr supply from the Little

Gypsy plant located in St. Bernard Parish.

Thc next- level of analys is ,nvolvcs deteririig the effet•.• ul iihe

disruption on the total regional electric power system. by taking the

results of the area subsystem analysis as input to the regional model,

and be performing the network analysis, a drop in the objective function

value to 255.68 (compared to a system intact value of 320.25) is ý,-en.

This corresponds to a 20.16 percent decrease in the objective function

value. Thus, the total regional system cannot return to its "system

intact" level of operation after tile disruption to Node 17 (Orleans Parish).

This procedure can be repeated for as many nodes in the region as

desired. That is, area network flow models could bce developed for each

county size area, disruptions could b2 imposed, and the resulting area

evaluation outputs would provide the input to the regional clectric power

system model. Thus, not only would the response of small electric power

systems (such as counties) be known, but also the resulting effects on

larger sized systems, such as regions, can be deterzmined.
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TABLE VII.

DISRUPTION EFFECTS ON ORLEANS PARISH:
GENERATION, TRANSMISSION, DEMAND

Generation Transmission

Node 15 - Market Street: Destroyed Link 15 - 11: Destroyed

Node 8 - Nine Mile Point: Destroyed Link 15 - 16: Destroved

Node 18 - Patterson: Destroyed Link 15 - 13: Destroyed

Node 23 - Michoud: Reduced by 25% Link 8 - 7: Destroyed
Link 8 - 11: Destroyed
Link 8'- 9: Destroyed

Link 8 - 12: Destroyed

Link 18 - 14: Destroyed

Link 18 - 17: Destroyed

Demand

Node 11: Destroyed

Node 13: Destroyed

Node 17: Destroyed

Node 14: Destroyed

Node 19: Destroyed

Node 16: Destroyed

Node 21: Destroyed
Node 12: Reduced by 50%

Node 10: Reduced by 50%

Node 9: Reduced by 50%

Node 6: Reduced by 25%

Node 7: Reduced by 25%
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V. VULNERABILITY ASSESSMEN•T AND

CIVIL DEFENSE ACTIONS

A. Vulnerabilit of Electric Power S(tstems

The two levels of vulnerability assessment whic, are made in the
regional report (Lambert and Minor, 1973) and reported herein (Section

IV) provide some very interesting insights into electric power system

vulnerability. These insights provide important clues as to the nature

of civil defense actions which should be planned for the region and area.

The previous report (Lambert and Minor, 1973) indicated that the regional

electric power system could continue to function following a major

disruption in one or more county size nodes within the system. This

conclusion was also reached herein, but it is also noted that the

electric power network within the affected node (the area system) may

cease to function as a system. Thus, the previous report indicated that

the "region" would continue to function as a self supporting entity,

while this report indicates that the affected "area" would be dependent

upon the region for support.

B. Potential Civil Defense Actions

A principal objective of the research described herein is to assess

systemic vulnerability of electric power systems relative to nuclear

weapons effects, and to evaluate the roles of possible civil defense (CD)

activities in reducing this vulnerability. Two general CD policies could

be adupLed, sin•iy or in LUnIbiwltiuri, if vuinerabiiity reduction within

the electric power system is a stated objective. The first policy would

be directed at specific vulnerable points in the electric power system

itself. The second policy might involve a more general plan such as that

associated with Crisis Relocation Planning (CRP). The models and proce-

dures described in this document and in related documents (Minor, Lambert

and Smith, 1972; Lambert and Minor, 1973; Lambert and Minor, 1973a; Lam-

bert and Minor, 1974) can be used to evaluate the effectiveness of these

alternative policies.
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1. Civil Defense Actions applied to Electric Power Systems

Since we cannot expect the network within the affected node (county

size electric power system) to function as a network, CD planning actions

should be directed toward recognition of this probable eventuality.

Steps should be taken on the part of the electric power systems to insure

that previously developed procedures for "load shedding" the affected

area are instituted so as to minimize losses to the functioning of the

regional network. Furthermore, planning steps should be taken to iden-

tify the demand nodes (substations) in each area sized unit which should

be reconnected first to the regional net in the event that generation

and transmission in the area are destroyed. This latter planning effort

is one which is the primary responsibility of the State and local govern-

ment officials as stated in DMO Order 8500.1A (a copy of which is in-

cluded as Appendix D.) The local CD planner is one who can assist in

interpreting the established criteria for reconnection priorities. In

this regard, it is noted that the CD planner is guided in this function

by the results of manufacturing... ss , u,,ra ity evaluations (Lam-

bert and Minor, 1973a) and other research studies pertaining to critical

services and emergency operations.

2. Crisis Relocation Planning as a Civil Defense Action

A. vulnerability reducing CD action which is currently under intensive

study within DCPA is Crisis Relocation Planning (CRP). This possible

gereral policy is intended to reduce the vulnerability of the DOpUla-

tion, in g noral,, a a ,,r,, tO. nuciedr war. However, as suggested

by the analysis conducted in this document, CRP can also produce a re.-

duction in the vulnerability of electric power systems -- at least in

the situations where potential damage to people is the fundamental cause

of the projected reduction in output.

Although not accomplished as a part of the study effort described

in this document, the model and procedures outlined herein could be used

effectively to evaluate the effects of CRP on the operation of electric

power systems during the relocation period. Reductions in the number of

employees who operate the electric power systems will affect system

output. A principal systems evaluation question which could be answered
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using t'le procedures outlined herein concerns the degree to which CRP

operaticn-, would disrupt electric power production, or, more specifically,

how much work force reduction can be allowed without harming the pro-

ductivity of the electric power system.

C. Regional Self Sustainment and Civil Defense Actions

A final objective of the Work Unit 4334B effort concerns utilizing

the results of the study to estimate the impact of CD actions on the

region, with specific reference to the ability of the region (1) to be

self sustaining in the postattack period and (2) to contribute to filling

national needs in the same period.

Implications of the result of the vulnerability assessment advanced

in Section IV are clear. If subjected to a nuclear attack which produces

the disruptions outlined in Section IV, the electric power system at the

area level would be severely damaged (through direct and systemic effects),

but the region could be expected to sustain itself in the immediate post-

attack period. The imposition of CD actinns rnIul mitinte• thi4 ,

if appropriate steps were taken in the preattack time period. Direct CD

actions involving planning of demand node reconnections could reduce

postattack constraints on needed manufacturing and other operations, and
personnel relocation actions (such as CRP) could relieve postattack

constraints on human resources. CD actions which produce contributions

of needed resources from outside of the region during the postattack

period could be advanced as helpful activity as well, but such actions

may not be feasible in light of comparable problems which may exist in

adjacent areas.
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APPENDIX 0'

COMPUTER PROGRAM FOR NETWORK ANALYSIS OF REGIONAL AND
AREA ELECTRIC POWLR SYSILMS

f. TH IS I S I Hf M6 IN I']CIA '
C. VAR IAPLILI IN I~JT !N~
C Al z APV AY (LNTIAIrIN, I~ N6T Rt4 k IA (LISI A I NIS
C 'I I A;P AV (IN IAlIN I 14 kiiE SIGN (A CI H CILKS1IAINI
C I'CI =A~RM CtJNT AIN ING I HE JIki SUfliSCR(IP'I IN ]H! '11H (AUNSTRAI NI
C ICC? '=Ak4AY CCN\IA1 IN G TI tS'JPS~k IP Of- TI J1 JT I SUBSCR WIP ABJVL-
C NODIf zARR AY )LF I NING T141 SUt3 Sc. PIP s if I CKS~tdIGN NG, TC N(tOIE CCNST P[NI S
C ARRAY OLFANING Ttii S011SCRIPIS CUKdRcSPONUIN; lit yl-NI-AA1ION NUDCS

I NThCC R2 ICCI.l .1CC
0 14EN S I')N AI 5O, 1( ICI ICCU 156,1001Q 1(1.C?( IC,1001 LU(150)
171 F\Sl('N N'Ut 0::),NCJ(rLG(201

C P [Ai- NLMf-AFR Of- C-ONS RA I NT 5 VAR[ AI5LLS I NCLX

1321 V CRI"Al(314)
NC I,\=NC I+ I

C P L A F (IN S I AINTS iHf J" (CI IVE FUNC IIUNe*,,
I' C 13 t1 1it I IN CI A
R t A C) ( 5, 12212 L. I IA 1I I I' 1( I I CC I I iJ ,I CC2 1 1j,J) ,1,IA)

132? Ft R P AT ( 12 , f8 .3 , fl. I k) 15 1,* X *XI 9 i 4 1
L ( I =t i

1351 CHINT INUL
C 4f AC N(.)fI Of-I NI T I C AIA

Pt AM) S, I ?231-NIG N00 N ( I I) =I LIG)
1323 F(CPVA1 I 4, 1) 1-4/ 20 14)

C ý I AI) GNf RAI ILN
RE At* C, 1 2 31 16,t14 ý (N JDE I11, I I 6I 1 G N)

C t:L I MI NAT t N 0 hS UNE I PY ON
D 0 1351 K"=I,NIG

TUs'P5-AI1 UI
T f'A p 6 i IC (JfI
wRITE(6, 1324 Ij 1

13 2 4 F GR A II I H IT k'I. N L 0 L L I M IAT C C I S 14', I ThEC R LS UL TS AR ;L

el J 1=0 .0I
C CAlCULATE PCST ATIPCK CENEPAI INC CAIVACV!Y

CALL CR(T1(NJD)LG,GE,1RT
C PUT T't, C A TA QN L I SK ICR USt Willi THE V-P ALGIJR 11dM

R FWI NO 3
W P I T f(3 ) Ck I, NC.I ,NV I1, [NDX5j
L r\) VI L 3

C THF 4AIUC0 N~F 2P~ 1w1I IEN I S AVAILABLE CN\ LCGIC FILE TH RE E
UDIK l3eI=LN1
UP 3WIN 1,C1
L. I L II
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1158 C(NTIKUIE
EN)F It.F 2

C THE~ PPAEV ICJS 1,NFORMAT ION IS AVAILAB3LE ON Li3GIC f-ILE liho
LALI OLPA
All J 1) TEMP 5
Ell (J 1 ) =T FMP6

P1 7C ON T I IUF
CALL MXIT
FKD

SUPPOWUTNE ti,RT (NUL)EG,,IG;F.N,AI ,GR T)
DIVENSICK KCDEC1201*411i5j)
SUM =O. 0
EG 1= 1, IGFN

J1 LtA( JI)I

('11-LNT I NUE
(ip T =StLN
Rý IURN
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TNTFGFR*2 INC, IV AL

DIMENSION AVAL(ICC),Uf-2601
CLPP'Ct IC,16QINCX
REIND 3
RLAC(3)(;RT.!R,N,Nl
N'V=I k+ N

IPO=N+ 3
LC H.R41
I KOX -- C+ I

C 4*>*** INITIALIZATION *******~******

DC 10 J=1,NV
X( A3 =c. 0

DO1 15; 1 10 , IND X
00 15 0 ,

15 A( I ,J) = ).1
c READ ALL. DAIA ~***********

(-O 1000 I= 1, 1Q
()(: 1dO0 J =4 I PC
K=j- 3
UP W1( -GRT

10OC All ,J)=0.C
RLW INC 2
DC 12 v) I= 1,1C

00~ 1 200 J =Iv1.
J1 ND 1l ND ( J) +-3
AVALI J I =IVAL( J)

120)0 A( I , jIKD ) =AV AL (JI
[DO 30 J='iIPC

30 A( INE-XJ )=.1-3
00 5 0 1 =I, I R
N S=N+ 1
I-A(i1,2 ))42,44,46

42 LPNKS) =9999'9.

A4I ,1)=NS
GFO IC 5C

X(NS)=A( 1,3)1

01 TO 50
46 i-P( NS)-99999.

X(NS)=--'d ! 3)
00 47 J=3, IPC
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417 A IJ,1- IJJ

¶,) CONT INUIF
C **~** C hA NGL 5 IGN OIF X-C ROW **$4******

00 6c Jýý I IP13
60) At Ifl, J )=-A i !i,J

C %mRI4~ T.~L THL T APLCAU 0 *.s**4*4* *4 004*

GI Tt 803=

E C ICH[ C K =1
ICA 1(-O Jý4, IPII

82 1f ( A BSt( 11J, J )C OG1 16 0,83 ,83
83 if C=J

IC HFC K J
IM I N 13 '9 i 5';S.
CC 100 1~1 =
IF( At ,JLCI *A( 1,3)) F4,8ý5.94t

84 T I j ) 9955.
GC_ TC 96

G ( TC 96

(;L' Vi c t,

94 IT [I )=AI ,3)/A(I ,J[C)
96 Ut) T.M I N- T( I) iCC, iOC, SF

100 CUNT INUE

110 CALtL P1 VCf( AI Lk JEC , 1PC XUP'
IT AFI= ITAf3.1
GU TC 7J

1 20 jup=A( INOX,JEC)
IF(up(JUP)-90')00.)130, 1L0, 160

13 ý 00 14C I =1 I1k

A( 1, 3 )zrAt 1. 3 + (UIPf~JUP ) *A(1 oJe c)
I6A S=A II .)

141 X( IBA Szt =1(, 3)

At 10,3) =A( IC 3). (LP tJUP)*h1 l C,JIC))
y ( JU P=I Y(j UP)4 1

G ( T C 70ý
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16) CONT INUE
IF( ICI-[CK) 2OC*2CC,4CC

200 CC 300 V1,iIR
I rAA(1,3))2 to 21 C 300

210 I[R-:1
TMIN1=Q9999q*
LW 27( J =4 I PC

220 IF( b(ICI J) ?250),?3j,23u
230 f(JA)=-Al IliJ3/MAIER J)

GO 70 255
25C T(J)=99999.
2 ¶5 IF(TMIN-`T(JlH21Cv270925E
258 TMIN=T(J)

JEC =j
270 CUN iINUE

I FI APS (TH N-qq999. )--0.01 )300, 3)0, 200
280 fC-A LL PI VCT (AI ER ,JEC XI~ , ,UP)I

IT AB~= ITAR# I
6c C C 70

3CC CO)NTINLE

L P ( HtA IJ- 399SC. ) 31C9 35C9 35C
31.0 AC 1,3 1'AC 1,3)-UP(IRIAS I

DC 3ZC J=391IPC
320 A( 1,J )=-A( 1,J

C I pA SI A (1 13
MRAPS) zA( 1, 31
IY ( [RAS )= IY(I 1HAS J11
GO] IC 70

35C CLIN T IN LE
GC TC 9999

3 9 ) I1I=1I
40J) 00~ 500 1 1, 1

IF (A( 11,3 )4~05 ,51-l, 502,
4 C5 IF (413S(Af 1 93)-C.0001 )500,410p410)
4 10 !ER=

TM! N=199999.
DO 47C J---4,IPO
I F( A (IER,J)3420,450,450

420 IF ( A ( IC, J 345)~,43J .43
430 TIJ)r--A(UJ,J)/A(IIR,J)

GC TG 455
4 5 C TI I A =S1 l ;S
'15 5 1 F( TM 14- T J I)'.7C,41C;,45f

SE C =J
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SUBRUUT IKE PIVOTr (6, IER*JECt IPOt X,UP
f) IME KSI OK A f150t 115)J 9Xl2b0 IUP ZbO~
COMMON 10, IR, INDX
CR= tIER ,JEC
Do( Icc I =hI I
IF( I- IEP I IC, 100, 10

10 0( bC IU6l ~=3 , IPC
IF( J-JEC )20,ILCC,2C

20 Al 1,J ) (A( I,J I*CR-A( 1,JEC )*A [ER9J))/KH
I u;) CON T I UE

001 120 j=3,IP0
120 A(IER,J)=A(IER,J)/CR

00 13C 1=10IC
130 A( 1,JECI=-A( I,JEC )/CR

A(HfR,JEC)=1 ./CR
I TE MP =4( I UP ,1)
A( IER, I )=A(I[ND)XJ[C
AllINCXtJEC )= ILMPP
XI! TEIMP ) =O. 0)
CO 200 1=1, IQ
JJ=AII 1 0.

200 XUJJ[=A( 1, 3)
I t IP ( I I E-PO - 1 j )31)j 4J i43)u

3 C 1 IP,')P--I a
IF(JEC-1il )3-309330, 4030

3 3,) flO ý5C J=JLC ol PC
.-- F '

350 A(l 1J ).-A 1, J.jI
4 U' fE TLPZN

END

SORROUjT INE OUT PJT(IT AB, IP0,NV,lI Y, vA)
OI ME KS IC N A (15 0 ,115,XQ26 U IY (2 60 1
COM4MON It), IR, INOX
WRITE (6,3J01 )IJAIH

3 C 0 FL.RMA T1 WC1n;f TARS LEAllU OF NYTPf ;I
00 100 1=1,INtOX

I Cl WR I E (b,93OuZ I~ 1,1 At(1 2 1, AI 19 3 1,I AI IJ IJ 4, IPO I
3002 FOR MA I(LH C ,2 Fit. C t IX),F15. 3 2 Xv 10 F 8. 2 1X 1(2fKIC1 F9 .2 1

CC 200 J=-1,NV
IFiUY1J)/2*2-IYIJ)II50vI80,LSO

15.' WR ITF ( 6t300 3 )J iX(J)
3003 CCPMATI(LOA vX' 9l3,1 = ,F 12 .5)

GCJ TO 2CC
181~) WP IT El6,3004 )J9, ( .J

2CC CONTINUF-
PUTURN
[ NO
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APPENDIX C

SELECTED ANNOTATED BIBLIOGRAPHY

The following annotated bibliography contains only those references
which are considered to be the most pertinent and timely with respect to
resource systems vulnerability analysis. Additional annotated biLlioi-
raphies ma be found in Minor, Lambert and Smith (1972), abe-(t -.nd
Minor (1973), Lambert and Minor (1973a), and Lambert and M•nor ý,1?74`

Ayers, R. W., "Methodology for Postattack Research," Hudson lrstitu,
HI-647-RR, New York, OCD Work Unit 3522 A (AD 639 751) (1966).
Annotation Statement: Discussions of the use of models for nostattIck
research'as contrasted to scenarios, games, case histories, and metaphors.

Ayers, R. W., "Models of the Postattack Economy," Hudson Institute,
Report No. HI-648-RR, New York (Ad 639 713) (1966).
Annotation Statement: State-of-the-art summary of current proprad;,s e
to postattack economy.

Bear, D. B. T. and Clark, P. G., "The Importance of Indiviiu&a industries;
for Defense Planning," Rank P-2093, Santa Monica, California I'l]9
Annotation Statement: Analysis of individual industries t ;c
guide to peacetime defense preparations, plausible supplies. a ns
in the U. S. Economy after a nuclear war.

Bickley, L. J., Concentrations of the Manufacturing Industries. Research
Report for OCD Contract # PS 66 113.
Annotation Statement: Industries classified at the 4 digit 3> level and
individual plants identified by city location. Number of persons employed
used as a measure of industrial activity. Study indicates potertially
vulnerable concentrations within manufacturing industries.

Bickley, Leonard J., The Spectrum of Characteristics of the M-anufacturing
Industry and Derivation of Industrial Family Groupings, Research Report
for OCD Contract # PS-66-113, Subtask 4115A.
Annotation Statement: Reports on the spectrum of characteristics Gf

industries and divides industries into families.

Bickley and Sachs, Industrial Hardening Classification: A ethodclocy for
Simplifying the Evaluation of Hardening Costs, Institute fo' Deese
Analyses Study S-263 (1966).
Annotation Statement: Sets forth a method for handling the large :2ass o
data required to develop an estimate of the cost of hardenino cconomic
resources against nuclear attack.

Black, R. H. and Van Horn, W. H., Development of Procedures for Assess-
ment of Local Industrial Productive Capacity Followin__ uc (, -r h.
URS Research Company, Report URS 753-6 Feb., 1970.
Annotation Statement: Assessment of productive capacity considered in 3
steps: (1) damage assessment, (2) repair effort estimation, (3) estia-
tion of potential productive capacity.
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Boesman, W. C., Grigsby, J. and Manly, R., Vulnerability of the Petroleum
Distribution System Detroit, Michigan, Checcli- an Company, Report 7023,
July 1970.
Annutat'on Statement: Study covers vulnerability of Petroleum distri-
bution system in Detroit including gasoline, diesel fuel, liquified
pezroleum gas and other petroleum products. Results give estimated
vatL!s of post attack capacities.

Boesman, William C., Robert P. Manley and Richard A. Ellis, Total Resource
System Vulnerability: Development and Application of a Gene 1 Model,
DCPA Work Unit 4342A, Checchi and Co., Washington D. C., 1972.
4nnotation Statement: Develops a total economic resource system vulnera-
bility riodel for CO problems.

Brown, S. L., "Industrial Recovery Techniques," SRI LU-4949-350, Menlo
Park, Calijfornia. OCD Work Unit 3331 B (AD 636 947) (1966).
A..ocation Statement: Generalized concepts concerning industrial models,
in.dust',ial \,ulne-ability to nuclear attack, industrial recovery require-
ment, ano industrial recovery proced'ires.

Carter, Anne P., "The Economics of Technological Change," Scientific
A,-eri.-an, Vol. 214, Nc,. 4 (ADril 1966).
Arrcl:tion StaLei-.ent: Use of input-output methodology to determine the
e*7facts c, te:'ý.nclo-iical change on the economy.

C',c.cwc-t, J. *ý., eL. al., A Method for Predictin Electrical Power
A.a. i ...... • •,,cin a Nuciedr Attack, National Engineering Science Co.,

I ."• , Wq 3.

";,-,ncti'm) Statemen": Considers a detailed procedure for estimating
availab'e electric powrr following a nuclear attack,

Clark, '). G., "Vulnerability and Recuperation of a Regional Ecooomy,"
Raod RM-,809, Santa Monica, California (AD 123 549) (1956).
Annotation Statement: Methodological contribution to analysis of conse-
cuences of bombing attdcks on a region of the nation. Report notes that
'iT is not easy to construct a scheme of assumptions that will reveal the
existence of potential bottlenecks."

DCrA. EVIP Protection for Emergency 0peratinq Centers, Defense Civil Pre-
p~reJess Agency, Publication -#- TR-6- •A ul 1972.
/ýr:otatior Statement: A description of a nuclear electromagnetic pulse
ard crcvi(es an unclass.fied guide for incorporating EMr protection into
[meryerzy Operation Centers.

DCA, EMP Protective Systems, Defense Civil Preparedness Agency, Publication #
",1T,-61-B, ',ulv 1972.
Ariotatior S•atement: A description of representative problems and solu-
t'ons providing protection agaiist a nuclear electromagnetic pulse.
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DEPA, Civil Defense Preparedness in the Electric Power Industy, Defense
Electric Power Admninistra-ion-,Marcl-9-6.
Annotation Statement: Management guide covering (1) CD planning for the
power industry, (2) government organization and planning for protection
and restoration of the power industry, (3) essentials of electric power
industry preparation and readiness, and (4) civil defense preparedness
and readiness check lists for the power industry.

DEPA, Civilian Defense and.Emergency Operation Plan. U. S. Dept. of
Interior DEPA, September 1961.
Annotation Statement: A proposed plan by which to promote continuity of
conriunity services during emergency conditions.

DEPA, Protection of Electric Power System, Defense Electric Power Adminis-I
tration, Research Project No. 44-05, June 1962.
Annotation Statement: Results of power industry survey to detenriine the
ability of power companies to survive the attack and continue operation.
Reconinendations for improving ability to survive and operate.

DEPA, Reconii endations To Be Used as a Guide To Assist Electric Utilities
in Maintaining Service During and Following a Nuclear Bombing Attack,
Defense Electric Power 7-wer rea'7-Project No. 1,
September 1961.
Annotation Statement: Results of a DEF' conmittee study to serve as a
guide for electric utilities during and following a nuclear attack.

DEPA, Vuhierability Aralysis of Electric Power Distribution Systems
Detroit, Michigan. U. S. Dept. of Interior DEPA, Research Report for OCD
work order # PS-66-92, Work Unit 4334-B.
Annotation Statement: An analysis of the effects of a hypothetical
nuclear attack directed at the city of Detroit, Michigan.

DEPA, Vulnerability of Electric Power Systems to Nuclear Weapons, U. S.
Dept. of Interior DEPA. Research Report for OCD Work Order # OS-63-53.
Annotation Statement: An analysis of the effects of an assumed full-
scale nuclear attack on the nation's eleLtric power industry.

ULPA, Engineering Study - "Vuinerability of Electric Uitiiities to Nuciea-
Attack," Defense Electric Power Administration, Electric Power Area 12,
October 1, 1963.
Annotation Statement: Analysis of area 12 electric utility system to
withstand nuclear attack and to continue to produce power after attack.

Doll, John P., et. al., Method for Evaluating the Effects of Nuclear Attack
on the Ability of Power Systems to Meet Estimated Postattack Demands,
Stanford Research Institue, Sept., 1966.
Annotation Statement: Development of three methods for assessing vulnera-
bility including a rapid, qualitative technique, a linear programming
method, and a non-computer method for determining amount of deliverable
power and si7e and location of demand.
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Dynes, Russell R., E. L. Quarantelli, and Gary A. Kreps, A Perspective
on Disaster Planning, TR-77, Defense Civil Pruparedness Agency. December

Annotation Statement: Study of relationship between emergency planning
and the manner in which people in the disaster area react to the disaster.
Directed at natural disasters.

FaucetL A:sociates. Aplications of Network Analysis to Civil Defense
Operations. Prepared for Office of Civi Defense, Work Unit 4114,

August 1971.
Annota'uion Statement: Application of mathematical prograimiing and net-
work theory to the dalocation of resources to meet post-disaster needs.

Faucett, Jack and Grace J. Kelleher, Economic Relationships in the New
Orleans Metropolitan Area. Research Report for OCE Contiact PS-66-113.
Subtask 4131A.
Annotation Statement: Presents 1963 interindustry transaction data for
analysis of results derived for New Orleans usi:,g input-output data for
CD planning.

FitzSimons, Neal, A Georaphic Framework for Systems Evaluation, Office
of Civil Defensu, Systems Evaluation Division, Washington, D. C., 1972.
Annotation Statepaent: Description of the structure and uses of the
Geographic Nodal Network.

FitzSimons, Neal, Notes on the Use of Triads to Model Systems, Research
Directorate, OCD, 1972.
Annotation Statement: A guide to researchers working under Systems
Evaluations Division, Research Directorate, OCD in the modeling of
systems for studies involving survival and recovery in event of a nuclear
war.

Fognt, Carl R. and William H. Van Horn, Availability and Use of UmerqercX
Power Sources in the Early Postattack Period, URS Research Company, URS
710-4, OCD Work Unite 3311D, August 1969.
Annotation Statement: Study concerned w.. ith iae"ifcoton ' a, use of
emergency power sources, both conventional and unconventional, in the
early postattack period.

Grisby, J. W., R. P. Manly, W. C. Boesman and J. M. Johnson, Vulnerability
of the Local Petroleum Distribution System--Albuquerque, New Mexico.
Checchi and Company, OCD Work Unit 4361 A, June, 1968.
Annotation Statement: Examines vulnerability of petroleum distribution
system including product storage facilities.

Grimm, Bruce T., Estimation of CES Production Functions for U. S. Manu-
facturingy ��nput-Outut Sector. Institute for Defense Analyses,

Research Paper P-525, Ju6-y 1969.
Annotation Statement: Estimates are made of the production functions for
52 manufacturing input-output sectors using the equilibrium condition for
labor demand. Results indicate that there exists a limited but signifi-
cant ability to substitute capital and labor for one another in inanufactur-
ing.
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Hall, R. W., Vulnerability of Local Transportation Systems--Albuquerque,
New Mexico. Stanford Research 1nstitute, OCWork Unith43 A,- July 1969.
Annotation Statement: Developes an inventory of resources by quantity
and location for each transportation mode. Estimates of damage are made
for each mode and the capability of residual systems to perform transpor-
tation services is examined.

Hamburg, W. A., Transportation Vulnerability Research: Review and
Appraisal 1959-1969• tanford Research Institue, Jan. 1969.
Annotation Statement: Review of past research in transportation systems.
Includes a sunimary of data requirements and likely sources for al.l modes.

Hamburg, William A., Vulnerability of a Zonal Transportation System,
Stanford Research !nstit'ute, enlo Park, California.
Annotation Statement: Represents the starting phase of research on the
vulnerability of the transportation systems in a specified zonal area to
the effects of a nuclear attack.

Hamburg, W. A. and Hall, R. W., Vulnerability and Serving Capability of
the Nation's Transportation Systems: Development and Test of Methodology.
Stanford Research Institute, March 1970.
Annotation Statement: Examination of two possible methodologies; general-
ized model and scenario approach. _

Hirshleifer, J., "Economic Recovery." Rand, Santa Monica, California
(An 626 A05) ti95 _
Annotation Statement: A general di- ,sion of the theory that economic
recovery is feasible after thermonuclear war when considered with reference
to past disasters.

Input-Output Bibliography, 1960-1963, New York: Statistical Office,
Department of Economic and Social Affairs. United Nations, 1964.
Annotation Statement: Bibliography of input-output techniques and
applications.

Isard, Walter, Methods of Regional Analysis: An Introduction to Regional
Science. M. I. T. Press, Cambridge. Mass. 1960.
Annotation Statement: Purports to improve the spatial and regional
frameworks of the social science disciplines, especially economics,
through the development of a more adequate general theory of locationand space-economy.

Isard, Walter and Thomas W. Langford, Regional Input-Output Study:
Recollections, Reflections, and Diverse Notes on the Philadelphia
Experience. Department of Regional Science, University of Pennsylvania
and Regional Science Research Institute, 1971.
Annotation Statement: A detailed description of the application of the
theoretical "input-output" concept to the economy of metropolitan
Philadelphia.

Isard, W., Schooler and Vietorisz, Industrial Complex Analysis and Regional
Development.
Annotation Statement: Regional input-output analysis of petro-chemical
industries in Puerto Rico. Identifies activities for which Puerto Rico
would be a favorable location.

77

L



Lambert, B. K. and Minor, J. I., Vulnerability of Regional Electric
Power Systems to Nuclear Wedpons Effec-ts, DEPA,-May 1973.
Annotation Statemcnt; Describes the development of a conceptual model
for assessing power system vulnerability. A constrained network flow
structure is utilized. Includes an application to a particular region.

Lambert, B. K., and J. E. Minor, Vulnerability of Regional Manufacturing
and Resource Systems to Nuclear Weapons Effects, Texas Tech University,
August 1973 (publication pending by DCPA).
Annotation Statement: Development of a method for assessing vulnerability
of resource systems. Incldues the development of a composite vulnerability
index and an application to a specific region.

Leontief, W. W., "Input-Output Economics," Scientific Amer., Vol 185,
#4 (Oct. 1951).
Annotation Statement: Concerning a method which can portray both an entire
economy and its fine structure by plotting the production of each industry
against its consumption from every other (7 pages).

Leontief, W. W., "The Economic Effects of Disarmament," Sc. Amer., Vol.
204 (1961), p. 47, April 1961.
Annotation Statemevnt: The technique of "input-output" analysis is here
adapted to facilitate forecasting the effect on sales and jobs of the
reallocation of the funds now expended for military purposes.

Leontief, Wassily, "The Structure of Development" Scientific American,
Sept-, 1963,
Annotation Statement: Analysis of at, economy by the input-output method
revealing its internal structure and mapping out its growth.

Leontief, W. W., "The Structure of the U. S. Economy," Scien. Alner.,
Vol. 212, #4, (Apr. 1965).
Annotation Statement: The input-output tables divide the economy into 81
sectors and list the transactions among them. The numbers are the constants
of the technological relations among the sectors (11 pages).

McGraw-Hill, "Plant Census: S-1 Fortnat and L-1 Format" Hightstown,
New Jersey (1967).
Annotation Statement: Employed in 4351 A methodology; excellent method
for four-digit industrial plant identification.

McFadden, Fred R. and Charles D. Bigelow, Development of Rapid Shutdown
Techniques for Critical Industries. Stanford Research Institute, OCD
Work Unit 2321A, January 1966.
Annotation Statement: A study of problems of rapid shutdown in the petro-
leum and steel industries. Basic operation and shutdown procedures are
described. Consequences of rapid shutdown and measures for reducing
shutdown vulnerability are presented.

Manly, R. P., Lerner, H. A., and Grigsby, J. Petroleum Distribution,
Gross National Product, and System Vulnerability: Methodsof AnaTy-ses
Checchi and Co., Washington, -. C., Oct.-1970.
Annotation Statement: Principal attention given to four areas of analysis:
gross national projuct analysis, national needs analysis, spatial inter-
action analysis and network boundary flow analyses.
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Minor, Joseph E., Brian K. Lambert, and Milton L. Smith, Vulnerabilit
of Reqional Manufacturing Systems to Nuclear Weapons Effects, Texas
Yech University, Contract No. DAHC20-70-C-0382, Work Unit 4352A,
May 1972.
Annotation Statement: Report contains three major presentations: develop-
ment of a general model concept for simulating a regional manufacturing
system, utilization of the model to simulate a specific economic region,
and exercise of the model to demonstrate its usefulness in vulnerability
evaluations and other types of systems studies.

Minor, J. I., A. J. Pryor, G. E. Convuerford, and R. C. Dehart, Evaluation
of Industrial Systems Interrelationships and Vulnerability to Nuclear
Attack, Southwest Research Institute, August 1969.
Annotation Statement: General methodology developed for defining and
evaluating nianuf,-turing systems. The model developed includes:
(1) inventory and network definition of systems, (2) characterization of
manufacturing systems and interrelationships, (3) identification of
essential industries, (4) vulnerability analysis and evaluation. Report
is specifically concerned with the Detroit SMSA.

Nevin, R. L., Vulnerability of the Detroit Water Supply System, Stanford
Research Institute, Sept. 1970.
Annotation Statement: Estimated damage to facilities and personnel as
well as estimates of post-attack capabilities of the system are discussed.

Nevin, R. L., Vulnerability of the Albuquerque Sanitary Sewerage and
Storm Drainage System, Stanford Research Institute, June 1969.
Annotation Statement: Probable damage to facilities and personnel are
considered as well as possible loss of support from interrelated systems.
Post-attack capabilities estimated as nil.

Nevin, R. L. and Pickering, E. E., Water, Sewerage, and Storm Drainage
Systems Staff Vulnerabilit.y--San Jose, California, Stanford Research
Institute, May 1969.
Annotation Statement: Analysis of casualties to management, maintenance
and operation staffs and assessmlent nf surviving staff r•cabilitiea

Norton, J. W., Economic Activities and Resources: Classification and
Data Inventory, Nationa Planing •ssociation, Washington, D. C., Nov.

1968.
Annotation Statement: Classification of areas, activities, and objects
suitable for use in an economic model for planning the survival and
recovery of a single uity following nuclear attack.

OCD, A Framework for Evaluation of Survival and Recovery Systems, Trans-
actions of an OCD Research Synmposium, March 1970.
Annotation Statement: Of interest are the following papers: (1) Vulner-
ability assumptions; (2) A Matrix for System Descriptions; (3) The Final
Product.

OCD, EMP Protection for AM Radio Broadcast Stations, Department of Defense/
Office of Civil Defense, Publication # TR-61-C, May 1972.
Annotation Statement: A description of nuclear electromagnetic pulse
effect on AM broadcast stations.
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OCD, EMP Threat and Protective Measures, Department of Defense/Office of
Civil Defense, Publication #Thif_', Aug. 1970.
Annotation Statement: A technical report presenting a description of a
nuclear electromagnetic pulse effect on civil defense activities.

OCD, Reducing the Vulnerability of Industrial Plants to the Effects of
Nuclear Weapons, Office of Civil Defense, PSD-PG 80-8, October 1963,
Professional Guide Series.
Annotation Statement: Guide to assist architects and engineers in develop-
ing constructive measures for protection of industrial plants against the
effects of nuclear attack.

Orcutt, G. H., "Simulation of Economic Systems," American Economic Review,
Vol. 50, # 5.
Annotation Statement: Discusses use of simulation in studying economic.
systems. Discusses past research dealing with simulation studies. Mainly
discusses methodology of simulation rather than any specific application
to economic system.

Pendleton, W. W., "A Study of Personnel Demands and Availabilities for
Postattack Counter Measure Systems," Human Science Research Inc., (AD
637 833) June 1966.
Annotation Statement: The use and assignment of manpower are examined.
Several principles for assigning manpower are suggested.

Petersen, D. L. and Schmidt, L. A., Arrangements of U. S. Population by
Urban and Rural Gcomctrical Clusters. Institute for Defense Analyses,
Paper P-706, Sept. 1970.
Annotation Statement: Describes structuring of the U. S. population
based on aggregations of natural clusters of people into nodes; develop-
ment of the National Nodal Network. Results indicate that considerable
simplification is possible in describing a county.

Pryor, A. J., G. E. Commerford, and J. E. Minor, Vulnerability of Industries
Critical to National Survival in a Postattack Environment, Southwest
Research Institute, January 1968.
Annotation Statement: Assesses national needs in postattack environment_ _ u u ... S"1 I 2-2

and ueveopes critical Indu.stry selCiLion criLurid. Detailed analysis
performed on a plant in San Jose, California.

Rand McNally, Commercial Atlas and Marketing Guide-99th Edition (1968).
Annotation Statement: Shows population distribution, total personal
income, industrial and conmiercial area as map overlays. Data can be
used after an industrial complex is defined.

Redmond, John H., "Industry Planning for Continuity of Production," Pub. #
L57-121 Industrial College of the Armed Forces, Washington D. C., 1957.
Annotation Statement: Speech discussing status of industrial planning for
continuity of production to the Industrial College of the Armed Forces.

Reliability and Adequacy of Electric Power Within Southwest Power Pool
1970-1980, A Report to the Federal Powe!r Commission, September 1-,-1970.
Annotation Statement: Study showing ajditional capacity planned for the
power pool to meet increased lead projected for the period 1970 to 1980.
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Research on Evaluation of Civil Defense Systems, Briefing at IDA for -
Canadian Director, Gene-r-aT oT Ine-rgency Measures Organization, October
1969. AAnnotation Statement: SuITInar-ies of papers, Of interest are the follow-
ing: (1) Development of , Structure for Evaluating CF Systems, (2) Sec-

tor Analysis, (3) Networ! 1,,alysis, (4) Dynamic Evaluation of CE opera-
tional systems.

Richford, M. A. and Davis, W. E., Vulnerability of Gas Utilities to Nuclear
Attack--Detroit, Michigan, U. S. Department of Interior, Tfice of Ofl
anid Gas, July7"gTh71
Annotation Statement: Concludes that post-attack transmission system
capacity is ample and physical facilities are adequate for post-attack
repa i r.

Rockett, F. C. and Brown, W. M., "Crisis Preparation for Postattack
Economy Recovery," Hudson Institute Report No. HI-661-RR, New York
(AD 639 381) (1966).
Annotation Statement: Report reviews and describes the effectiveness of
a "relocationI and "protection" civil defense niethodology utilizing
transportation resources.

Sachs, Abner and Timmevmans, J. A., Economic Structure of the U. S. Using
the County as a Functional Base, Institute for Defense Analyses, Research
Paper P-511, April 1969.
Annotation Statement: Presents resource dat.a using the courn.ty as the
geographic unit. ELonomic medsures include value added, number of plants,
employment, sales, and others.

Schmidt, L. A., A Study of National Iravel Requirements for Strategic
Evacuation. Institute for Defense Analyses, Paper P-702, March 1970.
Annotation Statement: Calculations were made of travel requirements from
large urban centers to rural areas.

Siiitni, Caleb A., Methods Used in Develpinqj Input-Output Tables for the
Providence StandardStatistical Area, 1963. Research Report for OCD
work order i PS-66-113, by the Department of Economics, Brown University.

itPnHLdLiun Statement: Describes methods used in developing the input-
output tables for the Providence, Rhode Island, Metropolitan Area.

Smith, Caleb and Dale L. Moody, Economic Relationships in the Providence,
Rhode Island, Metropolitan Area. Research report for OCDýwork order #
PS-66-113, Subtask 4131A.
Annotation Statement: Presents interindustry transaction data and
coefficients for the Providence, Rhode Island, Standard Metropolitan
Statistical Area.

Stephens, Maynard M., Minimizing Damage to Refine-ies from Nuclear Attack,
Natural and Other Disasters. Research Report for OCDwork order DAHC 20-
68-C-0097, by The Office of Oil and Gas, The Dept. of Interior, 1970.
Annotatio;m Statement: A handbook reviewing potential hazards that could
affect petroleum refiniery operations in times of war and peace.
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Truppner, W. C., "Nuclear Nlast Effects on a Metropolitan Economy,"
IDA S-209 Arlington, Virginia (AD 631 026), OCD Work Unit 4113C (1965).
Annotation Statement: Study ot weapons effects on Houston, Texas, SMSA
in terms of economic output, property values, and population character-
istics.

U. S. Technical Cnmmittee on Industrial Classification: (1) Standard
industrial Classification Manual (1957), (2) Supple t 17 d
"StandJard Industrial -Cassification Manual (1958), (3) Supplement to 1957
Edition, Standard Industrial Classification Manual (1963); Executive
Office of the President, Bureau of the Budget.
Annotation Statement: Basic manual governing SIC coded industry
ic ,-;nti fi c•ti on.

Hetzler. Ellot, 1he Structure of the IDA Civil Defense Economic Model,
Instilbte for Defense Analyses, Paper P-674, August 1970.
Annotation Staterent: Development of an I/O moae, with CES production
functions to assess viability of the postattack economy given a variety
of alterrake CD plans.

V'inter, S. G., "Economic Viability after Ther'monuclear War: The Limits of
reasible Production,' Rand RM-343E-PR. Santa Monica, California (AD 426
9C6) (1963).
Annotation Statement: A study of the technological features of the problem
of .ichievinq viability. Surviving resources, scarcities, and alternate
paths are considered.

Yamada I., TlheorL;ind -Application of Inter-Industry Analysis, Kinokuniya
Bookstore, ToKyo, 1961.
Annotation Statement: .!athematicai treatment of input-output analysis.
Portions of this work cin regi.onal input-output may be applicable.
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APPENDIX D
Defense Mobilization Order 8500. 1A
Novemrber 4, 1964

EXECUTIVE OFFICE OF THlE PRESIDENT
OFFICE OF EMERGENCY PL-ON NING

Washington, D. C. 20504

DMO 8500.IA-GUIDANCE ON PRI- As soon as pos hue af ter en stack and recovery. (For list of survival lI~emrs, see
ORIY SEOF ESURES N M- until specific national direction Aand Appendix 1 to this order)I Thesein
ORIT USEOF RSOURES I IM- gulidanze on the use of resacirees is pro- cludc:

MEW)ATE POSTATTACK PERIOD vided. Federal, State. arid local officials lE~xpedient shelttr:

1 Psrrpose. This Order (1) stc the mill dleterineli what resources ale avali- 2 ocilungsmrwces
policy of the Federal Gulernment ori USC able. tor what needs they can be applied. ('F~,icuigncsayp e

of ruourcs inthe erlo immdiatly ihw they are to be use~d, sid the ertv~t in arid storage;
ofrsoll rces a Iula atc n the peio imeiatel to which resources ale deficie~nt or in 01 Feedinig. clothing, lodging, and

ollowing (2 pruclear attealk oni nee foite eXcess; of ,uirvival needs. They wil bse other WelfartV Sel vices;

Stdcares Stat) pro ids gncra, guidrnmento determinations as to tMe ielativi tiCj"ccy ill Enrergcfcy hrousing and commu
officials ontactvtiesob ari clca ordernment for use of resources priminarily uponi tht. nity' svrr.'iees.
oflic iin thr a uts teof ps to abe ack crd led Iri mh porta nrce of sp ec ific needs of defense, (51 E~r ,rer enc :y health s ci vices.- Ill-
ority (3ist theueof potatise~etiek reourcs, sur vival, arid r, cuvery. cluduig nnedirail cart Public health kind

tionl suvivl Inthelinnedlte pst- 5. Prioritrr acitvities iniir'rrerrediate ;rosf- sanitatkun.
attacki survivaod, heImdat ot attack period. The following activities (6) Wuti&'r fuel, arid Power s~ipply:

2.ac pCoricelfod. feeioMbtto are to be accor ded prioir ity over- all other (7Ene eirreiridleoaiu

Qrder 8500 1, Guirla rice on Priority U~se clamur~. for resources. Theire is no sit- of damaged vtial fi-ilitics
or Re'Sources Ill [1 m~diate Poste.ttrick nhti aince In the nrder- of the listing -all d YE._ssntral Cucoiifli~tinicjiri w~id

11 Pod. dae ,pi' 94t9. 78 are Imrportanrt The oirdler Iin Al:Ich arid trarisportalion servicesnede to ca r'
datedo Apuicril 95die R the ex tent to wind1, they are supported out tihe above irctlviiir'

tI (Iricrfll policy. Tin an Immediaite locally maniy va.-y with local conditions e. Provision of siipplir'v, ('Qioijrirert.
r-statttack perkiod all drlisions regaircing and cjiicurvtiatnces lf local counditiorns and r epair par t0; to ro o~duvi anid dist ib-
th." Use of resour ct wkill bie directed to tire opririty rion tlabihesenatite, thalOdrat ,gos cddfl h tcatvte
objective of riationual %urvlvp.! arid re- orde shlclt inri he b sed o deterintions' tht Ass,9r.rierjtu(f reior.,ies Rctsol.iicci
covery. In or clte to achievec this objec- ore hl ebsdo eemntos reluired for- C!iseitial kisis includill,

tie 5 Jatv'.rsour(Ce wAill be astnd of relative uc~ency amrong the activities triinrlpoi.( . will be- ss Irlr ("I to imieet the"
W a't~jt(scorcen~dwih te nait(- as~lic istedhe vthe hi availesurcsbilityce of resourcesit f 11 p Iforit

to anti fitne oietcd aai.o lithtes irsincilte- achievinp the actions rei~ilred. and the cntorger idatoi;ibrnmr ofTwlii lii ity

military defense arid rctaliatory opera- feasilbility and tirveliress of the activities 1p;%l objeetiver are, to use it~i'. u. licU
Iros ndecnoicachvilis ssntalto In making thc most rapid arnd effective 1,

tin u nd vcorestr aitt,.jl. d 5,lta to itrbrto '; 'wtcil usvl ' JiS W01111i[iS
conri,.-r ~ '' 'a. Tiile inuirierirate defernse and retalia- aild vf-fteItively. andi to.

'l~~ dat1,i desivrierl to achieve a tycobtocrirsofhe rmd a Pr otect arrd to In icftvr i ilsict or di--
d ejii cc of ratirrrial equity In thc use of Fi ore peatos of the Untd tts rdit lies si1patont1 of r esourc I'e .pror to ttieru ji-

seour c! ef ri toll siln rc ari cnsrv r- This includes aupport of military Pe- srltrment to pi ik its ii' twerre
soures eti livly n th i* ,ie~ate 1 iOt - ouI an(' the production arid diestri bu- bSurrt r diioi t('10t

attack period Utiril mioii .s,ci~ in-, te P(iitcr ýiltýu
stlr ci io:iv are eiil.threse tic tire tion of ristitary arid atoriric weapons, rdOhrp v reir iilteh

Si iriil~111t4'd t3a coriiir~u only, Ii *n) rvrtr
vciwal uidlins A~~il uhih mna- material,, arid iguipirrerrt roqulred to onh dardliHt'(1 0llit1C

Filial tIrdi mvrl arid turfonri si nsc murt ca ~ot thiese niimedlate defense arid r rquiui erint for the. r co i c.'s vinIl t-)
b sdto eci. lIve nationali oc, Lie ettillatory combat orreratiors. ti r'lcil

luic % nedc ifitrrtiecyon b Maintenance, or ree:,tahll1slniienit of thi uproilnt(ornstuto o lt!t)

diti~nes. Govrrnnrerrt authority auld control to repair arid reslit trrni. curIlstirchwio of
inTh estore arid pi eser-vt order rind to assure Tae'litres nieede~d for ,uir rival. oi thie con-4 Jhersp,.nsi titlilies. As stated InTe direrctionl of enre erizcy operatiorra _ veralirri of! fanrlrrie1s to sur rival tisc. Si hieiNationbl Plan for tLnecrgeircy Prepared- Mr1tial for 0ie safety a-nd prote~ction of. thi& can Ut' rrcocrnpilslit d quickly Othier

ri.th~e direeticiri of resour ces mobiliza- thre people. Tirs includes:critutri led uir ayhord
tra~ i~ a edv atre~porsibllt'. IO (1Il Police lsroter'tion and nrovcrerret, be stopiped. zrid no rca~ construction

evci. In tire period iflri'ieirltely follow- dhirectionaa eduls t atb i-dinrrda:l
vin ant attack. certain eorhca rs (2) Fire defense, rescue arid debrits for csscntial luiuposes upon crurilectroni
rnt'r be temiporar-Ily isolated, arid State cetearance;
arid local Lcoverinmcnts 961ll assume re'- (3i 'Warnirigs; Date-d: Noverniber 4. lýtfil.
sirrisibilrny for the use of resources rc- (4) I Emzjeriecy information arid Ini- El~ecfi c dole 'Ihirs oider ;s effective
nuirniriri it, sucih areas until effective Fed- struct-clors, tedt fimalt
eral authority car) be rectored. State (5) Radiolcogical detectior., moni~tor- thdtefisian.
anrd local gcoverneinrcts mill not Risilmne Prig arid deconntarrnrrctlon. Er~kARD A McNi risro7r.
respoinlLility for resources under the Di1c'nai itrbto fsr lrector.

uiriridictrorr of a Federal riecry where vival iicnrus arid prov'ision of r-ervices evs- Offr'ce of En'r ergr'.rj, Pl i~irrongr
tire Fecltral agency is able to function. stritral to Continued sarvisal and rapid

FepniinJ mrorn rl'e F LOLRAL RiiGIt'Tf R f N--,beruu 10, 1964 (29 f R. lý123)
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