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View Filing>>
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(SERC_URE2)
(SERC_URE2)
(SERC_URE2)
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$29,000

$30,000

$65,000

RFC2013012741
SERC2013011812
SERC2013012154
SERC2013012155
SERC2013012520
SERC2013012994
SERC2014013403
SERC2011007222
SERC2011007238
SERC2012009709
SERC2012009712
SERC2012009713
SERC2012009714
SERC2012009715
SERC2012009716
SERC2012009717
SERC2012009718
SERC2012009719
SERC2012009721
SERC2012009722
SERC2013012824
SERC2013012825
SERC2013012826
SERC2013012941
SERC2013012942
SERC2014013882
WECC2013011963
WECC2013011964
WECC2013011875
WECC2012011493
WECC2012011494
WECC2013012008

CIP-003-3
CIP-006-3c
CIP-006-3c
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CIP-005-1

CIP-006-1

CIP-007-1

CIP-007-1

CIP-007-1

CIP-007-1

CIP-007-1
CIP-006-3a

CIP-004-3
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CIP-005-3a
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CIP-005-3
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CIP-007-1
CIP-007-3a
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R1; R1.5
R1
R4
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R4
R1
R2
R1; R1.5
R3; R3.2
R1; R1.8
R2; R2.2
R4
R3
R5; R5.3
R8; R8.2
R1; R1.7
R4; R4.1
R1
R6
R1; R1.5

R2; R2.1; R2.4; R2.5

R4;R4.1; R4.2
R2
R4
R1
R2
R3
R5

Lower
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Medium
Medium
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Lower

Lower
Medium
Medium
Medium
Medium
Medium
Medium
Medium

Lower
Medium

Lower

Lower

Lower
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Lower
Medium
Medium

Lower
Medium
Medium
Medium
Medium

Lower
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Severe
Severe
Severe
Severe
Lower
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Severe
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Lower
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
High
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Severe
Severe
Severe
High
Severe
Severe
Severe
Severe
Severe
Severe


http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_December_Spreadsheet_NOP_20141230.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-1(PUBLIC_Non-CIP_Violations)_20141230.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-1(PUBLIC_Non-CIP_Violations)_20141230.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20141230.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20141230.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Notice%20of%20No%20Further%20Review%20-%20December%202014.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-006-3a.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf

FERC Docket & Violation Risk Violation Severity

Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement

Regulatory Filings Factors Level

WECC (WECC_URE2) $0 WECC2014013727 CIP-005-3a R1; R1.5 Medium Severe
WECC (WECC_URE3) $0 WECC2014013752 CIP-005-3a R1; R1.5 Medium Severe

12/30/2014 NP15-15-000 SERC Unidentified Registered $120,000 SERC2013012483 CIP-002-1 R3 High Severe
View Filing >> WECC Entity SERC2014013371 CIP-003-3 R6 Lower Severe
View Order >> SERC2013012237 CIP-004-3 R4 Lower High

SERC2013011770 CIP-005-1 R1.1 Medium Severe
SERC2013012498 CIP-005-1 R1.1 Medium Severe
SERC2013012488 CIP-005-1 R1.5 Medium Severe
SERC2013012496 CIP-005-1 R1.5 Medium Severe
SERC2013011754 CIP-005-2 R1.5 Medium Severe
SERC2013012240 CIP-005-3a R3 Medium Severe
SERC2013011761 CIP-006-1 R1.1 Medium Severe
SERC2013012242 CIP-006-1 R1.8 Medium Severe
SERC2013012244 CIP-006-1 R1.8 Medium Severe
SERC2013012490 CIP-006-1 R3 Medium Severe
SERC2013012495 CIP-006-1 R3 Medium Severe
SERC2013011763 CIP-006-3c RS Medium Severe
SERC2013012486 CIP-007-1 R1 Medium Severe
SERC2013012487 CIP-007-1 R2.2 Medium Severe
SERC2013012532 CIP-007-1 R3 Lower Severe
SERC2013012243 CIP-007-1 R6 Medium Severe
SERC2013012489 CIP-007-1 R8.3 Medium Severe
SERC2013012491 CIP-009-1 R1 Medium Severe
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https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2372.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Notice%20of%20No%20Further%20Review%20-%20December%202014.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_Final%20Filed_NOP_NOC-2377%20(12-30-14).pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Notice%20of%20No%20Further%20Review%20-%20December%202014.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-2.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP-NOC-2366%20(12-30-14).pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Notice%20of%20No%20Further%20Review%20-%20December%202014.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf

FERC Docket Violation Risk Violation rit
ocket & i Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement iolation His iolation Severity

Regulatory Filings Factors Level

11/25/2014 NP15-11-000 Unidentified Registered $75,000 RFC2013012304 CIP-002-1 R3 High High
View Filing >> Entity RFC2012010916 CIP-003-3 R2 Medium Severe
View Order >>

RFC2012010917 CIP-003-3 R3 Lower Severe
RFC2012010328 CIP-004-3 R2 Lower Severe
RFC2012010918 CIP-005-1 R1.5 Medium Severe
RFC2012011084 CIP-005-3a R1.5 Medium Severe
RFC2012011370 CIP-005-2 R1.5 Medium Severe
RFC2013012307 CIP-005-1 R2 Medium Severe
RFC2013012318 CIP-005-1 R4 Medium Severe
RFC2013012319 CIP-006-2 R1 Medium Severe
RFC2012011366 CIP-006-2 R2.2 Medium Severe
RFC2012011373 CIP-007-1 R1 Medium Severe
RFC2012011372 CIP-007-2a R2 Medium Severe
RFC2012010919 CIP-007-2a R5 Lower Severe
RFC2013012439 CIP-007-2a R6 Lower Severe
RFC2012011371 CIP-007-2a R8 Medium Severe
RFC2013012320 CIP-008-1 R1 Lower Severe
RFC2013012321 CIP-009-1 R1 Medium Severe
RFC2013012463 CIP-009-1 R5 Lower Severe

11/25/2014 NP15-9-000 Unidentified Registered $150,000 MR02012009882 CIP-003-2 R5; R5.1.1; R5.1.2; Lower Severe

View Filing >> Entity R5.2; R5.3

View Order >>
MR0201100289 CIP-003-1 R6 Lower Severe
MRO0201100323 CIP-004-2 R3; R3.1; R3.2 Medium High
MR0201100322 CIP-004-1 R4; R4.1 Lower High
MR02012010698 CIP-004-3 R4; R4.1; R4.2 Lower High
MR0201100287 CIP-005-1 R1; R1.5 Medium Severe
MR0O2012009900 CIP-005-1 R1; R1.5; R1.6 Medium Severe


https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-2.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOC-2361.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_November_2014.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-2.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-006-2.pdf
https://www.nerc.com/files/CIP-006-2.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-2a.pdf
https://www.nerc.com/files/CIP-007-2a.pdf
https://www.nerc.com/files/CIP-007-2a.pdf
https://www.nerc.com/files/CIP-007-2a.pdf
https://www.nerc.com/files/CIP-008-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_Final%20Filed_NOP_NOC-2360%20(11-25-14).pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_November_2014.pdf
https://www.nerc.com/files/CIP-002-2.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOC-2363%20(11-25-14).pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_November_2014.pdf
https://www.nerc.com/files/CIP-003-2.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-004-2.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf

FERC Docket & . . . . . - Violation Risk Violation Severity

Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement

Regulatory Filings Factors Level

MR0201100288 CIP-005-1 R5; R5.1; R5.2 Lower Severe
MR0201100325 CIP-006-1 R1; R1.2; R1.3; R1.7 Medium Severe
MR0O2012009899 CIP-006-1 R1; R1.8 Lower Severe
MR02012011501 CIP-006-1 R1; R1.8 Lower Severe
SPP2012010242 CIP-006-1 R1; R1.8 Lower Severe
MR0201100290 CIP-006-3a R2; R2.1; R2.2 Medium Severe
MR02012010967 CIP-006-3c R4 Medium Severe
MR0O2012010966 CIP-006-3c R6 Lower Severe
SPP2012010241 CIP-007-1 R3 Lower Severe
MR0201000232 CIP-007-1 R5; R5.2.3 Medium Severe
MR02012009992 CIP-007-1 R5; R5.3.1; R5.3.2; Medium Severe
R5.3.3
MR0O201100292 CIP-007-1 R7; R7.1; R7.2 Lower Severe

10/30/2014 NP15-5-000 Unidentified Registered $45,000 SPP2013011798 CIP-005-1 R1 Medium Severe
View Filing >> Entity SPP2013011799 CIP-005-1 R2 Medium Severe


https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOC-2353.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_October_2014.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-2a.pdf
https://www.nerc.com/files/CIP-008-3.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOC-2341.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf

FERC Docket & Violation Risk Violation Severity

Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement

Regulatory Filings Factors Level

View Order >> SPP2013011800 CIP-005-1 R3 Medium Severe
SPP2013011801 CIP-005-1 R4 Medium Severe
SPP2013011802 CIP-006-1 R1 Medium Severe
SPP2013011804 CIP-007-1 R1 Medium Severe
SPP2013011805 CIP-007-1 R2 Medium Severe
SPP2013011806 CIP-007-1 R3 Lower Severe
SPP2013011807 CIP-007-1 R5 Lower Severe
SPP2013011808 CIP-009-1 R1 Medium Severe
SPP2013011809 CIP-007-3 R8 Medium Severe
SPP2013012355 CIP-006-1 R1 Medium Severe
SPP2013012356 CIP-004-3 R4 Lower High
SPP2013012533 CIP-006-2a R6 Lower Severe
SPP2013012752 CIP-006-2 R3 Medium Severe
SPP2013012841 CIP-003-1 R6 Lower Severe
SPP2013012842 CIP-004-1 R4 Lower Moderate
SPP2013012844 CIP-005-3a R5 Lower Lower
SPP2013012845 CIP-006-2 R1 Medium Severe
SPP2013013117 CIP-006-2C R5 Medium Severe
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http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_October_2014.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-007-3.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-006-2a.pdf
https://www.nerc.com/files/CIP-006-2.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-2.pdf
https://www.nerc.com/files/CIP-006-2C.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOC-2329.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_%20August_2014.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf

Date

FERC Docket &
Regulatory Filings

Region

Registered Entity

Total Penalty ($)

NERC Violation ID

Reliability Standard

Requirement

Violation Risk
Factors

Violation Severity
Level



https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-006-2.pdf
https://www.nerc.com/files/CIP-006-2.pdf
https://www.nerc.com/files/CIP-006-2.pdf
https://www.nerc.com/files/CIP-006-2.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf

Date

FERC Docket &
Regulatory Filings

Region

Registered Entity

Total Penalty ($)

NERC Violation ID

Reliability Standard

Requirement

Violation Risk
Factors

Violation Severity
Level



https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-008-1.pdf

7/31/2014

FERC Docket &
Regulatory Filings

NP14-46-000

View Filing>>
View Order>>

RFC

Registered Entity

Unidentified Registered
Entities

Total Penalty ($)

$50,000

NERC Violation ID

RFC2012011444
RFC2012011471
RFC2012010995
RFC2012010385
RFC2012011443
RFC2012011272
RFC2012011061
RFC2012011067
RFC2012011123
RFC2012011071
RFC2012011273
RFC2012011078
RFC2012011062
RFC2012011068
RFC2012011072
RFC2012010389
RFC2012011063
RFC2012011069
RFC2012011073
RFC2012011099
RFC2012011101
RFC2012011064
RFC2012011074
RFC2012011066
RFC2012010386
RFC2012011077
RFC2012011102
RFC2012011065

Reliability Standard

CIP-003-2
CIP-004-1
CIP-004-1
CIP-004-3
CIP-004-3

CIP-005-3a

CIP-005-3
CIP-005-3
CIP-005-3
CIP-005-3

CIP-005-3a

CIP-005-1
CIP-005-1
CIP-005-1
CIP-005-1

CIP-007-3a

CIP-007-1
CIP-007-1
CIP-007-1
CIP-007-1
CIP-007-1
CIP-007-1
CIP-007-1
CIP-007-1
CIP-007-1

CIP-007-3a

CIP-007-1
CIP-007-1

Requirement

R2; R2.1; R2.3
R2; R2.1; R2.3
R4; R4.2
R4; R4.2
R1; R1.5
R2; R2.1; R2.2
R2; R2.1; R2.2
R2; R2.1; R2.2
R2; R2.1; R2.2
R3; R3.2
R5; R5.2
R5; R5.2
R5; R5.2
R5; R5.2
R1; R1.1
R1; R1.3
R1; R1.3
R1; R1.3
R1; R1.3
R5
R5
R5
R5
R5; R5.3.3
R5; R5.3.3
R6
R6

Violation Risk

Factors

Lower
Medium
Medium
Medium
Medium
Medium
Medium

Lower

Lower

Lower

Lower
Medium

Lower

Lower

Lower

Lower

Lower

Lower

Lower

Lower

Lower
Medium

Lower

Lower

Violation Severity

Level

Severe
Severe
Severe
Moderate
Moderate
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe


https://www.nerc.com/files/CIP-008-1.pdf
https://www.nerc.com/files/CIP-008-1.pdf
https://www.nerc.com/files/CIP-008-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2308.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/NOP_Order_NP14-45-NP14-47_20140829.pdf
https://www.nerc.com/files/CIP-003-2.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf

FERC Docket &
Regulatory Filings

Violation Risk Violation Severity
Factors Level

Registered Entity Total Penalty (S) NERC Violation ID Reliability Standard Requirement

RFC2012011070 CIP-007-1 R6 Lower Severe
RFC2012011075 CIP-007-1 R6 Lower Severe
RFC2012010387 CIP-007-1 R6 Lower Severe
RFC2012011076 CIP-007-3a R7; R7.3 Lower Severe
RFC2012011265 CIP-009-1 R1 Medium Severe
RFC2012011268 CIP-009-1 R1 Medium Severe
RFC2012011270 CIP-009-1 R1 Medium Severe
7/31/2014 NP14-45-000 WECC Unidentified Registered $180,000 WECC2013012390 CIP-004-1 R3 Medium Severe
View Filing>> Entity WECC2013012378 CIP-005-1 R1; R1.5 Medium Severe
View Errata>> WECC2013012379 CIP-005-1 R2; R2.4; R2.5 Medium Severe
View Order>> WECC2013012437 CIP-006-1 R1; R1.8 Medium Severe
WECC2013012381 CIP-007-1 R2 Medium Severe
WECC2013011811 CIP-007-1 R5; R5.2.3 Medium Severe
WECC2013012380 CIP-007-3a R8 Lower Severe
5/29/2014 NP14-42-000 SERC Unidentified Registered $250,000 SERC201000685 CIP-002-2 R2 ! ?
View NOP>> Entity SERC201000568 CIP-004-1 R3 Medium Severe
View Order >> SERC201000569 CIP-004-1 R4 Medium High
SERC2012010884 CIP-004-3 R4 Lower Lower
SERC201000729 CIP-005-1 R1:1.5 Medium Severe
SERC2012011010 CIP-005-1 R1 Medium Severe
SERC201000730 CIP-005-1 R2:2.2 Medium Severe
SERC2012011011 CIP-005-1 R3:3.2 Medium Severe
SERC201000682 CIP-006-1 R1.1 Medium Severe
SERC201000731 CIP-006-1 R1 Medium Severe
SERC2012010586 CIP-006-1 R1 Medium Severe
SERC2012010860 CIP-006-1 R1:1.8 Medium Severe
SERC2013012360 CIP-006-3c R1:1.6.1 Medium Severe
SERC201000679 CIP-006-2 R3 Medium Severe
SERC201000733 CIP-006-2 R3 Medium Severe
SERC2012010585 CIP-006-1 R4 ?2 Severe
SERC201000683 CIP-006-3a R4 Medium Severe
SERC2012009109 CIP-006-3c R6 Lower Severe

! There appears to be a discrepancy in the NP14-42-000 NOP. The chart on page 2 lists the VRF for SERC201000685 as “High” and lists no VSL. The narrative on SERC201000685 beginning on page 4 states: “CIP-002-2 R2 has a
‘Medium’ Violation Risk Factor (VRF) and a ‘High’ Violation Severity Level (VSL).”

2 There appears to be a discrepancy in the NP14-42-000 NOP. The chart on page 2 lists the VRF for SERC2012010585 as “Medium” and lists no VSL. The narrative on SERC2012010585 on page 27 states: “CIP-006-1 R4 has a ‘Lower’
VRF and a ‘Severe’ VSL.”
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https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_Public_NOC-2257%20(7-31-14).pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Errata%20to%20NP14-45-000_20150708.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/NOP_Order_NP14-45-NP14-47_20140829.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_CIP_NOP_NOC-2287.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_%20May_2014.pdf
https://www.nerc.com/files/CIP-002-2.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-2.pdf
https://www.nerc.com/files/CIP-006-2.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf

FERC Docket &
Regulatory Filings

Registered Entity

Total Penalty ($) NERC Violation ID

Reliability Standard Requirement

Violation Risk

Factors

Violation Severity
Level

SERC201000678
SERC201000734
SERC201000735
SERC2012010883
SERC201000566
SERC201000736
SERC201000570
SERC201000567
SERC2012011013

CIP-007-1 R1
CIP-007-1 R2
CIP-007-1 R3
CIP-007-3a R3
CIP-007-1 R4
CIP-007-1 R4:4.2
CIP-007-1 R5
CIP-007-1 R6
CIP-007-3a R8

Medium
Medium
Lower
Lower
Medium
Medium
Medium
Medium

Lower

Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe

Severe

4/30/2014 NP14-39-000
View NOP>>
View Order>>

Unidentified Registered

2/27/2014 NP14-32-000
View NOP>>
View Order>>

Unidentified Registered

10

$155,000 WECC2012010739
WECC2012010740
WECC2012011029
WECC2012010439
WECC2012011031
WECC2012011329
WECC2012011032
WECC2012011034
WECC2012010741

$75,00 SPP201000414

CIP-005-1 R1; R1.1; R1.5; R1.6
CIP-005-3 R4
CIP-007-1 R1
CIP-007-3a R2
CIP-007-1 R3
CIP-007-2a R4
CIP-007-3a R5; R5.2.3; R5.3.3
CIP-007-1 R6
CIP-007-3a R8

X
N

CIP-002-1

Medium
Medium
Medium
Medium
Lower
Medium
Medium
Lower
Medium

High

Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe
Severe

Moderate


https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_Public_NOP_NOC-2292.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_%20May_2014.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2284.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/NOP_Order_NP14-39_NP14-40_20140529.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-2a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2205.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/NOP_Order_NP14-35_NP14-37_20140430.pdf
https://www.nerc.com/files/CIP-002-2.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2259.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/NOP_Order_NP14-31_NP14-34_20140328.pdf
https://www.nerc.com/files/CIP-002-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2261.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/NOP_Order_NP14-27_NP-30_20140228.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-007-3.pdf

1/30/2014

12/1/15
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FERC Docket &
Regulatory Filings

NP14-29-000
View NOP>>
View Order>>

NP16-5-000

View Filing >>
View Order >>

WECC

WECC

Registered Entity

Unidentified Registered
Entity

Unidentified Registered
Entity

Total Penalty ($)

$109,000

$200,000

Violation Risk Violation Severity

NERC Violation ID
Factors Level

Reliability Standard Requirement

WECC201102978 CIP-006-1 R1 Medium Severe
WECC2012010727 CIP-006-3a R5 Medium Severe
WECC2012010728 CIP-007-1 R2 Medium Severe
WECC2012010729 CIP-007-1 R3 Lower Severe
WECC2012010730 CIP-007-1 Medium Severe

WECC2013012023 CIP-003-3 Lower Severe
WECC2014013497 CIP-003-3 R6 Lower Moderate
WECC2012011467 CIP-005-1 R1 Medium Severe
WECC2013012367 CIP-005-3a R5 Lower Severe
WECC2013012368 CIP-006-1 R1 Medium Severe
WECC2013012025 CIP-006-3c R4 Medium Severe
WECC2012011598 CIP-006-3c R5 Medium Severe
WECC2014013498 CIP-007-3a R1 Medium Severe
WECC2014013658 CIP-007-3a R2 Medium Severe
WECC2013012369 CIP-007-3a R3 Lower Severe
WECC2012011599 CIP-007-1 R5 Medium Severe
WECC2014013499 CIP-007-3a R5 Medium Severe


https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2263.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/NOP_Order_NP14-27_NP-30_20140228.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_CIP_FinalFiled_NOC-2454_Full_NOP_Settlement.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_January_2016.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_CIP_FinalFiled_NOC-2437_Full_NOP_Settlement.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_review_December_2015.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf

FERC Docket & Violation Risk Violation Severity

Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement

Regulatory Filings Factors Level

WECC2013012370 CIP-007-3a R9 Lower High
WECC2014013500 CIP-007-3a R9 Lower High
WECC2013012029 CIP-009-1 R1 Medium Severe

10/29/15 NP16-2-000 WECC Unidentified Registered $160,000 WECC2013012102 CIP-002-1 R3 High High

View Filing >> Entity WECC2013012387 CIP-003-1 R6 Lower Severe

View Order >> WECC2012010893 CIP-004-1 R3 Medium Severe
WECC2013012363 CIP-004-2 R4 Lower High

WECC2013012357 CIP-005-1 R1 Medium Severe

WECC2013012459 CIP-005-3 R4 Medium Severe

WECC2013012465 CIP-006-3c R1,R1.1 Medium Severe

WECC2013012466 CIP-006-3a R2,R2.2 Medium Severe

WECC2014013599 CIP-007-1 R8 Medium Severe

WECC2013012460 CIP-007-3a R8 Medium Severe
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https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-009-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_CIP_FinalFiled_NOC-2442_Full_NOP_Settlement.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_review_December_2015.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_CIP_FinalFiled_NOC-2410_Full_NOP_Settlement.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_November_2015.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-2.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_FinalFiled_NOC-2435_Full_NOP_Settlement_8-31-15.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_August_2015.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf

Date

FERC Docket &
Regulatory Filings

Region

Registered Entity

Total Penalty ($)

NERC Violation ID

Reliability Standard

Requirement

Violation Risk
Factors

Violation Severity
Level



https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf

Date

FERC Docket &
Regulatory Filings

Region

Registered Entity

Total Penalty ($)

NERC Violation ID

Reliability Standard

Requirement

Violation Risk
Factors

Violation Severity
Level



https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf

FERC Docket & Violation Risk Violation rit
ocke i Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement iolation His iolation Severity

Factors Level

Regulatory Filings

-~
w

4/30/15 NP15-26-000 Unidentified Registered RFC2012011263 CIP-002-3 R3.1
View Filing >> Entity RFC2012011266 CIP-002-3 R3.1 Lower Severe
View Order >>

RFC2012011269 CIP-002-3 R3.1 Lower Severe
RFC2013012717 CIP-003-3 R6 Lower Severe
RFC2013012401 CIP-004-3 R4 Lower Lower
RFC2013012512 CIP-005-1 R1.5 Medium Severe
RFC2013012402 CIP-005-3 R5 Lower Severe
RFC2013013005 CIP-006-1 R1.1 Medium Severe
RFC2013013006 CIP-006-1 R1.1 Medium Severe
RFC2013012303 CIP-006-3c R1.1 Medium Severe
RFC2013013007 CIP-006-1 R1.8 Medium Severe
RFC2013012409 CIP-006-3c R4 Medium Severe

3 There appears to be a discrepancy in the NP15-26-000 NOP. NERC'’s website lists RFC2012011263 as a “Lower” VRF (no VSL listed) and the NOP lists RFC2012011263 as a “High/Severe” (VRF/VSL). There is no second entry in the
NOP to further reference.
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https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-008-3.pdf
https://www.nerc.com/files/CIP-008-3.pdf
https://www.nerc.com/files/CIP-008-3.pdf
https://www.nerc.com/files/CIP-008-3.pdf
https://www.nerc.com/files/CIP-008-3.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2400%20(4-30-15).pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_April_2015.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3c.pdf

FERC Docket & Violation Risk Violation Severity

Regulatory Filings Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement

Factors Level

RFC2013012410 CIP-007-1 R2 Medium Severe
RFC2013012413 CIP-007-1 R2 Medium Severe
RFC2013012513 CIP-007-1 R3 Lower Severe
RFC2013012514 CIP-007-1 R3 Lower Severe
RFC2013012411 CIP-007-1 R5.2.1 Medium High

RFC2013012412 CIP-007-1 R5.3.3 Medium Severe
RFC2013012414 CIP-007-1 R5.3.3 Medium Severe
RFC2013012753 CIP-007-3a R1 Medium Severe
RFC2013012768 CIP-007-3a R1 Medium Severe
RFC2013012718 CIP-007-3a R6 Lower Severe

3/31/15 NP15-23-000 WECC WECC_URE1 $65,000 WECC2013012654 CIP-004-3a R2 Lower Severe
View Filing >> WECC WECC_URE1 WECC2014013374 CIP-005-3a R2 Medium Severe

View A-1 WECC WECC_URE1 WECC2014013375 CIP-006-3a R2 Medium Severe

Spreadsheet>> WECC WECC_URE1 WECC2014013373 CIP-007-3a R8 Lower Severe

WECC WECC_URE2 $85,000 WECC2014013750 CIP-003-3 R6 Lower Severe
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https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_NOP_NOC-2391.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_April_2015.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/TOP-006-2.pdf
https://www.nerc.com/files/TOP-006-2.pdf
https://www.nerc.com/files/TOP-006-2.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_March_Spreadsheet_NOP_20150331.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-1(PUBLIC_Non-CIP_Violations)_20150331.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-1(PUBLIC_Non-CIP_Violations)_20150331.xlsx
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/cip-003-3.pdf

FERC Docket & Violation Risk Violation Severity

Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement

Regulatory Filings Factors Level

View A-2 WECC WECC_URE2 WECC2014013890 CIP-004-3a R4; R4.2 Lower Moderate
Spreadsheet>> WECC WECC_URE2 WECC2014013503 CIP-005-3a R5; R5.2 Lower Severe
View Order >> WECC WECC_URE2 WECC2014013504 CIP-006-1 R1; R1.8 Medium Severe
WECC WECC_URE2 WECC2014013751 CIP-007-3a R1 Medium Severe
WECC WECC_URE2 WECC2014013505 CIP-007-3a R3 Lower Severe
WECC WECC_URE2 WECC2014013897 CIP-007-3a R8; R8.2; R8.3 Lower Severe
WECC WECC_URE3 $15,000 WECC2014014001 CIP-007-3a R6; R6.4; R6.5 Lower Severe
| SERC2013012691  CP-005-1  RLRLLRLS  Medium  Severe
| SERC2014013574  CP-005-1  RLRL4  Medium  Severe
| SERC2013011676  CP-0051  R3  Medium  Severe
| SERC2013011702  CIP-0063c  RLRLLRL6  Medium  Severe
| SERC2013012693  CP-0061  R3  Medium  Severe
| SERC2013012695  CQP-0071 Rl Medium  Severe
| SERC2013012694  CP-007-1  R2R21  Medium  Severe
| SERC2012009565  CP-0071  R3  lower  Severe
| SERC2012009647  CP-0071 R4 Medium  Severe
| SERC2012009566  CIP-007-1  RS5;R5.2;R5.3  Medium  Severe
| SERC2012009564  CP-0071  R6  Medium  Severe
12/29/2016 NP17-13-000 WECC Unidentified Registered No Penalty WECC201002156 CIP-007-1 R1 Medium Severe
View Filing >> Entity WECC201002157 CIP-007-1 R2 Medium Severe
View Notice >> WECC201002158 CIP-007-1 R3 Lower Severe
WECC201002159 CIP-007-1 R4 Medium Severe
WECC201002160 CIP-007-1 R5 Medium Severe
WECC201002161 CIP-007-1 R6 Medium Severe
WECC201002162 CIP-007-1 R7 Lower Severe
WECC201002163 CIP-007-1 R8 Lower Severe
WECC201002164 CIP-007-1 R9 Lower Severe
WECC201002166 CIP-006-1 R5 Medium Severe
WECC201002169 CIP-006-1 R6 Medium Severe
WECC201002170 CIP-003-1 R4 Medium Severe
WECC201002171 CIP-003-1 R5 Lower Severe
WECC201002172 CIP-003-1 R6 Lower Severe
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http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20150331.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20150331.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_March_2015.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2399.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/NOP_Order_NP15-20_NP15-22-2304234_20150226.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2506.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/December%202016%20Filing%20Order%20of%20No%20Further%20Review.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf

FERC Docket & . . . . s . Violation Risk Violation Severit
Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement I Fa(!torsl : ILeveI verity

Regulatory Filings

WECC201002173 CIP-008-1 R1 Lower Severe
WECC201002174 CIP-008-1 R2 Lower Severe
WECC201002176 CIP-004-1 R1 Lower Severe
WECC201002177 CIP-004-1 R2 Medium Severe
WECC201002178 CIP-004-1 R3 Medium Severe
WECC201002179 CIP-004-1 R4 Medium Severe
WECC201002180 CIP-009-1 R1 Medium Severe
WECC201002181 CIP-009-1 R2 Medium Severe
WECC201002182 CIP-009-1 R3 Lower Severe
WECC201002183 CIP-009-1 R4 Lower Severe
WECC201002184 CIP-009-1 R5 Lower Severe
WECC201002186 CIP-005-1 R1 Medium Severe
WECC201002187 CIP-005-1 R2 Medium Severe
WECC201002188 CIP-005-1 R3 Medium Severe
WECC201002189 CIP-005-1 R4 Medium Severe
WECC201002190 CIP-005-1 R5 Medium Severe
WECC201002198 CIP-003-1 R1 Medium Severe
WECC201002199 CIP-003-1 R3 Lower Severe
WECC201002200 CIP-006-1 R1 Medium Severe
WECC201002201 CIP-006-1 R2 Medium Severe
WECC201002202 CIP-006-1 R3 Medium Severe

WECC201002203 CIP-006-1 R4 Medium Severe



https://www.nerc.com/files/CIP-008-1.pdf
https://www.nerc.com/files/CIP-008-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_FinalFiled_NOP_NOC-2504.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/December%202016%20Filing%20Order%20of%20No%20Further%20Review.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf

FERC Docket & Violation Risk Violation Severity

Regulatory Filings Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement Factors Level
- WECC200902130  ClP-0041 R4 Medium  Severe
- WECC200902133  ClP-0041  R2  Medium  Severe
- WECC200902136  ClP-0061  R6  Medium  Severe
- WECC200902137 Q0071 Rl Medium  Severe
- WECC200902140  ClP-0071 R4 Medium  Severe
- WECC200902141  ClP-0071 RS Medium  Severe
- WECC200902146  ClP-0071  R6  Medium  Severe
- WECC200902148  ClP-0071  R&  Medium  Severe
- WECC200902149  Cle-0071  R9  lower  Severe
- WECC200902289  ClP-0061 Rl Medium  Severe
| WECC2013011732  CIP-006:3¢ R4 Medium  Severe
| WECC2013011733  CIP-006:3¢ RS Medium  Severe
| WECC2013011734  CIP-006:3c  R6  lower  Severe
| WECC2013011735  CIP-006:3¢  R2  Medium  Severe
| WECC2013012269  CIP-0053a  R3  Medium  Severe
| WECC2015015259  CIP-007-3a  R6  Medium  Severe
12/29/2016 NP17-10-000 WECC Unidentified Registered No Penalty WECC201002167 CIP-006-1 R2 Medium Severe
View Filing >> Entity WECC201002168 CIP-007-1 R1 Medium Severe
View Order >> WECC201002204 CIP-007-1 R2 Medium Severe
WECC201002205 CIP-006-1 R3 Medium Severe
WECC201002206 CIP-006-1 R4 Lower Severe
WECC201002207 CIP-006-1 R5 Lower Severe
WECC201002208 CIP-004-1 R2 Medium Severe
WECC201002209 CIP-004-1 R3 Medium Severe
WECC201002210 CIP-004-1 R4 Medium Severe
WECC201002211 CIP-006-1 R6 Medium Severe
WECC201002212 CIP-007-1 R3 Lower Severe
WECC201002213 CIP-009-1 R1 Medium Severe
WECC201002214 CIP-009-1 R2 Lower Severe
WECC201002215 CIP-009-1 R3 Lower Severe
WECC201002216 CIP-009-1 R4 Lower Severe
WECC201002217 CIP-009-1 R5 Lower Severe
WECC201002218 CIP-005-1 R1 Lower Severe
WECC201002219 CIP-005-1 R2 Lower Severe
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https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_FinalFiled_NOP_NOC-2495.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/December%202016%20Filing%20Order%20of%20No%20Further%20Review.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf

FERC Docket & . . . . s . Violation Risk Violation Severit
Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement I Fa(!torsl : ILeveI verity

Regulatory Filings

WECC201002220 CIP-005-1 Medium Severe
WECC201002221 CIP-005-1 Lower Severe
WECC201002222 CIP-005-1 Medium Severe
WECC201002223 CIP-007-1 Medium Severe
WECC201002224 CIP-007-1 Medium Severe
WECC201002225 CIP-007-1 Medium Severe
WECC201002226 CIP-007-1 Lower Severe
WECC201002227 CIP-007-1 Medium Severe
WECC201002228 CIP-007-1 Lower Severe
WECC201002377 CIP-003-1 Lower Severe
WECC2014013600 CIP-007-3a Lower Severe
WECC2015014575 CIP-004-3 Lower Severe
WECC2015015127 CIP-007-3a Medium Severe

0 X XN X X X X XN XNV XNV XNV XN XN XNV XNV XNV XN
co N P b A N O U1V 0N O UL B~ U W

10/31/16 NP17-3-000 WECC Unidentified Registered $250,000 WECC2014013506 CIP-002-3 Lower Moderate
View Filing >> Entity WECC2014013873 CIP-005-3a Medium Severe
View Order >> WECC2014014531 CIP-006-3c Medium Severe
WECC2015014704 CIP-007-3a Medium Severe
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https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_CIP_Full%20NOP_NOC-2503.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/November%202016%20Filing%20Order%20of%20No%20Further%20Review.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2492.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/October%202016%20Filing%20Order%20of%20No%20Further%20Review.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2450.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/October%202016%20Filing%20Order%20of%20No%20Further%20Review.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf

FERC Docket & Violation Risk Violation Severity

Regulatory Filings Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement Factors Level
- WECC2014014360  CIP-007:3a Rl Medium  Severe
.. - WECC2014014361  CIP-007:3a  R2  Medium  Severe
- WECC2014014362  CIP-007:3a  R3  lower  Severe
| WECC2014014363  CIP-007:3a RS lower  Severe
- WECC2014014364  CIP-007:3a  R6  lower  Severe
| WECC2014014365 ~ CIP-007:3a  R8  lower  Severe
7/28/16 NP16-24-000 SERC Unidentified Registered $180,000 SERC2014014337 CIP-003-3 R4 Medium Severe
View Filing >> Entity SERC2014014336 CIP-003-3 R5 Lower Severe
View Order >> SERC2014014086 CIP-005-1 R1 Medium Severe
SERC2014014427 CIP-005-3 R3 Medium Severe
SERC2014014196 CIP-005-3a R4 Medium Severe
SERC2014013621 CIP-006-1 R1 Medium Severe
SERC2014013444 CIP-006-3c R1 Medium Severe
SERC2014014195 CIP-006-1 R2 Medium Severe
SERC2014014198 CIP-006-3c R2 Medium Severe
SERC2014013437 CIP-006-3c R5 Medium Severe
SERC2014014395 CIP-006-3c R5 Medium Severe
SERC2014013619 CIP-007-3a R5 Medium Severe
SERC2014014423 CIP-007-1 R5 Lower Severe
SERC2014014087 CIP-007-1 R6 Lower Severe
| SERC2014013657  CP-0023  R3  Hgh  Severe
| SERC2014013877  QP0051 Rl Medium  Severe
| SERC2014014396  CIP-0063c RS Medium  Severe
| SERC2014014403  CIP-0063c  R8  Medium  Severe
| SERC2014013881  CIP-007:3a RS Medium  Severe
| SERC2014014274  CIP-007:3a RS Medium  Severe
| SERC2014013438  CIP-007:3a  R6  lower  Severe
| SERC2014013765  CIP-007:3a  R6  lower  Severe
| SERC2014013767  CIP-007:3a  R8  Medium  Severe
| SERC2014013766 QP03 RS lower  Severe
5/31/16 NP16-20-000 FRCC FRCC_URE1 $35,000 FRCC2015015369 CIP-006-3c R2; R2.2 Medium Severe

View Filing >> FRCC2015015368 CIP-005-3a R1; R1.4 Medium Severe
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https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_NearFinal_NOP_NOC-2488.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/July%202016%20Filing%20Order%20of%20No%20Further%20Review.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2487.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/July%202016%20Filing%20Order%20of%20No%20Further%20Review.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-009-3.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_May_Spreadsheet_NOP_20160531.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-005-3a.pdf

FERC Docket & . . . . s . Violation Risk Violation Severit
1 Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement I I : : : verity
Regulatory Filings Factors Level

View A-1 FRCC2015015366 CIP-005-3a
Spreadsheet >>
View A-2

Spreadsheet>>
View Order >>

2/29/16 NP16-12-000 Unidentified Registered $1,700,000 RFC2014014245 CIP-002-3 High
View Filing >> Entity RFC2014014014 CIP-003-1 Lower
View Errata >> RFC2014014251 CIP-004-3 Medium

View Order >> RFC2014014252 CIP-004-3 Medium

RFC2014014253 CIP-004-3 Lower



http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-1(PUBLIC_Non-CIP_Violations)_20160531.xlsx
http://www.qa.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-1(PUBLIC_Non-CIP_Violations)_20160531.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20160531.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20160531.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/June%202016%20Order%20of%20No%20Further%20Review.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_April_Spreadsheet_NOP_20160428.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20160428.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20160428.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/April%202016%20Order%20of%20No%20Further%20Review.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-009-3.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_CIP_FinalFiled_NOC-2463_Full_NOP_Settlement_REV.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/NP16-12%20Errata%20Filing%20Cover%20Letter.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_March_2016.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-004-3.pdf

FERC Dock Violation Risk Violati i
[SloTrE 3 Registered Entity Total Penalty (S) NERC Violation ID Reliability Standard Requirement IoFaat(:::rs o 10 atlf:v::everlty

Regulatory Filings

RFC2013013197 CIP-004-3a R4.2 Lower ?
RFC2014013447 CIP-004-3a R4.2 Lower ?
RFC2014013997 CIP-004-3a R4.2 Lower ?
RFC2014013623 CIP-005-1 R1.5 Medium ?
RFC2014014015 CIP-005-3a R1.5 Medium ?
RFC2014014207 CIP-005-3 R1.6 Lower ?
RFC2015015300 CIP-005-3a R1 Lower ?
RFC2014014410 CIP-006-3¢ R1 Medium ?
RFC2014014011 CIP-006-1 R1.1 Medium ?
RFC2014014208 CIP-006-3a R1.8 Lower ?
RFC2015015143 CIP-006-3¢ R1 Medium ?
RFC2014014209 CIP-006-3a RS Medium ?
RFC2013013198 CIP-006-3¢ RS Medium ?
RFC2014014211 CIP-007-3a R1.3 Lower ?
RFC2014013998 CIP-007-1 R2 Medium ?
RFC2014013626 CIP-007-1 R3 Lower ?
RFC2014014262 CIP-007-3a R3, R3.1, R3.2 Lower ?
RFC2014014114 CIP-007-3a R3.2 Lower ?
RFC2014014012 CIP-007-3a R4 Medium ?
RFC2014014215 CIP-007-3a R5.1.2 Lower ?
RFC2014014216 CIP-007-1 R5.2, R5.2.3 Lower ?
RFC2014014257 CIP-007-3a R5.3; R5.3.1, R5.3.2, Lower ?
R5.3.3
RFC2014014238 CIP-007-3a R9 Lower ?
RFC2014014239 CIP-008-3 R1.6 Lower ?
RFC2014014240 CIP-009-3 R1 Medium ?
RFC2014014241 CIP-009-3 R2 Lower ?
RFC2015015301 CIP-009-3 R2 Lower ?
RFC2014014013 CIP-009-1 R4 Lower ?
RFC2015015302 CIP-009-3 R4 Lower ?
RFC2014014242 CIP-009-3 RS Lower ?
RFC2015015303 CIP-009-3 RS Lower ?
1/28/16 NP16-10-000 RF Unidentified Registered $150,000 RFC2014013798 CIP-002-3 R3 High Severe
View Filing >> Entity RFC2014013829 CIP-003-3 R1 Medium Severe
View Order >> RFC2014013830 CIP-003-3 R4 Medium Severe
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https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-008-3.pdf
https://www.nerc.com/files/CIP-009-3.pdf
https://www.nerc.com/files/CIP-009-3.pdf
https://www.nerc.com/files/CIP-009-3.pdf
https://www.nerc.com/files/CIP-009-1.pdf
https://www.nerc.com/files/CIP-009-3.pdf
https://www.nerc.com/files/CIP-009-3.pdf
https://www.nerc.com/files/CIP-009-3.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_CIP_FinalFiled_NOC-2451_Full_NOP_Settlement.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_February_2016.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
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https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf

FERC Docket & . . e s . Violation Risk | Violation Severit
i~ Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement I : : : : verity
Regulatory Filings Factors Level

1/28/16 NP16-9-000 WECC Unidentified Registered No Penalty WECC200801173 CIP-004-1 R2 Lower Severe
View Filing >> Entity WECC200801174 CIP-004-1 R3 Medium Severe
View Order >> WECC200801175 CIP-004-1 R4 Lower Lower

WECC200801176 CIP-007-1 R1 Medium Severe
WECC200901632 CIP-006-1 R1; R1.8 Lower Lower
WECC200901633 CIP-005-1 R1; R1.5 Lower Lower
WECC200902261 CIP-007-1 R3; R3.1 Lower Severe
WECC201002260 CIP-007-1 R1; R1.1 Medium Severe
WECC201002262 CIP-002-1 R1; R1.2; R1.2.2; Medium Severe
R1.2.4

WECC201002269 CIP-006-1 R1; R1.6 Medium Severe
WECC201002273 CIP-006-1 R4 Lower Moderate
WECC201002279 CIP-007-1 R6; R6.4; R6.5 Medium Severe
WECC201002280 CIP-004-1 R3; R3.2 Medium High
WECC201002354 CIP-002-1 R3; R3.1 High Severe
WECC201002355 CIP-003-1 R1; R1.1; R1.2; R1.3 Medium Severe
WECC201002356 CIP-003-2 R4.3 Medium Severe
WECC201002381 CIP-005-1 R1 Medium Severe
WECC201002382 CIP-005-1 R2 Medium Moderate
WECC201002412 CIP-007-1 R5; R5.2.2 Lower Severe
WECC201102851 CIP-005-1 R1; R1.4 Medium Severe
WECC2013011670 CIP-003-3 R5 Lower Severe
WECC2013013087 CIP-005-3 R3; R3.2 Medium Severe
WECC2014014185 CIP-004-3a R3 Medium Severe
WECC2015014618 CIP-006-3c R5 Medium Severe
WECC2015014628 CIP-007-1 R2 Medium Severe
WECC2015014629 CIP-007-1 R5 Medium Severe
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https://www.nerc.com/files/CIP-008-3.pdf
https://www.nerc.com/files/CIP-009-3.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_CIP_FinalFiled_NOC-2446_Full_NOP_Settlement.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FERC_Order_of_No_Further_Review_February_2016.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-002-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-003-2.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_December_Spreadsheet_NOP_20161229.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-1(PUBLIC_Non-CIP_Violations)_20161229.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-1(PUBLIC_Non-CIP_Violations)_20161229.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20161229.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20161229.xlsx
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
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http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/December%202016%20Filing%20Order%20of%20No%20Further%20Review.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-003-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-004-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-007-1.pdf
https://www.nerc.com/files/CIP-002-2.pdf
https://www.nerc.com/files/CIP-006-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_October_Spreadsheet_NOP_20171031.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20171031.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20171031.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/October%202017%20No%20Further%20Review%20Notice.pdf
https://www.nerc.com/files/CIP-006-1.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_FinalFiled_NOP_NOC-2552.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/September%202017%20No%20Further%20Review%20Notice.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/CIP-002-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
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https://www.nerc.com/files/CIP-004-3.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-004-6.pdf
https://www.nerc.com/files/CIP-004-6.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-005-3.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-6.pdf
https://www.nerc.com/files/CIP-006-3a.pdf
https://www.nerc.com/files/CIP-006-6.pdf
https://www.nerc.com/files/CIP-006-6.pdf
https://www.nerc.com/files/CIP-006-6.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-6.pdf
https://www.nerc.com/files/CIP-007-6.pdf
https://www.nerc.com/files/CIP-007-6.pdf
https://www.nerc.com/files/CIP-007-6.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-6.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf

FERC Docket & Violation Risk Violation Severity

Regulatory Filings Registered Entity Total Penalty ($) NERC Violation ID Reliability Standard Requirement Factors Level
| SERC2016016608 ~  CIP-007-6  RS;RS5  Medium  High
| SERC2016016610 ~ CIP-007-6  RS5;R57  Medium  Severe
| SERC2013012682 ~ CP-009:3 Rl Medium  Severe
| SERC2017017850  CP-0102  RLRL1  Medium  Severe
| SERC2017017852  CP-0102  RLRLS  Medium  Severe
| SERC2016016613 ~ CIP-010-2  RZR21  Medium  Severe
| SERC2016015460  BAL002-1 R4 Medium  Severe
| SERC2016016157 ~  BAL-003-11 R2  Medium  Severe
| SERC2016015526 ~  FAC014-2 R Medium  Severe
| SERC2016015527 ~  FAC014-2 R4 Medium  Severe
| SERC2017016808 ~ PRC-002-2  RS5;RS3  lower  Severe
| SERC2016015697 ~  PRC:023-3  R6  High  Severe
| SERC2016015532  TPL002Ob RLRL3  High  lower
| SERC2016015533  TPLO03-Ob ~  RLRL3  High  lower
| SERC2016015534  TPL004-0a RLRL3  Medium  lower
7/31/2017 NP17-26-000 SPP RE Unidentified Registered $250,000 SPP2014014499 CIP-003-3 R2:R2.2 Medium Severe
View Filing >> Entity SPP2014014500 CIP-003-3 R6 Lower Severe
View Notice >> SPP2014014513 CIP-004-3a R4 Lower Moderate
SPP2014014514 CIP-005-3a R1:R1.5; R1.6 Medium Severe
SPP2014014501 CIP-006-3c R1:R1.6.1 Medium Severe
SPP2014014502 CIP-006-3c R2:R2.2 Medium Severe
SPP2014014505 CIP-007-3a R1:R1.1 Lower Severe
SPP2014014506 CIP-007-3a R2:R2.1; R2.2 Medium Severe
SPP2014014507 CIP-007-3a R4:R4.1 Medium Severe
SPP2014014508 CIP-007-3a R5:R5.2; R5.2.2 Lower Severe
SPP2015015324 CIP-007-3a R6: R6.1; R6.4; R6.5 Medium Severe
SPP2014014510 CIP-008-3 R1:R1.6 Lower High
SPP2014014511 CIP-009-3 R2 Lower Severe

4/27/2017 NP17-21-000 WECC $201,000 WECC2015014909 CIP-006-3c R2.2 Medium High
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https://www.nerc.com/files/CIP-007-6.pdf
https://www.nerc.com/files/CIP-007-6.pdf
https://www.nerc.com/files/CIP-009-3.pdf
https://www.nerc.com/files/CIP-010-2.pdf
https://www.nerc.com/files/CIP-010-2.pdf
https://www.nerc.com/files/CIP-010-2.pdf
https://www.nerc.com/files/CIP-010-2.pdf
https://www.nerc.com/files/BAL-002-1.pdf
https://www.nerc.com/files/BAL-003-1.1.pdf
https://www.nerc.com/files/FAC-014-2.pdf
https://www.nerc.com/files/FAC-014-2.pdf
https://www.nerc.com/files/PRC-002-2.pdf
https://www.nerc.com/files/PRC-023-3.pdf
https://www.nerc.com/files/TPL-002-0b.pdf
https://www.nerc.com/files/TPL-003-0b.pdf
https://www.nerc.com/files/TPL-004-0a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_FinalFiled_NOP_NOC-2539%20Full%20Notice%20of%20Penalty.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/July%202017%20No%20Further%20Review%20Notice.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-008-3.pdf
https://www.nerc.com/files/CIP-009-3.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_July_Spreadsheet_NOP_20170731.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20170731.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20170629.xlsx
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/July%202017%20No%20Further%20Review%20Notice.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf

FERC Docket &

Regulatory Filings

View Filing >>
View Notice >>

8/30/2018 NP18-22-000

View Notice >>

5/31/2018 NP18-15-000

View Filing >>
View A-2

Spreadsheet >>
View Notice >>

NERC Violation ID Violation Risk

Total Penalty ($)

Registered Entity Reliability Standard Requirement

Unidentified Registered WECC2015015031

Unldentlfled Registered WECC2015015218

Violation Severity
Level

Moderate

WECC_URE1 WECC2017016850



http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_FinalFiled_NOC-2529.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/April%202017%20No%20Further%20Review%20Notice.pdf
https://www.nerc.com/files/CIP-004-1.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_September_Spreadsheet_NOP_20180927.pdf
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20180927.xlsx
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20180927.xlsx
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/September%202018%20No%20Further%20Review%20Notice.pdf
https://www.nerc.com/files/CIP-006-6.pdf
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_CIP_FinalFiled_NOP_NOC-2581.pdf
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/August%202018%20No%20Further%20Review%20Notice.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_July_Spreadsheet_NOP_20180731.pdf
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20180731.xlsx
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20180731.xlsx
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/July%202018%20No%20Further%20Review%20Notice.pdf
https://www.nerc.com/files/CIP-007-6.pdf
https://www.nerc.com/files/CIP-005-1.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-006-6.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_May_Spreadsheet_NOP_20180531.pdf
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20180531.xlsx
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/FinalFiled_A-2(PUBLIC_CIP_Violations)_20180531.xlsx
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/May%202018%20No%20Further%20Review%20Notice.pdf
https://www.nerc.com/files/CIP-004-6.pdf
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_CIP_NOC-2571_Full_NOP.pdf
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/May%202018%20No%20Further%20Review%20Notice.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-004-3a.pdf
https://www.nerc.com/files/CIP-005-3a.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-006-3c.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf

FERC Docket &

Regi Enti Total P | NERC Violation ID Reliabili
Regulatory Filings egistered Entity otal Penalty (S) C Violation eliability Standard

2/28/2018 NP18-7-000 WECC Unidentified Registered $2,700,000 WECC2016016233 CIP-003-3
View Filing >> Entity WECC2016016234 CIP-003-3
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Requirement

R4
R5

Violation Risk
Factors

Medium
Medium

Violation Severity
Level

Severe
Severe


https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-3a.pdf
https://www.nerc.com/files/CIP-007-6.pdf
https://www.nerc.com/files/CIP-007-6.pdf
https://www.nerc.com/files/CIP-014-2.pdf
http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Public_CIP_NOC-2569%20Full%20NOP.pdf
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/April%202018%20No%20Further%20Review%20Notice.pdf
https://www.nerc.com/files/cip-003-3.pdf
https://www.nerc.com/files/cip-003-3.pdf

